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Abstract

The main goal of this study is to analyse the types of hackers and cyberattacks in
the aviation industry, to enhance cybersecurity in the air sector. This manuscript
has identified 12 different typologies of hackers in the aviation context. First, those
hackers who exercise responsibility in proper, effective, ethical, and good practices
to improve the safety of citizens and organizations, such as white unicorns, red,
blue, green, and nation sponsored hackers. And second, those hackers that are devel-
oping and using cyberattacks with bad practices to provoke serious material damage
to public and private organizations, consumers, or even terrorist acts to kill people,
including black, nation-state, cyberterrorist, whistle-blower, hacktivist, script kiddie,
and gray hackers. Furthermore, findings reveal 54 cyberattacks documented in the
period analysed (2000 — January 2024). Of the total cyberattacks in the period ana-
lysed, 35 were perpetrated at airports (65%) and 19 by airlines (35%). This study
also suggests some lines of action to ensure and guarantee the security of data and
private information for business-to-consumer (B2C) and business-to-business (B2B)
and their transactions in the aviation industry.

Keywords Cyberattacks - Hackers - Typology - Motivations - Cybersecurity -
Airports - Airlines - Aviation industry

Introduction

The aviation industry covers a broad spectrum of stakeholders, including airlines,
airports, technology providers, logistics operators, retail companies, tourism com-
panies, and national and regional governments. Indeed, an airport is a critical infra-
structure that must protect the safety, social, and economic prosperity of regions
and countries (Florido-Benitez 2023a; El-Maissi et al. 2023). Noteworthy, the
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cornerstone and success of large companies such as Amazon, Zara, JD.com, Ali-
baba, eBay, or Rakuten lie mainly in creating innovative products and services sup-
ported by airports, air cargo, and logistic operators to deliver their orders within
three days (Florido-Benitez and Aldeanueva Fernandez 2022; Florido-Benitez
2023b). Air cargo operations are observed as an efficient means of transportation for
companies and consumers because of their capacity to handle high-value and time-
sensitive goods (Adenigbo et al. 2023). Moreover, in both passenger and monetary
terms, the European airports lost 1.32 billion passengers and €33.6 billion in pas-
senger revenue because of coronavirus crisis in 2020 (Parliament 2021). Therefore,
the aviation industry plays an important role in the movement of tourists to tourist
destinations, logistic and e-commerce companies, and consumers.

Safety and cybersecurity are the top priorities in the air transport sector, and the
use of disruptive technologies should not compromise operational and commercial
activities. Nevertheless, the air transport industry was one of the main targets for
hackers in 2022 (KonBriefing. 2022), and 62% of airport authorities reported that
their airports were targets of cyberattacks in 2021 (ACI 2021). In 2020, the Euro-
pean Aviation Safety Agency (EASA) estimated a monthly average of 1,000 airport
cyberattacks (EASA 2021). 1 hour of operations disruption at a large airport at peak
time has an estimated cost of $1million; in fact, the cost of a cyberattack is esti-
mated at around $1million in an airport (Airbus. 2020). A cyberattack is an illegal
action that directly affects airports and airlines’ operations, their corporate image,
reputation, reliability, and passengers’ confidence. The global aviation cybersecurity
market size reached $4.6 billion in 2023, and it is expected to reach $8 billion by
2032 (IMARC Group 2024).

On January 7, 2023, a cyberattack hit the Beirut-Rafic Hariri airport in Lebanon.
On the airport’s screens, passengers could read that the arms smuggling would lead
to the bombing of the airport and that Hezbollah and Iran are taking the country to
war (Paganini 2024). There are not 100 percent safe spaces, the risk of a cyberattack
is always latent (Florido-Benitez 2021). According to the International Air Trans-
port Association (IATA) (IATA 2023) reported that cyberattacks are increasing in
the aviation industry, and airport and airline operators must comply with aviation
cybersecurity regulations across the world.

The economic impact of cybercrime on business is predicted to reach $10.5 tril-
lion by 2025 (Willard 2023). The potential for cyberattacks on the aviation indus-
try is a pressing issue requiring constant attention and proactive measures. Unau-
thorized access is the most prominent type of cyberattack in the aviation industry
to steal intellectual property, intelligence, and private information (Ukwandu et al.
2022). The air transport industry faces increased cyberthreats and cyberattacks due
to hyperconnectivity and the lack of standardized frameworks and cybersecurity
defences (Nobles 2019).

There are different types of cyberattacks and hackers, so there is a need to be
aware of such attacks to protect and analyse the air transport sector from hackers
(Biju et al. 2019), and to identify new threats and attacks on different levels of the
air transport industry (Sangwan et al. 2023). Ahsan et al. (Ahsan et al. 2022) suggest
that historical network data and a machine learning model can prevent cyberattacks
and design intelligent security systems against future cyberthreats. There are limited
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scientific publications that address the types of hackers and cyberattacks in the avia-
tion industry context (Florido-Benitez 2021; Ukwandu et al. 2022; Kagalwalla and
Churi 2019; Suciu et al. 2018; Chng et al. 2022) in order to improve the cybersecu-
rity of airports and airlines’ operational and logistic activities. Moving from these
considerations and gaps, the main goal of this study is to analyse the types of hack-
ers and cyberattacks in the aviation industry, to enhance cybersecurity in the air sec-
tor. Analysing cyberattacks enables researchers and airport and airline operators to
identify hackers’ motivations, characteristics, and types of cyberattacks in air trans-
port (Lehto 2020). Greater efforts are required in the cybersecurity and interoper-
ability aviation context, as well as cyberattack monitoring by governments, airports,
and airline operators (Klenka 2021).

Hacker types need to be updated to theorize and illustrate their
characteristics in the aviation industry

The air transport sector faces the malicious intent of international state and non-state
hackers that are willing to exploit innovative technologies such as cloud computing,
big data, artificial intelligence (AI), the internet of Things (IoT), machine learning
(ML), blockchain techniques, virtual reality (VR), augmented reality (AR), digital
twins (DTs), and the metaverse. President Barack Obama emphasized that hack-
ers and cybercriminals are capable of compromising aviation security and sabotage
air traffic control systems (Schmidt 2016). In this paper, a hacker is a person who
uses bad practices on the Internet to wiretap, spy, alter, sabotage, disrupt, attack,
manipulate, interfere, expose, steal, and destabilize a company, country, or critical
infrastructure such as an airport or nuclear power plant. Although, hacking is sim-
ply the application of computer skills to solve a particular problem. Therefore, we
must consider in this manuscript that there are also experts in cybersecurity named
“hackers” that contribute to enhancing the country’s national security and its critical
infrastructure.

Prasad (Prasad 2014) defines a hacker as a person who accesses computers and
information stored on computers without obtaining permission. Nevertheless, not
all hacking is malicious or illegal, there are experts in cybersecurity who use their
hacking skills for ethical practices and protective purposes, such as white, red, blue,
green, and nation sponsored hackers (Rawal et al. 2023; Vishnuram et al. 2022).
Accessing data on a computer or mobile device without authorization is called hack-
ing. Although hacking a computer to evaluate its security without malicious intent is
known as ethical hacking (Vishnuram et al. 2022).

The internet is being used by cybercriminals and insiders as a weapon against
airports and commercial airlines (Klenka 2021). The dark web and some video
guide tutorials on the internet provide hacking tools without any restrictions, and
this should be prohibited for users (Papathanasiou et al. 2023). If we add to this,
depending on the type of cyberattack that mutates its signatures and codes to evade
detection (called polymorphic attacks) of the Intrusion Detection Systems (IDS),
the problems multiply further due to the scalability of cyberattacks in the organi-
zation’s operating systems. Hackers are continuously changing attack profiles to
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breach organizations’ security access (Chauhan et al. 2021). As stated by Chng et al.
(Chng et al. 2022) there is a need to update our understanding of hacker types and
motivations as they evolve. In this study, we identified 12 different typologies of
hackers in the aviation context (see Figure 1). We distinguish two types of hackers
those who exercise responsibility in proper, effective, ethical, and good practices to
improve the safety of citizens and organizations in cities. On the contrary, we also
classify those hackers who are developing and using cyberattacks with bad practices
to provoke serious material damage to public and private organizations, consumers,
or even terrorist acts to kill people.

Then, we analyse hackers that are working to solve cyberthreat and cyberattack
incidents:

1. White hacker: She or he is an expert in cybersecurity that examines the vulner-
abilities of organizations’ operating systems to avoid cyberattacks. Moreover, the
white hacker solves and removes the cyberattacks provoked by black hackers and
other cybercriminals. For this reason, in this paper, we will call them “White Uni-
corn” for their enormous safety-security contribution to society. A white hacker
helps prevent future cyberattacks and cyberthreats, as well as identify, solve,
and remove them (Maalsen 2022). White hackers try to protect data while on
the internet with various attacks from hackers and keep it safe with airport and
airline operators (Gandhi et al. 2022). Bernardo Quintero (creator of the Virus
Total Google company), Tim Berners-Lee, Greg Hoglund, Charlie Miller, Dan
Kaminsky, and Jeff Moss are a real example of a white unicorn.

2. Red hacker: She or he is also a certified or authorised person that works for
governments. Her main goal is to identify black hackers, cyberterrorists, hack-
tivists, whistle-blowers, and state-nation hackers, to prevent and eliminate their
cyberattacks. Red hackers, who have developed their unique skills by breaking
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Fig. 1 Types of hackers. Source. The author’s own elaboration
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into company and government systems, are now being employed for purposes of
offensive security against black hackers (Withers et al. 2020).

Blue hacker: She or he is a hacker who outsources and works for companies for
security testing of their software right before the product launches. Blue hackers
also look for loopholes and try to close these gaps (University of Denver 2023).
Green hacker: She or he is an amateur in the world of hacking, and their main goal
is to be a white, red, or blue hacker. Occasionally, she may not intentionally want
to cause harm but may accidentally do so. Green hackers may rely on phishing
and other social engineering techniques to bypass security systems (Avast. 2023).
Nation sponsored hacker: She or he is a hacker appointed by the government to
provide them with cybersecurity and to avoid any kind of danger to the country.
This type of hacker is a highly paid government worker, and his or her anonymity
must be preserved. Sometimes, these hackers must solve military, cybercrime,
and terrorist cyberattacks due to their greater degree of skill and sophistication on
the part of nation-states. Moreover, these types of hackers need great economic
and technological resources to minimize the likelihood of being discovered (Holt
et al. 2023). For instance, the Airbus Group is hit by up to 12 cyberattacks carried
out by state-sponsored attackers (Coyne 2016).

Regarding the hackers’ bad practices, they are examined because they develop

cyberattacks to provoke damage to public and private organizations and the entire
society.

6.

Black hacker: Also known as Crackers. It is a cybercriminal who illegally
cracks systems and destroys or steals private data and information with mali-
cious intent, or even finds software’s vulnerabilities to exploit these. Seeking to
gain unauthorized access to a computer. In addition, black hackers are highly
skilled, and they use their skills in criminal and other activities (Pashel 2007).
These cybercriminals are considered by governments to be the most dangerous
hackers worldwide, such as Kevin Mitnick, Adrian Lamo, ASTRA, and Tsutomu
Shimomura, amongst many others (Kaspersky. 2023b).

Nation-state hacker: She or he works for governments, looking to gain access to
data or intelligence from other governments or organisations. Moreover, these
cybercriminals can attack for political, business, technological, or cyberwar
reasons. The results of these attacks can be immense, holding international sig-
nificance and gaining worldwide media attention. These attackers have greater
economic resources to successfully reach their targets (Holt et al. 2023).
Cyberterrorist: She or he uses cyberattacks as a means of furthering their
goals, disrupting, services, or causing fear. Her or his main motivations are for
political, religious, ideological, and social interests. Usually, cyberterrorists are
organized groups, such as Al-Qaeda, the pro-Russian NoName057 group, or
the Lazarus group. These cybercriminals attack to endanger national security,
cause more causalities, harm the economy, disrupt public order and morale, and
undermine trust in aviation systems. For instance, the internet is a ‘cyberplan-
ning’ tool for terrorists and hackers, in fact, terrorists used the internet to plan
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10.

11.

12.

their operations and attacks on the US on September 11, 2001 (Timothy 2003;
US Department of Justice 2011).

Whistleblower: Also known as a malicious insider. An employee of a company
who becomes aware of any illegal activities happening within the organization
and can blackmail the organization for her or his personal gain. 50% of cyberse-
curity incidents are caused by insiders, though most are carried out accidentally.
In fact, 70% of malicious insider breaches are financially motivated, chiefly
through employees selling credentials or access to systems and data on the
dark web (Graphus. 2022). Cybersecurity whistleblowing is critical to guarding
corporate, public, investor, and consumer safety (Ronickher and LaGarde 2023).
One example of this is the case of Edward Snowden in the US. A whistle-blower
can alert governments and digital newspapers that a company is grossly negli-
gent. For years, Ed Pierson warned about the safety of the company’s 737 Max
Jets, saying they were not safe for passengers (Baumgardner 2024).

The hacktivist: She or he is a hacker or a group of hackers who gain unauthor-
ised access to the government’s computer files and networks for further social,
ecological, ethical, or political ends. Today, automated software can do the
hacktivist’s work without requiring the hacker or /group have great hacking
skills (Milan 2013; Romagna 2020). Hacktivism is defined as the use of hacking
techniques to promote a political agenda and civil disobedience, as well as gain
access to sensitive information and computer networks in an illegal fashion on
the Internet (Loh 2023). In 2019, the Ecuadorian embassy in London reported
that about 40 million distributed denial of service cyberattacks (DDoS) were
directed against the websites and servers of government institutions after the
Julian Assange arrest (Paganini 2019).

Gray hacker: She or he is not a legally authorised hacker. They work with both
good and bad intentions. They can use their skills for personal gain. Gray hack-
ers often look for vulnerabilities in a system without the owner’s permission
or knowledge. If issues are found, they report them to the owner, sometimes
requesting a small fee to fix the problem (Kaspersky. 2023c).

Scrip Kiddies: A novice hacker who uses scripts or downloads tools available
to attack computer systems and networks and deface websites. Her or his main
purpose is to impress her/his friends or society. Script kiddies are generally
14—16 years old and still at school. They tend to be socially maladjusted, pre-
ferring to spend their free time working on computers rather than playing with
friends (Barber 2001).

All these groups include hackers of varying motivations and skills (Paganini
2019). For this reason, cybersecurity is very important for airport and airline opera-
tors because the cyberattacks provoked by cybercriminals must be analysed in differ-
ent contexts, regions, and motivations to build real progress in cybersecurity knowl-
edge. The challenge of ensuring cybersecurity in air transport is compounded by the
volume of air traffic, and cyberattacks will continue to be a critical part of airports
and airlines’ security agendas (Florido-Benitez 2021; Dave et al. 2022). In 2021,
at the Hack in the Box security conference in Amsterdam, Hugo Teso’s security
consultant demonstrated how easily an airplane could be hijacked remotely using
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a simple Android app called PlainSploit (HITBSECCONF2013 Amsterdam 2021).
Additionally, cybersecurity researcher Ruben Santamarta found how to hack the sat-
ellite communications equipment on passenger jets through their Wi-Fi and inflight
entertainment systems (Finkle 2014). After the pandemic crisis, governments, air-
ports, and airline operators need to ensure the safety in of transport with the aim of
restoring the tourism and aviation industries (Florido-Benitez 2022).

The main motivations of cybercriminals in the digital world

The ability to protect users and operational systems from both external attacks and
insider threats is imperative, and this has become a competitive advantage for air-
ports (e.g., Amsterdam Schiphol, Helsinki-Vantaa, or Miami International airport),
and airlines (e.g., Qantas, Emirates, Qatar Airways, or American Airlines). Indeed,
the capacity to protect or defend the use of cyberspace from cyberattacks is defined
as cybersecurity (Kissel 2011). Cybersecurity is highly related to vulnerabilities,
cyberthreats, cyberspace, and cyberattacks, especially in the aviation industry,
where technologies play an essential role in monitoring and controlling operations.
Lezzi et al. (Lezzi et al. 2018) suggest that most cyberattacks come from companies’
software vulnerabilities, information systems, and system security procedures. The
risk of a cyberattack is therefore an obvious threat to airports and airlines’ safety.
The potential that a given threat will exploit the vulnerabilities of a group of assets
and cause harm to airport and airline operators is commonly referred to as "risk"
(ENISA 2023).

Unfortunately, this study showed some kinds of cyberattacks, and how these are
putting passengers and flight crews at risk. Hence, we feel obligated to analyse hack-
ers’ motivations, and understand the nature of the cyberattack to make better deci-
sions in an emergency like this. Attribution and identification of hackers cyberat-
tacks is technically complicated in technology, encrypted information, and economic
terms. From a researcher’s point of view, cyberterrorists’ motivations are totally dif-
ferent from gray hackers’ purposes. To qualify as a cyberterrorism activity, an attack
should result in violence against a person or property, or at least cause enough harm
to generate fear.

Attacks that lead to death or bodily injury, explosions, or severe economic loss
would be examples. Serious attacks against airports named “critical infrastructures”
are considered acts of cyberterrorism (Weimann 2004). We would like to highlight
that a cyberattack that damages or destroys an aircraft and persons on board carried
out during a period of war, belligerence, or other clash between two states can be
considered an act of war (Article 17 of the Chicago Convention) (Abeyratne 2020).
In 2014, a Malaysia airlines aircraft was hit by a Russian-made Buk missile over
eastern Ukraine, and this missile was fired by Russian-backed separatists. A total of
283 passengers, including 80 children, and 15 crew members were on board (BBC
2020).

Understanding hackers’ motivations is key to comprehending the depth of their
actions and the damage they can cause. Many hackers take the position that know-
ing their motivations is the key to understanding their activities hacking is all about
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power (McAlaney et al. 2020). For them, the desire to learn and experience chal-
lenges motivates their activities. While there are several motivations for hackers,
we’ve covered eight of the most important ones in this paper (see Figure 2).
Hackers’ motivations are complex and formed by competing concerns and oppor-
tunities such as the attribution of a cyberattack, the enjoyment of the cyberattack
from their anonymity and base of operations, monetary gain, and political reward for
a cyberattack (Weathersby 2023). Hackers’ motivations and cyberattacks can range
from the disruption of operational systems to the killing of innocent people. A sum-
mary of each motivation type is listed below for better understanding by readers.

e Money: Most hackers are motivated fby economic incentives because they
quickly obtain money, and often they cannot be identified by police authorities
(Yannakogeorgos 2013). In 2022, hackers stole a record $4 billion in cryptocur-
rency, led by thieves tied to North Korea (Brooks 2023). A British man stole
money from investors’ accounts by hacking into email servers and computers
belonging to US banks and brokerages, causing more than $5 million in losses.
Moreover, a group of hackers stole more than $20 million from the Revolut com-
pany in 2023, by exploiting software within its US payment system.

¢ Financial gain: It is another of the principal motivations of hackers to finance
their criminal, military, and illegal activities. Financial gain is one of the most
important hackers’ motivations because of the monetary reward it brings (Holt
2007). Cyberterrorists and black hackers are the biggest exponents of this illegal
motivation. In 2017, hackers infiltrated (data breach) Equifax, and they accessed
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Fig.2 The main motivations of cybercriminals. Source. The author’s own elaboration
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the personal information of 147 million individuals. Equifax had to pay $1.4 bil-
lion for damage caused (Glen 2023). In 2021, the CNA Financial insurance com-
pany paid hackers $40 million after a ransomware attack blocked access to the
company’s network and stole its data. Hackers seek to steal sensitive informa-
tion, such as credit card data, personal information, or login credentials, which
they can sell on the black market or use for fraudulent activities.

Recognition and achievement: The thrill of overcoming companies and govern-
ments’ security measures and infiltrating their systems are other motivations for
hackers. The main goal of a pirate is not to be detected. They need to be recog-
nised by other hackers and the international news media that unfortunately dis-
seminate this information. The desire for recognition looms large in the hack-
ing communities. Recognition is earned by its most capable members within this
community. This is a powerful motivation for the rest of the hackers because it
is only by persevering that they will achieve a higher social status in the hacking
community (Hétu et al. 2012). For some, achieving notoriety as a skilled hacker
is a powerful incentive. Hackers’ psychological needs show their power, revenge,
and superiority over others (Cayubit et al. 2017). This motivation also ties into
the fact that cybercriminals are very competitive, and they love the challenge
their actions bring. Anonymous and Russia’s hacking group, Fancy Bear, are the
biggest exponents of this type of motivation. In 2022, the hacking group known
as Killnet claimed responsibility for knocking on 14 US airport websites.
Political, religious, ideological, military, and social motivations: Cyberterrorists,
hacktivists, and foreign countries are seen as opponents who have this type of
motivation and carry out cyberattacks in the name of their cause (Loper 2022;
Rogers et al. 2006). Ideological, political, religious, and social motivations
inspire hackers to perpetrate and continue cyberattacks around the world (Holt
2009). In addition, Chinese and US hackers frequently engage in cyberattacks
against government resources in other nations to obtain sensitive information,
map network structures, and military infrastructure (Holt and Kilger 2008). For
instance, an Al-Qaeda video called on followers and sympathisers to launch
cyberattacks against Western targets (Jayakumar 2020). Hackers are also influ-
enced by their religious, cultural, ideological, and national affiliations. Cyberwar
means actions by a nation-state to penetrate another nation’s operating systems
for the purposes of causing damage or disruption (Jamieson 2020). Cyberwar is
currently shaped by new disruptive technologies and the militarization of cyber-
space (Packa and Miroslav Mare§ 2023). In 2021, Florido-Benitez (Florido-
Benitez 2021) noted that “future wars and political conflicts will be established
in virtual scenarios, where the best soldiers will be elite computer engineers,
the best weapons will be complex security systems that disable cyberattacks on
terrorism and criminality, and the battlefield will be a strategic digital scenario,
where enemies shall not have faces, just a shadow of encrypted codes that gov-
ernments will have to track and eliminate, that is, a real video game called The
Cybernetic Battle”.

Sabotage and hacktivism: These two motivations are promoted by government
agencies, independent organizations, or institutions to disrupt the presidential
election in the countries, show the big companies’ vulnerabilities, and highlight
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human rights. Their main weapons are the spread of misinformation and disin-
formation, disruption, and the release of sensitive information. In 2022, Rus-
sian government bodies and Russia’s Federal Security Service were hacked by
Anonymous. This group of hacktivists took to Twitter to announce its authorship
and request that Russia cease the invasion of Ukraine. Furthermore, the ways
in which Russian hacking and social media messaging “propaganda” altered the
content of the electoral dialogue and contributed to Donald Trump’s victory are
examples of sabotage in today’s society (Jamieson 2020). Thereby, false and
misleading information and its ability to spread rapidly online by hackers and
groups of interests have been described as a societal vulnerability and a threat to
democracy (Schia and Gjesvik 2020).

e Corporate espionage: This motivation is highly related to intelligence and the
use of secret means for strategic ends. Conducted for commercial or financial
purposes, corporate espionage involves theft of trade secrets, bribery, blackmail,
or surveillance. Cyberespionage is an activity that is practiced all countries and
large companies to obtain confidential information and an advantage over a com-
peting organization (Lindsay 2017). For instance, the National Security Agency
(NSA) of the US is responsible for information and data for foreign and domes-
tic intelligence and counterintelligence purposes, and this governmental agency
cooperates jointly and shares information and data with Google, Apple, Yahoo,
Facebook, or Paltack companies for commercial and geopolitical strategic pur-
poses. Most countries spy on other countries to obtain information and then use
it as a geopolitical advantage (Lindsay 2017).

e State actors: These hackers are motivated to make cyberattacks because they
receive funding and assistance from a nation-state. They are specifically engaged
in cybercrime to further their nation’s own interests. Typically, they steal infor-
mation, including intellectual property, personally identifying information, and
money. Russia, China, Iran, and North Korea are experts in nation-state attacks,
and their main motivations are to attack critical infrastructure and spread of mis-
information. Russian state actors used diverse means, from phishing campaigns
to zero-days, to gain initial access to devices and networks in industries across the
North Atlantic Treaty Organisation (NATO) member states, while malign influ-
ence actors sought to intimidate the Ukrainian diaspora and encourage protest
movements across Europe (Microsoft. 2023). Stuxnet is one of the most famous
nation-state cyberattacks worldwide. While no one officially claimed responsi-
bility for Stuxnet, it is widely accepted that it was a joint creation between the
intelligence agencies of the US and Israel (Kaspersky. 2023a). Stuxnet is a pow-
erful computer worm with intelligence that attacked Iranian nuclear systems. It is
responsible for causing substantial damage to Iran’s nuclear program.

e Insider threats: Insiders’ motivations reflect unintentional, ambivalent, or inten-
tional behaviours (Schoenherr 2022). Insiders’ motivation can range from steal-
ing data and espionage to criminal intentions or technical challenges. Unfortu-
nately, these actions are devastating for companies because these incidents make
it more difficult for IT technicians or experts in cybersecurity to find a threat.
Loss of reputation, financial loss, and loss of consumers’ confidence in the com-
pany are some of the insider’s threats (Hunker and Probst 2011). Boeing expe-
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rienced one of the longest insider threat attacks in history (1979-2006). An
employee stole military manufacturing information from the aerospace company.
Nonetheless, the real employer of this actor was Chinese intelligence, which
tasked him with acquiring information that would help China improve their
space operations (US Department of Justice 2009). Sometimes, hackers hire out
third parties that work within a company to carry out the steps of a breach. These
malicious insiders provide the hacker with intelligence, access, and other valu-
able secrets.

As we have seen in hacking motivations, airport and airline operators should be
aware of an insider cyberthreat or cyberattack, to know how to detect and respond
to the problem. These 8 hackers’ motivations emphasise the urgent need for aviation
organisations to prioritise cybersecurity measures. E-commerce and critical infra-
structure provide massive opportunities for hackers and their planned cyberattacks
(Andress and Winterfeld 2013). Hackers seek to compromise operational systems
based on ideological beliefs and underlying factors associated with their cause (Holt
et al. 2020). To reduce cyberthreats and cyberattacks in the aviation industry, it is
advisable to contract security audits performed by experts in cybersecurity that uti-
lize ethical hacking techniques (Holt and Bossler 2008). These services determine
where vulnerabilities may be present within operational systems and external ser-
vices inside the airport.

Cyberattack risks and typologies in the air transport sector

A cyberattack can provoke a chaos in aviation operations because the aviation sector
is composed of a lot of service providers. National security agencies do recognise
that combating cyberattacks is a shared responsibility in which private organiza-
tions and government bodies have an important role to play in the immediate future.
Moreover, the use of drones to execute cyber intrusions (e.g., Gatwick, Heathrow,
Madrid-Barajas, Frankfurt, Dublin, Saudi Arabia’s Abha, and King Abdullah air-
ports) and cyberattacks at airports is a topic of conversation in the air transport
sector. Lykou et al. (Lykou et al. 2020) note that airports need to be protected by
cyberattacks and drone attacks, known as unmanned aerial systems (UAS), due to
an increase in these incidents in the last five years, which is expected to proliferate
in frequency, complexity, and severity as drones become larger and more powerful.
Recently, most airports have implemented a security operation centre (SOC) in
their infrastructures to monitor and identify cyberthreats and cyberattacks, that is,
we are speaking of risk across the entire range of airlines and airports’ operational
activities that they address throughout the year. A vulnerability is when an opera-
tional system is subjected to a natural or external hazard to be exploited by hackers
or insiders to cause harm or cyberattacks. Operational systems’ vulnerabilities are
part of the risk analysis of experts in cybersecurity. Therefore, it is very important to
introduce the definition of “risk” in the aviation sector. When there is a probability
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that a threat will occur and materialize, causing damage or loss, it is called a risk
(Florido-Benitez 2021).

Risk assessment involves monitoring and analysing the safety risks in companies’
processes and their operations on a basis. Hazards are classified as large, medium,
and low. This test suggests risk management measures and actions. Permanent risk
process monitoring by organizations requires preventive safety measures, innovative
actions, and the development of contingency plans to tackle future cyberthreats and
cyberattacks. Figure 3 illustrates the risk or threat assessment processes in airports
and commercial airlines. Airport and airline operators need to constantly evalu-
ate risks and identify ways to mitigate them, as the nature of risks can change over
time (Memis 2024). For instance, more than 1,000 applications are running when
an Airbus A380 is in the air, thus increasing the likelihood of cyberthreats and risks
(Kagalwalla and Churi 2019).

Suppose we consider the risk of a cyberattack on an airport. First of all, it has to
be ensured the operability of air traffic control (ATC) and air traffic management
(ATM) activities to safeguard the crew and passengers lives in the air, as well as
the rest of the workers and passengers at the airport. Then, airport managers should
monitor and evaluate the risks and vulnerabilities of aircraft IP networks of flights,
airline fleet and route planning systems, cargo handling and shipping, access, depar-
tures, and passport control systems, amongst many others, because all of them are
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Fig. 3 Risk monitoring processes in airports and commercial airlines. Source. The author’s own elabora-
tion
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critical to the overall functionality of the airport. The relevance of safety (cyberat-
tack) and hygiene (coronavirus pathogen) protocols has drastically changed the air
transport sector to ensure passengers’ health and safety (Florido-Benitez 2023c). We
must not forget that airports and cargo and commercial airlines provide air accessi-
bility to cities, and the tourism and logistic industries are highly linked to air trans-
port (Florido-Benitez 2023d).

Air transport may have gotten a break from cyberattacks during the COVID-19
pandemic, but cybercriminals are turning their attention to the aviation industry
now that travellers are returning to airports. Airport and airline operators can protect
themselves by conducting cyber audits, implementing AI monitoring systems, and
performing supply chain mapping exercises. Cukier (Cukier 2007) found that 95%
of cybersecurity breaches are due to human error, and there is a hacker attack every
39 s in the world. The main types of cyberattacks are set out below and supported by
updated studies. Moreover, we would like to point out that, depending on the sector
or industry, cyberattacks are different in their typology and frequency. For example,
drone denial attacks are more likely to happen near airports than in the e-commerce
or health sectors.

e Distributed denial of service cyberattacks (DDoS): This is an attack that blocks
the website, operations, or services as a consequence of saturating the server
with massive traffic (Teichmann et al. 2023). In 2023, 7 German airports’ web-
sites were hit by several DDoS attacks, and these were inoperative, a day after a
major IT incident at Lufthansa grounded flights (Hardcastle 2023).

e Drone denial attacks: are attacks perpetrated by drones to intercept communica-
tion and control signals, steal data, or even attack airports and airlines, mid-air
collisions, and illegal surveillance (Omolara et al. 2023). 70% of experts in the
aviation industry are not aware of drone cyberattacks (Omolara et al. 2023). In
2023, three armed drones were shot down over Erbil airport in northern Iraq,
where US forces and other international forces are stationed (Al Awsat 2023).

e Hacking: It is the act of exploiting weaknesses in a computer system or network
to gain unauthorized access to personal or organizational data (Karpersky. 2023).
In 2006, a hacking attack forced the Federal Aviation Administration (FAA) to
shut down some of its ATC systems in Alaska, and three years later, another
malicious hack accessed the personal data of 48,000 FAA employees (FAA
2009).

e Ransomware: It is an advanced persistent threat that stealthily attacks the infor-
mation system of an organization operating in the critical sector. This malware
tends to encrypt essential files and/or lockout users from the system, bringing
the organization’s operational activities to a standstill (Mukhopadhyay and Jain
2024). Swissport, the world’s largest airport ground services and cargo handling
company, was targeted by ransomware hackers in 2022 (Reuters. 2022).

e Phishing: It is a form of deception technique that attackers often use to acquire
sensitive information related to individuals and organizations fraudulently (Var-
shney et al. 2024). In 2013, a phishing attack targeted 75 US airports by an
undisclosed nation-state seeking to breach commercial aviation networks (Euro-
control. 2019).
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e Malware: It compromises an organisation sensitive systems and data by infect-
ing them with malicious software (Florido-Benitez 2021). In 2013, the passport
control system was locked at Istanbul Atatiirk Airport’s international departure
terminal due to a malware attack (Paganini 2013).

e Slamer worm: It is a computer worm that slows general Internet traffic and
crashes routers (Sharma et al. 2023). In 2003, the FAA was hacked by a slammer
worm attack, and its administrative server was compromised (Groos 2003).

e Botnets: An attack is the use of automated web requests to defraud, manipulate,
and disrupt a website, (Almseidin et al. 2024). Bot attacks use networks of thou-
sands of computers for malicious login attempts or the takedown of a network
(Elliot 2019). In 2019, 3 million bot attacks were blocked in a day by Ben Gurion
Israel’s airport (Solomon 2019).

e Data breaches: These are incidents where unauthorized parties gain access
to secured information. A data breach exposes confidential, sensitive, or pro-
tected information to an unauthorised person or hacker. Data breaches can occur
through a complex set of actions that exploit weaknesses in an airport or com-
mercial airline (Sharma and Barua 2023). In 2023, Scandinavian airline SAS
reported that it was hit by a cyberattack and urged customers to refrain from
using its app (Mannes 2023).

e Human error: The science of error is merely an aspect of being human. Error is
inevitable and can occur even when the best of intentions are set (Connors and
Kent 2024). Human factors are the prime weakness that potentially jeopardizes
airports, aircraft, and ships’ cybersecurity by simply making intentional or unin-
tentional errors, revealing critical information, and generating entry points for
hackers and cyberterrorists (Florido-Benitez 2021; Soner et al. 2024). Human
error is an employee doing something they should not do. Approximately, 88%
of all data breaches are caused by an employee mistake. Human error is still
very much the driving force behind an overwhelming majority of cybersecurity
problems (Coze 2022; Hancock 2020). In 2017, a contractor doing maintenance
work at a British Airways data centre inadvertently switched off the power sup-
ply, knocking out the airline’s computer systems and leaving 75,000 passengers
stranded. The British Airways company cancelled all flights from London’s
Heathrow and Gatwick airports (Reuters. 2017).

e Crypto-jacking: Tesla’s computers were hit by hackers to mine coins; this is
known as crypto-jacking (Caporale et al. 2023). It takes place when attackers
access someone else’s computer to mine crypto currency (Varlioglu, S.: Elsayed,
N., ElSayed, Z., Ozer, M. 2022). In 2018, 60% of all computing systems at a
European international airport were recently by a crypto jacking (Gatlan 2019).

Cyberattacks perpetrated in the aviation industry from 2000
to January 2024

Regarding the types of cyberattacks in air transport, we will examine the main

cyberattacks perpetrated by cybercriminals from 2000 to January 2024, according
to KonBriefing (KonBriefing. 2022) and digital newspapers, to stage the reality of
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cybersecurity and cyberattacks in the aviation industry context. We selected this
period of time because the early 2000s saw the rise of third generation (3G)
smartphones with enhanced data services and multimedia capabilities. This year
marked the beginning of malware as a mainstream media sensation. In 2000, the
ILOVEYOU worm hit Microsoft Outlook users and infected at least 10% of inter-
net-connected hosts in a matter of hours, causing up to $15 billion in damages. It
was one of the first cyberattacks documented (SecurityBrief. 2021).

Cyberattacks in the aviation industry increased by 24% worldwide in the first half
of 2023 (Surette 2023). We confident that there were more than 54 cyberattacks in
the aviation sector (see Fig. 4). In 2020, there were 775 cyberattacks on airlines and
150 at airports (Alohali 2023), but most of them were not published for security
reasons. Indeed, most companies, airports, and airline operators do not report cyber-
attacks to protect their reputation and brand image. In 2019, the British Airways
company paid a fine of nearly $230 million for a data breach in 2018, the largest
penalty against a company for privacy lapses under the new General Data Protection
Regulation (DDPR) law, which allows regulators in each European Union country
to issue fines of up to 4% of a company’s global revenue for a breach (Satariano
2019). In the case of US and UK countries, companies and individuals are required
to report cyberattacks to the US Health Insurance Portability and Accountability
Act of 1996 (HIPAA) and the UK’s National Cyber Security Centre respectively. In
2016, only 28% of cyberattacks against businesses in the UK were reported to the
police (Swinhoe 2019).

Figure 4 shows 54 cyberattacks documented and analysed in this research. Of the
total cyberattacks in the period analysed, 35 were perpetrated at airports (65%) and
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Fig.4 Cyberattacks perpetrated in aviation industry from 2000 to January 2024. Source. Author’s own
elaboration from KonBriefing (KonBriefing. 2022) and digital newspapers
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19 by airlines (35%). Regarding airports, the most common types of cyberattacks
have been DDoS with 8 incidents, followed by drone denial-of-service attacks with
7, hacking with 5, ransomware with 4, phishing with 3, malware, data breach, and
crypto-jacking with 2, respectively, and bot and slammer worm with 1, respectively.
DDoS attacks target to airports’ websites and apps to steal private information and
sensible data. What compounds the problem is that cybercriminals share their find-
ings on the dark web with the hacker community and sell this information for large
sums of money. Indeed, DDoS is one of the most common attacks in the aviation
industry because it renders the network useless by overloading the channel with
meaningless messages to steal data (Lewis 2019). Commercial airlines also suffered
multiple DDoS attacks (5) during the established period of this research, and it must
be considered a serious vulnerability and threat for airline operators. For this reason,
cybersecurity must be a priority and not a necessity in the aviation industry. Safety
is the most important factor in air transport for both passengers and companies.

Most airports are vulnerable to DDoS attacks due to the broadcast nature of wire-
less communication (Bicakci and Tavli 2009). One of the most difficult tasks of pro-
tecting an airport is to analyse and detect who organisations, countries, or people
are willing to attack this critical infrastructure and airlines. For instance, the FAA
continues to use outdated systems, some of which are 30 years old. These systems
could be vulnerable to cyberattacks, especially from hackers backed by adversarial
nations (Surette 2023). Such an attack could have catastrophic consequences for the
US, given its reliance on air travel (Surette 2023).

Concerning drone denial-of-service attacks, we must be aware that drones can
collect confidential data, weapons, drugs, and transport explosives, chemical bombs,
drugs, various types of jammers, amongst many others. Hence, hackers and cyber-
terrorists can use this emerging technology to inflict mass injuries and life sacrifices.
We found that 7 drone attacks have been perpetrated against airports and airlines,
respectively. Edinburgh, Madrid, Palm Beach, Warsaw, Pittsburgh, and Frank-
furt airports suffered serious drone incidents in 2023, causing flight cancellations,
delays, high economic losses for airport and airline operators, and bad experiences
for passengers. The drone attack that disrupted Gatwick airport (UK) for three days
in 2019 cost the airport £1.4 million, and the EasyJet operator reported that the
attack cost it £15 million in compensation and welfare payments to passengers, as
well as lost revenue (Topham 2019). Worse still was a terrorist attack with 13 armed
drones and a global positioning system (GPS) that attacked 4 Russian bases in Syria.
Each drone had half a kilogram of explosives, and these were launched from a site
more than 31 miles (50 kms) distant from their target. This extremely serious attack
occurred in 2018 (Brown 2018).

As airports increasingly use digital technology in their day-to-day operations,
they are becoming more vulnerable to data breaches. Although this study has
accounted for 2 data breaches in airports and 9 in commercial airlines, we can-
not afford to underestimate hackers to unauthorized access to secured information
and airport’ and airline control systems. Airports and airlines are very attractive to
cybercriminals in search of personal information and data because both of these sec-
tors are custodians of vast amounts of sensitive data. In 2020, San Francisco air-
port (US) revealed a data breach on its two official websites through an employee
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credential, endangering the airport’s safety and that of its workers (Bizgd 2020). A
data breach provides a plethora of information and privilege escalation to hackers,
offering them the ability to move around the airlines and airports’ operational sys-
tems at will. Airport operators are concerned about IoT technologies inside the air-
port’s terminal because they can be used for malicious purposes or data breaches
(Lykou et al. 2018a). Airline data breaches are becoming increasingly common-
place, but this has negative effects on their profits and brand image. Its shares, which
are listed on the Hong Kong Stock Exchange, fell by 3.8% of their market value
($201 million) when the details of the data breach were published on TV and in
digital newspapers (Meyer 2018). Findings reveal that data breach incidents provoke
grave economic and social consequences for consumers and airport and commercial
airline operators, not to mention, that a terrorist attack can occur through a vulner-
ability (data breach) in an aircraft’s control systems and kill hundreds of passengers.

Moreover, these findings suggest that airports and airlines are constantly exposed
to vulnerabilities and cyberattacks, and they have to improve the cybersecurity in
their operational systems. For instance, airlines and airports’ applications and web-
sites are very relevant to provide information and contents to passengers, as well
as a sales and marketing tool to increase revenues and new customers (Florido-
Benitez and Alcazar 2015; Florido-Benitez 2016). Nevertheless, a study carried out
by Sukesh et al. (Sukesh et al. 2023) found a rise in data breaches in the Air India
airline and how these vulnerabilities could be used by hackers to attack the airline
and steal customers’ personal information. From 1960 to 2000, the aviation system
was not prepared for cyberattacks (Le$nikowski 2021). In 2008, some of the Boe-
ing 787 Dreamliner’s products and services were removed and required by the FAA
due to possible vulnerabilities that could create a threat to the aircraft (Magazine
2008; FAA 2008). According to the Department for Science, Innovation, and Tech-
nology of the UK, data breaches cost each UK business, of any size, an average of
approximately £1,100, for medium and large businesses £4,960, and for charities
£530 (Department for Science 2023).

Among the numerous cyberattacks faced by the aviation industry, 4 and 2 ran-
somware attacks were suffered by airports and airlines, respectively, over the period
considered. This number likely underestimates the actual occurrence. Indeed, Bride-
well, a cybersecurity company, reported an alarming rise in airports and airlines’
ransomware attacks in 2023, and many more were not reported because no company
wants to admit when they’ve had these cyberattacks (Reed 2023). A ransomware
attack can paralyze an airport’s daily operations, impeding access to essential opera-
tional technology such as baggage handling (BHS), building management systems
(BMS), flight management (FMS), and supervisory control and data acquisition
(SCADA) systems. Thus, airport and airline operators need to include a cybersecu-
rity culture among their employees, invest in cybersecurity tools, and recruit experts
in cybersecurity to ensure proactive defence against sophisticated polymorphic
attacks.

Sabeel et al. (Sabeel et al. 2023) note that methods based on machine learning
(ML), deep learning (DL), blockchain, and Al techniques help to detect and mitigate
ransomware and polymorphic attacks. In 2018, the Bristol airport was hacked by a
ransomware, causing flight display screens to fail for two days. Hackers demanded
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payment (cryptocurrency) to unencrypt the lost data. The Bristol airport opera-
tor refused to pay it and took the infected systems offline to manually restore them
(The hacker News 2018). The airport operator’s decision to pay the ransom often
becomes a complex matter, influenced by the possible impact on both airport opera-
tions and passenger safety. Figure 5 illustrates the main risks of paying a ransom in
the aviation industry: information and data loss, loss of trust by customers and part-
ners, contravention of insurances companies’ policies and their recommendations,
possible criminal liabilities and penalties by the justice system, increased vulner-
ability for future cyberattacks by hackers, and reinforcement and funding of criminal
activities.

Sometimes, there is no guarantee that hackers will return operators stolen data
or information for the payment made; that is, airport and airline operators ought to
reflect on the risks of making cyberattack payments. In 2020, half of the US firms
that actually paid ransoms were unable to recover all their data, and of the total
US companies that suffered a ransomware attack, 68% paid the ransom (HYCU
2023). These results suggest that paying the ransom also puts airports and airlines
at increased risk for a cyberattack in the future and encourages other cybercriminals
to repeat the same cyberattack. Leading insurer Lloyd’s of London reported a dire
warning about a potential cyberattack scenario on one of the world’s major payment
systems, estimating that the global cost would total about $3.5 trillion and that much
of the recovery cost would not be covered by insurance policies (Smith 2023).

Hacking is also another common incident in airports and airlines, 5 hacking
attacks were accounted for in airports and 1 in commercial airlines in this study.
In 2023, Long Beach airport located near Los Angeles, California, was the target
of a hacking attack. The cyberattack affected the airport’s main website and caused
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Fig.5 The main risks of paying a ransom in the aviation industry. Source. Author’s own elaboration
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the airport authority to take the website offline temporarily, provoking some of the
payment processing systems that were linked to the website (Homeland Security
Today 2023). Many hackers consider hacking attacks an easy, cheap, and very effec-
tive means of demonstrating their strength. Hackers find vulnerabilities in aircraft
control systems, and they can jeopardize the safety of both crews and passengers.
When it comes to aircraft and Wi-Fi connections, mitigating risks is crucial to guar-
anteeing physical security (Faruk et al. 2021). In 2011, hackers were able to gain
access to the radio frequencies used by British air traffic controllers, and they gave
false information to the pilots and sent a false signal about the danger (Zmigrodzka
2020). Findings suggest that there is a lack of education and understanding in cyber-
security. Therefore, enhancing awareness of cybersecurity and cyberattacks effects
on air transport is very important to address future and possible cyber incidents. In
this study, we recommend that all pilots undergo cybersecurity training and a cyber-
attack drill annually to ensure that they can recover when computers fail on-flight.
This training will help them to know whether the signals are trustworthy in the air-
craft’s control systems or whether the system was attacked.

Taking into account the spectrum of the variety of possible attacks, it is necessary
to describe a given phenomenon in more detail, a phishing attack. 3 and 1 phishing
incidents were perpetrated in airports and airlines, respectively. This type of attack
has increased during and after the COVID-19 pandemic, particularly in airports,
stealing sensible information and data, money, and causing operational disruptions
(ElMarady and Rahouma 2022; Singh and Loura 2022). The EATM-CERT agency
(European Air Traffic Management Computer Emergency Response Team) detected
that 15,493 accounts of 30 airlines were offered for sale on the dark web, worth
over 400 thousand euros, possibly all of these data were stolen through phishing and
data breach attacks (Eurocontrol. 2023). In 2019, the personal data of over 120,000
customers was compromised following a phishing attack after accessing Air New
Zealand’s (Phillips et al. 2022).

The rest of the cyberattacks accounted for in this manuscript, such as malware,
crypto-jacking, slammer worms, botnets, or human error, had a minor impact on
airports and airlines but were not less significant in terms of safety and threat.
More than 88% of all general aviation accidents are attributed to human error (Wil-
son Kehoe Winingham Team 2022). For instance, possibly a human error caused a
recent collision between a Japan Airlines jetliner and a Japan Coast Guard (JCG)
plane at Haneda airport on January 2024, due to the communication records show
that the JCG aircraft was not given permission to take off, and the aircraft proceeded
onto the runway without staying on the taxiway (Shimbun 2024).

To conclude this section, we would like to stress that the spectrum of cyberattacks
analysed in this research shows that airport and airline operators must implement
effective cybersecurity protocols and systems to mitigate cyber incidents. In addi-
tion, there are still too many vulnerabilities in the aviation industry, as evidenced
in this study, particularly in relation to airports’ operational activities and aircraft’s
flight control software. It is imperative for the aviation industry to mitigate risks
and protect their operational systems and sensitive data from cyberattacks. This is
known as cyber resilience, which is defined as the ability to predict, detect, respond,
and recover from cyberattacks and cyberthreats. Learning from cyberattacks is
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crucial for airport and airline operators to improve their cyber resilience and effec-
tively respond to evolving threats (Patterson et al. 2024).

Practical and theoretical implications, limitations, and future
research

The sustainability of airports and airlines’ operations is highly dependent on cyber-
security protocols as a preventive tool to ensure the security of business-to-con-
sumer (B2C) and business-to-business (B2B) electronic transactions. For instance,
the implementation of digital twins’ tools at organizations is currently used in cyber-
security to reduce cyberthreats and cyberattacks. Undoubtedly, the functioning of
the aviation industry is based on public trust, which can be irreversibly undermined
by the cyberattack incidents that we previously mentioned. Each airport and airline
should have their own cybersecurity programs, protocols and supported by good
governance by regional and national governments. It is essential to have a global
vision that addresses all threats to air transport, not just cyberattacks in airports.
The interoperability between airport operators and governments boosts better rec-
ommend solutions to cybersecurity incidents (Florido-Benitez 2021). Airports are
the main gateway to the world for travellers and business; thus, they are of great
importance for country development and economic growth (Florido-Benitez 2020).

Recently, both EASA and FAA organizations have created regulations to tackle
cyberattack incidents in the air transport sector. Conversely, aviation sector firms
are pushing back on efforts by the Transportation Security Administration (TSA)
to mandate that all cybersecurity incidents are reported to the Cybersecurity and
Infrastructure Security Agency (CISA) within 24 h (Greig 2022). Therefore, greater
efforts are required to create and align a common framework for an international
cybersecurity recommendation in the aviation industry, as well as report all the
cyberthreats and cyberattacks to the CISA organization. Technical cybersecurity
protocols help to enhance airlines and airports’ cyber defence and resilience (Lykou
et al. 2018b). To ensure and guarantee the security of data and private information in
B2B and B2C in the aviation industry, we recommend the following lines of action
to prevent cyberattacks, which are shown in Fig. 6.

The implementation of cybersecurity tools, protocols, and systems must be a pri-
ority for the aviation industry and their stakeholders or partners. For instance, iden-
tifying possible cyberthreats and motivations by cybercriminals helps develop pro-
active cybersecurity measures to combat cyberattacks. Another relevant action that
should be included in the implementation of cybersecurity systems is that airport
and airline operators require highly qualified IT technicians and experts in cyber-
security to analyse/monitor/solve/eliminate possible cyberthreats and cyberattacks,
as well as develop contingency plans to coordinate and minimize future cyber inci-
dents. The integrity and security of information and data have become much more
vulnerable in the aviation industry as a result of airports and airlines are more digi-
talised and connected between them and passengers. According to the International
Civil Aviation Organization (ICAO) (ICAO 2022) notes that new cybersecurity
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protocols and innovative safety initiatives and debates will increase the aviation sec-
tor’s resilience.

Confidentiality and interoperability are crucial factors to ensure the security of
operational activities and their transactions in information and data terms at airports,
airlines, and the rest of the companies that converge in the aviation sector. Organiza-
tions need to prevent the unauthorised and illegal use or disclosure of information.
Therefore, interoperability among airports, airlines, and partners enhances opera-
tional procedures that have a direct impact in the short and medium term on cyber-
security and protection of confidential information and data, especially in B2B and
B2C activities and transactions. Confidentiality’s information and data in aviation
refer to how much personal information should be made available to your organiza-
tion and who has access to it. To enable information and data scalability according
to employees’ responsibilities. A maintenance worker cannot access the same infor-
mation as an expert in airport of cybersecurity, it would be unthinkable and coun-
terproductive to prevent cyberthreats. For instance, blockchain technology moni-
tors the traceability of information to protect databases. A cybersecurity culture in
organizations improves employees’ overall safety performance and users’ personal
information in airports (Hagos et al. 2023). Organizations must assess if there are
any deficiencies in their operational activities (Mooren and Grzebieta 2010). Air-
port and airline operators must ensure the communication and messages exchanged
through the network are generated by legitimate nodes and cannot be modified or
suppressed by a hacker (Niraula 2022).

Information integrity becomes increasingly critical as automated systems
become less reliant on human oversight and their ability to ensure information
is suitable for its intended use. In air cargo and logistic activities, data integrity
plays a vital role in ensuring the quality of logistics services. Data protection and
privacy are two major concerns in logistics, and organizations have implemented
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blockchain and encryption schemes to provide tamper-proof authentication ser-
vices and verification of transactions in cash logistics processes in their processes
(Albshaier et al. 2024). The accuracy and completeness of data and information
require the safeguarding of organizations as well as users and companies’ pri-
vate information. A key process for managing quality management systems in
the aviation industry is to ensure data and information integrity (Cheung et al.
2021). Karamitsos et al. (Karamitsos et al. 2023) suggest that blockchain tech-
nology secures employee authentication processes, confidential data, and infor-
mation tracking, monitors employee identities, and eliminates vulnerabilities and
cyberattacks.

Concerning the availability of information and data at organizations, authorised
users have reliable and timely access to data information through the user’s identi-
fication and password. For instance, the FlighRadar24 platform provides data and
information about airport delays to users and passengers, however, Hugo Teso’s
security consultant hacked an aircraft’s control systems through an application
(HITBSECCONF2013 Amsterdam 2021; Artamonov et al. 2022). In 2016, approxi-
mately 300 passes for Sodexo Catering employees at Heathrow airport were sus-
pended on suspicion of fraudulent activities (Al-Othman 2016). Obviously, airport
and airline operators’ information and data availability can have negative safety and
commercial consequences if not properly planned and managed. Sometimes, com-
municating and providing detailed information about operational activities to work-
ers and users can put at risk the airport’s own commercial activity and the safety of
passengers.

Furthermore, this manuscript provides theoretical implications for academics
and researchers seeking to know hackers’ characteristics, motivations, and conse-
quences in society. This study also included a new literature review of hackers and
their typologies, motivations, and types of cyberattacks, as well as cyberattacks per-
petrated in the aviation industry from 2000 to January 2024, to help researchers and
airport and airline operators make better decisions against future cyberthreats and
cyberattacks. Indeed, this research illustrates the crude reality of cyber incidents in
the aviation industry, and how cyberattacks have multiplied in the last few years.
530% of the cyberattacks increased in European aviation in 2020 (Eurocontrol.
2021).

The increasing attention given to the dangers of cyberattacks is on the rise, but
unfortunately, the majority of airport and airline operators are not well equipped
to address the issue. As researchers, we must develop new future research that
helps the aviation industry mitigate cyberattacks and their horrible consequences.
Addressing airports’ new cybersecurity challenges not only prevents disruptions and
improves the safety of passengers and workers, but also improves their competitive
advantage and brand image. Additionally, we detected that there are limited studies
related to cybersecurity and cyberattack topics related to the air freight and logistics
sectors, thus, further research is necessary to explore cyberattack impacts in the air
cargo and logistics industries. In addition, we argue that 54 cyberattacks perpetrated
in the aviation industry as a result of airlines and airports’ vulnerabilities should be
included in a database accessible to researchers, airline and airport operators, and
government bodies.
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Based on our findings, this study encourages the improvement of the qual-
ity of information and data on cyberattacks by national governments and the avia-
tion industry. To seek information and data about hackers’ motivations and types
of cyberattacks in digital newspapers is very complicated because most organiza-
tions do not report cyberattacks to protect their reputation and brand image; in fact,
this has been one of the main limitations of this manuscript. Moreover, airport and
airline operators did not provide specific and real information about cyberattacks
that occurred in their operations and commercial activities. This makes it difficult
to detect true hackers’ motivations and how they have planned and developed the
cyberattacks. One in five UK businesses (20%) admit to not being confident in know-
ing what to do should a cyberattack happen, and far less to report it to the police for
fear of the financial and legal repercussions (AVIVA 2023). Future research could
focus on the number of companies, airlines, and airports that have been penalised by
the justice system and have paid a fine because they did not report a cyberattack to
the DDPR agency and other governmental organizations. To conclude this section,
this research offers noteworthy practical and theoretical implications for organiza-
tions, and researchers seek to boost cybersecurity in the aviation industry to combat
future cyberattacks. Air transport is highly exposed to cyberattacks by hackers to
gain money and cause serious property damage or mortals (Civil Aviation Authority
2023; Florido-Benitez 2024).

Conclusions

The main objective of this study was to analyse the types of hackers and cyberat-
tacks in the aviation industry to enhance cybersecurity in the air sector. This research
has identified 12 different typologies of hackers in the aviation context. First, those
hackers who exercise responsibility in proper, effective, ethical, and good practices
to improve the safety of citizens and organizations, such as a white unicorn, red,
blue, green, and nation sponsored hackers. And second, those hackers that are devel-
oping and using cyberattacks with bad practices to provoke serious material damage
to public and private organizations, consumers, or even terrorist acts to kill people,
including black, nation-state, cyberterrorist, whistle-blower, hacktivist, script kiddie,
and gray hackers. Furthermore, findings reveal 54 cyberattacks documented in the
period analysed (2000 — January 2024).

Of the total cyberattacks in the period analysed 35 were perpetrated at airports
(65%) and 19 ny airlines (35%). 8 and 5 DDoS attacks have been perpetrated in
airports and airlines, respectively, DDoS attacks have become the most common
attacks in the aviation industry because this type of attack does not require great
resources and knowledge to carry out. Airports and airlines are vulnerable to DDos
attacks because they both use digital technology and wireless communication in
their day-to-day operations. For this reason, cybersecurity must be a priority and not
a necessity in the aviation industry. Safety is the most important factor in air trans-
port for both passengers and companies.

We would like to provide the main motivations of hackers in these 54 incidents
that occurred in the aviation industry, but it is really impossible to know because
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most cyberattacks are usually carried out by cybercriminal anonymous, which can’t
be traced. In addition, airport and airline operators and digital newspapers are reluc-
tant to provide detailed information on the facts related to hackers and their motiva-
tions. Possibly, it is because organizations are engaged in a process of investigation
and cooperation with police authorities, or even a negotiation with hackers to pay a
ransom to recover the stolen information and data, as we have seen previously.

Another finding was that data breach incidents provoke grave economic and
social consequences for consumers and airport and commercial airline operators, not
to mention, that a terrorist attack can occur through a vulnerability (data breach) in
an aircraft’s control systems and kill hundreds of passengers. Indeed, each cyberat-
tack has its own actor, codes, strategy, typology, motivation, impact, and solution.
For instance, it is not the same as exploiting a vulnerability in aircraft flight control
software to commit a terrorist act that a cyberattack makes necessary to close the
visits in the Toronto Zoo in Canada.

Therefore, the air transport industry faces increased cyberthreats and cyberattacks
due to hyperconnectivity and the lack of standardized frameworks and cybersecurity
defences. Moreover, enhancing awareness of cybersecurity and cyberattacks effects
air transport is very important to address future and possible cyber incidents. We
recommend that all pilots undergo cybersecurity training and a cyberattack drill
annually to ensure that they can recover when computers fail on-flight. This training
will help them to know whether the signals are trustworthy in the aircraft’s control
systems or whether the system was attacked.
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