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Abstract. The design of automated video surveillance systems often involves the detection of agents which exhibit anomalous
or dangerous behavior in the scene under analysis. Models aimed to enhance the video pattern recognition abilities of the system
are commonly integrated in order to increase its performance. Deep learning neural networks are found among the most popular
models employed for this purpose. Nevertheless, the large computational demands of deep networks mean that exhaustive scans
of the full video frame make the system perform rather poorly in terms of execution speed when implemented on low cost
devices, due to the excessive computational load generated by the examination of multiple image windows. This work presents
a video surveillance system aimed to detect moving objects with abnormal behavior for a panoramic 360°surveillance camera.
The block of the video frame to be analyzed is determined on the basis of a probabilistic mixture distribution comprised by two
mixture components. The first component is a uniform distribution, which is in charge of a blind window selection, while the
second component is a mixture of kernel distributions. The kernel distributions generate windows within the video frame in the
vicinity of the areas where anomalies were previously found. This contributes to obtain candidate windows for analysis which
are close to the most relevant regions of the video frame, according to the past recorded activity. A Raspberry Pi microcontroller
based board is employed to implement the system. This enables the design and implementation of a system with a low cost,
which is nevertheless capable of performing the video analysis with a high video frame processing rate.
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1. Introduction

Increasing public awareness about security issues is
caused by the abundance of social conflicts appear-
ing in the media. Research on video surveillance sys-
tems has attracted more interest as a consequence of
this. Therefore, more reliable and accurate systems are
sought. The source of the data for these video surveil-
lance systems is often obtained from static and pan-
tilt-zoom (PTZ) cameras. For example, In [1], a novel
salient motion detection method for non-stationary
footage supplied by PTZ cameras is developed. [2]
presents a new background subtraction algorithm de-

signed for PTZ cameras capable of performing this
task without the need for explicit image registration,
and [3] illustrates a novel method for detecting ab-
normal behavior in crowded video scenes. The suc-
cessful operation of such systems depends on their ca-
pability to attain real time execution, such as in [4],
where a faster patch-based version of Speed-Up Ro-
bust Features detector (SURF), named BLS, is intro-
duced as a saliency detection method, or the work il-
lustrated in [5], where a tracking-by-detection system
that works under important computational power con-
straints is presented.
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The employ of PTZ cameras is commonplace in
computer vision systems. A good example is the work
presented in [6], where a low-power, omnidirectional
tracking system (LOTS) is described. Another good in-
stance is the dynamic calibration of PTZ cameras for
traffic monitoring that can be found in [7]. Other de-
signs feature systems intended to be deployed in PTZ
camera networks. In [8], several cooperative localiza-
tion and tracking methods to be deployed in PTZ cam-
era networks are presented. [9] presents an integrated
analysis and control framework for a PTZ camera net-
work using dynamic camera-to-target assignment and
efficient feature acquisition to achieve a better scene
understanding. There are also some proposals such as
the one presented in [10] where optimization strate-
gies, along with a distributed implementation, are pro-
posed in order to decide to focus the attention of a PTZ
camera network components on individuals or groups
of them, aiming to properly understand scenes display-
ing people interaction. Some other research involv-
ing PTZ cameras focus on the background-foreground
segmentation applied to images supplied by PTZ cam-
eras [11]. One example can be found in [12], where
a neural-based background subtraction approach to
moving object detection using self-organized models,
is presented. The work described in [13] goes along the
same lines, as it describes a method for compensating
the panning and tilting movements of a PTZ camera in
order to perform the background segmentation of the
scene.

There is no established and comprehensive theoret-
ical framework that establishes the foundations to de-
velop practical video surveillance systems. Moreover,
conventional and PTZ surveillance cameras have sig-
nificant limitations in their coverage due to their re-
stricted field of view. Taking this into account, we have
focused our attention on panoramic (360°) video cam-
eras in order to detect abnormally behaving objects in
a scene. This way, the broadest possible area is avail-
able for the video surveillance procedure. Even though
the use of 360° images implies a larger frame size
that can slow down the processing times, panoramic
video cameras have been satisfactorily employed in
computer vision systems in recent years [14]. Some
of them present combinations of hardware devices to
generate omnidirectional systems such as the one pre-
sented in [15], where a novel multi-camera integrated
video-sensor, based on an omnidirectional imaging de-
vice in conjunction with a PTZ camera, is proposed
to design surveillance applications, or the work devel-
oped in [16], where a novel video surveillance system,

based in the combination of omnidirectional and net-
work controlled cameras, is developed. Other works
such as [17], go more deeply into the theoretical part
of the omnidirectional surveillance topic by describ-
ing a formulation and application of parametric ego-
motion compensation for omnidirectional vision sen-
sors (ODVS) that allow avoiding false alarms due to
irrelevant features.

Deep neural networks have been successfully ap-
plied to many different research areas [18]. One of
the most important is medicine. For example, [19]
proposes an ensemble deep-learning architecture for
nonlinearly mapping scalp to intracranial electroen-
cephalography (iEEG) data, intended to circumvent
the unavailability of iEEG and the limitations of scalp
electroencephalography (sEEG). In [20] and [21],
stacked autoencoders are used to compute functional
brain connections in order to detect proficiency. Some
deep convolutional network-based proposals are ori-
ented to detect and diagnose several types of medi-
cal conditions: In [22], deep convolutional networks
are used to detect and diagnose seizure in neonatal
children, and [23] presents a method, using convo-
Iutional neural networks, for electroencephalography
(EEG) signal analysis aimed to detect normal, preictal,
and seizure classes. Finally, there are some other deep
convolutional network-based applications to medicine
such as the one described in [24], which presents a
deep learning-based approach where deep convolu-
tional networks are utilized to identify Parkinson dis-
ease in 3D nuclear imaging data.

Engineering is another relevant research field that
can improve from deep neural network applications.
More precisely, in civil engineering, we have works
such as [25], where a novel method for concrete prop-
erties estimation, based on mixture proportions, is de-
veloped by using a deep restricted Boltzmann ma-
chine. In [26], a novel model for detecting damage
in high-rise building structures, based in a restricted
Boltzmann machine and a neural dynamics classifica-
tion algorithm (NDC), is presented. In the same line,
[27] describes a new methodology for assessing the lo-
cal and global condition of structures, featuring syn-
chrosqueezed wavelet transform, Fast Fourier Trans-
form, and deep Boltzmann machines to extract fea-
tures from the signals provided by the sensors. Fi-
nally, the work presented in [28] illustrates a construc-
tion cost estimation model using advanced deep learn-
ing concepts such as the combination of a deep Boltz-
mann machine approach along with a softmax layer
and some regression models.
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Of course, there are many other areas that bene-
fit from deep neural network-based machine learning
techniques. In the field of big data science, we can find
works such as [29], where it can be found a deep learn-
ing based method focused on dealing with big data
time series. In the field of applied economics, the re-
search presented in [30] shows a model for estimating
the price of new housing at the design phase by in-
tegrating a deep belief restricted Boltzmann machine
and genetic algorithms. Deep neural networks are also
a potent tool when it comes to computer vision. Thus,
in [31] we can find a deep learning-based method for
haze removal from a single input image, and in [32] a
new algorithm, based in the well-known VGG-16 con-
volutional neural network, is designed aiming to detect
splicing in digital images.

Object recognition and image classification stand as
typical applications of deep neural networks. These
sorts of activities involve complex computational tasks
where many obstacles must be faced. Thus, in [33] we
can find a review on different techniques and uses of
convolutional neural networks to solve inverse prob-
lems in imaging such as denoising, deconvolution, su-
perresolution, and medical image reconstruction. Also,
[34] illustrates the problem supposed by the data clas-
sification in the presence of noise and possible strate-
gies to tackle such a problem by utilizing convolutional
neural networks. These techniques are especially use-
ful in the field of automated video surveillance sys-
tems covering a wide variety of applications. Two im-
portant ones are the verification of civil engineering
structure condition and human behavior monitoring. In
the first category, we can find works like the one pre-
sented by [35], where a recurrent deep neural network
is proposed for fully automated crack detection on 3D
asphalt pavement surfaces. The research developed in
[36] offers an image-based approach for reinforced
concrete bridge inspection using convolutional neural
networks. Also, inside the civil engineering structure
condition monitoring area, we can find the work pre-
sented in [37], where the authors propose a pixel-level
detection method for identifying road cracks using a
deep convolutional encoder-decoder network. In the
same field of study is the work presented in [38], where
the authors offer a distress classification method for
road structures featuring a new network architecture
named “convolutional sparse coding deep random net-
work” or (CSDRN).

When it comes to deep neural networks-based hu-
man behavior monitoring systems, some relevant stud-
ies have been developed. The work performed by

the authors of [39], proposes a hierarchical statisti-
cal method for recognizing the activities of workers
in far-field surveillance videos. [40] presents a convo-
lutional neural network based on multi-scale features
for thermal infrared face identification. The research
presented in [41] proposes a new network model uti-
lizing stacked multicolumn convolutional neural net-
works (CNNi5s) for pedestrian counting. In [42], authors
show how to improve the process of detection and clas-
sification of vehicles in traffic sequences by using en-
sembles of convolutional neural networks to overcome
the limitations caused by the low resolution of the im-
ages supplied by surveillance cameras.

Deep learning based surveillance systems have
heavy computational demands which are addressed
with GPU acceleration. This incurs in large power con-
sumption. Moreover, high performance computation is
associated with expensive hardware. A possible solu-
tion to these inconveniences is the use of microcon-
troller boards, which can be deployed in motion de-
tection systems, given their reduced energy require-
ments and affordable cost. In other words, microcon-
trollers constitute economic, small, and flexible hard-
ware. However, these surveillance systems must be op-
timized to be deployed in such microcontrollers, which
do not usually feature a high computing power. In this
respect, essential works could be highlighted. In [43]
the authors propose a low computation moving object
detection method combined with a video encoder, and
in [44], we can find the design and implementation of a
computationally efficient system for detecting moving
objects, ready to be deployed on small, lightweight,
low-cost and power-efficient hardware. Some of the
proposals in this area include the use of a specific
hardware platform such as in [45], where a tracking
pipeline designed for fixed smart cameras is presented.
This system is able to handle occlusions between ob-
jects and can be successfully deployed in a Raspberry
Pi board equipped with a RaspiCam camera. Other
proposals include the implementation of deep back-
propagation learning algorithms to be deployed in FP-
GAs, which are fast and extreme efficient hardware de-
vices, but also more constrained from a programmer’s
point of view. Such work is illustrated in [46].

Motion and proximity can be estimated by micro-
controllers in several ways. Proper examples of this
can be found in [47], were a novel class of flexi-
ble linear vision sensor dedicated to motion extraction
and proximity estimation named “Vision Tape” is de-
scribed; and in [48], where the authors present a com-
pact and economic system for measuring cloud shadow
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motion vectors, constructed using an array of lumi-
nance sensors and a high-speed data acquisition sys-
tem. Energy savings for street lights can be attained,
which is relevant for smart cities [49]. Recently, Self-
Organizing Maps (SOMs) were applied to build a mo-
tion detection procedure that was implemented on an
Arduino DUE board [50]. A static, conventional cam-
era was employed for motion detection in that SOM
based video surveillance system.

In this paper, a new video surveillance system for
the detection of moving anomalous objects is pro-
posed. Its main difference with respect to the other
state of the art systems relies on its probabilistic can-
didate window generation algorithm for potentially
anomalous object detection that uses three new differ-
ent mixture-based probability distributions. Besides,
even though it incorporates a deep learning neural
networks-based classifying system, it is still capable
of being implemented with microcontrollers and 360°
panoramic cameras, in order to attain a low energy
consumption and a low hardware cost and yet, avoid-
ing the processing time penalty caused by the size of
the panoramic images.

The remainder of the paper is organized as follows:
the proposed detection methodology is defined in the
next section, the architecture of the proposed system
is presented in section 3, the experimental results are
provided in section 4 complemented by a comparison
with other important avant-garde detection method,
and section 5 concludes with some remarks and con-
clusions.

2. Methodology

For the kind of scenarios that have been described
in the previous section, an object is understood to be
anomalous if it is not associated to the commonly
found object classes in the scene. Under these cir-
cumstances, an alarm should be triggered in the video
surveillance system.

Next, an anomaly detection method is presented
which aims to solve the above defined problem. The
foundation of this model is a set comprised by the
detections which are active. This set is associated to
those objects which have been recently spotted by the
surveillance device. A detection is defined as a four
dimensional vector (;, 1, T2, x3) Where:

— m; is the a priori probability that the object is ob-
served.

— (21, x2) are the detected object vertical and hori-
zontal coordinates, computed with respect to the
panoramic coordinate system of the video frame.

— x3 is the length of the window which encloses the
object, expressed in pixels.

A forgetting rate « is applied to the a priori proba-
bility 7;. Whenever a detected object goes out of sight,
i.e. it does not appear in the camera field of view, the
detection associated to that object becomes inactive.

In order to simplify the presentation of our method,
let us note x = (x1,x2,x3). Equipped with this ab-
breviated definition, the valid ranges for x can be ex-
pressed as follows:

V= [17 Nrows] X [L Ncols] X [Smin; Smaw] C RS (1)

where N5 X Neois stands for the height and width
of the incoming frame expressed in pixels, while it is
assumed that the potential sizes of the detections are
lower and upper bounded by are S,,,;, and Sy, re-
spectively.

Next a probabilistic model is proposed to capture the
potential locations of the detected objects:

M
p() = Uy () +0 = 0) 37 Y mik (v:%0,0) @)

where Uy (y) stands for the uniform probability dis-
tribution on V, K (y,p,o) denotes a multivariate
homoscedastic distribution with mean vector g and
spread parameter o, M is the count of active detected
objects, ¢ € (0,1) is a mixing weight (which is tun-
able) and o is the spread parameter (which is also tun-
able).

As it was pointed out in section 1, in this work, three
multivariate homoscedastic distributions are consid-
ered in order to implement the probabilistic window-
based potential detection generator, namely Gaussian,
Student-t and triangular, as given in Table 1, where ||-||
stands for the Euclidean norm of a vector, and v is the
degrees of freedom parameter of the Student-t distri-
bution (which is a tunable parameter). Please note that
for the Gaussian and Student-t distributions, the spread
parameter o is also the standard deviation of the distri-
bution. These three distributions have been chosen be-
cause they are unimodal multivariate distributions, and
their probability density functions are relatively easy
to evaluate, which speeds up the computation.
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Gaussian, Student-t, and triangular multivariate homoscedastic distributions.

The rationale behind this model is that the object
search should be directed towards those areas of the
incoming frame where detections have been recorded
previously. This is managed by the multivariate ho-
moscedastic distribution. However, the other regions
of the frame must also be queried to look for objects,
at a lower rate, which is managed by the uniform dis-
tribution.

In the light of the above, an algorithm can be de-
fined so as to detect anomalous objects with the help
of a panoramic camera. The algorithm is detailed as
follows:

1. Initialize the set of current detected objects A to
the empty set.

Load the next frame from the panoramic camera.
Refresh the active detected objects applying the
forgetting rate « to the a priori probabilities ;.
The updated objects which are out of sight, i.e.
they are outside V are deleted because they are
no longer active.

Randomly draw a set of M samples from the
probability distribution (2). Locate the frame
window associated to each sample, and resize
it to the size that the convolutional neural net-
work (CNN) requires. Then, the resized window
is supplied to the CNN. If the output vector in-
dicates a high likelihood that an object has been
detected, then add the current sample into .4, and

2.

associate the sample with the probability that the
detection is reliable.
5. Go to step 2.

In the next section, a proposal for a working imple-
mentation of the described methodology on a low cost,
low energy consumption microcontroller system is de-
tailed.

3. System architecture

Detection and classification of foreground objects in
digital images usually require the processing of large
amounts of information in short periods. Under normal
circumstances, these jobs would require the use of a
high performance hardware architecture integrated by
fast computers featuring powerful GPU devices so all
the required calculations are performed in time so the
system can carry out the jobs fast enough and as accu-
rately as possible.

However, there are some occasions where the envi-
ronmental conditions make it very difficult or just un-
feasible to install an automatic video surveillance sys-
tem that requires an expensive high performance hard-
ware system such as the one described in the paragraph
above. This led the authors of this work to explore
the possibility of designing and implementing a sys-
tem capable of performing detection and classification
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of foreground objects in digital images but at a small
fraction of the price and electric power consumption
traditional CNN-based systems do. This system would
present an architecture integrating a potential detection
generator based in a multivariate homoscedastic dis-
tribution and a CNN-based classification module con-
veniently optimized to locally' achieve acceptable re-
sults when deployed in cheap and low power demand-
ing microcontroller-based hardware devices.

Attending to the reduced computing power of the
hardware it is going to be deployed in, this system
should present a balance between speed and accuracy.
In this respect, the choice of the CNN selected for
implementing the classification module is critical, as
this is the bottleneck of the system in terms of time
consumption. After an extensive research process, the
authors have considered the convolutional neural net-
work designed by the Microsoft Embedded Learning
Library (ELL) team whose architecture can be seen in
Table 2. This CNN architecture is based in the VGG-
16 network architecture [51] and was selected because
it presented the best balance between speed and accu-
racy after performing a speed and accuracy test in a
Raspberry Pi 3 Model B board to the fastest networks
offered by the Microsoft ELL team.

The detection and classification system presented in
this article consists of two main parts: the hardware
platform and the software program that manages all the
processes. Thus, both the hardware and the software
architectures of the system are presented in the next
two subsections.

3.1. Software architecture

The software architecture of the system is illustrated
in Fig. 1. As can be seen, it consists of a program de-
veloped in C++ language composed of three different
modules. The first one is a module that supplies a con-
tinuous stream of images shot by a Point Grey Ladybug
3 Spherical camera. It is important to remark that, in
a regular basis, because of the reduced capabilities of
the hardware device used for the project, the system is
not capable of processing all the frames coming from
the 360° camera at the speed it can supply them, so the
system will accept one frame and it will start process-
ing it. Meanwhile, every frame provided by the cam-
era will be discarded until the current frame process-
ing is finished. At that point, the program will accept a

without any network connection that would supply the possibil-
ity of using any cloud computing services.

new frame from the camera for processing. This way,
the system is always searching for anomalous objects
in a recent frame avoiding the crescent lag that would
happen otherwise.

The second module is dedicated to identifying the
potential anomalous objects that may appear in the
scene watched by the 360° surveillance camera using
a pre-trained convolutional neural network that will be
in charge of processing the information found in each
one of the windows generated by the potential detec-
tion generator.

Working with CNNs can be problematic and ineffi-
cient unless they are implemented using a Deep Learn-
ing framework. At the same time, it is convenient to
have in mind that we are operating with low computing
power hardware, so an optimized library for deploying
CNNs in microcontrollers is also very recommendable
in order to get the maximum performance from the
hardware. These reasons led us to select the Microsoft
Cognitive Toolkit (CNTK) deep learning framework
combined with the Embedded Learning Library (ELL)
also developed by Microsoft. Microsoft CNTK is a
framework intended for designing, training, and test-
ing Convolutional Neural Networks, whilst the Mi-
crosoft Embedded Learning Library is a special library
mainly used to pre-compile the code optimizing it so it
can extract the highest performance rates of multi-core
microcontroller-based hardware architectures.

Fig. 1. Overview of the software architecture

The last part of the software architecture is the ob-
ject detection module. This module is also the main
program of the surveillance system and is in charge of
interacting actively with the 360° camera module and
the identification module when needed, processing the
results incoming from it and triggering an alarm when
detecting an anomalous object in the scene. However,
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the main task of this module is to generate the windows
corresponding to the potential detections following the
mathematical model explained in section 2.

As it is illustrated in Figure 2, this program is de-
signed to receive a video frame from the 360° cam-
era and generate a fixed number of potential detections
whose coordinates in the 360° frame will be generated
according to the result of the uniform probability dis-
tribution, the Gaussian-uniform, the Student-t-uniform
and the triangular-uniform mixture functions proposed
in section 2. Next, the areas of the frame enclosed by
the cited windows will be fed to the detection mod-
ule who will determine whether the potential detection
contains any object appearing in the list of anomalous
objects. May this be the case, the new detection would
be added to the detections set (A), and the potential
detection will become an actual detection. In the end,
the anomalous object alarm will be triggered by draw-
ing a bounding box around the object, spotting it in the
current frame.

Software operation flow

Panoramic
Camera
Frames
Potential
detection CNN
generator
Potential
detections
Confirmed
detections

Fig. 2. Overview of the system operation flow

3.2. Hardware architecture

Hardware choice is a critical issue when it comes
to Deep Learning applications powered by microcon-
trollers. This hardware should offer a good compro-
mise between performance, energy consumption, and
price. Moreover, in order to reduce the development
time, it would be desirable that the chosen hardware
counts on ample documentation that is easily accessi-
ble online.

These reasons suggest the choice of a system-on-
chip architecture-based system, such as Raspberry Pi-
based boards, to be used in our project. More precisely,

Input 244 x 244 x {B,G,R}

Convolution, 224x224x16, size=3x3, stride=1

Pooling, 112x112x16 size=2x2, stride=2

Convolution 112x112x64 size=3x3, stride=1
Pooling 56x56x64 size=2x2, stride=2

Convolution 56x56x64 size=3x3, stride=1
Pooling 28x28x64 size=2x2, stride=2

Convolution 28x28x128 size=3x3, stride=1
Pooling 14x14x128 size=2x2, stride=2

Architecture
Convolution 14x14x256 size=3x3, stride=1

Pooling 7x7x256 size=2x2, stride=2

Convolution 7x7x512 size=3x3, stride=1

Pooling 4x4x512 size=2x2, stride=2

Convolution 4x4x1024 size=3x3, stride=1

Convolution 4x4x1000 size=1x1, stride=1

Pooling 1x1x1000 size=4x4, stride=1
Softmax 1x1x1000
Output ILSVRC2012 1000 classes

Table 2
Architecture of the CNN

the platform used is a Raspberry Pi 3 Model B pre-
senting a Broadcom BCM2837 microcontroller, fea-
turing a CortexV8 Quad Core CPU running at 1200
Mhz from ARM, 1GB of RAM memory and a mi-
croSD data storage card. It can be powered by a 5.1
V power source, and its max power consumption is up
to 2.5 A approximately at max operating load using
plenty of USB external devices. The reasons for using
this hardware platform instead of other system-on-chip
based ones are its trade-off between price and com-
puting power and the large amount of information re-
ferring to Raspberry Pi online that brings efficiency to
the developing process. Other systems feature a simi-
lar computing power just as Gumstix Pi or Orange Pi,
but they feature more capabilities to the system that in-
crease its price or their online support is not as profuse
as the Raspberry Pi resulting in higher development
times.

4. Experimental results

Briefly explained, the detection system detailed in
this document is founded in an algorithm that is capa-
ble of detecting and identifying certain objects whose
categories are considered anomalous for some rea-
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son in a particular environment by analyzing a video
stream of it, supplied by a 360° static camera. The
video stream is separated into frames and fed to an
object detection module that will formulate a certain
number of potential detections consisting of various
areas of the frame following the model described in
section 2. These potential detections will be sent to an
identification module that will alert the user in the case
of positive identification.

4.1. Experiments design

Because of its balance between accuracy and speed,
for these experiments we have selected a CNN de-
signed and trained using the convolutional neural
networks implementation from Microsoft Cognitive
Toolkit (Microsoft CNTK)? combined with the Em-
bedded Learning Library3, also from Microsoft, whose
mission is to optimize neural networks so they can fit
properly in a microcontroller-based architecture such
as the one presented by Raspberry Pi boards.

In order to set up the experiments, a test program
that integrates all the system modules has been imple-
mented. This program emulates the video stream in-
coming from the 360° camera by supplying frames ex-
tracted from a video file recorded using an actual 360°
camera. The disposal of 360° videos is an important
resource as we can use the same frames through all the
experimentation process, allowing us to perform mul-
tiple tests in an automatized way. The operating of the
program follows the flow described in Fig. 2.

According to it, first of all, a new frame is acquired
from the 360° frames pool. Next, the potential detec-
tion generation engine, implemented in the detection
module of the software, scatters a certain amount of
windows representing potential object detections over
the frame. Those would be localized in the coordinates
determined by the mixture of a random function with
each of the three multivariate homoscedastic proba-
bility distributions determined by the p function ex-
pressed in equations 2, 3, 4, 5 and 6. The potential de-
tection generator also uses a pure random probability
density distribution as a control.

Then, the areas of the frame enclosed by each one of
those possible detections are fed to the identification
module where its pre-trained CNN will state whether
the frame section delimited by certain window con-

Zhttps://www.microsoft.com/en-us/
cognitive-toolkit/
3https://microsoft.github.io/ELL/

tains any of the objects appearing in the anomalous ob-
ject category list. When the CNN finds some anoma-
lous object in any of the potential detections, this de-
tection will become a real detection of an anomalous
object that will be added to the set of active detections,
referenced in the model illustrated in section 2 as .A.

Finally, the user will be informed about the new
anomalous object detection by drawing the window as
a bounding box around the anomalous object that has
been found in the original input image in different col-
ors, using green for confidence value above 70%, yel-
low for a value between 40% and 70% and red for a
value under 40% (Figure 3).

In order to test the accuracy and performance of
the system described, a series of experiments have
been performed by using the four different probabil-
ity distribution-based functions described in section 2.
Those will be used as the basis of the potential de-
tection window generator. Aiming to make the ex-
periments as rigorous as possible, it is very impor-
tant to recreate the same conditions through all the
tests. Thus, for all the experiments, it has been used
a controlled scenario where a certain set of frames
coming from a 360° video has been modified by in-
troducing random moving objects, using a video edi-
tor. All of these objects belong to categories included
in the ILSVR2012 dataset that have arbitrarily been
stated as anomalous for that particular environment at-
tending to diversity criteria. Categories are: “aegyptian
cat”, “golden retriever”, “soccer ball”, “sunglasses”,
“laptop”, “sombrero”, “bald eagle”, “banana”, “wall
clock” and “chainsaw”.

Experiments consisted of counting the number of
objects detected by the system by performing 10
recognition passes to 300 panoramic 1920x960 frames
from six 360° videos supplied by the public LITIV
dataset*, modified artificially by introducing respec-
tively 1, 2, 3, 5, 7 and 10 moving objects considered as
anomalous. The objects have been distributed among
the six videos as follows (Figure 4):

Video 1: Chainsaw

Video 2: Chainsaw, soccer ball.

Video 3: Chainsaw, soccer ball, golden retriever.
Video 4: Chainsaw, soccer ball, golden retriever,
bald eagle, clock.

— Video 5: Chainsaw, soccer ball, golden retriever,
bald eagle, clock, banana, aegyptian cat.

“https://bitbucket.org/pierre_luc_st_
charles/virtualptz_standalone
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Fig. 3. Working diagram of the algorithm’s regular operation mode.

— Video 6: Chainsaw, soccer ball, golden retriever,
bald eagle, clock, banana, aegyptian cat, sun-
glasses, laptop, sombrero.

It is important to remark that the mentioned objects
move randomly over the frame without any pose or
scale changes. The reason for this is to obtain more
complete statistics about the system performance with
different amounts of objects having different behaviors
but without restraining the response of the system and
being careful that the number of experiments would
not grow to unmanageable dimensions. Besides, all the
tests were performed for a number of potential detec-
tion windows that goes from 1 to 10 and all these op-
erations were performed for each potential detections
generation methods considered in this document: A
Gaussian-uniform mixture, a Student-t-uniform mix-
ture, a triangular-uniform mixture and a pure uniform
distribution that has been used as a control to demon-
strate the performance of the mixture-based mathemat-
ical model.

When it comes to test execution, with the purpose
of reducing the amount of the possible values that the
variables can have, so the amount of cases to test is
manageable, we have fixed some values from the math-
ematical model described in Section 2, leaning on an
automatic empirical parameter adjusting process ad
hoc. Therefore, the potential detections’ size will oscil-
late between 100x100 and 244x244 pixels, the damp-
ing factor, a, is set to 0.7, o, is set to 0.3 and ¢ will also
be fixed to 0.7. The results obtained represent the mean
number of anomalous objects detected for each num-
ber of potential detections and each probability distri-
bution function.

As for the dataset to train, validate and test the sys-
tem performance levels, it has been used the Large
Scale Visual Recognition Challenge 2012 (ILSVRC
2012) from ImageNet ° . It is important to remark that
due to efficiency reasons, only the detection and clas-
sification stages are performed on-the-fly by the Rasp-

Shttp://www.image—-net.org/challenges/LSVRC/

berry Pi 3 Model B. The training of the network has
been achieved offline using a NVIDIA TITAN X GPU.

4.2. Accuracy results

Under the conditions exposed above, the mean num-
ber of objects detected by the system for scenes where
1,2,3,5,7 and 10 objects have been introduced, for each
one of the three mixtures described in the mathemat-
ical model and the pure uniform distribution can be
checked in the Figure 5.

Globally, we can observe that for all amounts of
objects in the experiments, the performance of the
mixture based models is better than the pure uni-
form distribution. Besides, it is easy to observe that
the triangular-uniform mixture model performs signif-
icantly better than any other of the models that have
been tested in all the experiments. Below, a detailed
analysis of each chart can be found.

For 1 object, the figure illustrates that even for
a small number of potential detections generated by
the system, the triangular-uniform mixture’s perfor-
mance clearly outcomes all the others. It is followed
by the Gaussian-uniform distribution based model that
achieves slightly better results than the Student-t distri-
bution based model. Both performances are very simi-
lar, though. The worst performance corresponds to the
uniform distribution that we use as a control.

In the case of 2 objects we can observe that even
though the triangular-uniform mixture model still out-
comes every other model, the difference is not as im-
portant as in the 1-object chart. Near the 8 potential
detections, we can observe an important oscillation of
the triangular-uniform mixture performance. Based on
empirical observations, it can be concluded that the
reason behind this strong oscillation seems to be the
particular distribution of some objects in the image that
the network often finds it difficult to identify. How-
ever, a deeper statistic study may be required in order
to find out the real causes of this phenomenon. Again,
the Gaussian-uniform and Student-t-uniform mixture
models offer a very similar behavior that gets reflected
in a soft curve that for the maximum number of poten-
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(b)
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Fig. 4. Frames corresponding to each of the six videos used to perform the experiments.
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Fig. 5. Mean number of actual anomalous object detections vs number of potential detections generated for each frame.
tial detections almost reaches the number of detections cause the third object introduced is from the “golden
of the triangular-uniform mixture model. retriever” class which, attending to other experiments
In the case of the video featuring 3 anomalous ob- that have been performed and empirical observations,
jects, it can be noticed a very significant increase in the seems to be quite easy to be detected by the CNN.

global number of detections. This can be explained be- Thus, the increase in the number of detections. This
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chart illustrates once again that the triangular-uniform
model outperforms the others. In this case, for a num-
ber of 9 potential detections, it can be noticed a slight
drop in the number of detections for the Gaussian
model that does not seem to be affecting the Student-t
mixture based model performance.

The chart corresponding to the video with 5 anoma-
lous objects indicates the higher amount of detections
achieved in the whole experimentation process. This
chart illustrates one more time how the triangular-
uniform distribution performs better than the others,
having a strong oscillation between the 8 and 9 win-
dows. Here, the Gaussian and Student-t models de-
scribe a soft and stable ascending curve that is the ex-
pected behavior as the number of potential detections
grows high. Just as in every chart we have already an-
alyzed, the worst performance is achieved by the pure
uniform distribution based model.

The chart presenting the detection and identification
performance values for the video where 7 anomalous
objects have been introduced, illustrates a very similar
trend to the one presented by the chart generated for
the 5 objects video. However, the number of detections
is not higher than in the 5-object video, which might
be something unexpected. One more time, it also can
be checked that the best performance is executed by
the triangular-uniform mixture model, corresponding
the worst performance to the pure uniform distribution
model.

The last chart represents the number of object de-
tections in the video where 10 objects have been in-
troduced. Besides the fact that the triangular-uniform
model again outcomes all the others, a non-expected
phenomenon can be observed: The number of detec-
tions when generating 10 potential detections is lower
than in the 7-object video. The reason for this is the
overpopulation of objects in the scene. The potential
detection generation engine is equipped with a rou-
tine that avoids the generation of potential detections
in places where the percentage of occlusion with the
real detections is too high. So, given the abundance of
objects in this scene that are considered as real detec-
tions by the system, the possible places for generating
potential detections by the potential detection gener-
ator are very reduced. The consequence is that from
one point on, it will not be capable of generating new
potential detections so it cannot detect more objects.
Except for one important oscillation in the triangular-
uniform model, the behavior of the rest of them is very
similar to the charts we have already analyzed, with
the pure uniform distribution again in the last place.

4.3. Time performance results

Time performance is a critical issue when facing the
design of a deep learning-based in-motion object de-
tection and categorization software, more especially
when this software is going to be deployed in a low
computing capability hardware such as the one de-
scribed in Section 3. Hence, several time performance
tests have been executed after deploying the described
system in the Raspberry Pi 3 Model B board.

In the case of the Raspberry Pi, performing the same
amount of tests as it was done to test the accuracy
of the system would be impractical, as the execution
of those tests would last too much. So, in order to
test the time performance of the system in a Rasp-
berry Pi 3 Model B, it has been designed a lighter ver-
sion of the experiments explained above that, with-
out loss of generality, will yield the time performance
values for this hardware platform. All the parame-
ters of the probability distribution models described
in section 2 will remain the same, and so will do the
number of potential detections. Therefore, the exper-
iments consisted of counting the number of objects
detected by the system by performing 5 recognition
passes to 10 360° video frames for a number of ran-
dom windows that go from 1 to 10. These operations
were performed for each one of the mixture distri-
butions based models described in Section 2, namely
Gaussian-uniform, Student-t-uniform, and triangular-
uniform mixture based models, and the uniform dis-
tribution. In Table 3 the time performance results ob-
tained after the experiments are detailed.

In general, time statistics obtained reveal that all
four detection models considered in this research have
similar frame processing speeds which go approxi-
mately from 2 frames per second, in the case of gener-
ating just 1 potential detection per frame, to 0.2 frames
per second, in the case of generating 10 potential de-
tections per frame. Looking deeply into these results,
slight differences can be observed in the frame pro-
cessing time, depending on the model we choose for
the potential detections generation. Thus, the infor-
mation displayed in Table 3 indicates that the fastest
model is the one based in the Student-t-uniform mix-
ture whilst the slowest ones are the Gaussian-uniform
mixture and the pure uniform models. On the other
hand, the triangular-uniform mixture model presents
an interesting balance between time performance and
accuracy.

Results obtained from this experimentation process
have three important consequences: The first one is
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# Windows 1 2 3

4

5 6 7 8 9 10

Uniform (fps)

Gaussian mixture (fps) 1.9687 1.01408

1.97239 1.00807 0.677232 0.508079 0.407167 0.339628 0.29163 0.253476 0.226378 0.20419
0.67866 0.509737 0.407199 0.339628 0.292478 0.274575 0.243356 0.209996

Student-t Mixture (fps) 2.00344 1.00788 0.675768 0.507409 0.405252 0.337169 0.290884 0.254842 0.226583 0.204107
Triangular Mixture (fps) 1.99063 1.00604 0.674766 0.506079 0.406802 0.339006 0.290918 0.254118 0.226665 0.204132

Table 3

System performance expressed in mean fps. vs number of potential detection generations for the three mixture models and uniform model.

that from all the window generation models presented
in this research the triangular-uniform mixture arises
as to the best in terms of time performance and detec-
tion accuracy because, even though its frame process-
ing speed is not very different from the other models’,
its performance in object detection is better under the
parameters we have used for this study.

The second consequence is that all the new po-
tential detection generation models described in sec-
tion 2 seem to perform better than a pure uniform
distribution-based model.

The third consequence is that even though the video
surveillance system described in this document is not
capable of real-time object detection, it is actually ca-
pable of detecting foreground objects which are in mo-
tion in a non-controlled environment in half a sec-
ond approximately when deployed in a Raspberry Pi 3
Model B. For these reasons we think our proposal is
justified in terms of autonomy and price/performance
relation, as it can be deployed in hardware that costs
approximately 258$.

4.4. Comparison with the Tiny-YoloV3 model

In order to highlight the performance of the sys-
tem described in this article, it is important to com-
pare it against some other detection and classification
systems belonging to state of the art. In order to be
considered as a valid competitor for the proposal pre-
sented in this article, the system must have the capa-
bilities of detecting and classifying objects belonging
to the ILSVRC2012 dataset in a frame supplied by a
panoramic camera just as the system presented in this
work does. Of course, it has to be capable of being
deployed in a Raspberry Pi 3 Model B without any
other computing hardware assistance. These reasons
led the authors of this work to consider the Yolov3 de-
tection and classifying system by Joseph Redmon and
Ali Farhadi [52] as a fair competitor as it is one of

the best in the state of the art when it comes to ac-
curacy in detection and frame processing speed. From
all the YoloV3-based networks designed by the Dark-
net team and other authors, the most powerful version
of YoloV3 that it has been possible to be deployed in
a Raspberry Pi 3 Model B is the Tiny-YoloV3 [53]
which is a reduced version of YoloV3.

Aiming to perform a comparison as fair as possi-
ble with the system presented in this work, the Tiny-
YoloV3 network also has been trained by follow-
ing the instructions of the authors in [52] with the
ILSVRC2012 dataset.

Even though the YoloV3 algorithm operating is
notably different from the system described in this
article, the experiments with the Tiny-YoloV3 have
been designed to allow the reader to have a clear
idea of the performance of both systems. Thus, the
experiments consisted in testing our dataset against
the Tiny-YoloV3 by performing 10 detection passes
through each one of the 300-frame videos conform-
ing the dataset, namely videos containing 1, 2, 3, 5, 7
and 10 in-motion objects that we have considered as
anomalous in the environments represented in the cited
videos.

Figure 6 illustrates individually the results obtained
from the tests. In this figure it can be observed that the
Tiny-YoloV3 performs a mean number of detections
between O and 31 objects. In this figure also can be
observed that the Tiny-YoloV3 seems to perform more
detections in the videos with less amount of anomalous
objects. This could look unexpected at first but con-
sidering that the objects are moving around the scene,
the reason behind this behavior might be that there are
some areas in the frame that are more convenient for
the Tiny-YoloV3 for performing detections and the ob-
jects get detected as they enter those areas of the frame.
It must also be remarked that the network has been
trained with 160000 iterations because it was observed
that beyond that point, it was not improving its aver-
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age loss. At the same time, in order to allow the Tiny-
YoloV3 to count as many anomalous object detections
as possible, we have set the detection threshold to a
confidence rate of 1% so whenever the network discov-
ers any trace of the existence of an anomalous object
in the scene, it will be counted immediately.

35

30

25

20

15

10

Number of detections

0 L -
0 5 10
Number of objects in video

Fig. 6. Mean number of actual anomalous object detections by the
Tiny-YoloV3 model vs number of anomalous objects existing in the
video file.

Figure 7 illustrates the comparison for the num-
ber of anomalous objects detected by the Tiny-YoloV3
against the four detection probabilistic window gener-
ation models presented in this paper for 1, 2, 3, 6, 8
and 10 windows. It reveals how the system presented
in this paper in any of its three versions outperforms, in
any case, the Tiny-YoloV3-based system from 6 poten-
tial detection windows on. It also can be observed how
the triangular distribution-based version of the system
outperforms the Tiny-YoloV3 from 3 windows on.

As this is a system that must be deployed in a
System-On-Chip based system such as the Raspberry
Pi, time performance is a critical issue in order for the
system to be useful enough. Table number 4 represents
the mean test speed of the Tiny-YoloV3 in frames per
second after performing 10 tests to a 300 frames video.

Results point out how the speed of this system does
not depend on the number of anomalous objects in
the frame, maintaining the test speed around 0.06 fps.
The most important result that can be found in this ta-
ble is the fact that the processing speed of the Tiny-
YoloV3 in a Raspberry Pi 3 Model B is more than
3 times slower than the test speed presented by the
probabilistic candidate window algorithm-based sys-
tem presented in this paper. This fact has a notable
relevance in order to illustrate the performance of the

system presented in this work against one of the most
popular detection systems from state of the art such as
Tiny-YoloV3.

5. Conclusions

In this paper, a novel anomalous video surveillance
system managed by microcontrollers and 360° cam-
eras has been proposed. Its purpose is to track and
identify objects that can be static or in-motion in an en-
vironment where these objects are considered anoma-
lous or potentially dangerous. This system uses a Con-
volutional Neural Network (CNN) based module, op-
timized for microcontroller architectures, for detect-
ing and characterizing anomalous objects present in
the scene. Moreover, a new mathematical model has
been proposed to implement a potential detection gen-
erator that is in charge of generating a fixed number
of potential detections in the video frame, which will
be used to detect and track anomalous objects. This
mathematical model design consists of three submod-
els, each one of them relying on one of the following
probability distributions: a Gaussian-uniform mixture,
a Student-t-uniform mixture, and a triangular-uniform
mixture. Experimental results reveal that the system
detailed in this document is capable of accomplishing
video surveillance tasks at frame rates up to 2 frames
per second approximately, with an object tracking ac-
curacy improved to acceptable levels by the described
mathematical model.

Even though object detection and categorization
are highly complex tasks that usually require large
amounts of computing power and energy consump-
tion, the proposal detailed in this document features
a low energy, low cost system optimized for a Rasp-
berry Pi 3 Model B microcontroller. Experimental re-
sults confirm the excellent performance of our pro-
posal against other new detection systems from state
of the art such as Tiny-YoloV3 achieving better re-
sults in both accuracy and time performance. These
facts support the proposal described in this paper as a
valid video surveillance system even considering the
low cost and energy saving intrinsic nature of this en-
tire project.

Regarding future work, the objective is to improve
the system performance by achieving more accuracy in
the detection, categorization, and tracking of anoma-
lous objects, while maintaining the frame processing
time within acceptable values. This will involve ex-
haustive research to find the correct parameter values



14 Jesus Benito-Picazo et al. / Deep learning-based video surveillance system managed by low cost hardware and panoramic cameras

1 windows

2 windows

3 windows

Number of detections
Number of detections

Number of detections

Number of objects in video

6 windows

Number of objects in video

8 windows

Number of objects in video

10 windows

Number of detections
Number of detections

150

100

50

Number of detections

Number of objects in video

Number of objects in video

Number of objects in video

—&— Uniform —— Gaussian mixture

Student-t mixture —&— Triangular mixture —-4-- - Tiny-YoloV3

Fig. 7. Mean number of anomalous object detections vs number of objects inserted in the video for all the mathematical models in this work and

the Tiny-YoloV3 detection system.

# anomalous objects in video sequence 1

2 3 5 7 10

Tiny-YoloV3 (fps)

0.066989 0.067051 0.067072 0.067085 0.067089 0.067090

Tiny-YoloV3 performance measured in the Raspberry Pi expressed in mean fps. vs number of anomalous objects introduced in the video.

for tuning the mathematical model so it can perform at
its best.
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