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Abstract

The purpose of this study was to design and validate an instrument to assess the teach-
ing competencies necessary to didactically teach cybersecurity and safe Internet use in
educational contexts. Specifically, the following phases were addressed: content validity,
Comprehension validity, construct validity through exploratory factor analysis (EFA) and
confirmatory factor analysis (CFA), as well as convergent and discriminant validity, and
reliability analysis through various statistical coefficients. The instrument was structured in
five dimensions: (1) Basic knowledge about identification and prevention of digital threats,
(2) Protection of personal information in digital environments, (3) Secure use of hardware,
software and browsers, (4) Password management and authentication, and (5) Continuous
updating and training of teachers in cybersecurity. The sample consisted of 754 in-service
teachers from different educational levels (Early Childhood Education, Primary, Second-
ary, Vocational Training, and Adult Education) from all over Spain. The results showed
adequate fit indices for the factorial model (KMO=0.965; ¥*> = 18,410.047; p<.001), total
explained variance of 82.54% and excellent internal consistency with values greater than
0.70. In addition, satisfactory convergent validity (AVE>0.50) and discriminant validity
(MSV<AVE) values were confirmed. With all these coefficients, the instrument is valid
and reliable for diagnosing teachers’ self-perceived level of cybersecurity and safe and
responsible internet use teaching, with a total of 15 items classified into five latent fac-
tors. The instrument offers a practical tool to identify in-service teachers’ training needs
in educational cybersecurity and to support the planning of professional development and
specific training programs based on empirical evidence.

Keywords Teaching competencies - Didactic teaching - Cybersecurity education - Safe
use of the internet - Teachers - Scale

P4 Francisco David Guillen-Gamez
davidguillen@uma.es

Pablo de la Flor-Bancalero
Pabloflor@uma.es

Faculty of Education Sciences, Department of Didactics and Educational Organization,
University of Malaga (Spain), Blvr. Louis Pasteur, 25, 29010 Malaga, Spain

Published online: 10 February 2026 @ Springer


http://orcid.org/0000-0001-6470-526X
https://doi.org/10.1007/s10758-026-09954-x
http://crossmark.crossref.org/dialog/?doi=10.1007/s10758-026-09954-x&domain=pdf&date_stamp=2026-2-6

P. de la Flor-Bancalero, F. D. Guillen-Gamez

1 Introduction

The rapid development of ICT has led to a significant increase in cybersecurity risks. Sadik
et al. (2020) states that with the emergence of innovations such as the Internet of Things
(IoT), 5G networks and artificial intelligence (Al), opportunities for education have arisen,
but this has also introduced threats that affect students and teachers. Furthermore, the expan-
sion of new ICTs is so rapid that cyber threats are also constantly evolving (Dubinskiy,
2024), presenting growing challenges for the educational community such as fake news,
phishing, malware, and identity theft, which especially affect the youngest (Jyoti, 2025;
Blazi¢ & Blazi¢, 2024; Ascoott, 2020).

In this context, the school becomes a crucial space since “it is essential to “teach the
students how to keep the computer safe, secure, and up-to-date” (Ismail et al., 2024, p.5).
That is, cybersecurity education from the initial and compulsory educational stages must
focus on teaching students how to create secure passwords, be cautious when sharing per-
sonal information, and identify potential scams or malicious software (Kaban, 2021). These
initiatives coincide with what was proposed by Suson (2019) who highlights the importance
of starting this training from an early age to prepare students for more complex challenges
in later stages. To achieve this, the awareness programs become a key piece in cybersecu-
rity education training (Patterson et al., 2022), where “teachers are the backbone and key
to the success of any learning program, so cybersecurity teachers are expected to be well-
organized and welltrained in this regard” (Ismail et al., 2024, p. 5).

In educational research, competence is generally understood as the integrated combina-
tion of knowledge, skills, and attitudes that enables individuals to act effectively in spe-
cific contexts (Baartman & De Bruijn, 2011). Within the digital domain, this conceptual
approach leads to the notion of digital competencies, which refers to the confident, critical,
and responsible use of digital technologies for learning, work, and participation in society
(Ferrari, 2013; European Commission, 2018). The development of digital competencies
therefore goes beyond technical skills and includes pedagogical, ethical, and security-
related dimensions, which are essential for navigating contemporary digital environments
and for addressing challenges related to cybersecurity in educational settings (Torres
Hernandez, 2023).

The COVID-19 pandemic showed that both teachers and other educational stakehold-
ers had an intermediate level of digital competencies (Marchisio et al., 2022; Basgall
et al., 2023). This situation highlighted various problems, including privacy violations,
limitations in device handling skills, massive management of personal data, and attacks
on equipment and systems (Torres-Hernandez & Gallego-Arrufat, 2022; Guillén-Gamez et
al., 2024a, b; Tomczyk et al., 2023). Thus, cybersecurity education is intrinsically linked to
the level of digital competencies possessed by teachers. Strengthening these competencies,
particularly those related to cybersecurity, is essential for teachers not only to protect their
own digital environment, but also to ensure students receive adequate training in safe and
responsible internet use (Tomczyk, 2020).

In recent years, scientific research has reinforced the idea that professional teacher train-
ing should go beyond technical knowledge and incorporate a broad set of digital and peda-
gogical competencies (de la Flor Bancalero et al., 2026; Temirkhanova et al., 2024). In this
regard, international bodies and frameworks, such as the European Commission (2020),
through its Digital Education Action Plan 2021-2027, have identified the strengthening of
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teachers’ digital competence as a strategic priority for the development of an efficient digital
educational ecosystem. Similarly, frameworks such as the European Digital Competence
Framework for Educators (DigCompEdu) emphasize digital security and the responsible
use of technology as essential components of teachers’ professional competence (Redecker,
2017; INTEF, 2022). Furthermore, several empirical studies have shown that the level of
digital competencies of teachers directly influences how cybersecurity and the safe use of
the Internet are addressed in the classroom, which reinforces the need for systematic teacher
training in this area (Takacs & Pogéatsnik, 2024a; Tomczyk et al., 2023; Guillén-Gamez et
al., 2024a, b).

In this order of importance, several authors argue that cybersecurity education aims to
develop competencies that foster effective and secure participation in digital environments
(Takécs & Pogatsnik, 2024a), making teacher training an essential condition for its success
(Honomichl & Wagner, 2025). Consequently, the need for valid and reliable psychometric
instruments and frameworks to assess teachers’ digital competence specifically in relation
to educational cybersecurity becomes evident.

Based on a search of various bibliographic databases and web search engines (Google
Scholar, Redalyc, Dialnet, Scopus, Web of Science, and Scielo), using keywords such as
“frameworks,” “digital competencies for teachers,” and “cybersecurity,” various frame-
works were identified that include dimensions linked to cybersecurity education. For exam-
ple, the National Institute of Educational Technologies and Teacher Training (INTEF, 2022)
adapted the DigCompEdu framework in five areas, one of which is dedicated to security
(protection of devices, personal data and digital identity, health and environment). Likewise,
in the European context, Kelentric et al. (2017) formulated the Professional Digital Com-
petence Framework for Teachers, structured in eight areas, which includes the ethical com-
petence, specifically dedicated to the safe and responsible use of technology and oriented
towards building digital citizenship. More recently, the European Union Agency for Cyber-
security (ENISA) has developed frameworks such as the European Cybersecurity Skills
Framework (ECSF) or the International Cybersecurity Challenge (ICC) (ENISA, 2023),
which facilitate the identification and articulation of tasks, competencies, skills and knowl-
edge associated with the roles of European cybersecurity professionals. However, these
frameworks are not specifically aimed at in-service teachers and are not entirely focused on
educational cybersecurity.

Therefore, it is necessary for the scientific community to have valid and reliable tools that
allow us to determine the level of competency of in-service teachers in teaching and raising
awareness about the importance of cybersecurity among students. However, the current sci-
entific literature remains limited regarding instruments designed for in-service teachers, as
most focus on students. To verify this, a bibliographic search for psychometric instruments
was conducted under the following inclusion criteria: (1) Instruments must have some type
of reliability and validation (expert or construct through EFA-exploratory factor analysis or
CFA-confirmatory factor analysis, among others); (2) the studies must be recent (approxi-
mately from the last five years) so that they cover the latest trends in technology.

Table 1 presents different instruments used to assess digital competencies in cyberse-
curity, developed with diverse structures and methodological approaches. However, the
comparative analysis highlights two main limitations. First, most existing instruments are
designed for student populations, while only a few have been specifically validated for
in-service teachers. Instruments created for students are mainly focused on the perspective
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Table 1 Documentary review on  Aythors Focus on Reability Vality
Instruments on competencies n

educational cybersecurity Yan et al. (2021) High school Cronbach’s alpha Rasch
students validity
Takacs and Students of Cronbach’s alpha AFE

Pogatsnik (2024b)  technical high-
er education

Bognar and Bottyan University Cronbach’s alpha EFA &
(2024) students CFA
Offenberger et al. University Cronbach’s alpha CTTe
(2019) students IRT
Herman et al. University Cronbach’s alpha CTTe
(2023) students IRT
Santhosh and Thi-  Teacher train-  Cronbach’s EFA &
yagu (2024) ing college alpha, Split Half CFA
Correlation

Guillén-Gamez University Cronbach’s alpha, EFA &
etal. (20244, b) students Spearman-Brown CFA

coefficient, Two

halves of Gutt-

man, Composite

reliability
Tise and McGill Undergraduate Cronbach’s alpha EFA &
(2024) students CFA

CTT, classical test theory;
IRT, item response theory;
EFA , exploratory factor
analysis; CFA , confirmatory
factor analysis

of technology users, whereas in-service teachers also have a professional role as educators
who plan, guide, and assess learning related to cybersecurity. For this reason, instruments
developed for students cannot be directly applied to in-service teachers without affecting
their validity. Second, not all instruments have been developed using Likert-type scale ques-
tionnaires, nor do they consistently report comprehensive psychometric validation proce-
dures, such as construct validity through EFA and CFA, discriminant validity, or composite
reliability. This limits their applicability and comparability across educational contexts and
highlights the need for a specifically designed and validated instrument for assessing in-
service teachers’ competencies in educational cybersecurity.

Consequently, the main contribution of this study, as well as its primary objective, is
the design and validation of a psychometric instrument that meets the standards of meth-
odological rigor required in educational research. This instrument seeks to assess in-ser-
vice teachers’ self-perceptions of their competencies to address the teaching of educational
cybersecurity in the classroom from a safe and ethical perspective.

2 Method
2.1 Design and Participants

For the psychometric creation of the instrument, an exploratory and descriptive study was
carried out, based on the methodological framework of instrumental studies (Pérez y Carret-
ero-Dios, 2005; Meroiio et al., 2017). The methodological process was structured in differ-
ent phases, including the EFA and CFA, with the aim of ensuring the validity and reliability
of the instrument.
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The study adopted a non-experimental, ex post facto design, using non-probability and
purposive sampling. The sample consisted of 754 in-service teachers from all over Spain.
Hair et al. (2009) stated that, as a general rule, it is necessary to have a number of observa-
tions between five and ten times greater than the number of items. Since the present sample
consisted of 754 teachers and the final measurement instrument had 15 items, a ratio of
50.26 was obtained, which is well above the recommended range. From the point of view
of the professional profile, the in-service teachers were distributed among the following
educational stages: Early Childhood Education (6.50%, N=49), Primary Education (30%,
N=226), Secondary Education (31.60%, N=238), Vocational Training (17.50%, N=132),
Adults (4.80%, N=36), Language schools and Music Conservatories (9.70%, N=73).
Regarding the sociodemographic characteristics of the teachers, the sample consisted of
506 women (67.10%) and 248 men (32.90%).

For data collection, the educational centers were contacted via email. Participants were
provided with a link to an online questionnaire, ensuring anonymity, confidentiality, and
compliance with ethical research principles at all times. This study was approved by the
Ethics Committee of the University of (blind review).

2.2 Preparation of the Questionnaire and Method Used

The instrument construction process was based on an initial theoretical and empirical
review of previous research, which can be found in Table 1. From this review, the instru-
ment’s conceptual dimensions were defined, which comprehensively address the main areas
of competency required by teachers to promote safe cybersecurity practices in schools. The
dimensions of the measurement instrument are described below:

1. Basic knowledge about identifying and preventing digital threats. It includes knowl-
edge about malware, phishing, hacking, website security, and handling suspicious files.
It also considers teachers’ ability to guide students in detecting fraudulent emails, and
securely managing sessions on shared devices.

2. Teacher competencies to instruct students in the protection of personal information in
digital environments. It includes skills for configuring privacy permissions, restricting
unwanted access, and deleting cookies and browsing data. It also covers the ability to
introduce students to the use of encryption tools and other security measures aimed at
protecting sensitive information.

3. Teacher competencies to instruct students in the safe use of hardware, software and
browsers. This includes teachers teaching how to update operating systems and applica-
tions, secure Wi-Fi network configuration, firewall use, installation and management of
antivirus or anti-malware programs, and the use of browser extensions to block mali-
cious websites. It also includes guidance for students on how to make regular backups.

4. Teacher competencies to instruct students in password management and authentication
in digital environments. This assesses the teacher’s ability to explain the importance
of strong passwords, encourage their regular updating, promote the use of two-factor
authentication, and provide guidance on setting up secure recovery options.

5. Continuous training and updating in cybersecurity. This dimension examines teach-
ers’ willingness to continually update and provide ongoing training in educational
cybersecurity.
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2.3 Procedure and Verification of Assumptions

The instrument construction and validation process was carried out in four stages. In the first
stage, the item database was developed based on a review of the specialized literature and
the main theoretical frameworks related to the topic. Teachers responded on a seven-point
Likert-type scale, ranging from 1 (“strongly disagree”) to 7 (“strongly agree”).

In the second stage, the items’ comprehension validity and statistical quality were
assessed, analyzing the distribution and normality of the data to ensure item adequacy. In
the third stage, the construct validity of the instrument was examined, which was developed
in two consecutive phases: AFE and CFA. The EFA was applied with the purpose of iden-
tifying the underlying factor structure and refining the instrument, using the Principal Axis
Factoring method and Oblimin rotation, which allow explaining most of the common vari-
ance, and are robust methods against possible deviations from the assumption of normal-
ity (Fabrigar et al., 1999). Subsequently, the CFA was performed using structural equation
modeling, employing the polychoric correlation matrix and maximum likelihood estima-
tors, in order to verify the adequacy of the proposed theoretical model (Perry et al., 2015).
In the fourth stage, and once the instrument was polished after the CFA, convergent valid-
ity was assessed, which reflects the degree to which items in the same factor measure the
same latent construct, using the average variance extracted (AVE) (Cheung & Wang, 2017).
Discriminant validity was also verified using the MSV index (maximum shared variance
squared). Data collection was done through a Google Forms form, and statistical analyses
were performed using IBM SPSS Statistics v29 and IBM SPSS AMOS v29.

Once the EFA and CFA were performed, the assumption of multivariate normality was
checked. To do this, Mardia’s coefficient was used, which is considered acceptable when
its value is lower than the result obtained with the formula p(p+2), where p represents the
total number of items in the instrument (Raykov & Marcoulides, 2008). The verification
was carried out by comparing the multivariate kurtosis value calculated in SPSS-Amos with
the theoretical value obtained using this previous formula (Ping & Cunningham, 2013). In
this case, with 15 items, the formula yielded a result of 255, while the Mardia coefficient
obtained was 70.873. Therefore, since the Mardia coefficient was less than the formula
value, we conclude that the multivariate normality assumption was confirmed.

3 Results
3.1 Validity of Understanding: Statistical Analysis of the items

Verifying normality is an essential step in the construction of psychometric instruments,
since the absence of this assumption can affect the consistency of the measurements (Hair
et al., 2010). In this study, the assessment of normality was conducted in two stages. First,
with the Mardia coefficient, which was calculated in the previous section; and second, with
the specific values for standard deviation, skewness, and kurtosis for each item, which are
detailed in Table 2.

First, following the criterion proposed by Merofio et al. (2017), standard deviations
were examined as an indicator of the variability of participants’ responses, considering
values greater than 1 as adequate. The results showed that the standard deviations ranged
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Table 2 Coefficients of skewness, kurtosis and standard deviation

™D S K

DIM. 1 - Basic knowledge about identifying and preventing digital threats

1.1 I know how to teach my students to identify suspicious emails or messages 1.93 —0.476 —0.884
such as phishing.

1.2 T know how to teach my students what malware is and how to prevent it 2.04 0.047 -1.279
from spreading to their devices
1.3 I know how to instruct my students on the most common hacking tech- 2.02 0.385 -1.129

niques and how to protect themselves from them.

1.4 T know how to protect the digital educational materials I share with my 2.06 0.167 -1.282
students to prevent unauthorized access.

1.5 T know how to instruct my students on the importance of logging out of 2.09 -0.404 -—1.198
their accounts on shared devices.

1.6 I know how to teach my students to identify suspicious patterns in applica- 1.97 0.144 -1.176
tions or software to avoid unsafe downloads.
1.7 I know how to teach my students to identify and avoid fraudulent websites 2.00 0.144 -1.242

to protect their personal and financial information.

DIM 2 - Teacher competencies to instruct students in the protection of personal information in digital
environments

2.1 I know how to teach my students how to properly configure privacy set- 1.98 0.198 -1.195
tings on their social media platforms to protect their personal data.

2.2 I know how to teach my students how to block or restrict strangers on 202 —-144 —1.243
social media to protect their personal information.

2.3 T know how to teach my students to differentiate between secure and unse- 1.98 —0.095 —1.205
cured websites before entering any personal information.

2.4 1 can instruct my students on how to delete cookies and browsing data to 2.10 -0.091 -1.338
protect their online privacy.

2.5 I know how to teach my students to review and control the permissions 2.01 0.109 - 1.254
they grant to apps and websites to access their personal data.

2.6 I know how to teach my students to review and adjust location permis- 2.07 0.037 —1.340
sions on the apps they use, preventing them from sharing their location

unnecessarily.

2.7 I know how to teach my students how to use encryption tools to protect 1.93 0.704 —0.689

sensitive information they share online, for example on WhatsApp.
DIM. 3. Teacher competencies to instruct students in the safe use of hardware, software and browsers

3.1 I can teach my students to regularly update the operating system and apps ~ 2.14  0.139 -1.389
on their devices to improve security.

3.2 T am able to explain to my students how to set up a home Wi-Fi network 2.10 0.179 —1.333
securely.

3.3 I know how to instruct my students on how to activate and use the firewall 1.99 0.543 —0.964

on their devices to protect themselves from external attacks.

3.4 I know how to teach my students how to use security apps, such as antivi-  2.03  0.277 -1.222
rus and antimalware, to protect their devices.

3.5 I know how to instruct my students on how to use browser extensions that  2.02  0.453 - 1.076
help block malicious websites and misleading ads.

3.6 I know how to teach my students how to back up their work to the cloud 2.08 -0.281 —1.255
and to external hard drives or the cloud to prevent data loss.

DIM. 4 - Teacher competencies to instruct students in password management and authentication in digital
environments

4.1 T know how to teach my students to create strong passwords using a combi- 2.01 —0.659 —0.853
nation of letters, numbers, and symbols.

4.2 I know how to educate and educate my students about the importance of 1.96 -0.380 -—1.030
changing their passwords regularly to keep their accounts secure.
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Table 2 (continued)

D S K
4.3 I know how to teach my students how to enable multi-factor authentication 2.05 0.811 —0.705
(2FA) on their accounts to add an extra layer of security.
4.4 T know how to explain to my students the difference between strong and 2.04 -0.578 -—0.986
weak passwords, and how to improve weak ones.

4.5 1 know how to guide my students to set up secure recovery options 2.10 -0.043 -1.350
DIM.5 - Continuous training and updating in cybersecurity

5.1 I attend cybersecurity courses to stay up-to-date on the latest digital protec- 1.45 1.332 1.243
tion practices.

5.2 1 often consult articles and official reports from public agencies to stay up- 1.59  1.002 0.236
to-date on new cyber threats and best practices for protection.

5.3 I stay informed about potential digital threats, such as fake news, phishing, 1.73  0.553 - 0.86
ransomware, and attacks on educational networks.

5.4 1 strive to improve my competencies in data protection and privacy to 1.79 0.399 -0.797
provide my students with up-to-date and ethical digital security education.

Own elaboration

from 1.45 (item 5.1) to 2.14 (item 3.1), indicating adequate heterogeneity in the sample
responses. Secondly, the coefficients of skewness (S) and kurtosis (K) were examined to
identify the shape and symmetry of the distributions. According to Forero et al. (2009)d
rez and Medrano (2010), values within the range of =1.5 are considered indicators of an
acceptably normal distribution. The results showed that all items presented skewness and
kurtosis values within the recommended limits, indicating adequate univariate normality
in the responses. Consequently, no items needed to be eliminated for violating the normal
distribution assumptions. These results confirm the suitability of the data set for subsequent
factor analyses.

For the second check, the ability of each item to discriminate within its respective dimen-
sion was evaluated using the corrected-correlation coefficient between the item score and
the total factor score. This analysis was carried out with the objective of verifying whether
the elimination of any item could improve the internal reliability of each dimension (Haj-
jar, 2018). According to Nunnally & Bernstein (1994), items with values equal to or greater
than 0.25-0.30 are considered adequate, while other authors, such as Shaffer et al. (2010)
are more demanding and propose eliminating those items with an item-total correlation
lower than 0.40. In the creation of this psychometric instrument, the values of the corrected
total item correlation ranged from 0.508 (item 5.1) to 0.877 (item 1.7). All items signifi-
cantly exceeded the 0.40 threshold, indicating adequate discriminatory capacity within each
dimension. Furthermore, Cronbach’s alpha values if the item were deleted were adequate
(between 0.979 and 0.980), demonstrating that the elimination of any item would not have
significantly improved the instrument’s internal consistency. The detailed results of the
analysis are presented in Table 3.

3.2 Explanatory Validity
To examine the construct validity of the instrument, an EFA was carried out, following
the procedures applied in previous research with similar characteristics (Guillén-Gamez

et al., 2024a, b; Soriano-Alcantara et al., 2025; Guillen-Gamez et al., 2021) and in accor-
dance with the methodological guidelines described by Giimiis and Kukul (2023). The pur-
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Table3 Analysis of the scale Scale mean  Scale Corrected Cronbach’s
discrimination index if item variance item-total alpha
deleted if item correlation if item
deleted deleted

DIM.1
1.1 105.0345 1982.036 0.761 0.979
1.2 105.8024 1966.831 0.806 0.979
1.3 106.2347 1965.226 0.820 0.979
1.4 105.8223 1967.450 0.791 0.979
1.5 105.0027 1970.104 0.765 0.979
1.6 105.9390 1961.715 0.867 0.979
1.7 105.7851 1957.385 0.877 0.979
DIM. 2
2.1 105.9443 1961.904 0.860 0.979
2.2 105.4509 1969.815 0.795 0.979
2.3 105.5411 1961.059 0.865 0.979
2.4 105.4801 1957.209 0.832 0.979
2.5 105.8050 1957.031 0.872 0.979
2.6 105.6645 1953.097 0.869 0.979
2.7 106.6777 1981.990 0.762 0.979
DIM. 3
3.1 105.8554 1952.963 0.840 0.979
32 105.9231 1967.402 0.779 0.979
33 106.4748 1967.206 0.826 0.979
3.4 106.0690 1957.661 0.861 0.979
3.5 106.2931 1959.172 0.856 0.979
3.6 105.2268 1964.933 0.798 0.979
DIM.4
4.1 104.6910 1977.353 0.757 0.979
4.2 105.0995 1979.885 0.764 0.979
4.3 106.7838 1983.840 0.704 0.980
4.4 104.8024 1974.924 0.757 0.979
4.5 105.5703 1960.992 0.813 0.979
DIM.5
5.1 107.4881 2047.727 0.508 0.980
5.2 107.1326 2033.353 0.565 0.980
5.3 106.5093 2011.047 0.661 0.980

Own elaboration 54 1061671 2010285  0.642 0.980

pose of the EFA is to identify the underlying structure of the latent factors, classifying the
items according to their correlation coefficients and factor saturation (Biiyiikoztiirk, 2002).
To achieve a well-adjusted model, items with factor loadings below 0.40 were eliminated.
Items that did not adequately saturate in the theoretical factor to which they belonged were
also excluded (Giimiis & Kukul, 2022; Lloret-Segura et al., 2014).

After applying the principal axis factoring method with oblimin rotation, the pattern
matrix presented in Table 5 was obtained. Most of the items showed adequate saturations
and were consistent with the theoretical structure, although some presented cross-loadings
or were grouped into factors different from those expected. Specifically, items 1.1, 1.5, 1.6
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and 1.7 saturated in the factor corresponding to Dimension 2, so they were eliminated as
they did not fit their correct dimension. Similarly, item 3.1 was removed for not reaching the
established minimum load of 0.40, and item 3.6 was eliminated for incorrectly saturating in
Dimension 4. Likewise, Item 4.3 presented a significant loading on Factor 3, which is why it
was also eliminated. Consequently, these items were excluded from the final model because
they did not meet the criteria for minimum saturation or theoretical congruence.

As a result of the AFE, five clearly defined factors emerged, consistent with the theoreti-
cal foundations of the instrument. Factor 1 consisted of items 2.6, 2.5, 2.2, 2.1, 2.4, 2.3, and
2.7, which explained 63.88% of the total variance; Factor 2 consisted of items 5.2, 5.3, 5.4,
and 5.1, which explained 7.83% of the total variance; Factor 3 consisted of items 4.1, 4.4,
4.2,and 4.5, explaining 5.15% of the total variance; Factor 4 consisted of items 3.3, 3.2, 3.4,
and 3.5, which explained 2.95% of the variance; The last and fifth factor was composed of
items 1.3, 1.2 and 1.4, which explained 2.70% of the variance. Together, the six identified
factors explained 82.54% of the total variance, demonstrating a high explanatory capacity
of the model and a solid factorial structure with the theoretical basis of the instrument. The
coefficients for each item are shown in Table 4.

After adjusting and consolidating the EFA model by eliminating items that did not pres-
ent adequate saturations, various suitability tests were performed to verify the adequacy of
the correlation matrix and the sufficiency of the sample size for factor analysis. First, the
Kaiser-Meyer-Olkin (KMO) index was calculated, which assesses the proportion of com-
mon variance among variables. According to Worthington and Whittaker (2006), values
above 0.80 indicate good sampling adequacy. In this study, a KMO value of 0.965 was
obtained, which shows excellent suitability of the data for performing factor analysis. For
its part, Bartlett’s sphericity test was statistically significant (»p<.001), with a value of y*> =
18,410,047 and 231 degrees of freedom, which demonstrates the existence of sufficient cor-
relations between the items. Together, both indicators confirm that the sample and the data
matrix are adequate to continue with the exploratory factor analysis, in accordance with the
methodological recommendations of Watkins (2021).

Finally, the last procedure tested within the EFA was the examination of the correlation
between the latent factors, in order to verify the unidimensionality of the instrument. Table 5
shows the matrix of factorial correlations obtained through the oblique oblimin rotation,
where positive and moderate correlations are observed between the different dimensions.
The highest relationships were between Dimension 2 (Privacy and Protection) and Dimen-
sion 1 (Awareness and Prevention) (r=.769), as well as between Dimension 2 and Dimen-
sion 4 (Passwords and Access) (r=.734). These results demonstrate the internal consistency
of the model and confirm that the dimensions share a common conceptual basis, which
justifies the use of an oblique rotation as the factors are not completely independent of each
other.

3.3 Confirmatory Validity
In this section, the authors verified whether the internal structure identified in the EFA
matched the expected structure based on the theoretical foundations previously presented in

the research’s conceptual framework (Thompson, 2004). The CFA was conducted using the
indicators proposed by Hu and Bentler (1999), which are detailed below.
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Table 4 Rotated factor loadings

Own elaboration

Table 5 Factorial correlation matrix

Factor 1
(DIM.2 -

Factor 2
(DIM. 5 -

privacy and  continuing
protection)  training)

Factor 3

(DIM. 4 -
passwords
and access)

Fac- Factor 5
tor 4 (DIM.1
(DIM. - aware-

3 - safe ness and

use)

preven-
tion)

DIM.2
2.6
2.5
22
2.1
2.4
2.3
2.7
DIM.5
52
53
5.4
5.1
DIM.4
4.1
4.4
4.2
4.5
DIM.3
33
32
3.4
35
DIM.1
1.3
1.2
1.4

0.882
0.847
0.782
0.772
0.759
0.643
0.429

0.933
0.814
0.787
0.651

0.893
0.854
0.746
0.462

0.672
0.506
0.499
0.471

0.833
0.775
0.424

Factor

Factor 1 (DIM.2
- privacy and
protection)

Factor 2 (DIM.
5 - continuing
training)

Factor 3 (DIM. 4
- passwords and
access)

Factor 4

(DIM. 3 - safe

use)

Factor 5

(DIM.1 -

awareness and
prevention)

1 (DIM.2)
2 (DIM. 5)
3 (DIM. 4)
4 (DIM. 3)
5 (DIM.1)

1.000
0.587
0.734
0.622
0.769

1.000
0.425
0.453
0.601

1.000
0.334
0.564

1.000
0.567

1.000

Own elaboration
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The CMIN/df index (discrepancy divided by degree of freedom) allows us to assess
the degree of fit between the empirical data and the proposed theoretical model. Accord-
ing to Bentler (1989), values below 5 indicate an acceptable fit, while values below 3 are
considered excellent (Kline, 1998). The CFI (Comparative Fit Index) and NFI (Normed Fit
Index) indices evaluate the quality of the model fit where values equal to or greater than 0.95
reflect an excellent fit (West et al., 2012). Additionally, the Incremental Fit Index (IFI) and
Tucker-Lewis coefficient (TLI) are further measures of incremental fit, where values close
to 1 indicate a good match between the model and the data. The Root Mean Square Error
of Approximation (RMSEA) estimates the discrepancy between the observed and estimated
covariance matrices, adjusted for the degrees of freedom. Values between 0.05 and 0.08 are
considered acceptable, while those equal to or less than 0.05 are interpreted as excellent
(MacCallum et al., 1996). Finally, RMR (Root Mean Square Residual) measures the overall
error of the factor model, with values less than 0.08 being considered adequate (Diamanto-
poulos & Siguaw, 2000).

The first model evaluated did not meet all the suggested fit criteria; therefore, a second
model was estimated. In this second version, items showing excessively high covariances
with other items in the instrument were eliminated, following Byrne’s (2013) recommenda-
tions on reviewing modification indices (MIs) related to interactions between errors. Spe-
cifically, items 2.1, 2.2, 2.3, 2.7, 3.2, 4.5, and 5.3 were removed. In the second model,
the goodness-of-fit indicators showed adequate values: ¥*(80)=300.078, CMIN/df=3.751,
IF1=0.981, CFI=0.981, TLI=0.975, NFI=0.974 and RMSEA=0.060, with a 90% confi-
dence interval between 0.053 and 0.068. Figure 1 shows the final factor model obtained
after the CFA, along with the results regarding the relationships between the latent factors
and the items that comprise them. The standardized correlation values derived from the
analysis are also included.

3.4 Convergent and Discriminant Validity

Convergent validity is understood as the degree of certainty with which it can be stated that
the items included in each dimension coherently represent the same latent characteristic or
concept (Cheung & Wang, 2017). To verify this, the average variance extracted (AVE) was
calculated, with a value greater than 0.50 considered adequate. As shown in Table 6, the
AVE values obtained were 0.853 for Privacy and protection, 0.647 for Continuing training,
0.842 for Passwords and access, 0.852 for Secure use and 0.757 for Awareness and preven-
tion, which indicates a good level of fit. Furthermore, the square roots of the AVE values
(located on the diagonal of the matrix) were checked to see if they exceeded the correlations
between the latent factors. In this case, the square roots were 0.923, 0.804, 0.917, 0.923,
and 0.870, respectively, confirming that each dimension is adequately distinguished from
the others.

Furthermore, discriminant validity was assessed using the MSV (maximum squared
shared variance) index, the value of which should be lower than the AVE for each fac-
tor (Fornell & Larcker, 1981). In this analysis, MSV values ranged from 0.470 to 0.751,
all lower than their corresponding AVE. Based on these results, it can be concluded that
adequate discriminant validity has been achieved.
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Item1.4

ltem2.4

ltem2.5

Fig. 1 Final version of the instrument. AFC
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Table 6 Convergent and discriminant validity coefficients

AVE MSV DIM.2 DIM.5 DIM.4 DIM.3 DIM.1
(privacy and  (con- (passwords  (safe use) (aware-
protection) tinuing and access) ness and
training) prevention)
DIM.2 (privacy and 0.853 0.751 0.923
protection)
DIM.5 (continuing 0.647 0.470 0.621*** 0.804
training)
DIM.4 (passwords and 0.842 0.581 0.762%** 0.496***  0.917
access)
DIM.3 (safe use) 0.852 0.751 0.866%*** 0.686***  0.683***  0.923
DIM.I (awareness and 0.757 0.744 0.838*** 0.661*** 0.716%**  0.862*** 0.870
prevention)

Own elaboration. *** p<.001

Table 7 Reliability coefficients

Dimension DIM. 1 DIM.2 DIM.3 DIM 4 DIM.5 Total
Cronbach’s alpha 0.899 0.945 0.945 0.940 0.841 0.959
Spearman-Brown coefficient 0.865 0.948 0.937 0.938 0.845 0.937
Two halves of Guttman 0.763 0.846 0.833 0.842 0.788 0.937
Omega McDonald 0.890 0.942 0.942 0.937 0.820 0.989
CR 0.903 0.945 0.945 0.941 0.846 -

3.5 Analysis of the Internal Consistency of the Instrument (Reliability)

To verify the internal consistency of the instrument, different reliability coefficients were
calculated, the results of which are presented in Table 7. Cronbach’s alpha coefficient,
widely used to assess internal consistency (Zeller & Carmines, 1980), showed very sat-
isfactory values in all dimensions (0.899 in DIM.1, 0.945 in DIM.2 and DIM.3, 0.940 in
DIM.4, and 0.841 in DIM.5), as well as for the instrument as a whole (0.959), exceed-
ing the threshold of 0.7 recommended by Nunally (1978). Similarly, the Spearman-Brown
coefficient (ranging from 0.865 to 0.948) and Guttman split-half coefficients (ranging from
0.763 to 0.846) showed adequate values. Furthermore, McDonald’s Omega coefficient and
Composite Reliability (CR) also exceeded the recommended value of 0.7, as suggested by
Heinzl et al. (2011). Taken together, these results demonstrate that the instrument can be
considered highly reliable.

4 Discussions and Conclusions

Currently, teaching educational cybersecurity is an unavoidable training need in schools,
since the accelerated development of ICT has increased the digital risks associated with
its use (Sadik et al., 2020; dyouncekuii, 2024). The emergence of innovations such as the
Internet of Things, 5G networks, and artificial intelligence has generated new opportunities
for learning, but has also introduced constant threats such as fake news, phishing, malware,
and identity theft, which particularly affect young people (Jyoti, 2025; Ascoott, 2020). In
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this context, the school is consolidated as a key space to promote cybersecurity education,
where it is considered essential to teach students how to protect their devices, create secure
passwords and recognize attempts at fraud or malicious software (Ismail et al., 2024; Kaban,
2021; Suson, 2019; Patterson et al., 2022).

Taking this context into consideration, teacher training in cybersecurity becomes essen-
tial, since teachers are the foundation for the success of any educational program focused
on cybersecurity education. From this perspective, the main purpose of this study was
to design and validate an instrument to assess the teaching competencies necessary for
instructing students in cybersecurity education. The results obtained confirm that the instru-
ment has adequate psychometric indicators and constitutes a robust tool for analyzing these
competencies.

Various techniques were used to validate the scale in order to ensure its robustness.
Comprehension validity, construct validity (using EFA and CFA), convergent validity, and
discriminant validity were analyzed. The initial version consisted of 29 items, which were
refined after verifying dispersion, skewness and kurtosis within the ranges recommended
by Pérez and Carretero-Dios (2005), Meroiio et al. (2017), Forero et al. (2009) and Hair et
al. (2010). The corrected item-total discrimination was verified, with all items remaining
above the thresholds suggested in the literature (>0.40), and Bartlett’s test of sphericity
was applied along with the Principal Axis Factoring method and oblimin rotation for EFA,
in line with Fabrigar et al. (1999), Lloret-Segura et al. (2014), Worthington and Whittaker
(2006) and Watkins (2021).

As aresult of the EFA, the instrument was made up of 22 items distributed in five factors,
with KMO=0.965 and Bartlett’s ¥ = 18,410.047; p<.001, and was subsequently confirmed
by CFA. For the CFA, different fit indices were used, following the recommendations of
Hu and Bentler (1999), Bentler (1989), Kline (1998), West et al. (2012), MacCallum et al.
(1996), and Diamantopoulos and Siguaw (2000). In the CFA, items with excessive levels
of covariance with other items were eliminated, as recommended by Byrne (2013). Conver-
gent and discriminant validity was also verified using AVE (>0.50) and MSV (<AVE), in
accordance with Fornell and Larcker (1981) and Hair et al. (2010), and internal consistency
was estimated using Cronbach’s Alpha, McDonald’s Omega, Spearman-Brown, Guttman
split-half and CR, with values greater than 0.70, in line with Nunnally (1978), Zeller and
Carmines (1980) and Heinzl et al. (2011). Finally, an instrument composed of a total of 15
items classified into five latent factors was evidenced.

From a theoretical point of view, this study adds to the literature on teachers’ digital com-
petence by clearly defining educational cybersecurity as a competence that can be measured
and analyzed. The validated structure of the instrument shows that cybersecurity education
involves not only basic knowledge, but also teaching competencies and ongoing profes-
sional updating. This contributes to a clearer understanding of how cybersecurity fits within
broader digital competence frameworks and provides a useful reference for future research
in this field. From a practical point of view, the instrument can be easily used in real edu-
cational contexts as a diagnostic tool. Schools and teacher training institutions may apply it
to assess teachers’ level of preparedness in educational cybersecurity and to identify areas
where further training is needed. In addition, the instrument allows institutions to track
changes over time and to evaluate the impact of professional development initiatives related
to safe and responsible use of digital technologies.
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Among the main limitations of the study, it should be noted that the sample focused on
teachers from the Spanish education system, so it is recommended to replicate the valida-
tion in other countries and educational levels to confirm the invariance of the model. Future
research could extend the analysis to the European context, allowing for a comparison of
differences and similarities in teacher preparation for teaching educational cybersecurity in
different training systems, as well as examining the alignment of the instrument with the
digital competencies proposed by the DigCompEdu framework. In this way, international
comparisons could be established that contribute to consolidating a broader and more coher-
ent vision of teacher training in cybersecurity education and responsible use of technology.
Future research could also use longitudinal studies to examine how teachers’ cybersecurity
competencies change over time, especially after receiving training. In addition, studies com-
paring different educational levels could help to better understand how these competencies
vary across teaching contexts.
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