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 A B S T R A C T

Growing acceptance of Electric Vehicles (EVs) by society is reshaping the transportation sector, which requires 
the development of robust charging infrastructures. Unfortunately, at present these infrastructures face multiple 
security challenges due to the complexities involved in integrating information systems with operational 
systems, which also leads to numerous security vulnerabilities and expands the attack surface. In response 
to this issue, this paper proposes a distributed Multi-Agent System (MAS) leveraging (i) smart consensus 
algorithms backed by Opinion Dynamics and (ii) blockchain technology to ensure trustworthy tracking of 
anomalies in EV charging networks based on the well-known Open Charge Point Protocol. The combined use 
of techniques and technologies streamlines diagnostic processes at charging stations, but also intensifies the 
vision (both local and global) necessary for greater protection. The monitoring method goes beyond the usual 
approaches, which typically focus on network traffic with a local context approach. It is capable of examining 
local health status related to anomalies found in individual devices, (i) analyzing each operational component 
and communication link, and (ii) contrasting actual perceptions with those perceived by the neighborhood. 
This way of broadening the security vision inherently contributes to situational awareness, explaining: where, 
what, or which components, devices, or charging zones are actually affected. This level of detail can even help 
ensure a more effective, efficient, and rapid responses depending on the situation.
1. Introduction

The Electric Vehicle (EV) market is consolidating in the global 
transportation sector. According to the 2025 Global EV Outlook [1], 
sales of EVs reached 17 million worldwide in 2024, with 3.5 million 
vehicles sold in 2024 compared to 2023, surpassing total EV sales for 
the entire year of 2020. Public Charging Stations (CSs) have also dou-
bled in value since 2022, reaching over 5 million in 2024. This demand 
could even be greater, given that this market is expected to reach 
$76.31 billion by 2032 [2]. This may be due, in part, to the numerous 
financial aids provided by governments for clean mobility, such as tax 
credits, additional incentives, discounts, and exemptions, but also the 
continuous decrease in the cost of batteries due to the growth in market 
supply and demand. A key element to maintaining this positive trend 
is to deploy resilient and secure charging infrastructures, both public 
and private, which involves numerous stakeholders: CS manufacturers, 
infrastructure operators, energy companies, the scientific community, 
electric vehicle owners themselves, and, of course, governments. For 
example, there is a special support from the EU [3], whose CO2
emissions standards play a significant role in promoting EV sales.

One of the most commonly used protocols in the deployment of 
these types of EV charging infrastructures is precisely the OCPP (Open 
Charge Point Protocol) [4]. It enables the management of a CS network 
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from a centralized system with the capacity to govern and monitor all 
energy transactions with users. To this end, the central system provides 
a set of OCPP-assisted remote services, such as user authentication 
and authorization, power reservations, energy consumption (metering) 
monitoring, diagnostics, and dynamic configuration of CSs [5]. OCPP 
is an open source protocol, which has become a de-facto standard 
supported by the industry in recent years to drive the current EV mar-
ket. But despite these considerations and the interests of the industry, 
the numerous security risks that the high demand for electric vehicles 
and charging infrastructure may bring to current and future charging 
infrastructure ecosystems [5–9] (including the power grid) must be 
addressed.

Since charging infrastructures are considered critical in nature [10], 
CS networks are a very attractive target for attackers, especially be-
cause of the economic benefits they may bring to society and the 
possibility of causing a great impact on its economy. Another determin-
ing factor is the deployment of these infrastructures at easily accessible 
public locations, which exposes CSs to a greater number of threats, such 
as physical attacks or power theft [5,8]. The type of communication 
may also encourage attackers to lead potential threats. Some real cases 
include, for instance, the recent BrokenWire [11], blocking wireless 
control signals between the EV and the CS to interrupt charging sessions 
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and cause a Denial of Service (DoS); the botnet specified in [12] 
consisting of compromised EVs and CSs to overload the power grid; 
or the side-channel attack in [13] for extraction of private charging 
session data to lead privacy issues.

Consequently, it has become imperative to offer advanced solutions 
that provide a better view of what is happening within a large and 
complex system and control possible cascading effects (e.g., in emer-
gency services assistance). For this reason, the main contribution of 
this article is to present a detection approach based on continuous 
diagnosis that helps to enhance the properties of Situational Awareness 
(SA) in large and complex systems, as recommended in [14,15]. The 
approach considers the relevance of Multi-Agent Systems (MAS) for 
implementing intelligent OCPP-based charging monitoring solutions, 
enabling the diagnosis, detection, and monitoring of abnormal events, 
either by charging device (i.e., in a CS) or by zone or cluster (i.e., more 
than one CS). For real-time traceability of anomalies and by location 
area, we also consider the correlation capabilities of Opinion Dynamics 
(OD) [16], whose values represent health statuses — referred to here 
as opinion. These opinions are generated by software (SW) agents 
embedded in each CS and enabled with Artificial Intelligence (AI) 
models for detection such as Machine Learning (ML). For the sake of 
simplicity, and given that all these technologies must cooperate with 
each other to lead threat detection and traceability, hereinafter the 
proposed approach is referred to as MAS-CS (from MAS-based CSs).

Some related work has already demonstrated the feasibility of MAS 
in similar scenarios to address a variety of issues, and not necessarily 
related to cybersecurity. In [17,18], SW agents are applied to study 
user behavior in charging infrastructures in order to derive behavioral 
patterns in the use of resources. Complex mathematical models have 
to be used to properly reflect the heterogeneous nature of charging 
networks and take into consideration all the stakeholders. However, in 
both papers, agent models are used in the design phase of the charging 
network to determine the optimal locations of CSs in specific simulated 
scenarios. In [19], the authors design a MAS to operate alongside 
the charging network and perform management tasks. It focuses on 
problems arising from the normal operation management of energy 
transactions. Likewise, a MAS system, integrated in the management 
SW of a CS network, is also presented in [20]. Its objective is to 
automate the negotiations and billing of energy transactions between 
energy suppliers and users of the charging network. A similar goal 
is pursued in [21], where an optimization algorithm, implemented 
by agents, tries to match supply and demand, either by modifying 
energy prices or by scheduling the charging of some vehicles at less 
demanded hours in order to avoid exceeding voltage limits. The MAS 
of [22] shares the same objective, but also takes into consideration use 
cases of vehicle-to-grid, in which EVs have the ability to contribute 
energy to the power grid and act as small distributed energy sources. 
Lastly, in [23] the authors designed a cooperative hierarchical multi-
agent system in order to optimize the charging strategy of multiple EV 
charging stations without prior information of EV arrivals. That system 
can obtain the optimal solutions for control signals after a single round 
of communication.

In contrast, we found other authors who studied MAS as a solution 
for security concerns of distributed power systems, and especially 
of EV charging networks. For example, paper [24] proposes three 
different mitigation techniques to defend an EV charging infrastruc-
ture against Advanced Persistent Threats (APTs) and compares them 
in simulated experiments. The best one is a multi-agent deep rein-
forcement learning comprising agents capable of learning the control 
policy of each CS controller and restoring the regular operation of 
infected nodes. Furthermore, the work in [25] introduces a novel attack 
called ‘‘for-purpose attack’’, where the attackers inject fake data to 
deceive the system and gain an economic benefit. The target under 
attack is a distributed and decentralized multi-agent optimization algo-
rithm that controls an EV charging infrastructure. The work contains 
theoretical and mathematical demonstrations about the feasibility of 
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these attacks. In [26], authors present two control schemes for dis-
tributed energy storage systems under cyber attacks. These schemes 
are agent-based and follow a consensus algorithm to detect informa-
tion deviations. Both schemes ensure optimal control operations in an 
unreliable communication network.

Similarly, the paper [27] analyzes the generic benefits of applying 
MAS to bring cybersecurity to Operational Technology (OT) and IoT 
networks. The authors also propose a specific architecture for MAS 
in OT environments that suggests the agents’ components, their com-
munication language and their different interactions. A multi-agent 
approach is used in [28] to model the attacker-defender game in 
critical infrastructure scenarios. The solution goes through the use of 
reinforcement learning in simulations for defenders to learn the best 
configurations and prevention actions in order to address the system’s 
vulnerabilities. Another multi-agent-based hierarchical detection and 
mitigation scheme for power systems to defend against physical faults 
and cyber attacks is depicted in [29]. The detection is based on a rule-
based engine and the MAS consists of three layers of agents where 
lower layers manage physical attributes and upper layers work with 
redundancy network information. Lastly, [30] aims at detecting specific 
fake data injection attacks to distance relays, a critical component in 
Smart Grids. For this purpose, a multi-Agent distributed deep learning 
algorithm is developed to detect if an attacker has injected false fake 
data to pretend a fault or if it is really a system fault.

Unfortunately, none of the previous works (also summarized in 
Table  1) propose a MAS that addresses the importance of tracking 
potential attacks for the protection of EV charging infrastructures, 
considering: (i) the operational performance of each component in-
tegrated into each CS together with its (ii) communication links, in 
addition to the (iii) surrounding status of each CS. The closest re-
lated works are [29,32]. The study [29] generalizes the application 
of MAS protection systems to power systems and does not show their 
relationship with specific standards and protocols for EV charging 
such as OCPP; whereas [32] rely on centralized architectures (such 
as cloud computing) to calculate the contextual state of each area. 
This centralization (also remarked in [31,33]) is due to the type of 
intelligence implemented, which applies the most innovative forms of 
AI, such as large language models or reinforcement learning. But if 
this capability were spread out among CSs with limited computational 
resources, as proposed in this paper, it would significantly penalize 
real-time monitoring by device, area, and overall. For that reason, 
MAS-CS aims to deploy simple software (SW) agents on each CS to 
dynamically inspect anomalous events related to the health status of 
each observed device. This involves using a (lightweight) unsupervised 
ML model (for autonomy and lightness, as also indicated in [34] for 
critical scenarios) and sharing-based consensus strategies for real-time 
monitoring without exploring other related security events to reduce 
the scope of the investigation — which is also sufficient to verify 
that the approach is useful for a key subset of events. Specifically, all
individual opinions are shared with neighboring agents to calculate the 
level of anomaly per area (neighborhood opinion) and correlated in a 
central system to later calculate the overall status of the entire charging 
infrastructure (global opinion). Thus, these three levels of opinion allow 
to have a holistic view of the system, contributing not only to SA, but 
also to the real-time protection of critical assets.

The paper is structured as follows. Section 2 features the MAS-CS 
architecture together with the deployment of its agents, enabled with 
an ML model to estimate the individual opinions of their respective CSs. 
As detailed in Sections 3.2 and 3.1.2, this local opinion is later shared 
with the surrounding agents to calculate the neighborhood opinion 
(per zone), whose value is essential for tracking of threats. In order to 
demonstrate the usefulness of diagnostics for governance and control 
actions, and the possibility of extending the approach in the future, a 
new agent role in charge of monitoring abuses in the charging network, 
such as energy theft or DoS, is defined in Section 3.3. Finally, practical 
demonstrations are carried out in Section 4 through a virtual testbed 
called Urban Lab, whereas Section 5 concludes the paper and outlines 
future work.
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Table 1
Related work and main differences between approaches.
 Ref. Year Target system Main purpose Security oriented Diagnosisa Detectionb Trackingc 
 [17] 2019 EV Charging Infr. Discover user behavior patterns No Partial Global Faults  
 [18] 2017 EV Charging Infr. Discover user behavior patterns No Partial Area Faults  
 [19] 2012 EV Charging Infr. Operations management No Partial Global Faults  
 [20] 2015 EV Charging Infr. Automation of negotiation and billing No Partial Local Faults  
 [21] 2014 EV Charging Infr. Match energy supply–demand No Partial Global Faults  
 [22] 2011 EV Charging Infr. Match energy supply–demand No Partial Global Faults  
 [23] 2022 EV Charging Infr. Match energy supply–demand No Partial Global Faults  
 [24] 2022 EV Charging Infr. Mitigation against disruptions caused by APTs Yes Partial Local Attacks  
 [25] 2023 EV Charging Infr. Novel attack study Yes Partial Global Attacks  
 [26] 2017 Distributed Energy Storage Systems Detection and mitigation of attacks Yes Partial Local Attacks  
 [27] 2018 OT/IoT Networks Design of a MAS architecture for OT/IoT security Yes Partial Area Attacks  
 [28] 2018 Critical Infrastructures Address vulnerabilities in Critical Infrastructures Yes Partial Area Attacks  
 [29] 2020 Power Systems Detection and mitigation of attacks and faults Yes Complete Area Both  
 [30] 2023 Smart Grids Detection of faults and attacks Yes Partial Area Attacks  
 [31] 2024 Power System & EV Charging Infr. Centralized monitoring in power grid and response to Charging Inf. Yes Partial Local Attack  
 [32] 2025 EV Charging Inf. Centralized detection in the CSMS Yes Complete Global Both  
 [33] 2025 EV Charging Inf. Collaborative detection in a hierarchical computing infr. Yes Partial Global Attacks  
 Ours 2026 EV Charging Infr. Distributed detection in the entire ecosystem Yes Complete Global Both  
a Diagnosis: partial (analyzes one type of system event: operational, resource utilization or comm. channels), complete (exhaustive analysis of the system and its surrounding).
b Detection: local (does correlate events or statuses of individual nodes), area (correlates events in nodes grouped by zones), global (aggregates the events across the entire net.).
c Tracking: faults (looks for unintentional system faults), attacks (looks for deliberate security events occasioned by malicious actors), both (casual faults and attacks).
Fig. 1. MAS-CS architecture and interactions between components.
2. MAS-CS architecture and testbed

In this section, we propose the MAS-CS architecture based on the 
deployment of a set of SW agents capable of dynamically performing 
diagnosis processes in each CS, detecting and tracking anomalies to 
bring the concept of SA closer to the charging environments. The 
design, illustrated in Fig.  1, is also based on the standardized OCPP 
specification detailed in [35]. The specification establishes that each 
CS is capable of supplying energy to EVs if users are properly authen-
ticated, either through traditional authentication mechanisms (use of 
IDs, tokens or PINs), mobile services or through pre-reserves for a given 
EVSE (Electric Vehicle Supply Equipment). All these authentication 
procedures are managed by the Charging Station Management System 
(CSMS) to authorize the energy charging sessions. In our approach, the 
CSMS is also capable of controlling all telemetry tasks and monitoring 
CS health statuses.

Unfortunately, the OCPP diagnostic procedures normally follow 
systematic actions based on C&C (Command and Control) without 
contemplating automatic procedures that dynamically determine health 
statuses of remote CSs. To address this issue, our approach incorporates 
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a diagnostic center located within the CSMS itself to centralize and 
dynamically correlate health statuses. This center, also depicted in Fig. 
1, is capable of (i) periodically collecting activity events through SW 
agents deployed in each CS, such as status of the controller, network 
and EVSE connectors, time and frequency of consumption, etc.; and 
(ii) alerting and visualizing critical situations (e.g., through statistical 
figures and geolocation maps), thereby favoring decision making. To 
ensure the immutability of historical data, the approach considers the 
incorporation of a permissioned blockchain network as recommended 
in [36]. Through this network, it is possible to ensure in the future 
that related energy utilities and providers can interact in a common 
environment to not only improve the tasks of control and distribution 
of energy, but also to fairly assist in billing tasks by identifying possible 
fraud or energy theft (e.g., disproportionate energy consumption by a 
specific user ID).

More specifically, each CS must be able to collect charging-related 
events to determine the actual health level within its own system. These 
events are provided by electrical sensors including the smart meter, to 
be forwarded later to the blockchain in the form of periodic reports. 
When an energy transaction is completed, the CSMS also transfers the 
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Fig. 2. Integration of SW agents in MAS-CS.
statistical values related to that transaction to the blockchain, associat-
ing the record with the CS and the user ID involved in the transaction. 
This information is displayed on a regular basis in an interactive panel 
to explain in more detail what is happening within one or several CSs. 
Moreover, Urban Lab, the virtual testbed implemented for MAS-CS, 
assigns a set of independent SW modules to each CS to comply with 
the modularity principles. These modules, interacting with each other 
under the inclusion of the Message Queue Telemetry Transport (MQTT) 
protocol, have the following functions:

• ocpp-chargePoint : manages OCPP transactions with the CSMS, 
keeping a record of active energy transactions taking place on the 
CS.

• smartpi-hw-interface: collects power consumption values from sen-
sors installed in the CS and transfers them to the rest of the 
modules for further processing.

• blockchain-chargePoint : forwards to the blockchain the data sent 
by the other SW modules via the MQTT broker, such as: metering 
values, performance information or control data.

• evcc-hw-interface: controls the activation/deactivation of a
medium-rate Mennekes connector, present in the CS, through the 
EVCC (Electric Vehicle Charger Controller).

• gpio-hw-interface: controls the activation/deactivation of the slow-
rate Schuko connector, present in the CS, through the GPIO 
(General Purpose Input/Output) module.

To show the role of the MAS within MAS-CS, Fig.  2 envisions the 
deployment of a set of SW agents. Each agent may have the ability to 
interact and exchange information with other agents and coordinate its 
actions for the diagnosis. Depending on the type of action, we can find 
three types of SW agents: (i) the Monitoring Agent (MAg), (ii) the Collect 
Agent (CAg), and (iii) the Overuse Agent (OAg). The former is hosted 
in each CS to obtain local measurements related to computational 
and communication performance, in order to subsequently estimate its 
health status (opinion). In contrast, the CAg is located in the CSMS 
itself to collect feedback from the MAgs deployed in each CS. Once 
the opinions are gathered, the CAg processes them to calculate global 
and local health indicators, either on a particular CS, a group of CSs 
or the entire charging network. The OAg is also in the CSMS, and 
operates independently to derive possible abuses carried out by system 
4 
users with respect to actual energy consumption. To do so, it takes 
advantage of the information received and processed by the previous 
agents to deduce possible abuses or fraud. The communication of these 
three agents is also illustrated in Fig.  2, where two types of data are 
distinguished: (i) those related to OCPP transactions for control and 
authorization for charging, and (ii) those related to opinion values for 
diagnosis. Both flows are independent from each other and use different 
communication channels and protocols to avoid mixing operational and 
diagnostic operations.

3. Main functions of the agents in MAS-CS

As indicated in the previous section, we consider three relevant 
agents integrated in the MAS-CS system, which contribute to SA by 
managing and tracing anomalous events.

3.1. Monitoring agent: individual opinion in MAS-CS

As previously mentioned, a MAg is a SW agent capable of monitor-
ing the use of the CS’s HW resources, and of checking the status of its 
connections with other CSs that are physically close (neighbor stations). 
In Urban Lab, this agent takes measurements of some parameters, such 
as CPU usage, the amount of storage used, the Round-Trip Time (RTT) 
of packets to the neighbor stations, and the percentage of packet losses. 
With these measurements, each agent executes an ML model to predict 
the local opinion, indicating the probability that the CS is compromised 
or out of its normal operational threshold. To lead consensus about 
health status within a neighborhood, the OD technique [16] is con-
sidered. The technique is able to dynamically calculate neighborhood 
opinion by merging individual CS opinions, improving diagnostic tasks 
and activity tracking.

As all these functional characteristics are attractive to have a better 
understanding of the situation, the following details the relevance of 
anomaly detection for local opinion, and the OD for neighborhood 
opinion by charging zone.

3.1.1. Individual opinion through anomaly detection
Anomaly detection is a simple way to contribute to SA, tracking 

potential threats [16] both within and between CSs, and showing 
at all times which charging zones are being affected. This requires 
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incorporating ML models in each MAg integrated in the MAS-CS, 
whose input variables contain health statuses (normal or abnormal) 
collected periodically by these agents. These variables, processed as
health features of the HW and SW components of a CS, are calculated 
as follows:

• Processor usage (𝜌): it is associated to the computational capacity 
present in each CS, it gives an indication of the level of overload 
in each station. Due to the normal operations of the CS and 
its main communication interfaces with the CSMS, the processor 
workload should remain relatively constant. For its computation, 
Eq.  (1) considers the period of time that the processor has been 
occupied (𝑡𝑏𝑢𝑠𝑦) by a SW process from the last measurement made 
by the MAg, also including periods of inactivity (𝑡𝑖𝑑𝑙𝑒), such that: 

𝜌 =
𝑡𝑏𝑢𝑠𝑦

𝑡𝑏𝑢𝑠𝑦 + 𝑡𝑖𝑑𝑙𝑒
100 (1)

• Memory usage (𝜇): RAM usage is another key element for the 
execution of any program or system process. Its value must be 
monitored when trying to discover any casual or intentional 
actions that corrupt the navigation or use of critical sections of 
memory. Eq.  (2) calculates this value by measuring the percent-
age between the amount of memory in use (𝑏𝑦𝑡𝑒𝑠𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒) and the 
total memory capacity (𝑏𝑦𝑡𝑒𝑠𝑡𝑜𝑡𝑎𝑙), such that: 

𝜇 =
𝑏𝑦𝑡𝑒𝑠𝑡𝑜𝑡𝑎𝑙 − 𝑏𝑦𝑡𝑒𝑠𝑎𝑣𝑎𝑖𝑙𝑎𝑏𝑙𝑒

𝑏𝑦𝑡𝑒𝑠𝑡𝑜𝑡𝑎𝑙
100 (2)

• Storage usage (𝛿): Eq.  (3) focuses on measuring the amount of 
storage available on the hard disk, considering the actual space 
used (𝑏𝑦𝑡𝑒𝑠𝑢𝑠𝑒𝑑) with respect to the total amount of memory in 
the resource (𝑏𝑦𝑡𝑒𝑠𝑡𝑜𝑡𝑎𝑙). Some DoS attacks aim to delete or make 
multiple copies of data on a disk so as to exhaust storage capacity. 
Thus, constant monitoring of the 𝛿 value helps human operators 
control and manage the level of overflow when necessary. 

𝛿 =
𝑏𝑦𝑡𝑒𝑠𝑢𝑠𝑒𝑑
𝑏𝑦𝑡𝑒𝑠𝑡𝑜𝑡𝑎𝑙

100 (3)

• Round-trip time (𝑅𝑇𝑇 ): regarding the status of the TCP/IP connec-
tion with neighboring CSs. Specifically, this feature refers to the 
duration (measured in milliseconds in Urban Lab) from the time a 
request is sent to a CS until the response is received from the CS. 
This value can be applied by anomaly detectors embedded in MAg 
to: (i) predict anomalous events occurring in the CS network, (ii) 
determine the level of latency of the connection, and (iii) measure 
the actual performance of an online diagnostic service [37]. A 
use case may be the detection of MitM attacks or rogue devices 
stealthily installed in the charging networks. This action would 
result in a significant increase of the 𝑅𝑇𝑇  feature between two 
legitimate nodes of the network, whose value is computed ac-
cording to Eq.  (4). This equation averages the 𝑅𝑇𝑇𝑖 measurements 
observed after a sequence of 𝑁 request packets between two CSs. 

𝑅𝑇𝑇 =
∑𝑁

𝑖 𝑅𝑇𝑇𝑖
𝑁

(4)

• Time-To-Live (𝑇𝑇𝐿): this is the typical IP packet lifetime esti-
mation parameter, the value of which is included in the packet 
header to control the undefined flow of network traffic [38]. 
Eq.  (5) computes this value to detect changes in the network 
topology, considering the number of hops a packet can make 
before it is discarded by a router (corresponding to 𝑇𝑇𝐿𝑖) and 
the number of packets 𝑁 sent in each measurement process. 

𝑇𝑇𝐿 =
∑𝑁

𝑖 𝑇𝑇𝐿𝑖

𝑁
(5)

• Packets loss (𝑃𝑎𝑐𝑘𝑒𝑡𝐿𝑜𝑠𝑠): as indicated in Eq.  (6), this variable 
is measured as the number of requests (𝑛 ) that have not 
𝑟𝑒𝑞𝑢𝑒𝑠𝑡
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received a response (𝑛𝑟𝑒𝑞𝑢𝑒𝑠𝑡 − 𝑛𝑟𝑒𝑝𝑙𝑦) over the total number of 
requests sent. Moreover, its value can be easily calculated by 
considering the typical ping for the heartbeat, in order to pre-
vent DoS attacks on-the-path, such as blackhole, greyhole, sybil 
or wormhole attacks. In the latter two cases, malicious nodes 
may strategically advertise themselves as the best route to a 
certain destination, intercepting and discarding packets at their 
convenience [39]. 

𝑃𝑎𝑐𝑘𝑒𝑡𝐿𝑜𝑠𝑠 =
𝑛𝑟𝑒𝑞𝑢𝑒𝑠𝑡 − 𝑛𝑟𝑒𝑝𝑙𝑦

𝑛𝑟𝑒𝑞𝑢𝑒𝑠𝑡
100 (6)

While these are the main health features that the MAS-CS applies 
as an input to the anomaly detector, others may be equally effective to 
provide further evidence in the future. Some of these features could 
be, for example, the volume of traffic, the type of communication 
protocols observed in a network interface or the port used, and the 
alerts generated by an intrusion detection system. For the dynamic 
detection in each MAg, we have adapted the Local Outlier Factor 
(LOF) model, as it is considered an efficient ML algorithm for critical 
scenarios [34,40,41] where speed of response and simplicity in the 
detection process are required [42]. LOF is an unsupervised learning 
algorithm focused on calculating an anomaly score for each sample by 
measuring its local deviation from the nearest samples and using the 
𝑘-nearest algorithm. When a sample has a lower local density than the 
others, it is considered an outlier [43].

As LOF is an unsupervised detector, it must be able to learn the 
different patterns of behavior in real time without having labeled pre-
vious samples. That is, it must be able to differentiate valid operations 
from behavior that deviates from the learned behavior. To do this, 
the detector needs an initial training phase in which it does not make 
predictions, but simply obtains and memorizes measurements that are 
considered the normal behavior of the CS. Although this pre-learning 
phase has been implemented in MAS-CS in such a way that it can be 
parameterized depending on the number of training observations to be 
collected and the interval to be set between two consecutive samples, 
having a large number of training observations in order to guarantee 
accurate predictions is recommended [43].

After this pre-learning phase, the LOF-based detector is trained 
with the training observations. Hereafter, all measurements captured 
by the MAg are evaluated and receive an anomaly score corresponding 
to the individual opinion, the value of which ranges from zero to 
one (i.e., [0-1]). Values close to one indicate that the CS is operating 
normally, while values close to zero indicate that the monitoring agent 
is detecting an anomalous status that deviates from normal a operation 
situation. To update the opinion of the CS𝑖 at a given time 𝑡, 𝛥𝑜𝑝𝑖𝑛𝑖𝑜𝑛 is 
computed to determine the level of deviation of the new opinion value 
(𝑥𝑖[𝑡 + 1]) from the opinion prior to the anomaly detector prediction 
(𝑥𝑖[𝑡]). Thus, the new opinion value is obtained by simply adding this 
𝛥𝑜𝑝𝑖𝑛𝑖𝑜𝑛 to the current opinion, i.e: 

𝑥𝑖[𝑡 + 1] = 𝑥𝑖[𝑡] + 𝛥𝑜𝑝𝑖𝑛𝑖𝑜𝑛 (7)

In addition to the anomaly detector, the MAg also has a mechanism 
to check the integrity of data in CSs (e.g., service scripts, configuration 
files, etc.). This allows the SW agent to further penalize its opinion 
value if malicious actions are detected.

3.1.2. Neighborhood opinion through OD
The group opinion is computed thanks to the consensus managed 

by charging zone. The idea itself stems from how to manage individual 
opinions within a given society, where each opinion can be influenced 
by the opinion of other individuals (SW agents) living in the same so-
ciety. Evidently, any society can end up fragmented into different local 
opinions, so that agents who present a similar view tend to establish 
consensus and converge to the same opinion [16]. As noted in previous 
sections, this information benefits monitoring systems by allowing them 
to anticipate situations and make more accurate decisions to respond 
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accordingly. This also means that the more SW agents are deployed in 
CS networks and reporting similar opinions, the more trustworthy the 
diagnostic value will be. To achieve this level of accuracy, it is also 
necessary to consider the assumption that CSs should be deployed in 
close proximity to each other, so their agents may be able to provide 
similar opinions when experiencing similar situations or threats [16].

On the other hand, the OD model integrated in MAS-CS run pe-
riodically, even more frequently than the predictions of the anomaly 
detector (i.e., the OD invocation takes place between two consecutive 
predictions). In order to calculate the OD, each SW agent must know 
the opinion of the neighboring CS agents. For this purpose, a request–
response mechanism is integrated so that each agent can request the 
opinion of its neighbors. Each SW agent will act as a client when 
requesting the opinion of a neighboring agent, and as a server when 
requested to provide an opinion by its own neighbors. When an agent 
does not receive a reply with its neighbor’s opinion, it will consider 
that it is in the worst case scenario and will assume that its neighbor’s 
opinion is zero. This is intended to detect cases where the attacker tries 
to stop the execution of a SW agent in order to subsequently avoid being 
detected by the MAS-CS system.

So far, there are several ways to manage consensus [44], but for 
the sake of simplicity and a rapid diagnosis, we consider the technique 
defined in [16] for critical scenarios. Basically, the approach aims to 
calculate weighted average following a uniformity criterion. Each SW 
agent gives weights uniformly to other agents of its neighborhood 
when they have a similar opinion to its own. Likewise, two agents are 
considered to have a similar opinion when the difference between their 
values is less than a threshold 𝜀 [16]. In other words, if we have a SW 
agent, 𝑖, whose opinions are stored in 𝑥𝑖[𝑡], its new opinion after an 
iteration of ODs, 𝑥𝑖[𝑡 + 1], will also depend on the opinions, 𝑥𝑗 [𝑡], of 
those agents 𝑗 ∈ 𝐽 within its neighborhood (𝐽 being the cardinal of 
the CS network) and complying with the condition: ∣ 𝑥𝑖[𝑡] − 𝑥𝑗 [𝑡] ∣≤ 𝜀. 
It is worth mentioning that the agent 𝑖 is also part of 𝐽 since its own 
opinion also interferes in the group opinion as illustrated in Eq.  (8): 
𝑥𝑖[𝑡 + 1] = 𝑥0[𝑡]𝑤𝑖0 + 𝑥1[𝑡]𝑤𝑖1 +⋯ + 𝑥𝑁−1[𝑡]𝑤𝑖(𝑁−1)

=
∑

𝑗
𝑥𝑗 [𝑡]𝑤𝑖𝑗

(8)

here, 𝑤𝑖𝑗 is the weight that agent, 𝑖, gives to its neighbor, 𝑗, such 
that: 

𝑤𝑖𝑗 =
1

∣ 𝐽 ∣
= 1

𝑁
(9)

Algorithm 1 reflects the actions mentioned in the previous sections, 
where each MAg captures a set of functional parameters and calculates 
the local opinion by means of an anomaly detector that must be 
previously trained to provide correct predictions. Subsequently, each 
opinion is shared with the rest of the SW agents integrated in the 
neighboring CSs; and if no response is received, the worst case scenario 
is assumed.

In order to demonstrate the viability of Algorithm 1 and its general-
ization to various broader contexts, the corresponding correctness proof 
is presented. This proof comprises two relevant verification conditions: 
(i) validity, which guarantees local opinion when required by a CS, 
and (ii) termination, which verifies that the algorithm terminates in 
a finite time, regardless of the number of functional characteristics 
observed within a CS and with respect to its operational environment. 
The precondition assumes that the system is based on at least one or 
more CSs under a finite number of CSs to be realistic, all equipped 
with an Anomaly Detector (AD) to internally calculate the opinion on 
the health status; while the postcondition considers the capacity of 
the system for calculating and transferring (if applicable) the opinion 
according to the neighborhood. Taking both conditions into account 
and by induction, we demonstrate both validity and completeness:
6 
Algorithm 1 The process flow of monitoring agents
x: CS opinion vector; host: local CS;
neighbors: remote CS vector; AD: Anomaly Detector; 
while true do
 𝑟𝑃𝑎𝑟𝑎𝑚𝑠 ← 𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝑅𝑒𝑠𝑜𝑢𝑟𝑐𝑒𝑠
 for 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟 in 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 do
 𝑐𝑃𝑎𝑟𝑎𝑚𝑠 ← 𝑚𝑒𝑎𝑠𝑢𝑟𝑒𝐶𝑜𝑚𝑚(𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟)
 save (𝑟𝑃𝑎𝑟𝑎𝑚𝑠, 𝑐𝑃𝑎𝑟𝑎𝑚𝑠)
 if 𝑖𝑑𝑙𝑒𝑃ℎ𝑎𝑠𝑒 is true then
 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 ← 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 + 1
 if 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛 > 𝑖𝑑𝑙𝑒𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 then
 train 𝐴𝐷(𝑟𝑃𝑎𝑟𝑎𝑚𝑠, 𝑐𝑃 𝑎𝑟𝑎𝑚𝑠); 𝑖𝑑𝑙𝑒𝑃ℎ𝑎𝑠𝑒 ← 𝑓𝑎𝑙𝑠𝑒
 else if 𝑖𝑑𝑙𝑒𝑃ℎ𝑎𝑠𝑒 is false then
 𝑎𝑛𝑜𝑚𝑎𝑙𝑦𝑆𝑐𝑜𝑟𝑒 ← 𝐴𝐷(𝑟𝑃𝑎𝑟𝑎𝑚𝑠, 𝑐𝑃 𝑎𝑟𝑎𝑚𝑠)
 𝑥(ℎ𝑜𝑠𝑡) ← 𝑢𝑝𝑑𝑎𝑡𝑒𝑂𝑝𝑖𝑛𝑖𝑜𝑛(𝑎𝑛𝑜𝑚𝑎𝑙𝑦𝑆𝑐𝑜𝑟𝑒); save 𝑥(ℎ𝑜𝑠𝑡)
 for 𝑜𝑝𝑖𝑛𝑖𝑜𝑛𝐷𝑦𝑛𝑎𝑚𝑖𝑐𝑠𝐼𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 do
 for 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟 in 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 do
 𝑥(𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟) ← 𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑂𝑝𝑖𝑛𝑖𝑜𝑛(𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟)
 if no response then 𝑥(𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟) ← 0
 𝑥(ℎ𝑜𝑠𝑡𝑠) ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑂𝑝𝑖𝑛𝑖𝑜𝑛𝐷𝑦𝑛𝑎𝑚𝑖𝑐𝑠(𝑥)
 save 𝑥(ℎ𝑜𝑠𝑡); wait 𝑜𝑝𝑖𝑛𝑖𝑜𝑛𝐷𝑦𝑛𝑎𝑚𝑖𝑐𝑠𝐼𝑛𝑡𝑒𝑟𝑣𝑎𝑙
 wait 𝑎𝑛𝑜𝑚𝑎𝑙𝑦𝐷𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛𝐼𝑛𝑡𝑒𝑟𝑣𝑎𝑙

Case 1: Let 𝐶𝑆 be the set of charging stations whose cardinality is 
reduced to a single unit, such that |𝐶𝑆| = 1 and |𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠| =
0, since the set of CSs deployed near a location (or that are 
part of an operational cluster) is consequently null. In these 
circumstances, Algorithm 1 calculates only the opinion of the 
CS without transferring its value to other related devices, since 
|𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠| = 0.

Induction: |𝐶𝑆| > 1 such that each CS ∈ 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 and |𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠| ≠ 0
in a zone or cluster. In this case, Algorithm 1 calculates the local 
opinion of each observed CS. For each CS in the set of 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠, 
the reach status is calculated, as well as the deviation level of 
each of the parameters considered relevant for local monitoring 
and diagnosis — cf. Section 3.1.1. However, to provide a true 
value for the status of a node, the opinion of each CS must 
be correlated with the opinions of neighboring nodes, thereby 
seeking maximum accuracy in the diagnosis. As the set is limited 
to a finite number of CSs, in each iteration of the loop the 
set 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 is updated to: 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 ← 𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠 ⧵ 𝐶𝑆, until 
𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟 = ∅.

As can be seen, Algorithm 1 terminates and guarantees the calcu-
lation of the local opinion for each CS. If we additionally examine the 
complexity of the approach, it reaches 𝑂(𝑛3) in the worst case. How-
ever, the core of the algorithm and the actual calculation of opinions 
actually reach a complexity of 𝑂(𝑛2), since the first loop represents 
the way to keep the MAS-CS life cycle alive. Obviously, to maintain 
the simplicity of the algorithm and achieve real-time detection (by 
agent) with minimal or no human intervention, the AD must also be 
simple as LOF. Nonetheless, any other unsupervised algorithm with 
high accuracy and simplicity can be equally valid.

3.2. Collector agent: a global opinion

In the MAS-CS, the CAg corresponds to a SW process centralized 
in the CSMS, capable of collecting all the opinions collected by the 
MAgs. To do so, it follows similar mechanisms to the exchange of 
neighborhood opinions, but this time the CAg (acting as client) acts 
individually and periodically requests a local opinion from each MAg. 
In the event that the CAg requests a local opinion from an MAg and gets 
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no response from the latter, this is considered the worst case scenario. 
This means that the MAg’s opinion is assigned a value of zero, since in 
a normal operating situation, all MAgs should be available to respond 
to the requests from the CAg.

After obtaining feedback from all MAgs in each iteration, CAg 
calculates the average of all health statuses received from the entire 
charging infrastructure. This calculation may vary depending on the 
type of approach adopted: (i) either by averaging all local opinions 
across the entire CS infrastructure; or (ii) by averaging by charging 
zone. The latter case makes sense when charging infrastructures are 
large and it is necessary to track the progress of a threat between 
zones, thus ensuring decision making. These decisions can even be 
based on historical data, whereby all Urban Lab data is sent to the 
Hyperledger Besu-based blockchain for further analysis, auditing and 
accountability [36], and composed of five validator nodes. Algorithm 
2 shows the performance of CAg and its potential features following 
the second approach described above.
Algorithm 2 The process flow of the collector agent
1: x: CS opinion vector; y: zone opinion vector; z: global opinion;
2: clusters:  subsets of CSs that represent zones 
3: while true do
4:  for 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 in 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 do
5:  for 𝐶𝑆 in 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 do
6:  𝑥(𝐶𝑆) ← 𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑂𝑝𝑖𝑛𝑖𝑜𝑛(𝐶𝑆)
7:  if no response then
8:  𝑥(𝐶𝑆) ← 0
9:  save 𝑥(𝐶𝑆)
10:  𝑦(𝑐𝑙𝑢𝑠𝑡𝑒𝑟) ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝑍𝑜𝑛𝑒𝑂𝑝𝑖𝑛𝑜𝑛(𝑥)
11:  save 𝑦(𝑐𝑙𝑢𝑠𝑡𝑒𝑟)
12:  𝑧 ← 𝑐𝑜𝑚𝑝𝑢𝑡𝑒𝐺𝑙𝑜𝑏𝑎𝑙𝑂𝑝𝑖𝑛𝑖𝑜𝑛(𝑦)
13:  save 𝑧; wait 𝑝𝑜𝑙𝑙𝑖𝑛𝑔𝐼𝑛𝑡𝑒𝑟𝑣𝑎𝑙

Similar to the analysis performed for Algorithm 1, the following 
analysis details the proof of correctness that demonstrates the viability 
and generalization of Algorithm 2 for its application in broader con-
texts. In this case, the demonstration proves two relevant conditions: 
(i) validity, guaranteeing the calculation of the opinion both in global 
terms and by zone; and (ii) termination, verifying that the algorithm 
terminates in a finite time regardless of the number of CS and clusters. 
As a precondition, we establish that the system is based on at least one 
cluster composed of one or more CSs per zone, all equipped with an AD 
as detailed in Algorithm 1; while the postcondition takes into account 
the capacity of the system by calculating (through OD) the overall 
opinion per zone — until all clusters in the charging infrastructure are 
processed, i.e., until the set 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 = ∅. By induction, then:

Case 1: |𝐶𝑆| = 1. This means that the system has a single CS located in 
a deployment zone, such that |𝑐𝑙𝑢𝑠𝑡𝑒𝑟| = 1, |𝑛𝑒𝑖𝑔ℎ𝑏𝑜𝑟𝑠| = ∅, and 
|𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠| = 1. When Algorithm 2 is initiated, CAg requests the 
local opinion (cf., Algorithm 1 - Case 1) of the CS deployed in 
𝑐𝑙𝑢𝑠𝑡𝑒𝑟. In the new iteration, the set 𝑐𝑙𝑢𝑠𝑡𝑒𝑟 is updated (𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ←
𝑐𝑙𝑢𝑠𝑡𝑒𝑟 ⧵ 𝐶𝑆) reaching its value ∅, but also the set 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 ←
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 ⧵ 𝑐𝑙𝑢𝑠𝑡𝑒𝑟. After executing both iterations (corresponding 
to for), the CAg calculates the global opinion, which depends on 
the only opinion received by the CS. If CAg does not receive the 
corresponding value, it automatically considers it null to leave 
evidence of a serious occurrence in the area.

Case 2: |𝐶𝑆| ≥ 1, |𝑐𝑙𝑢𝑠𝑡𝑒𝑟| ≥ 1, and |𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠| = 1. The algorithm 
performs in the same way as described in Case 1, except that 
the third iteration depends on the number of CSs in 𝑐𝑙𝑢𝑠𝑡𝑒𝑟. In 
this process, individual opinions (as indicated in Case 1) are 
collected to calculate the corresponding average, and in each 
calculation, the set is updated until it reaches the empty value. 
In addition, as |𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠| = 1, the iteration forces 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 ←
𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 ⧵ 𝑐𝑙𝑢𝑠𝑡𝑒𝑟, reaching its empty value and the completion 
of the second loop.
7 
Induction: It is assumed that several CS (|𝐶𝑆| > 1) are deployed in 
different charging zones, such that |𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠| ≥ 1. This means 
that, while 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 ≠ 0 (second iteration), the CAg processes 
the local opinion of each CS included in each cluster, which 
also ∈ 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠, and updates the opinion extracted per zone — as 
detailed in Case 2. In each iteration, the set of 𝑐𝑙𝑢𝑠𝑡𝑒𝑟𝑠 is updated 
until it reaches its empty value. Depending on the number of 
clusters to be examined, the third iteration will run as many 
times as necessary until the set itself reaches the empty value. 
Given that the precondition establishes that the number of CSs 
is finite in order to illustrate more realistic scenarios, the com-
pletion of both loops (in relation to the for) is validated. After 
both loops, the calculation of the global opinion is computed 
and saved.

Therefore, Algorithm 2 also terminates and guarantees the calcu-
lation of the opinion in its different SA views: by device (local) and 
zone (cluster). If we examine the algorithm, we can also note that its 
complexity is 𝑂(𝑛3). However, the core of the algorithm and the actual 
calculation of opinions is based on 𝑂(𝑛2), since the first loop represents 
the way to maintain the vitality and autonomy of CAg — equivalent to 
Algorithm 1.

3.3. Overuse agent: Facing charging resources abuse

By leveraging the MAS-CS data and the role of the OAg, it is 
now possible to extend security functionalities. In charging networks, 
both legitimate end-users and human operators may misuse charging 
resources to steal energy or cause some kind of unavailability, perhaps 
to monopolize the CS network’s essential services. The latter may result, 
for example, in stations being kept busy for an excessive amount of 
time, with the consequence that other users are unable to charge their 
vehicles. To reduce the impact, OAg monitors all OCPP energy transac-
tions that take place inside and outside each station. For example, in the 
Urban Lab testbed, this transaction monitoring would be done over the 
MQTT protocol (see Fig.  2), whose messages contain the duration of the 
OCPP transactions, the ID of the CS where they take place and the ID of 
the user associated to the OCPP transaction [5]. With this information, 
the OAg can calculate the cumulative time during which each system 
user uses the charging network, ensuring that it does not exceed a 
certain pre-set usage threshold. When a user exceeds the usage limit 
and the policies set by the organization, a default penalty should be 
imposed. An example of a penalty could be a ban on further use of the 
system for a period of time, proportional to the length of time of abuse. 
So each time a user requests starting a new energy transaction, the OAg 
in the CSMS would first check whether the user’s ID has already been 
penalized. If so, the OAg would notify the CSMS to interrupt the process 
of starting the energy transaction.

Penalty policies can be very diverse. For example, the OAg could 
take into account those cases where a user unintentionally exceeds a 
certain time in the use of services. The agent will not penalize user IDs 
whose charging time has not exceeded a pre-determined courtesy time, 
up to a pre-defined number of consecutive times. In these situations, the 
user will simply be notified of the violation and urged not to repeat it. 
Likewise, the OAg must also control the sanctions and readmit users 
whose sanctions have expired. Therefore, the OAg aims to create a 
dissuasive effect, which tries to make users aware of the proper use 
of the system and prevent the existence of users in the system who 
repeatedly break the rules.

4. Attack model and experimentation in urban lab

As stated above, the simulations have been carried out on the Urban 
Lab virtual testbed. The testbed visualizes all the elements, including 
the SW agents involved in the charging network. For this purpose, a 
network of three CSs (CS-1, CS-2, and CS-3) has been deployed and 
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Fig. 3. Opinions of CSs after an attack on integrity (EC-1)
connected to a virtual CSMS. Each node runs all the components that 
have been defined in previous sections, including those that connect 
them to the blockchain for data collection. An instance of the MAg is 
deployed in each of the virtual CSs, while the CAg is configured in the 
virtual CSMS in charge of calculating the overall opinion, following the 
first approach defined in Section 3.2. Inspired by the study conducted 
in [5], two Experimental Cases (ECs) have been designed to produce at-
tacks against the integrity and availability of critical resources, threats 
considered to be the most influential in charging scenarios [5]. In 
turn, these two ECs have been in turn designed to assess the degree 
of detection of MAS-CS, such that:

• EC-1, an attack on the integrity of CS-1: the attack focuses on 
modifying the blockchain-chargePoint component (see Section 2 
and Fig.  1) of CS-1 with the aim of reporting incorrect metering 
data to Urban Lab’s blockchain. The consequences could clearly 
reflect an impact on the management and billing of end-users, and 
subsequently lead to possible fraud or energy theft.

• EC-2, a DoS in CS-1 with a cascading effect on the availability of 
other CSs: the main objective is to cause a DoS on the CS-1 EVSE 
network. The consequences of its effect go beyond the inconve-
nience of not providing services to end-users, as the unexpected 
shutdown of EVSE may cause unforeseen damage to connected 
EVs or to the CS itself. In addition, in order to have a greater 
impact on EC-2 and provide a broader discussion, the attack is 
extended to address a cascading effect against the availability of 
other CSs, where not only CS-1 is rendered unavailable, but also 
CS-2.

In both ECs, we have assumed the occurrence of an insider (ID𝑚) 
with the ability to access the EVSE network and escalate privileges to 
carry out its goals. In the case of EC-1, the goal is to manipulate the
blockchain-chargePoint component to intentionally change the metering 
data that is sent internally in the CS (using OCPP over MQTT) and in 
favor of the user ID𝑚; whereas the goal in EC-2 is to disrupt access to 
EVSE connectors for the availability of stations. In both circumstances, 
the threat must be detected with MAg and CAg, and the ID𝑚 must be 
penalized accordingly through OAg.

Starting with EC-1, Fig.  3 illustrates the MAgs’ opinions deployed in 
CS-[1-3]. We observe that before the threat occurs at CS-1, the opinions 
of the three stations are very close to one. Once the attack occurs, CS-
1’s MAg detects the malicious influence causing CS-1’s opinion value to 
drop sharply. This decrease also has an impact on the global opinion, 
although to a lesser extent, as this value reflects the overall health 
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status of the three CSs as a whole. Similarly, the opinions of CS-2 
and CS-3 have not been strongly altered, as the threat has only been 
focused on CS-1 without being detected by the surrounding MAgs. In 
addition, due to the neighborhood opinion through OD, when the CS-1’s 
feedback is too abrupt with respect to its neighbors’ feedback, society 
is fragmented into different opinion groups, creating convergences 
without merging with each other. This, in turn, allows administrators 
and security personnel to pinpoint the most influential areas and act 
accordingly in a timely manner.

For EC-2, Fig.  4 shows the opinions of each of the CSs during the 
execution of the attack. The graphs embedded in the figure show the 
exact moments when each part of the attack is detected. When the CS-
1 ceases to be operational, its MAg also ceases to be operational, and 
no longer provides opinion values. At that moment, the MAgs of CS-2 
and CS-3 detect that they have lost the connection with CS-1 and cease 
to receive feedback from their MAg. This situation, in turn, seriously 
affects CS-2’s and CS-3’s opinions, and an anomaly is detected. This 
decrease of opinions in CSs, and the impossibility of receiving feedback 
from CS-1, causes the global opinion in the CSMS to vary accordingly. 
As a complement to this study, Fig.  5 shows the RTT measurements 
taken by the MAgs for the anomaly detection. The embedded graphs 
show that after the first phase of the attack, the RTT value of the 
packets destined for CS-1 reaches zero. Subsequently, the second phase 
of the attack, i.e., the cascading DoS, takes place and CS-2 ceases to 
operate. As a result, CS-3 is the only operational station, reporting not 
only on the situation but drastically changing the global opinion as well 
(see Fig.  4).

Thus, Figs.  4 and 5 also serve to show how slight fluctuations 
sometimes appear in agents’ opinions, mainly due to changes in the 
RTT of the packets transiting the network. Since the CSs are close 
to each other (they are virtualized on the same server), the RTT is 
almost exclusively composed of the processing time of the packets 
at source and destination (and not of the propagation delay in the 
network), which in turn depends on the workload of both nodes at 
that particular time. In the RTT measures this is shown as peaks of 
very short duration, which means that the opinion does not change 
significantly. In turn, it can also be seen how OD helps to overcome 
this problem by averaging the slightly different opinions. Last but not 
least, it is recommended that all application scenarios (including those 
related to EC-1 and EC-2) apply appropriate corrective measures, such 
as isolation or penalties. It is possible to regulate bad practices (see 
Section 3.3) through updated security policies. Abusive use by IDs can 
be controlled by permanently/temporarily denying their access to CSs 
and adding such IDs to blacklists, both for billing and control purposes.
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Fig. 4. Opinions of CSs after an attack on availability (EC-2)
Fig. 5. RTT in presence of an attack on availability (EC-2)
5. Conclusions

In this work, we have demonstrated the usefulness of multi-agent 
systems for deriving health deviations in CS networks, while increasing 
the situational awareness of the whole system. To this end, three types 
of SW agents have been deployed not only to derive deviations through 
anomaly-based detection and consensus, but also to lead penalties if 
fraudulent abuses are detected. At the same time, the hierarchical 
deployment of the CSs and the management of different opinions per 
area makes it possible to manage and trace different levels of affection 
in real-time, whether by CS, a group of CSs or at a global level.
9 
The experiments demonstrate the feasibility of the approach for a 
limited set of features. However, intended future work includes (i) ex-
tending the study by exploring other related consensus and correlation 
techniques (e.g., voting-based consensus and absolute majority princi-
ples for correlation), as well as (ii) studying other machine learning 
models with a more selective set of features for observation under 
simplicity criteria. All these improvement objectives will be carried 
out in (iii) real scenarios that allow demonstrating the effectiveness 
of the approach for the benefit of the end user. In the future, we 
intend to continue exploring this topic by examining the capabili-
ties that new approaches to AI and agents can bring to the field of 
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charging infrastructures and their limited subsystems, including their 
implications.
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