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Abstract5

The analysis of physical layer security aspects in underwater optical wireless communication6

(UOWC) systems is attracting considerable attention in recent years due to the increasing need to7

transmit large and secure amounts of data. This paper, therefore, performs a careful investigation of8

the secrecy outage probability (SOP) of UOWC systems over Weibull oceanic turbulence channels with9

angular misalignment errors that are affected by absorption and scattering. The SOP performance is10

then evaluated under the intercepting attempt of underwater eavesdroppers or unauthorized drones that11

search an opportunity to capture radiated power with the goal of decreasing the channel capacity of12

the main channel or increasing the probability of an unsecured communication. In this way, novel13

approximate closed-form solutions are derived for the SOP, which are corroborated by Monte Carlo14

simulations in different real scenarios such as clear ocean and coastal waters that are modeled by a15

determined chlorophyll-a concentration. The results show that the effect of scattering plays a crucial role16

in determining which kind of water is more secure in terms of SOP performance for different severity17

of pointing errors.18
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I. INTRODUCTION22

Underwater optical wireless communication (UOWC) systems are coming to the world’s23

oceans. Both scientific community and industry are well aware of the important need to transmit24
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large amounts of data at high speed by means of secure submarine wireless links [1]–[3]. This25

fact is undoubtedly driven by an intensification of activities related to ocean observation, offshore26

exploration and construction, environmental surveillance for the prevention of natural disasters, as27

well as by the search for raw materials such as oil and gas, among other key applications. Within28

this context, both autonomous underwater vehicles (AUV) and remotely operated vehicles (ROV),29

which are equipped with modern technology to monitor the sea, play a pivotal role, making30

this kind of activities possible [4]. Thus, due to the rapid technological development of these31

underwater drones and in an increasingly ocean full of such devices, it is essential to guarantee32

the exchange of private information between them [5], since it becomes more challenging as we33

extend into deeper, remote and hostile marine environments. This has not been conventionally34

addressed yet by considering the main degrading factors of the UOWC channel. However, this35

is not the case of terrestrial free-space optical (FSO) and indoor visible light communication36

(VLC) systems where aspects about physical layer security (PHY) in the presence of passive and37

active eavesdroppers have been extensively investigated in recent years [6]–[11] (and references38

therein). This explosion in the underwater drones market, which is expected to keep growing39

at a rate of 20.8% until 2025 [12], should have been accompanied by a similar discussion on40

privacy concerns.41

Unlike traditional security approaches such as cryptographic encryption methods, physical42

layer security takes most advantage of the randomness of the underwater optical channel to43

improve the secrecy performance [13]. In this way, the proposed theory in the context of FSO44

and VLC systems cannot be directly applied to UOWC systems, since the underwater optical45

channel presents some specificities that must be analyzed carefully. But still, there is some46

progress in the context of mixed dual-hop radio-frequency (RF)-UOWC systems [14]–[17], where47

different relaying strategies such as amplify-and-forward (AF) and decode-and-forward (DF)48

were proposed to analyze the secrecy performance when the RF link is subject to eavesdropping49

due to aerial drones. At the same time, some authors have explored the limits of the achievable50

secrecy rate over ocean quantum links [18], as well as it was concluded in [19] that safety might51

be compromised as the link distance increases. More recently, the impact of surface fluctuations52

and scattering have been analyzed in the context of physical layer security for UOWC systems53

based on the water-to-air interface when using light emitting diodes (LED) [20]. As can be54

noticed, none of these works has considered the impact of assuming an underwater eavesdropper55

on the secrecy performance, which represents a practical scenario due to a greater presence56
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of underwater devices in our oceans. Although laser beam technology is inherently safe, the57

transmitted optical beam suffers from divergence owing to scattering and oceanic turbulence58

[21]–[26] (and references therein). In this sense, a potential eavesdropping would take place59

when the underwater eavesdropper is positioned within the divergence region of the laser beam.60

In practice, this provokes that the eavesdropper is relatively near the main receiver. Besides, the61

longer link distance, the greater opportunity to capture radiated power. This kind of practical62

scenarios has not been deeply explored in the ocean yet in the current literature. This paper,63

therefore, pretends to fill this gap where the scattering phenomenon, as well as the kind of water64

are expected to have a major impact on secrecy performance.65

In this paper, we carry out a careful research of the secrecy performance of UOWC sys-66

tems over Weibull oceanic turbulence channels with angular pointing errors in the presence of67

absorption and scattering, and under the intercepting attempt of underwater eavesdroppers or68

unauthorized drones. In this context, we obtain a novel approximate closed-form expression for69

the secrecy outage probability (SOP), which is verified by exact Monte Carlo simulations, for70

different kinds of water such as clear ocean and coastal waters that are modeled by different71

chlorophyll-a concentrations. The chlorophyll-a concentration model proposed by Haltrin in [27]72

is used, since it allows to express all inherent optical properties (IOP) of seawater by a single73

parameter. Others models such as the one proposed in [28], among other, can be also used to take74

into account planktonic components covering different sizes. We also develop a new asymptotic75

solution that will allow simple mathematical treatment to explore how key channel parameters76

influence on SOP performance at high signal-to-noise-ratio (SNR). As a new feature in SOP77

performance, we also include the effect of undersea angular misalignment errors, as proposed78

in [23], by modeling the additional geometric spread at the receivers due to scattering. The79

traditional pointing errors model is then refined to include the effect of scattering by computing80

the true received power at the receiver. In line with this, one of the most fascinating conclusions81

is that the kind of water presents a remarkably impact on secrecy performance, never seen before,82

where coastal water scenarios may be even more secure than clear ocean water for the same link83

distance, depending fundamentally on transmitter source parameters such as the beam divergence84

angle, and the severity of pointing errors. Monte Carlo simulations are further included to confirm85

the theoretical performance analysis.86

The balance of this work is arranged as follows. In Section II, the system and channel models87

are illustrated. The SOP performance analysis is carried out in Section III, as well as some88
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Fig. 1: Block diagram under study where the boresight error, as computed by s =
√

µ2
x + µ2

y,

signifies the underwater eavesdropper’s position in the xy-plane, and the angles θ and ϕ stand

for the rotation of the underwater eavesdropper, respectively.

numerical results and discussion on realistic UOWC scenarios are afforded in Section IV. Finally,89

this work is concluded in Section V.90

II. SYSTEM AND CHANNEL MODELS91

A. System model92

As commented in the preceding section, the classic Wyner’s wiretap channel is considered to93

analyze physical layer security aspects for UOWC systems where two legitimate peers (Alice94

and Bob) desire to interchange privacy messages before the eyes of an underwater eavesdropper95

[13]. In order to model the system, we propose to use two different statistical distributions96

depending on whether the received optical beam is orthogonal or non-orthogonal with respect97

to the receiver plane, as illustrated in Fig. 1. In other words, we make a distinction between the98

geometric spread and pointing error models of the main and wiretap channels. Unlike terrestrial99

FSO systems, this approach has never been used in the open literature to study privacy concerns100

in maritime scenarios. As can be observed, the received optical beam at the eavesdropper’s101

receiver is not assumed to be orthogonal with respect to the receiver plane, since a more practical102

and realistic scenario supposes that potential AUVs and ROVs that travel underwater may have103

a chance to be within the divergence area of the laser footprint at the main receiver. In an104
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TABLE I: Absorption (c1), scattering (c2), and extinction coefficient (c) values for λ = 532 nm.

Water type α c1[m
−1] c2[m

−1] c[m−1]

Clear ocean 0.998 0.114 0.037 0.151

Coastal 0.970 0.179 0.219 0.398

undersea eavesdropping attempt, the received power by Eve will depend on how far Eve is105

from the footprint center. The radial displacement at the eavesdropper’s receiver, rE , is therefore106

distributed by the lognormal-Rice distribution [29], where the same jitter standard deviations,107

i.e. σs = σx = σy, and a nonzero boresight error, i.e. s =
√

µ2
x + µ2

y, are assumed, while the108

radial displacement at the main receiver, rB, is distributed by the Rayleigh distribution where109

the same jitter standard deviations, i.e. σs = σx = σy, and a zero boresight error, i.e. s = 0,110

are computed. A new strand of this paper is to model the position of the eavesdropper as the111

boresight displacement with respect to the center of the beamwidth. This assumption has not112

been adopted in any early paper, allowing to study physical layer security aspects much closer113

to real scenarios. Without limiting the generality, let us assume that the link spans of the main114

and the eavesdropper’s channels are approximately equal, i.e., d = dB ≃ dE , being d the UOWC115

link span. Given that d is larger than the spacing among Bob and Eve, such an approximation116

is technically feasible.117

In this context, the received SNR for each UOWC link can be expressed as118

SNR(hm) =
2P 2

t Tb

σ2
n

h2
m = 4γ2

mh
2
m, (1)

where the subscript m is used to denote either Bob as m = B or Eve as m = E, Pt is119

the average transmitted optical power by fulfilling eye-safety regulations [30], Tb is the bit120

period, σ2
n is the variance of an additive white Gaussian noise (AWGN) with zero mean, γm is121

the normalized optical SNR in the absence of oceanic turbulence and pointing errors, and hm122

represents the composite fading UOWC channel under study that is composed of three terms as123

hm = ha · ho · hm
p . Next, we describe each of them.124

B. Undersea optical channel model125

Each of the UOWC channels are modeled as hm = ha · ho · hm
p , where ha is a scaling factor126

that quantifies the oceanic attenuation due to absorption and scattering, ho is the attenuation127
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due to salinity-induced oceanic turbulence, and hm
p represents the attenuation due to geometric128

spread and pointing errors. The deterministic factor, ha, is calculated from the Beer Lambert’s129

law as130

ha ≃ exp (−α · c · d) , (2)

where α is a unitless parameter that is included to take into account the true received power131

due to scattering [22], d is the link span, and c is the extinction coefficient that is computed as132

c = c1 + c2 [m−1], i.e., the sum of the processes of absorption (c1) and scattering (c2) [31]. Some133

values for the extinction coefficient, c, are listed in Table I for a wavelength value of λ = 532134

nm, which model two practical scenarios such as clear ocean and coastal waters that correspond135

with chlorophyll-a concentrations of 0.31 mg/m3 and 0.83 mg/m3, respectively [27].136

By other hand, in order to consider a wide range of oceanic turbulence conditions, the Weibull137

oceanic turbulence model with parameters β1 and β2 is adopted here due to the fact that salinity138

gradient can be found in the open water and oceans of the world [32], [33]. At the same time,139

this statistical model fits well with the experimental data under practical channel conditions. In140

relation to the pointing error model, we use the general statistical model presented in [34] where141

the effect of the beamwidth, detector size, different jitter variances and nonzero boresight errors142

are considered. This statistical model was refined in [23] to include the effect of scattering,143

since the dispersive effect of the undersea optical channel makes the beam spreading increased,144

obtaining higher geometric losses. Thus, a closed-form expression for the probability density145

function (PDF) of the composite fading UOWC channel hm was derived in [23, Eq. (17)] as146

follows147

fhm(h) =
φ2
mh

φ2
m−1

(Amhaβ2)
φ2
m

×G2,0
1,2

( h

haAmβ2

)β1

∣∣∣∣∣∣ 1

0, 1− φ2
m

β1

, (3)

where Gm,n
p,q [·] is the Meijer’s G-function [35, Eq. (9.301)]. Besides, the cumulative density148

function (CDF) can be easily obtained from the above expression as follows149

Fhm(h) =
φ2
m

β1

G2,1
2,3

( h

haAmβ2

)β1

∣∣∣∣∣∣ 1, 1 +
φ2
m

β1

φ2
m

β1
, 1, 0

. (4)

Firstly, the parameters φ2
m and Am are related to the attenuation due to geometric spread and150

pointing errors, and they will be examined in the next subsection. Secondly, considering plane151



SUBMITTED TO THE IEEE JOURNAL OF OCEANIC ENGINEERING 7

wave propagation, β1 and β2 are statistical parameters that cannot be selected arbitrarily for152

UOWC applications, since both of them are physically related to the scintillation index, σ2
ho

, and153

they are computed as154

β1 ≃ σ
−12/11
ho

,

β2 = 1/Γ (1 + 1/β1) .
(5)

The scintillation index, σ2
ho

, is obtained for the link span, d by using the corresponding power155

spectrum of weak oceanic turbulence fluctuations and assuming isotropic and homogeneous156

waters with respect to salinity and temperature, Φn(κ) [36]. Such as power spectrum is given157

by158

Φn(κ) = 0.388× 10−8ϵ−1/3κ−11/3
[
1 + 2.35(κη)2/3

]
× χT

w2

(
w2e−AT δ + e−ASδ − 2we−ATSδ

)
,

(6)

where ϵ denotes the turbulent kinetic energy dissipation rate, η = 5×10−3 m is the Kolmogorov159

microscale, χT is the temperature variance dissipation rate, AT = 1.863× 10−2, AS = 1.9× 10−4,160

ATS = 9.41× 10−3, δ = 8.248(κη)4/3 + 12.978(κη)2, and w ∈ [−5, 0] is unitless parameter that161

measures the relative strength of temperature and salinity fluctuations [37], [38].162

C. On the effect of scattering on misalignment errors163

Let us start with the pointing error model of the main receiver Bob. Under the effect of164

scattering, a laser source with a Gaussian beam profile experiences an attenuation owing to165

geometric spread with misalignment error at the receiver, as in [23], as follows166

hB
p (r) ≃ k1AB exp

(
−2r2/ω2

zeqB

)
, (7)

where ω2
zeqB

= ω2
z

√
πerf(vB)/2v exp(−v2B) is the equivalent beamwidth, AB = [erf(vB)]2 is the167

fraction of the collected power at rB = 0, vB =
√
aπ/

√
2ωz, a is the receiver aperture radius,168

and ωz ≃ k2 · θ0 · d is the beamwidth at the receiver plane. It is noteworthy that both k1 and k2169

are calculated by Monte Carlo simulation to model the over expansion in light beam propagation170

due to scattering [23], and θ0 is the beam divergence angle at 1/e2. Without loss of generality, it171

is assumed that the legitimate channel is deployed with a boresight error near zero and, hence,172

the radial displacement at the main receiver, rB, follows a Rayleigh distribution as173

frB(r) =
r

σ2
B

exp

(
− r2

2σ2
B

)
, (8)
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where σB = σs with σs being the pointing error displacement standard deviation (jitter) at the174

receiver. Hence, the corresponding PDF of the pointing error model of the main channel can be175

expressed as follows176

fhB
p
(h) =

φ2
B

A
φ2
B

B

hφ2
B−1, 0 ≤ h ≤ AB, (9)

where φB = ωzeqB/2σB. Regarding the pointing error model at the eavesdropper’s receiver,177

which is considered a key aspect in physical layer security for underwater FSO systems as178

commented before, the radial displacement, rE , follows the lognormal-rice distribution [29, Eq.179

(4)]. Mathematically speaking, such a distribution is not tractable and, hence, we use a modified180

Rayleigh distribution, as presented in [34, Eq. (11)], to approximate it as181

frE(r) =
r

σ2
s

exp

(
−r2 + s2

2σ2
s

)
I0

(
rs

σ2
s

)
≃ r

σ2
E

exp

(
− r2

2σ2
E

)
,

(10)

where σ2
E = ((3/2)σ4

ss
2 + σ6

s)
1/3 [34, Eq. (9)], and I0(·) is the modified Bessel function of the182

first kind with order zero. Note that the above approximation is completely valid for the pointing183

error values considered in this analysis, where the same jitter variances are assumed, obtaining a184

high accuracy. Hence, the corresponding PDF of the pointing error model of the eavesdropper’s185

channel can be expressed as follows186

fhE
p
(h) ≃ φ2

E

A
φ2
E

E

hφ2
E−1, 0 ≤ h ≤ AE, (11)

where φE = ωzeqE/2σE , and the parameter AE is obtained, as in [10, Eq. (8)], as187

AE = k1[erf(vE)]2e
(
4σs

(√
s2+σ2

s−σs

)
−2σ2

s

)
/ω2

zeqE , (12)

where vE =
√

πa2 cos θ cosϕ/
√
2ωz, and ω2

zeqE
= ω2

z

√
πerf(vE)/2vE exp(−v2E) is the equivalent188

beamwidth. Finally, the parameters k1 and k2 that model the geometric loss in the presence of189

scattering are summarized in Table II for different kinds of water when a green LD with a nominal190

transmitted divergence angle, θ0, of 12 mrad, a wavelength of 532 nm, and a photodetector191

aperture diameter of D = 10 cm are used, as commercial values available in [39], [40].192

D. Asymptotic behavior193

In the preceding subsection, we obtained the corresponding PDFs of hm. Attention is now194

turned to a specific approximation to the composite fading channel, i.e., an asymptotic approxi-195

mation that will allow simple mathematical manipulations to get fruitful results and discussion on196
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TABLE II: Geometric loss parameters for different links distances and transmit divergence angles.

Divergence angle Clear ocean water Coastal water

θ0 (mrad) d (m) k1 k2 d (m) k1 k2

30 1.19 1 20 2.26 1.33

12 35 1.22 1 25 3.02 1.42

40 1.25 1 30 4.38 1.52

SOP performance at high SNR. Thus, the PDF of hm is approximated as fhm(h)
.
= amh

bm−1 [34],197

[41], using the corresponding series expansion of the Meijer’s G-function [42, Eq. (07.34.06.0006.01)]198

as follows199

fhm(h)
.
= amh

bm−1

=


φ2
mβ1

(Amhaβ2)
β1 (φ2

m−β1)
hβ1−1, φ2

m > β1,

φ2
mΓ

(
1−φ2

m
β1

)
(Amhaβ2)

φ2
m
hφ2

m−1, φ2
m < β1.

(13)

From the above expression, it can be deduced that the asymptotic behavior of the CDF of hm200

is obtained as Fhm(h)
.
= (am/bm)h

bm .201

III. ANALYSIS OF SECRECY OUTAGE PROBABILITY202

In the following section, the probability of secrecy outage for UOWC systems, which is203

interpreted as the probability that the maximum secrecy capacity, Cs, is below a given expected204

secrecy rate, Rs, is thoroughly analyzed. The maximum secrecy capacity, Cs, is calculated205

as Cs = [CB − CE]
+ [43], where [x]+ = max(x, 0), and Cm = (1/2) log2(1 + 4γ2

mh
2
m) is the206

instantaneous capacity of each undersea optical channel, which is based on IM/DD technology207

and, hence, it represents a lower bound [44]. Thus, the SOP as a function of Rs is given by208

Pout(Rs) := Pr [Cs < Rs] . (14)

Note that when Rs < Cs, the probability of a secure communication among Alice and Bob is209

not compromised at all. At this point, we can derive the SOP from the definition of Cs as210

Pout(Rs) := Pr
[
log2

(
1 + 4γ2

Bh
2
B

1 + 4γ2
Eh

2
E

)
< Rs

]

=

∫ ∞

0

FhB

(√
22Rs(1 + 4γ2

Eh
2)− 1

4γ2
B

)
fhE

(h)dh.

(15)
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As far as we know, it is not possible to express the above integral in closed-form, so that we211

need to resort to certain approximations such a lower bound (LB) and an asymptotic expression,212

which will be confirmed by Monte Carlo results. A lower bound for SOP is then obtained as213

P LB
out (Rs) ≃

∫ ∞

0

FhB

(
2Rs

γE
γB

h

)
fhE

(h)dh. (16)

Now, with the aid of [45, Eq. (2.24.1.1)] and previously substituting (3) and (4) into (16), the214

above integral is then expressed in a compact way as a Meijer’s G-function as follows215

P LB
out (Rs) ≃

φ2
Bφ

2
E

β1

(
γBAB

2RsγEAE

)φ2
E

×G3,2
4,4

 γBAB

2RsγEAE

∣∣∣∣∣∣1−
φ2
B

β1
− φ2

E

β1
,−φ2

E

β1
, 1− φ2

E

β1
, 1

0, 1− φ2
E

β1
,−φ2

E

β1
,−φ2

B

β1
− φ2

E

β1

. (17)

A. Asymptotic secrecy outage probability analysis216

As we mention earlier, a useful asymptotic expression at high SNR for the SOP can be derived217

by substituting (13) into (15), yielding the below integral218

Pout(Rs)
.
=

aB2
RsbB

bB

(
γE
γB

)bB

×
∫ ∞

0

(
h2 +

1− 2−2Rs

4γ2
E

) bB
2

fhE
(h)dh.

(18)

By making the following variable change t = h2 and using [45, Eq. (2.24.2.4)], we can then219

express the above integral in a compact way as an H-Fox function, Hm,n
p,q [·], [46, Eq. (1.1)] as220

follows221

Pout(Rs)
.
= (Sc · γB)−Sd

=
aB

bBΓ (−bB/2)

2Rsbb−1φ2
E

(AEhaβ2)
φ2
E

(
1− 2−2Rs

4γ2
E

) bb+φ2
E

2

×H3,1
2,3

((1− 2−2Rs
)1/2

2γEAEhaβ2

)β1
∣∣∣∣∣∣ χ1

χ2

× γ−bB
B .

(19)

where χ1 =
{(

1− φ2
E

2
, β1

2

)
, (1, 1)

}
and χ2 =

{
(0, 1),

(
1− φ2

E

β1
, 1
)
,
(

−φ2
E−bB
2

, β1

2

)}
. As can be222

observed from (19), the SOP can be expressed in a nice compact way as Pout(Rs)
.
= (Sc · γB)−Sd ,223

where Sc and Sd stand for the secrecy gain and the secrecy diversity order, respectively. In other224

words, when the PDF of the combined effect of oceanic turbulence and misalignment errors225
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TABLE III: UOWC system setup.

Parameter Symbol Value

Wavelength λ 532 nm

Responsivity R 1 Amps per Watt

LD divergence angle at 1/e2 θ0 12 mrad

Photodetector diameter D = 2a 10 cm

Receiver field-of-view FOV 180◦

Link distance d {25, 30, 35, 40} m

Relative strength of turbulence w -1

Turbulent kinetic energy dissipation rate ϵ 3× 10−5 m2/s3

Temperature variance dissipation rate χT 10−7 K2/s

Normalized standard deviation σs/a {1, 2, 3, 4, 6}

Eavesdropper’s position (µx/a, µy/a) {(3, 1), (4, 2)}

Eavesdropper’s rotation ρ/a {0.4, 0.8}

Expected secrecy rate Rs 0.5 bits/channel use

can be expanded in a Maclaurin series, the SOP can be expressed as a power series, being the226

first term of this series is the dominant term, i.e., Pout(Rs)
.
= (Sc · γB)−Sd . More interestingly,227

Sd = min (β1, φ
2
B) is only dependent on communication channel between the legitimate peers228

Alice and Bob, while Sc depends on both channels, particularly on the communication channel229

between Alice and Eve.230

In order to establish a reference baseline, the results with no underwater eavesdropper will231

be also illustrated in the next section, whose asymptotic solution at high SNR was obtained in232
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[47, Eq. (7)], but adopting the notation assumed in this work as233

P no Eve
out (Rs)

.
= (Oc · γB)−Od

=

[(
aB(2

Rs − 1)bB/2

bB2bB

)−1/bB

· γB
]−bB

,
(20)

where Oc and Od denote the coding gain and the outage diversity, respectively.234

Finally, in order to fully grasp which the real impact of an attempt of eavesdropping on a235

UOWC link is, the optical SNR gap between the outage performance with no eavesdropper and236

the SOP performance with eavesdropper is quantified as L[dB] ≜ 10 log10 [Oc/Sc] after doing237

some easy algebraic manipulations in (19) and (20), yielding238

L[dB] ≜ 10 log10

[
Oc

Sc

]
=

10

bB

× log10

[ (
22Rs − 1

)−bB/2 (
1− 2−2Rs

)(bB+φ2
E)/2

2−bBRs+φ2
E+1φ−2

E (AEhaγEβ2)
φ2
E Γ
(−bB

2

)]

+
10

bB
log10

H3,1
2,3

((1− 2−2Rs
)1/2

2γEAEhaβ2

)β1
∣∣∣∣∣∣ χ1

χ2

.
(21)

IV. NUMERICAL EXAMPLES AND DISCUSSION239

In this section, we present some numerical examples for the SOP performance under different240

maritime scenarios such as clear ocean and coastal waters which model different chlorophyll-a241

concentrations, resulting in different scattering severity, as well as under the intercepting attempt242

of an underwater eavesdropper with different position and rotation. For ease of reading, the243

UOWC system setup is summarized in Table III.244

In general terms, the SOP performance is illustrated for clear ocean and coastal waters in Figs.245

2, 3, 4 and 5 when different UOWC link spans, different severity of pointing errors, as well as246

different SNR for the eavesdropper channel, i.e. γE , are considered. In these figures, the lower247

bound on SOP, as obtained in (17), and the corresponding asymptotic closed-form expression,248

as obtained in (19), are both plotted as a function of the SNR of the main channel, i.e. γB,249

for an underwater eavesdropper’s position of (µx/a, µy/a) = (3, 1), as well as for an underwater250

eavesdropper’s rotation of ρ/a = 0.8 with the goal of analyzing how these key parameters impact251

on performance in terms of security under different kind of waters. Besides, both the lower bound252

and the asymptotic solution present a good match with exact Monte Carlo simulations under253

different severity of pointing errors of σs/a = {1, 2, 3, 4, 6}. Regarding the SOP performance,254
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(a) Clear ocean water: d = 35 m and σ2
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= 0.6
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(b) Clear ocean water: d = 40 m and σ2
ho

= 0.8

Fig. 2: SOP performance for UOWC link distances of (a) d = 35 m, and (b) d = 40 m in clear

ocean water over salinity-induced oceanic turbulence as a function of the optical SNR of the

legitimate channel when an expected secrecy rate of Rs = 0.5 bits/channel use and a beam

divergence angle of θ0 = 12 mrad are assumed.

all SOP curves have the same secrecy diversity order, i.e. Sd = bB, but obtaining different shifts255

or SNR gap owing to the remaining UOWC system parameters. The influence of the underwater256

eavesdropper on the UOWC secure transmission is only reflected on the secrecy gain, Sc, which257

will be analyzed at the end of this section.258

In Figs. 2 and 3, the SOP performance is depicted for UOWC link spans of 35 and 40 m in259
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(a) Coastal water: d = 25 m and σ2
ho

= 0.3
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(b) Coastal water: d = 30 m and σ2
ho

= 0.4

Fig. 3: SOP performance for UOWC link distances of (a) d = 25 m, and (b) d = 30 m in coastal

water over salinity-induced oceanic turbulence as a function of the optical SNR of the legitimate

channel when an expected secrecy rate of Rs = 0.5 bits/channel use and a beam divergence

angle of θ0 = 12 mrad are assumed.

clear ocean water, and for UOWC link spans of 25 and 30 m in coastal water. Note that the260

effect of jitter due mainly to ocean currents plays a key role in SOP performance, making the261

UOWC system be more or less secure against potential underwater eavesdropping. On the one262

hand, when the effect of oceanic turbulence is dominant, i.e. for jitter values of σs/a = (2, 4)263
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Fig. 4: SOP performance comparison between clear ocean and coastal waters for a nominal

UOWC link distance of d = 30 m over salinity-induced oceanic turbulence as a function of the

optical SNR of the legitimate channel when an expected secrecy rate of Rs = 0.5 bits/channel

use and a beam divergence angle of θ0 = 12 mrad are assumed.

and particularly at moderate and long link distance in both types of water, the slopes of both264

outage capacity with no eavesdropper and the SOP performance curves are all determined by the265

effect of oceanic turbulence. Under this scenario, the SOP performance is strongly dependent266

on the quality of eavesdropper’s channel, since the amount of received power by the underwater267

eavesdropper notably increases, as can be seen for γE values of 60 and 70 dB. On the other268

hand, when the severity of pointing errors increases, i.e., when pointing errors is dominant,269

the performance for a jitter value of σs/a = 6, the results worse considerably, and there is no270

difference between outage capacity with no eavesdropper and the SOP performance. In such a271

scenario, the slope of the SOP curve is determined by the misalignment errors.272

More interestingly, the results presented in Fig. 4 become more valuable from a practical273

viewpoint where the SOP performance is compared for a UOWC link distance of 30 m in both274

clear ocean and coastal waters for an eavesdropper’s position of (µx/a, µy/a) = (3, 1). Note that275

a link distance of 30 m is considered convenient for the marine applications mentioned in the276

Introduction section in both types of water. In such a figure, we can analyze what kind of water277

may be more suitable in terms of physical layer security under the potential intercepting attempt278

of an underwater eavesdropper that can compromise the communication between the peers. On279
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Fig. 5: SOP performance comparison between clear ocean and coastal waters for a nominal

UOWC link distance of d = 30 m over salinity-induced oceanic turbulence as a function of the

optical SNR of the legitimate channel when an expected secrecy rate of Rs = 0.5 bits/channel

use and different transmit divergence angles of θ0 = {12, 17} mrad are assumed.

the one hand, we can see that when the jitter effect takes a value of σs/a = 1, both clear280

ocean and coastal waters offer approximately the same SOP performance. Both SOP curves are281

separated one from the other by just a few decibels. This outcome can be contrary to the logical282

thinking that a maritime environment, where the effect of scattering is not significant, might offer283

better performance than a more turbid maritime environment in terms of physical layer security.284

In other words, even though clear ocean water presents a lower chlorophyll-a concentration than285

coastal water, both kinds of water present almost the same SOP performance where the slope of286

the curves is dominated by oceanic turbulence. However, the SOP performance is even worse in287

clear ocean water than in coastal water since a loss of almost 30 dB is obtained in comparison288

with the same scenario with no eavesdropper. While in coastal water, just a loss of almost 5289

dB is obtained in comparison with the same scenario with no eavesdropper. It can be said that,290

under this scenario and considering the results plotted in this figure, a coastal water environment291

offers more safety to communication than a clear ocean water environment, at least when the292

pointing errors are not very aggressive.293

On the other hand, when the effect of jitter takes a value of σs/a = 3, i.e., the severity of294

pointing errors becomes severe, the results show a very different situation. In this case, the295
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Fig. 6: Loss, L[dB], for UOWC link distances of (a) d = 30 m, and (b) d = 35 m as a function

of the optical SNR, γE , under different severity of pointing errors, and when an expected secrecy

rate of Rs = 0.5 bits/channel use and a beam divergence angle of θ0 = 12 mrad are assumed.

SOP performance in coastal water is superior to the SOP performance in clear ocean water,296

where a notable change in the slope of the SOP curves is observed, i.e., in the secrecy diversity297

order. In this scenario, the secrecy diversity order in clear ocean water, Sd, is dominated by the298

pointing errors, while in coastal water is still dominated by oceanic turbulence. For that reason,299

the SOP curves in clear ocean water present a smaller slope than in coastal water. The secrecy300

diversity depends on either oceanic turbulence or pointing errors for each kind of water due to301

scattering, i.e., the main degrading factor in UOWC systems, which is usually ignored or not302

adequately modeled by the research community. As concluded in [23], the effect of scattering on303

underwater light propagation produces an additional expansion of the beamwidth. This means304

that the geometric losses generated at the receiver plane are not the same when considering the305
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Fig. 7: Loss, L[dB], for UOWC link distances of (a) d = 25 m, and (b) d = 30 m as a function

of the optical SNR, γE , under different severity of pointing errors, and when an expected secrecy

rate of Rs = 0.5 bits/channel use and a beam divergence angle of θ0 = 12 mrad are assumed.

same link distance of 30 m in underwater scenarios such as clear ocean and coastal waters.306

In this way, the path loss model by (2) and the geometric spread and pointing error model by307

(7) proposed here for an LD source take into account the true received power at the receivers,308

i.e., both compute the actual received photons, even those scattered along the propagation path.309

The current literature usually does not consider the effect of scattering in this way [23], [48].310

Therefore, this causes a greater beamwidth at the receiver plane in coastal water than in clear311

ocean water. This expansion, a priori, causes a more significant geometric loss. However, it also312

provides a natural mechanism to alleviate the jitter effect, resulting in a safer type of water from313

the point of view of physical layer security.314

This scenario leads us to think of that perhaps the use of narrow LD sources with transmit315
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divergence angles below approximately 12 mrad in undersea scenarios with a low chlorophyll-a316

concentration such as clear ocean water is not fully suitable due to the fact that the scattering317

effect is not so predominant as in coastal water. For that reason, the beam footprint at the318

receiver plane is not large enough to mitigate the impact of jitter severity and, hence, a potential319

eavesdropper presents a greater opportunity to capture more effective radiated power. UOWC320

links based on LD sources may demand the use of larger transmit divergence angles to be able321

to mitigate the effect of jitter, as well as to reduce the amount of effective radiated power by the322

eavesdropper. For instance, one can make the beam divergence angle, θ0, increased by reversing323

the orientation of an LD beam expander in order to enhance the SOP performance for short and324

moderate UOWC links distances [48], [49]. This is precisely what is represented in Fig. 5, i.e., the325

same scenario as in Fig. 4, but assuming a beam divergence angle of θ0 = 17 mrad. Note that this326

beam divergence angle results in being the optimum value for the scenario analyzed in Fig. 4 for327

clear ocean water, which was obtained through numerical optimization techniques in Mathematica328

(version 12.3.1.0) and subject to constraints such as ωz/a > {σx/a, σy/a}. Analogously, the329

optimum beam divergence angle for coastal water results in a value near 12 mrad, particularly, a330

value of 12.8 mrad for the considered scenario. As can be seen, an improvement in the secrecy331

diversity order, Sd, in clear ocean water can be observed, which means that for a jitter value332

of σs/a = 3, the SOP is now dominated by oceanic turbulence and, hence, the effective power333

captured by the eavesdropper is reduced due to the change of trend in the curves.334

It is concluded that the beamwidth at the receiver plane is smaller in clear ocean water than335

in coastal water for the same considered distance due to the scattering effect. This phenomenon336

allows the underwater eavesdropper to capture more effective power under severe pointing errors,337

worsening the SOP performance. While in coastal water, the fact of having a larger beamwidth338

means that, although the underwater eavesdropper may have a greater opportunity to capture339

more power, this one is not as effective as in clear ocean water, as it is distributed in a Gaussian340

way throughout the footprint. Therefore, in absolute terms, the underwater eavesdropper collects341

less power in coastal water than in clear ocean water under severe pointing errors.342

Finally, L[dB] is plotted as a function of γE for different eavesdropper’s positions of (µx/a, µy/a) = {(3, 1), (4, 2)},343

different eavesdropper’s rotation values of ρ/a = {0.4, 0.8}, and different jitter values of σs/a = {2, 4, 6}344

in Figs. 6 and 7. These figures corroborate in some way the behavior observed in the previous345

discussion. It can be seen, firstly, how the SNR gap in dB increases drastically as the quality346

of the underwater eavesdropper link improves for different severity of pointing errors. Secondly,347
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the impact of the underwater eavesdropper’s rotation is also observed. When ρ/a takes values348

close to 1, the underwater eavesdropper’s ability to capture radiated power is maximum.349

V. CONCLUSION350

In this work, an exhaustive analysis of the SOP performance has been carried out for UOWC351

systems in the presence of the main degrading factors such as absorption, scattering, salinity-352

induced oceanic turbulence and pointing errors. New closed-form solutions have been derived353

for the SOP under the intercepting attempt of an underwater eavesdropper with different position354

and rotation. Exact Monte Carlo simulations are further included to verify the obtained bounds355

for different severity of scattering and oceanic turbulence.356

In light of the results presented here, it can be concluded, firstly, that the kind of water and,357

therefore, the scattering effect, plays a crucial role when analyzing physical layer security aspects358

of UOWC systems in the real context of ocean observation activities. On the one hand, it cannot359

be affirmed that the SOP performance improves as the kind of water is purer. In other words,360

the SOP performance is still far from getting worse as the water becomes more turbid. The361

conclusions that can be drawn from this analysis are somewhat much more complex than this362

type of statements. Everything fundamentally revolves around the effect of scattering, i.e., the363

main degrading effect in this type of communication systems, much stronger than the turbulent364

effect of the seawater. Scattering is the phenomenon that conditions the increase or decrease of365

the probability of a secure communication. This probability depends on how large the beamwidth366

at the receiver plane is and how severe the effect of jitter is, among other things. On the other367

hand, it can be stated that as Eve moves away from the center of the beamwidth, the SOP368

performance obviously gets worse drastically. At the same time, the SOP performance improves369

remarkably as the link quality in terms of the optical SNR increases.370

Finally, the SOP performance of UOWC systems may be improved by using multiple-input/multiple-371

output (MIMO) techniques that allow to considerably increase the transmitted optical power in372

order to reduce the combined effect of scattering and oceanic turbulence. This paper, therefore,373

opens a novel framework to pave the way of the analysis of physical layer security aspects that374

were reported from an information theory point of view with a strong focus on the kind of water,375

i.e., on the level of turbidity of the water.376
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