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Abstract

Network management has become a key aspect of the cellular network
operation. These tasks have gained importance and complexity with each
generation of mobile networks. The network management constitutes
the basis for the consumers to have a good Quality of Experience (QoE),
determining the success of the Mobile Network Operators (MNOs).

Traditionally, the monitoring, analysis, and optimization tasks have
been performed by human operators with the help of Operations
Support System (OSS) tools. However, the MNOs have devoted
resources to automate these tasks, which is known as Self-Organising
Networks (SON) techniques: self-configuration, self-optimization and
self-healing. The SON techniques aim to reduce the Operational
Expendituress (OPEXs) by minimizing the human intervention. In
addition, the advent of Machine Learning (ML) techniques has
revolutionized the network management, allowing the MNOs to

automatically detect, analyze, and even predict network problems.

Moreover, each cellular network generation has brought new challenges
to network management. This is due to novel features that introduced
new parameters to configure, new Key Performance Indicators (KPIs)
to monitor, new network elements to manage, and new services that
networks must guarantee. Then, the human effort regarding network
management has been redirected to the development of ML-based

solutions that can handle the aforementioned aspects.

In this sense, 5G technology has introduced many features to enable
new services. This means that new network problems derive from its

implementation, and the MNOs must be prepared to face them.

This thesis provides a set of network management mechanisms to address
the current 5G and beyond technologies challenges. In particular, it
explores the differences with previous generations, identifies emerging
problems, and proposes innovative network management techniques from

the experimental results based on real-world equipment.

XXV



Firstly, it explores the network management paradigm in the 5G era,
identifying the main challenges through a literature review as well as a
simulation-based analysis. Here, it spots the importance of localization

and context information for network management in 5G.

Secondly, it addresses the network management in a real 5G SA
deployment. To do that, it deals with the collection of user-side
low-layer information, the extraction and definition of novel
network-side metrics, and their joint analysis, which create a richer

picture of the network status and performance.

Thirdly, it focuses on the exploitation of location information for
network management. Here, it proposes a complete framework for the
collection, processing, and exploitation of the users’ location for a
comprehensive network problems detection. In addition, the use of a
refined concept of crowdsourcing user-side metrics is considered, based
on real data from commercial networks, from a Zero-touch network and

Service Management (ZSM) perspective.

Finally, it targets the management optimization of the beamforming
technology in 5G-New Radio (NR), considered one of the main
novelties of cellular generation. This technology allows the network to
steer the signals in several directions, achieving better radio quality for
the users. However, it introduces a new mobility challenge for the
cellular network: beam management. Then, analysis and evaluation of
beamforming have been carried out in a realistic mmWave industrial

scenario, proposing variant criteria for the beam switching.

XXVI



Resumen

La gestion de red se ha convertido en un aspecto clave del funcionamiento
de las redes celulares. Estas tareas han ganado importancia asi como
complejidad con cada generacion de redes moéviles. La gestion de red
constituye la base para que los clientes puedan tener una buena calidad
de experiencia (QoE), lo que determina el éxito de los operadores de
redes méviles (MNO).

Tradicionalmente, las tareas de monitoreo, andlisis y optimizaciéon han
sido realizadas por operadores humanos con la ayuda de herramientas
del sistema de soporte de operaciones (OSS). Sin embargo, los MNOs
han dedicado recursos para automatizar estas tareas, lo que se conoce
como técnicas de autoorganizacion de red (SON): autoconfiguracion,
autooptimizacion y auto-sanacién. Las técnicas de SON tienen como
objetivo reducir los gastos operacionales (OPEX) mediante la
minimizacion de la intervenciéon humana. Ademas, la llegada de las
técnicas de aprendizaje maquina (ML) ha revolucionado la gestién de
red, permitiendo a los MNO detectar, analizar e incluso predecir

automaticamente problemas de red.

Cada generacién de red celular ha anadido nuevos desafios a la gestién
de red. Esto es debido a que las nuevas caracteristicas introducen
nuevos parametros a configurar, indicadores clave de rendimiento
(KPI) a monitorizar, elementos de red a gestionar y servicios que las
redes deben garantizar. Por tanto, el esfuerzo humano se ha redirigido
al desarrollo de soluciones basadas en ML, que puedan manejar la

complejidad de los aspectos mencionados.

En este sentido, la tecnologia 5G ha introducido nuevas funcionalidades
que permiten nuevos servicios. Esto significa que nuevos problemas de
red nacen de dicha implementacion, y los MNO deben estar preparados

para enfrentarlos.

Esta tesis proporciona un conjunto de mecanismos de gestion de red
para abordar los desafios actuales de las tecnologias 5G y venideras. En

particular, explora las diferencias con generaciones anteriores, identifica
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problemas emergentes y propone técnicas innovadoras de gestion de red

a partir de los resultados experimentales basadas en equipamiento real.

En primer lugar, se explora el paradigma de la gestiéon de red en la era
del 5G, identificando los principales desafios a través de una revision
de la literatura y un andlisis basado en simulaciéon. Aqui, se destaca la
importancia de la informacién de localizacion y contexto para la gestion

de red en 5G.

En segundo lugar, se aborda la gestiéon de la red sobre un depliegue de
red real 5G SA. Para ello, se ocupa de la recoleccion de informacion de
bajo nivel desde el lado del usuario, la extracion y la definicion de nuevas
métricas en el lado de la red, y su andlisis conjunto, que proporciona una

visién méas completa del estado y rendimiento de la red.

En tercer lugar, se centra en la explotacion de la informacién de
localizacién para la gestion de la red. Aqui, se propone un marco
completo para la recoleccién, procesamiento y explotacion de los datos
de localizacion de los usuarios para una deteccion integral de problemas
de red. Ademas, se considera un nuevo concepto de métricas del lado
del usuario basadas en  colaboracion  abierta  distribuida
(crowdsourcing), basado en datos reales de redes comerciales, desde

una perspectiva de gestién de servicios totalmente automética (ZSM).

Por 1ltimo, se aborda la optimizacion en la gestién de la tecnologia de
conformacién de haces (beamforming) en 5G-NR, considerada una de
las principales novedades esta generacién. Esta tecnologia permite a la
red orientar las senales en varias direcciones, logrando una mejor
calidad radio para los usuarios. No obstante, introduce un nuevo
desafio de movilidad para la red: la gestion de los haces (beams). Como
consecuencia, se ha realizado un analisis y evaluaciéon del beamforming
en un escenario industrial en el espectro milimétrico (mmWave),

proponiendo una variante del criterio para el cambio de beam.
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The aim of this first chapter is to expose the motivation and the purpose of this

thesis, to present the objectives and to describe the organization of this document.



Chapter 1. Introduction 3

1.1 Motivation

The advent of cellular networks revolutionized the way people communicate, work,
and live. It enabled ubiquitous and always-on connectivity that has changed people’s
way of living, from the social interactions to the economic aspects of society. This
has been possible thanks to the continuous evolution of mobile networks and their

deployment in a vast majority of the world.

However, each new generation of cellular networks has brought new challenges,
opportunities, and requirements. It started with voice calls, then it evolved to data
services, and it is currently achieving extremely complex services as Extended
Reality (XR), Cloud Gaming (CG) or autonomous driving. From the economic
perspective, it has enabled key features for businesses, such as e-commerce
platforms, cloud services, Internet of Things (IoT) or Industry 4.0. Nevertheless,
each generation of the cellular network technology has implied a significant effort
for the Mobile Network Operators (MNOs) to deploy the new infrastructure
elements and to adapt the physical scenarios, e.g., to install new sites to provide
the required coverage and capacity for the new Use Cases (UCs) in almost the
same areas where they deployed the previous generation. Notwithstanding, the

global mobile service revenue has grown around 15% in the last 3 years [18].

The importance of cellular networks is stated by the reports about traffic usage,
where there is an exponential growth of the consumed data traffic by the users. The
total mobile data traffic has increased from 10 EB in Q1 2017 to 145 EB in Q1
2024, including DL and UL traffic [19]. This growth is driven by increasing both the
number of subscriptions and the average data usage per subscription. In addition,
the adoption of each new generation is faster than the previous one. The 5G-New
Radio (NR) specification was completed by 3rd Generation Partnership Project
(3GPP) in 2017, and the number of 5G subscriptions has remarkably increased
since then, adding 160 million 5G subscriptions during the first quarter of 2024
to exceed a total of 1.7 billion [19]. Here, the 5G subscriptions are counted when
devices that support NR, as specified in 3GPP Release 15, are connected to a 5G-
enabled network. The number of 5G subscriptions is set to reach nearly 5.6 million
in 2029 [19].

In this sense, the rise of users, the emergence of new demanding UCs, and the
heterogeneity of the scenarios have been in the spotlight from a network

management perspective. Network management is a key aspect for the MNOs to
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ensure service quality and to provide a seamless user experience. The automation
of the Operations, Administration and Management (OAM) tasks has led to the
development of the Self-Organising Networks (SON) concept, which was first
defined in 2008 [20]. The SON paradigm includes self-configuration,
self-optimization, and self-healing functionalities, which are aimed at reducing
operational costs and improving network performance. Due to this fact, the
literature on this topic is extensive [21, 22, 23, 24, 25].

Nevertheless, the 5G technology introduces new features, such as new frequency
bands, beamforming, higher bandwidth allocation, the use of TDD, and new network
architectural components, among others. The aforementioned features introduce a
new dimension of parameters that can be configured, making network management

more complex.

The classical OAM systems are based on network information, i.e., KPIs and
counters that are collected from the network elements at low periodicity (e.g., 1 hour
or 15 minutes at most). This means that the reactivity of the network management

is limited, and the network perspective is also limited.

For this reason, there are additional sources of information, such as the
localization information [26, 27, 28, 29] and the context information [30, 31], that
have become crucial for the network OAM, as they provide additional information
to the OAM systems to make well-founded decisions. The context information
includes external aspects, e.g., social events [32], that may enrich the network
management view. Also, the user-side metrics collection is envisioned as an
additional source of information to consider for network management, as it
provides direct feedback on the user experience [33, 34, 35]. This concept may
replace the expensive Drive Tests (DTs) that have been traditionally performed by
the MNOs to evaluate the network and find problems.

In this context, the use of Machine Learning (ML) techniques unlocks the
potential to handle a large amount of configurable parameters altogether. The ML
algorithms are used for multiple purposes in the literature: self-organizing 5G
networks with Deep Learning [36], root-cause analysis [37], cell fault management

[38], or self-healing management in ultra-dense networks [30].

Therefore, the previous considerations open a wide range of research
opportunities based on the novel 5G features, the new sources of information, and

the ML techniques, together with the more exigent user requirements and the need
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for a network flexibility and adaptability to the new UCs. Then, this thesis
develops novel approaches to fulfill the described needs, and it is focused on
enhancements that can be applied in the context of 5G and beyond networks,
where the O-RAN paradigm [39, 40] is envisaged as a further step of the network
evolution based on open-source software and multivendor hardware

interoperability.

1.2 Preliminaries

This thesis was carried out at the Mobile Networks Lab research group
(MOBILENET), belonging to the University Institute of Telecommunications
(TELMA, TIC-102) of the University of Malaga.

The MOBILENET group came into existence as the result of the collaboration
between the TIC-102 group and Nokia Networks in the creation of the Mobile
Communications Research Centre in the Andalusia Technology Park (PTA) in
Malaga, in 2000. This unit consisted of more than 50 people, including professors

from the University of Malaga and experienced staff from Nokia.

Thus, MOBILENET started working in the research and development of SON
algorithms for mobile networks. In this respect, one of the first projects undertaken
by the group, in collaboration with Nokia Networks, was the development of an
automated RAN problem-solving tool. This laid some foundations for fusing real
mobile network data and engineering expertise into an automated troubleshooting
tool. Later, this idea has been enriched with the application of ML techniques to

the existing tools, making them more powerful.

Since the beginning, the research group has been part of consortia with national
and international companies in the framework of several research projects. Among
the most recent is the H2020 LOCUS project, focused on the collection, analysis and
application of localization information towards network management, where part of

this thesis has been developed.

The research of MOBILENET is conducted within the University of Malaga
[41]. This allowed experimental tests to be carried out on a private 5G SA network,
made up of 6 indoor pico Remote Radio Heads (pRRHs), 3 outdoor cells, and a
virtualized complete 5G Core (5GC). This infrastructure is composed of commercial

equipment and completely isolated from commercial networks, which allows to make
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any configuration change without requesting any permission.

1.3 Challenges and objectives

The main objective of the thesis is to propose novel network management
mechanisms for 5G technology and beyond. In particular, they will address the
newly introduced challenges that are derived from the introduction of novel
features to support the innovative Use Cases (UCs). Similarly, this work aims to
extend the automation of cellular network to the next level, being able to support

the last and following generations of cellular networks.

The cellular network scenarios have evolved significantly in recent years, driven
by the introduction of new services and the need to support a wide range of devices.
This has led to the development of new network architectures and technologies that
are more flexible and adaptable to the requirements of the services. Figure 1.1
sketches a heterogeneous 5G scenario. In this scenario, there are two Radio Access
Technologys (RATSs) that coexist: Long Term Evolution (LTE) and 5G. In the
latter case, there are different types of cells, the classic urban macro cells, usually
sited in rooftops or high locations, but also the new Millimeter Wave spectrum
(mmWave) cells, which are located in street furniture, as their coverage footprints
is limited. In addition, there are users demanding the three main UCs: Enhanced
Mobile BroadBand (eMBB) (e.g., subscribers performing demanding tasks in terms
of data rates), Massive Machine-Type Communications (mMTC) (e.g., sensors) and
Ultra Reliable Low Latency Communications (URLLC) (e.g., connected vehicles).
Besides, a subset of potential network problems that may occur in the depicted
scenario are illustrated, such as the interference between cells, the beam failure, or

a lack of capacity due to a cluster of people demanding services in a specific area.

As observed in the figure, network management is becoming more complex and
challenging due to the increasing number of dimensions that need to be considered,
from parameters that can be configured, new network elements implementing novel

features, and new services offered.

In this context, a comprehensive analysis of the 5G cellular technology is the
first step to understand the changes with respect to the previous generations, as
well as to understand the novel features that are introduced in 5G (Objective 1).

Thus, this task will allow the identification of the main causes of RAN problems, as
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Figure 1.1: 5G Heterogeneous Scenario.

well as the classic network problems that have been present in previous generations,
e.g., mobility management. This analysis encompasses the analysis under simulation
tools and an in-depth understanding of the 3GPP specifications. The output of this
task is the identification of candidate problems that may occur in the network, those

where the current network management solutions are not ready to address them.

Once the candidate problems are verified under simulation, the proposal of
innovative techniques to address them in the case of occurrence constitutes the
second objective of this thesis (Objective 2). In particular, the beamforming
technology is considered an additional layer of complexity regarding mobility
management, so the beamforming management procedures become a subject of
study. Additionally, given the new exigent requirement of the cellular network in
terms of UCs, the network-side metrics are not enough to ensure service quality.
Then, the exploitation of user-side metrics (Objective 2.1) and localization

information (Objective 2.2) for network management is evaluated.

The performance analysis of the proposed techniques on real deployments is also

a key objective of this thesis (Objective 3), incurring the complexity of working with
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real equipment but providing added value to the achieved outcomes.

Finally, the integration of the previous objectives into a network management
framework aims at providing a tested and ready-to-use solution to the network
management challenges that are derived from the introduction of 5G technology
(Objective 4).

In this way, the primary objectives of the thesis are summarized as follows:

e Objective 1: To explore and thoroughly analyze the novel aspects of the 5G
technology, focusing on the RAN and the services that are provided over it.
This objective paves the way towards the identification of the main network

problems that are preliminarily evaluated.

e Objective 2: To propose innovative techniques to address the novel features
and identified network problems introduced in 5G, with a special focus on
beamforming technology. Due to the increased complexity of the network, the

use of two additional sources of information is considered:

— Objective 2.1: To exploit the user-side metrics that provide a richer
perspective of the real performance that the users are experiencing. This
will enable the identification of the main factors that affect the Quality

of Experience (QoE) of the service.

— Objective 2.2: To benefit from the integration of localization
information regarding network management. This will provide a more
accurate view of the network, allowing the identification of candidate
areas where problems may occur and assisting the mobility management

procedures, especially regarding beamforming.

e Objective 3:: To analyze the performance of the proposed techniques as well

as beamforming implementation in real deployments.

e Objective 4:: To develop a framework integrating the proposed techniques,
which includes the exploitation of user-side metrics and localization

information for network management purposes.

Notwithstanding, there is a transversal objective that has been part of the work
during the development of this thesis: the deployment of real infrastructure. During

the thesis, the project of deployment of real equipment has been led, considering
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not only the technical part but the coordination of different entities at University
of Malaga (UMA), the decision about the location cell sites, and the continuous
interaction with both the MNO and the equipment vendor. This equipment has
been later used for the development of the thesis, as well as for other research
activities, including European projects, and by more than 30 researchers from the
MOBILENET group.

Finally, a summary of the research carried out in the context of this thesis is

presented.

Figure 1.2 provides an overview of the relationship between the challenges and

objectives covered in the realm of this thesis.

The challenges are defined as the main problems that were initially identified
in the realm of the thesis. Once the challenges were identified, a set of objectives
were defined to address the challenges. These objectives are achieved by a set of
contributions in the form of journal papers. The compilation of the papers covers
the defined objectives.

1.4 Research Methodology

The methodology is a fundamental pillar of the research. In this work, a research

methodology has been used to guide the process, including the following steps.

1. Identification of research gaps. The first step consists of a comprehensive
literature review related to the topic under consideration. This helps to analyze
the relevant areas in need of solutions or improvements, thus identifying the
main challenges that have not yet been addressed in the literature. A basis
of technical knowledge is required. It is important not only to review the
literature but also to actively engage and collaborate with leading companies
through research projects. This step is tackled as the first objective of the
thesis (See 1.2).

2. Problem statement. Once the challenges are identified, it is important to
concrete the problem. This implies discarding all the unrelated aspects for the
problem and creating a clear definition of the problem. It also includes the
technical aspects of the problem and the criteria for success. This step is also
covered by the first objective of the thesis (See 1.2).
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Figure 1.2: Challenges, objectives and contributions

3. Solution design and implementation. The third step consists of proposing
an approach to solve the problem. This is the most complicated step, as

it requires a deep understanding of the problem and the state of the art,
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and proposing a different or refined solution is not trivial. Limitations may
appear during the development of the solution, and the process may need to
be adapted. This process may require the collection of data, the development
of algorithms, the implementation of several components, or the integration
of different technologies, among others. This is partially covered by both
Objectives 2 and 4.

4. Evaluation of the proposal.

The performance evaluation is a crucial step in the research process. A solution
may not achieve proper performance, so it may be necessary to iterate between
this and the last step. In this thesis, evaluation is initially addressed by the
use of simulation tools, but mostly using real equipment and data from real
commercial networks, which makes the result more reliable. The effectiveness
of the solution is measured by the defined criteria in the second step. During
this process, the solution is carefully tested under different conditions. The

evaluation is part of both Objectives 3 and 4 of this thesis.

5. Dissemination. The publication of results and participation on different
activities is a fundamental aspect of the research process. It is important to
share the results with the scientific community and to receive feedback from
other researchers. This way, the proposed solutions can be adapted, improved,
or even refuted. Here, it is important to clearly state the major insights and
contributions of the research, and the representation part also plays a crucial

role. Regarding this thesis, the research activities are included in Section 6.3.

1.5 Document structure

The manuscript of this thesis is divided into three parts: background, development
and experimental process, and achievements. The manuscript is also structured
in six chapters, containing detailed descriptions of each part. This distribution is

depicted in Figure 1.3.

Part I - Background

The first part of the document includes the motivation for this thesis as well as

the technical background that is needed for the sake of properly understanding
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the content of this work. Chapter 1 presents the motivation, preliminaries, and
challenges and objectives of this thesis. Then, Chapter 2 describes the theoretical
concepts as well as a technical introduction to the topics that are further developed
in this work. In particular, it encompasses cellular networks, including the current
5G and O-RAN, and also network management, with special focus on mobility

management and beamforming.

Part II - Development and Experimental Process

The second part constitutes the core of the dissertation.

Chapter 3 address the initial part of the technical work, where an initial analysis
is carried out on the current status of 5G technology, standardization aspects, and

the main potential network problems that are identified.

Chapter 4 is focused on the beamforming technology. Concretely, the content
of this chapter encompasses two parts: the analysis of capabilities a real outdoor
network deployment, where the network performance is evaluated by comparing
both network and user side; and the study of beam switching at mmWave in an

industrial indoor scenario, including refined criteria to enhance the beam switching.

Chapter 5 consists of the development of a framework that integrates the
proposed techniques. These techniques comprise the exploitation of user-side
metrics and localization information for network management. This framework is
tested with data from real commercial users as well as privately in real controlled

environments.
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Part III - Achievements

The third part outlines the Chapter 6, which contains the main outcomes and
conclusions of this thesis. It also enumerates future research directions that can be
pursued based on the results obtained from the work performed. Finally, Chapter
6.3 describes the dissemination activities, projects, and the research stay

conducted in the context of the thesis.

Appendices

This document includes a summary of the thesis in Spanish in the Appendix A.



YOVIYIN 30
AvaISy3AINND




Chapter 2

Technical Background

Content

2.1 Cellular networks . ... ...... ... ... . .. ..., 16
2.2 BG .o e e e e e e e e e e e e e 19
2.2.1  Architecture . . . . .. ... 21
222 NewRadio(NR) .. ... ... ... ... ........ 24
2.2.2.1 Beamforming . . . . ... ... ... ... ... 25

2.3 Open RAN . . . . . ittt it i i ee 29
2.4 Network management . . . . ... ... ........... 32
2.4.1 AI/ML-based approaches . . . . ... ... ........ 34
2.4.2 Mobility management . . . . ... ... 35
2.4.2.1 Handover . . . . .. .. ... ... 35

2.4.2.2 Beam Switching . . . . ... ... .. ...... 36

This section describes the fundamental technical concepts for the sake of

understanding the content presented in the remaining of this thesis.

In this regard, Section 2.1 introduces the basic concepts of mobile networks,
Sections 2.2 and 2.3 present the main characteristics of the latest advancements
related to them, respectively. Finally, Section 2.4 presents the relevant aspects of

network management, with a special focus in mobility management.

15
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2.1 Cellular networks

Cellular networks, also called mobile networks, constitute one of the most relevant
technologies of the modern society. They provide ubiquitous connectivity to users
and devices, becoming one of the pillar of the digital transformation. They constitute
the basis of a wide range of services, from communications to economic transactions,

without forgetting the entertainment and social networks.

The adjective cellular comes from the idea that the network architecture is
composed by different base stations that are strategically sited on a territory,
where each base station provides coverage to a cell, creating a grid which aims to
cover the 100% of the territory. The main characteristic of these networks is the
ability to provide continuous connectivity to users while they are moving, allowing
them to maintain the connection without interruptions, thanks to the

implementation of a handover process between cells.

Here, the 3rd Generation Partnership Project (3GPP) is the organization
responsible for the standardization of cellular networks. This organization is
composed by an extensive range of companies and institutions that work together
to define the characteristics and capabilities of the network, including the most
technical aspects related to protocol implementation and architecture components.
The 3GPP is in charge of publishing different releases. Each release contains a set
of technical specifications that details all the aspects of the network, from the
radio interface to the core network. Then, the manufacturers need to be compliant
with these specifications to ensure the interoperability between the different
vendors, meaning that any UE must be able to connect to any cellular network if
they are compliant with the same release. Thus, each cellular network generation
is related to a set of 3GPP releases, which also define the performance

requirements expected to be achieved by a specific generation.

Although there are differences between cellular network generations, they present
three distinctive parts, as illustrated in Fig. 2.1: UE, RAN and Core Network (CN).

Firstly, the CN is the wired part of the network, where all the functions are
allocated, including the databases, authentication servers, accounting servers,
mobility management components, and the gateways to Internet. It is in charge of
routing the data between the different users, cells and networks. Moreover,

additional capabilities are being added to the CN to implement ML functionalities,
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and therefore achieving a more complex and efficient OAM. In the same way, there
is a tendency to implement the Network Function Virtualisation (NFV), which
consists of having the different network functions running on virtual machines in a

single hardware, reducing the costs and increasing the flexibility of the network.

...........................
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Figure 2.1: Simplified Architecture of Cellular Networks.

On the other hand, the RAN implements the wireless part of the network,
enabling the communication between the radio interface with the UEs. The link
from the RAN to the CN is based on high-speed wired links, usually optical fibers,
to ensure the high data rates and negligible latency on this part of the network.
The Base Stations (BSs) (also named cells) are part of the RAN, and they radiate
the different signals to the users. These signals are defined by the 3GPP
specifications, and they can be always-on transmissions, or scheduled transmissions
based on the user demand. They are divided into different logical and physical
channels, where each one contains a specific type of information, such as control
information, user data, or synchronization signals. In addition, the BSs must
seamlessly manage the movement of the users, and trigger the handover procedure
when specific conditions are met. The RAN also manages the radio resources,
which means that it allocates different parts of the spectrum to the different users,

but it also needs to deal with the interference between different cells.

Finally, the UE encompasses the different types of devices that can connect to the

network, including smartphones, tablets, wearables, vehicles, and IoT appliances.

The communication between these three parts is based on a set of protocols which
are specified by the 3GPP. The protocol stack has been slightly adapted between
the different generations, but the main structure is maintained. The structure of
the protocol stack is depicted in Fig. 2.2. Although specific acronyms name the
protocols, they are usually grouped into Layer 1, Layer 2, and Layer 3, as indicated
in the figure. From top to bottom, each information is encapsulated in the next

protocol layer. The legend in the bottom left part of the figure indicates what are
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the protocols used for: control, user data, or both. The horizontal lines and dashed
boxes illustrate the parts between each protocol is used: UE, RAN, and CN. The

functionality of each layer is the following:
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Figure 2.2: Protocol stack

e Non Access Stratum (NAS). It is in charge of signalling between the UE and
the CN to manage the session, including establishment, modification and
release of the connection. It is also involved in the inter-cell handover
procedure, as the UE needs to inform the network about the change of cell,
but not in the intra-cell handover and neither in the beam switching

procedure in 5G networks.

e Radio Resource Control (RRC). This protocol handles the communication
between the UE and the RAN, so it is involved several procedures, such as
the connection establishment, reconfiguration, handovers, and connection
release. Radio Resource Control (RRC) acts as a control center for all the
lower layers within each system, then its main function is to configure the
radio resources, i.e., the Packet Data Convergence Protocol (PDCP), Radio
Link Control (RLC), MAC, and PHYsical layer (PHY) layers. Then, RRC is
purely dedicated to signalling and control, and it implements the following

states: idle, inactive (introduced in 5G) and connected.

e Packet Data Convergence Protocol (PDCP). This layer is responsible for
packet encryption, header compression, sequential delivery, duplicate discard

at re-establishment of lower layers, and integrity protection.
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e RLC. This protocol transfers packets from the PDCP layer using one of the
three defined modes: transparent mode (TM), unacknowledged mode (UM),
and acknowledged mode (AM). It performs error correction in AM mode, and

segmentation and reassembly in AM and UM mode.

e Medium Access Control (MAC). It manages the mapping of logical channels
to transport channels, scheduling, error correction through Hybrid Automatic
Repeat reQuest (HARQ) (consisting on retransmitting the erroneous parts),

and multiplexing of data.

e PHYsical layer (PHY). The PHY governs the transmission and reception of
the radio signals, including modulation, numerology, coding, multiple access
schemes, beamforming, and Multiple Input Multiple Output (MIMO). It also
measures the radio channel quality and reports it to the upper layers (e.g.,

Channel Quality Indicator (CQI)).

The described protocol stack has remained almost the same between the different
generations of cellular networks. However, each new generation has introduced new
features and functions to the defined protocols, e.g., the novel RRC inactive state,
or the beamforming capabilities and new frame structure in the PHY layer that are
used in 5G.

These protocols are defined by 3GPP through different Technical Specification
(TS) documents. This ensures the interoperability between network vendors and
UE manufacturers, although there are some aspects that are left to the vendors
for implementation, such as the handover algorithms, i.e., which conditions and

thresholds are used to trigger the handover procedure.

Then, the following subsection targets the current and immediate future cellular

network generation details, including the architecture and main characteristics.

2.2 5G

The Fifth Generation (5G) is the latest generation of cellular networks that has
been deployed worldwide. However, it has inherited from LTE in a wide range
of aspects, introducing new features and capabilities to the network. Firstly, for
the sake of understanding, it is important to introduce the three main parts, as

described in the previous section: CN, that has been renamed from Evolved Packet
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Core (EPC) (LTE) to 5GC; the RAN, now called 5G-NR while it was previously
know as Evolved Universal Terrestrial Radio Access Network (E-UTRAN) (LTE),
which in turn proceeds from UTRAN (Universal Mobile Telecommunications System
(UMTS)/3G); and UE. Likewise, the base stations have been renamed from evolved
Node B (eNB) to Next Generation Node B (gNB).

The NR was defined and developed in the first place, being functionally frozen in
June 2018 and fully specified by September 2019, following three design principles
[42]:

e Flexibility: to adapt to different use cases and scenarios, that will be
described below, but also a wide range of carrier frequencies, including:
Frequency Range (FR)1 (also known as sub-6 GHz); and FR2 (also known as

mmWave).

e Forward Compatibility: to coexist with the previous generations, i.e., LTE,
but also be prepared for future generations, e.g., supporting different types of

frame structures even if some of them are not defined yet.

e Ultra-lean Design: to minimize the energy consumption from various
perspectives, e.g., the minimization of “always-on” transmissions on the
PHY layer, but without compromising the compatibility with the future

generations or the compatibility of user devices.

Nevertheless, while the main purpose of developing LTE was to solve the
identified problems from UMTS as well as to achieve higher data rates and
capacity, the main goal of building 5G was to provide UCs based network, to offer
a wide variety of services of different nature. Unlike UMTS, LTE had proved to be
a successful technology, and there were advancements as the Carrier Aggregation
(CA) evolution in LTE Advanced (LTE-A), that enhanced the initial objective of

reaching higher data rates.

In this sense, 5G aimed to support three main UCs [16]:

e eMBB: to provide higher data rates and capacity in order to enable exigent
applications such as high definition video streaming or Virtual Reality (VR).
The mmWave range is particularly suitable for this aim due to the large

bandwidth available, but it is also limited in terms of coverage.
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e URLLC: to support applications that require communication to be almost
real-time with close to zero packet loss, such as industrial automation,

autonomous vehicles, or remote surgery.

e mMTC: to enable the connection of a huge number of devices simultaneously.
These devices usually make a low use of the network resources, but prioritizes

a low energy consumption as well, such as sensors, actuators, or wearables.

However, there are many UCs that are in the middle of these three main
categories, e.g., an application requiring a high reliability but not necessarily a low
latency.  Figure 2.3 illustrates different applications and services that are

envisioned to be supported by 5G.

Enhanced Mobile Broadband

Gigabytes in a second
3D video, UHD screens

Smart Home/Building Work and play in the cloud

Augmented reality

Industry automation

Self Driving Car

Smart City Mission critical

application
a e.g. e-health
Massive Machine Type Ultra-reliable and Low Latency
Communications Communications

Figure 2.3: Use Cases (UCs) in 5G [16].

2.2.1 Architecture

As mentioned in the previous section (Sec. 2.2), 5G was developed from the well
proven LTE. In this sense, two possible operation modes were defined:
Non-Standalone (NSA) and SA. From the architectural point of view, 5G NSA
utilizes uniquely the EPC from LTE, and only and updated additional RAN based
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on NR is added to the existing E-UTRAN. In contrast, 5G SA implements a
completely new architecture, 5GC, and removes the E-UTRAN to make exclusive
use of the 5G-NR. Figure 2.4 illustrates the differences between these two
operation modes, where the dashed lines represent the NSA mode, and the solid
lines the SA mode. It is important to note that control plane is always sent
through LTE in the NSA mode, while the NR is only used for the user plane.
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Figure 2.4: 5G Standalone (SA) and Non-Standalone (NSA) Modes.

In addition, the architecture of the 5GC has been improved from the EPC, so that
there are LTE EPC functions that can be directly mapped to 5GC functions (See
Fig. 2.5). Although, EPC elements are not utilized to operate 5G SA. Moreover, the
novel design of the 5GC, concretely the control plane, is based on a new paradigm
known as Service Based Architecture (SBA), that aims to provide a more flexible
and scalable network, where the different functions are implemented as Network
Functions (NFs) that can be deployed in different locations if necessary. Figure
2.5 depicts the CN architecture, where the 5GC components are represented in
green, and EPC components are in red. Also, the interfaces, also named reference
points, between the components are included in the figure, e.g., N2 is the control
plane interface between the RAN and the 5GC (Access and Mobility Management
Function (AMF)).

The main 5GC components are the following:
e Access and Mobility Management Function (AMF): It handles registration
management, connection management, mobility management, authentication,

and authorization. The Non Access Stratum (NAS) signalling from the UE
(See Fig. 2.2) is terminated in the AMF.

e Session Management Function (SMF): It manages the sessions, Dynamic Host
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Figure 2.5: Core Network Architecture.

Configuration Protocol (DHCP) and Internet Protocol (IP) address allocation,

data and traffic management.

e User Plane Function (UPF): It controls packet handling and QoS management,
and acts as the gateway to the Internet. It participates in the intra- and inter-
RAT handover procedures. The User Plane Function (UPF) instances are
clear candidates to be flexibly deployed in multiple locations upon the network
requirements, e.g., it must be deployed very close to the end users for latency
sensitive applications (URLLC), or in a far location for mMTC applications

with more relaxed latency requirements.
e Unified Data Management (UDM): It stores the user data of subscribers.

e Authentication Server Function (AUSF): It works in conjunction with the
Unified Data Management (UDM) to authenticate the users.

e Policy Control Function (PCF): It administers the policy control and

management, with additional capabilities to monitor the QoS.

e Application Function (AF): It is responsible for traffic management, QoS

assignment, and provision of services to subscribers.

e Network Data Analytics Function (NWDAF): It processes the network data
from several sources within the network to provide the network functions with

useful information to make proper decisions.
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e Network Slice Selection Function (NSSF): It considers the slice availability
and check the policies with the Policy Control Function (PCF) to manage the

slices instances that serve the users.

e Network Exposure Function (NEF): It enables the discovery of network

functions across the network.

e NF Repository Function (NRF): It is designed to allow the network functions
to offer their services to other network functions by acting as a catalog. This

component enables the use of ML techniques to improve the network operation.

2.2.2 New Radio (NR)

One key element of the exponential growth of the cellular networks’ usage is the
efficient use of radio spectrum. The NR has been redesigned to provide a more
flexible and high performing radio interface. The aspirational capabilities of the
NR are driven by the need to support UCs of different nature. Satisfying the
aforementioned three main UCs (eMBB, URLLC, mMTC) in isolation is
challenging, but doing so simultaneously gets even more complex. Due to this fact,

RAN aspects have been built up from the lower layers with this aim.

Firstly, the frequency bands in NR span from 0.41 GHz to 52.6 GHz [43]. The
lower frequencies are suitable for providing coverage to a wide area, while the
higher frequencies are more adequate for high data rates and capacity. The higher
frequencies are also known as mmWave. They are particularly sensible to obstacles
and suffer high propagation losses, but they offer a large bandwidth that can be
used to achieve higher data rates and capacity, as the spectrum availability
increases at that frequency. This means that wider contiguous blocks of spectrum
can accommodate a single 5G carrier with a higher bandwidth, what enables a
simpler management of the spectrum. Carriers of up to 100 MHz are supported for
FR1, and up to 400 MHz for FR2, meaning that the effect of guard bands
overhead is minimized, and therefore improving the spectral efficiency.
Additionally, the higher frequency the smaller the wavelength, which allows the
use of smaller antennas, and therefore the implementation of MIMO and

beamforming technologies, that will be described in detail in the following sections.

Regarding the waveform, 5G uses Orthogonal Frequency Division Multiplexing
(OFDM) for both DL and UL, although Discrete Fourier Transform-Spread (DFT-
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S)-OFDM can be enabled for UL upon activation at RRC layer to achieve a better

UL coverage.

Besides, NR introduces numerologies, which means flexible SubCarrier Spacing
(SCS). While 15 kHz was the unique SCS in LTE, NR supports 15 kHz, 30 kHz,
60 kHz, 120kHz, 240 kHz, 480 kHz, and 960 kHz SCS (Release 17). When the SCS
increases, the symbol duration must be reduced to maintain orthogonality between
subcarriers. However, the selection of the SCS depends on the frequency band, as
the shorter symbols can be used at higher frequencies due to the less significant
delay spread since propagation is predominantly Line-of-Sight (LoS). The reduced
symbol duration and wider SCS open up the implementation of URLLC services, as
the latency is reduced and there exist more frequent opportunities to schedule the

transmissions.

Then, the concept of BandWidth Part (BWP) arises, consisting in the division of
the available bandwidth into portions where different numerologies are used. This
way, each BWP can be used to allocate users demanding different UCs, e.g., a
URLLC user can be allocated in a BWP with a wide SCS (shorter symbol duration),
while a eMBB user can be allocated in a BWP with a narrow SCS (longer symbol
duration). A single UE can be allocated up to four BWPs simultaneously. Although

only one can be active at a time, this allows the UEs to use multiple UCs.

2.2.2.1 Beamforming

The beamforming technology is a centric aspect of the current thesis, as it is one of
the main novelties of the 5G NR. However, it can only be understood together with
the concept of MIMO. The MIMO technology is considered a cornerstone of NR.
Despite the fact that it was introduced in LTE Release 13 and 14, NR has boosted
the benefits with a combination of MIMO and beamforming [44].

MIMO consists on the utilization of multiple antennas at the transmitter and
receiver to improve the data rates and the signal quality. In comparison to the 3-
sector frequency reuse from LTE, MIMO and beamforming allow delivering multiple
data streams. Even though a beam per user is not feasible yet, it gets finer spatial

granularity, which enables a more efficient reuse of the spectrum.

The signals are transmitted over the radio channel, and received after being
affected by the propagation losses, reflection, refraction, scattering, multi-path effect

and interferences. Similarly, there are effects such as shadowing, fading, destructive
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interferences and noise, that jeopardize the communication.

The use of the MIMO technology is better understood progressively:

e Single Input Multiple Output (SIMO): It uses multiple antennas at the
receiver, achieving a diversity gain by receiving two versions of the same
signal that can be combined to improve the signal quality. The more
uncorrelated versions of the signal, the better the diversity gain. When a
version of the signal is affected by a deep fade, the other version may likely

be good enough to recover the signal.

e Multiple Input Single Output (MISO): It uses multiple antennas at the
transmitter and leverages the spatial diversity of transmitting the same
signal from different antennas, as the channel will affect the versions
disparately. The receiver can combine the signals to improve the signal
quality, e.g., compensating for the destructive interference affecting one

version by using the other, likely unaffected, version.

e Multiple Input Multiple Output (MIMO): It uses multiple antennas at both
the transmitter and receiver.  Here, it can benefit from the spatial
multiplexing at both sides, but it can also achieve a multiplexing gain by
transmitting different data (named streams or layers) from the different
antennas, and therefore increasing the data rates. Again, when the channel is
diverse enough, the signals will be received decorrelated, and the receiver can
separate them to recover the data. The number of streams is limited to the
number of antennas at the transmitter or receiver, concretely the side with
fewer antennas. The receiver can provide feedback to the transmitter to

improve the precoder weights and increment separation between the signals.
This is known as Single-User (SU)-MIMO.

e Multi-User (MU)-MIMO: It bases on the same concepts as SU-MIMO, but

each stream is intended to a different user.

All the aforementioned techniques exploits the same spatial and time radio
resources to improve either the signal quality or the data rates. To achieve this,
the antenna elements must be sufficiently separated, at least half a wavelength, to

acquire adequately uncorrelated signals.

In addition, the number of antenna elements impacts the Effective Isotropic

Radiated Power (EIRP), then the regulatory aspects come into play.
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On the other hand, beamforming exploits the MIMO technology differently,
i.e., to steer the signals to one or more specific directions, achieving a twofold
benefit: it increases the capacity by reusing the spectrum for users that are
spatially separated; and it improves the signal quality by focusing the energy,
which make the transmission more robust to obstacles and channel effects, but also

reduces the interference and the noise.

This is done by changing the phase and amplitude of the transmission to each
element of the antenna panel to artificially create a constructive interference in the
desired direction, and a destructive interference in the rest of directions. In contrast
to MIMO, beamforming needs an antenna separation around half a wavelength, as

larger spaces (suitable in MIMO) may lead to undesired lobes in other directions.

The higher number of antenna elements the narrower beams will be manageable
to generate. This is also related with the use of beamforming at FR1 and FR2. As
the frequency increases (FR2), the antenna elements can be closer each other, so
the total antenna size can be reduced. Thus, the beams used at FR2 are usually
narrower than the ones used at FR1. This is also beneficial as the beamforming gain
increments, which is preferred for mmWave signals since they are more sensitive to

the radio channel.

Beamforming can work in two modes: passive, where the beams are static, and
the users switch between beams as they move; or active, where the users are tracked,
and the beams are reconfigured to keep pointing to them. To the best of the author’s
knowledge, the active mode is not yet present in commercial deployments of 5G
networks, so the different manufacturers implement a compilation of beams sets

that can be configured in each cell.

The operation of beamforming relies on precoding matrices that modifies the
phase of each signal. This process can usually be done either at the digital domain,
where it needs computational resources, or at Random Forest (RF) domain, where
analog phase shifters work easily. In the latter case, the change of beam directions
is slower and more complex, so it is feasible for static beams configurations. Also,
being Kpgr the number of RF chains and M the number of antenna elements, there
are three possible schemes: analog (Kpr = 1), allowing only one direction at a
given time; digital (Kpr = M), enabling the transceiver to direct beams at many
directions; or hybrid (Kpr < M), where the transceiver can simultaneously use

Kpr directions. The latter two means that the transmission power must be reduced
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by the number of directions/beams, because the total power constraint in terms of

EIRP applies to the beams on balance.

Regarding coverage, the use of beamforming has allowed the MNOs to use the
same physical sites when upgrading to the higher frequency carriers in 5G. The
coverage areas they designed when deploying previous generation sites around 2 GHz

carriers can roughly cover the same areas at 3.5 GHz carriers thanks to beamforming.

From a management perspective, the beams compose an additional logical layer,
which is added to the Primary Synchronization Signal (PSS) (1 of 3 possible values),
Secondary Synchronization Signal (SSS) (1 of 168 possible values), and Physical Cell
Identity (PCI) (1 of 1008 possible values) that are used to identify the cell. The
maximum number of beam is standardized as 8 at FR1 and 64 at FR2, although the
shape or the distribution of beams is not standardized, and it is left to the vendors

to implement it.

Moreover, it is possible to combine the benefits of both MIMO and beamforming.
Here, when having an antenna panel of 4 rows of 4 cross-polarized pairs, making 32
discrete antennas in total, there are flexible options. If beamforming is disabled, up
to 32 streams can be transmitted using MIMO. In contrast, it can also be configured
to transmit 4 beams of 8 antennas each, i.e., up to 8 streams per beam. Here, FR1
can benefit from less variable channels and use higher order MIMO, while FR2

prefers low order MIMO and elevated number of beams.

Each beam has a unique Synchronization Signal Block (SSB) and a unique
Channel State Information Reference Signal (CSI-RS), which are transmitted by
the gNB, so the UE can measure the channel quality and report it to the gNB to
adjust the precoding weights. The CSI-RS symbols are transmitted using the
physical channel in a way that they can be decoded independently by the UE for
each channel. To compress the reporting, just an index of a pre-defined precoding
matrices codebook is sent. Concretely, the following information is reported back
from the UE to the gNB:

e Rank Indicator (RI): It indicates the number of streams/layers that can be
used by the UE.

e Precoding Matrix Indicator (PMI): It indicates the index in the precoding
matrix codebook that the UE has selected.

e Channel Quality Indicator (CQI): It indicates the modulation scheme and
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channel coding to be used based on the UE measurement.

However, the beamforming feature has motivated the NR specification to be more
oriented towards the use of TDD, where the same frequency is used for both DL and
UL. This has two main advantages: the DL and UL resources can be dynamically
allocated, collaborating to the flexibility and adaptability main objectives of 5G; and
the channel reciprocity, which consists on assuming that the DL and UL channel
are sufficiently similar to reduce the overhead of channel information. In the latter
case, the Sounding Reference Signal (SRS) that the UE sends to the gNB includes
the channel information and the gNB computes the precoding weights, and select

the best beam if beamforming is enabled.

Finally, regarding the UCs introduced in Section 2.2, the MIMO technology is an
enabler for both eMBB and URLLC, as it increments the spectral efficiency and also
the reliability of the communication, but the beamforming technology is oriented to
support eMBB, as it increments the capacity by steering the signals and enables the

use of higher frequency bands.

2.3 Open RAN

The O-RAN is considered as the next step in the evolution of the cellular networks.
It constitutes a new paradigm that aims to disaggregate the different components
of the network [40], also with the aim of providing a more flexible and efficient
network. The concept of O-RAN comprises the virtualization of RAN components,
i.e., implementing the components in software, and the use of Commercial Off-The-
Shelf (COTS) hardware, i.e., general purpose or standard product [45]. Moreover,
the word “open” stands for open interfaces, meaning that any vendor can provide a
component that is compliant with the O-RAN specifications, and it can be integrated

into the network, where multiple vendors will coexist.

To accomplish this, the network, and specifically the RAN, is divided into three
main parts: the Central Unit (CU), the Distributed Unit (DU), and the Radio Unit
(RU) [46, 47]. Figure 2.6 depicts the legacy protocol split, where the Base Band Unit
(BBU) is hardware-based component that encompasses all the processing except
the RF conversion (Fig. 2.6(a)), and the O-RAN protocol split, where the BBU is
divided into the CU and the DU (Fig. 2.6(b)), and PHY can also be part of the RU
(Fig. 2.6(b)).
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Figure 2.6: Evolution of functional splits towards Open RAN.

The split 7 (also known as split 7.2) has been supported by the 3GPP and
the O-RAN alliance, a world-wide community of MNQOs, vendors, and research &
academic institutions with the mission to re-shape RANs to be more intelligent,

open, virtualized and fully interoperable.

Therefore, the O-RAN architecture is based on split 7.2., and it is illustrated in
Fig. 2.7. This architecture is characterized by considering the intelligence of the

network as part of it.

On the one hand, the Radio Intelligent Controller (RIC) is a novel component
that provides the radio with the capability to make decisions based on the network
status.  This is done through the development of third-party applications,
concretely RAN Applications (rApps) and eXtended Applications (xApps), that
can be deployed in the Non-Real Time (Non-RT) RIC or the Near-Real Time
(Near-RT) RIC, respectively. The xApps run algorithms that can make changes to
the network configuration in a period from 10 milliseconds and 1 second, while the
rApps trigger changes that take longer than 1 second. Here, the interface E2
forwards the information and configuration commands between the Near-RT RIC
and the CUCU. Then, the interface A1 communicates the Near-RT RIC and the
Non-RT RIC. On the other hand, the Service Management Orchestration (SMO) is

a new element designed for rapid application development, and acts as a data
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Figure 2.7: O-RAN Architecture [17].

collection point for management of RAN data. It is in charge of the existing
Operations Support System (OSS) functions as orchestration, or policy control.
The Non-RT RIC is actually part of the SMO.

The O-RAN paradigm is intended to be a way to reduce the costs, facilitate
the innovation (by preparing the environment to run new applications), increase
flexibility and scalability, allow the coexistence of multiple vendors, and improve
the efficiency. In this sense, for example, the concept of shared site is possible,
where the elements can be shared between the MNOs using the same hardware,

e.g., in low density areas.

However, some negative counterparts still need to be solved, such as
interoperability issues, security concerns, or performance issues, e.g., the challenge

of getting the software to outperform or match the hardware-based components.

The RIC and SMO components are envisioned as the key elements within the
O-RAN architecture to transform the network management tasks, providing the
capacity to the network of running third-party applications, meaning that the
integration of Artificial Intelligence (AI) and ML techniques can be effortlessly

done.
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2.4 Network management

Network management is one of the keystones of cellular networks. They are designed
to provide services to numerous users seamlessly in areas of hundreds of square
kilometers. Then, the scope of mobile networks is formidable, and their management

is a complex but essential task.

This management encompasses the network planning, configuration,
optimization and problem resolution. They have been traditionally handled by
human operators, and the MNOs as well as literature have devoted resources to
the automation of these tasks through the definition of the SON concept [48],
divided into three categories according to 3GPP [49]:self-configuration, consisting
on the network being able to set its parameters according to the scenario;
self-optimization, aiming at tuning network parameters to improve performance;
and self-healing, which seeks to recover from faulty situations rapidly and without

compromising the rest of the network.

In this sense, the following definition have been assumed according to [23]:

e Problem: A situation of service degradation, e.g., congestion.

e Fault cause: The reason that leaded to the problem, e.g., an incorrect

parameter configuration.

The failure management process involves: detection (or prediction if possible), to
identify the problematic situation; diagnosis, which determines the cause(s);
compensation, comprising the actions to mitigate the problem; and recovery, to

restore the service back to full operation.

This concept aims at reducing the Operational Expendituress (OPEXs) by
minimizing the human intervention, but also at improving the network
performance by making the network more responsive to each situation. Although,
it has been evolved to ZSM [50, 51], which focuses on eliminating human

intervention in all aspects of network management.

However, the complexity of cellular networks management has increased
exponentially during each generation of cellular networks, as the number of
subscribers has incremented, the services demand more exigent requirements, and
the new features introduce new dimensions to be administered. In this sense, the

novel services leverage in the concept of network slicing, where the requirements of
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each service are met by a dedicated slice of the network, assuring a certain level of
performance, e.g., latency, throughput, or reliability. Thus, the network
management is a great candidate for AI/ML techniques to be applied, as they can

handle the increasing complexity and generate insights in reduced time.

The Operations Support System (OSS) is defined as the main network element
for management. It collects the data from the network elements, processes it, and
provides the necessary information to make decisions. There are different kinds
of data that can be used for network management. From the network side, the

following information is utilized:

e Alarms: They are notifications that are triggered when certain conditions are

met, e.g., high temperature in a component or cell load above a threshold.

e Counters: They are metrics that are continuously updated from the network
elements, e.g., the number of UEs attached to a cell. They are also known as

Performance Management parameters (PMs).

e Key Performance Indicators (KPIs): They are metrics that are calculated from

the counters, e.g., the Handover (HO) success rate of a cell.

e Mobile traces: They are detailed logs of the message exchange between specific
UE(s) and the network, e.g., the RRC connection establishment. They allow
an in-depth analysis of the communication to diagnose problems, although
they are usually disabled because they are resource-consuming, in both the

user and network sides, and require a high storage capacity.

These data are vendor-specific metrics, so the definition of a counter or a KPI may

be slightly different between manufacturers.

Additionally, there are metrics retrieved from the UE side. Here, the traditional
way of collecting this data has been through the DTs, where a vehicle equipped
with a measurement device drives through the area of interest, and collects the
data. However, this is extremely expensive, time-consuming, and limited to the
followed route, so the MNOs have been looking for alternatives, as the use of a
renewed concept of crowdsourcing data collected from the UE that is detailed later

on this thesis.

Lastly, there is a third source of information: the context. Context information

has gained popularity in the last years, as many of the network problems are given
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due to an external factor, e.g., a concert, a sport match in a stadium, big cluster in

a square, or even the weather conditions.

2.4.1 AI/ML-based approaches

The Artificial Intelligence (AI) and Machine Learning (ML) techniques have
demonstrated to be a powerful tool to address the complexity of the current

network management tasks [52, 30].

The ML concept is a subset of Al that focuses on the development of algorithms
that can learn from and make predictions or decisions based on data. These data
contains features, which are the different inputs of the model. Then, ML is divided

into three main categories:

e Supervised learning: The algorithms learn from labelled data, i.e., the data
is previously tagged with the correct answer. Here, both classification and
regression problems can be solved: the former aims to predict a category,

while the latter aims to predict a continuous value with the minimum error.

e Unsupervised learning: The algorithms learn from unlabelled data. This
means that the algorithms are intended to find patterns and relationships
within the data. Here, there are also two main applications: clustering,
which groups the data based on the similarities of the data samples; and
dimensionality reduction, which removes the number of features of the data,

i.e. to discard irrelevant information from the data.

e Reinforcement learning: The algorithms learn from an iterative process. There
is a reward function that allows the model to explore combinations and take

the decisions with higher reward in each case.

In the realm of network management, the ML techniques use all the
aforementioned data sources as input features for the models. The traditional
network problems can help the supervised learning models, while the new problems
are still unknown for the MNOs, so the unsupervised learning models can be
useful. The reinforcement learning, especially Deep Reinforcement Learning (Deep
RL), is a promising technique to automate the network management tasks, as it
can learn from the network status and take decisions to improve the network

performance, monitoring the changes to restore the previous configuration in a
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negative reward is observed.

2.4.2 Mobility management

The mobility management has been one of the most analyzed aspects of cellular
networks. Given the mobile nature of the users, the network must be able to

seamlessly Handover (HO) the users between cells.

Besides, the coexistence of RATs (e.g., 3G, LTE, 5G) implies that the users can
switch between them, and the network is in charge of performing this Inter-RAT
HO.

2.4.2.1 Handover

As mentioned before, the Handover (HO) process is a key aspect of cellular
networks. The HOs are triggered based on different events, mainly based on: a HO
hysteresis parameter, which defines how much better the signal quality (Reference
Signal Received Power (RSRP), Reference Signal Received Quality (RSRQ)) of the
neighboring cell must be with respect to the serving cell; and a Time-to-Trigger
(TTT) parameter, that defines the time for the UE must remain meeting the

hysteresis condition.

These HO-specific parameters are tuned in order to avoid unnecessary HOs as
well as ping-pong HOs, which means that the UE is continuously switching to a cell
and back to the previous one. Both occurrences are detrimental for the network

performance.

However, there are other parameters affecting to HO, which are directly related
with the coverage, as the cell power or the antenna tilt (the angle of the antenna with
respect to the horizontal plane). While the users in the cell center are usually well
covered, the users in the cell edge may suffer from coverage holes, ping-pong HOs,
or low data rates. This has lead to the undershooting and overshooting problems,

where the cell coverage is too short or too large, respectively, in a specific scenario.

Moreover, 5G has introduced the concept of beamforming, described in Section
2.2.2, where an additional layer, in terms of reduced coverage added, is added to the

mobility management.
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Figure 2.8: Illustration of beamforming procedures.

2.4.2.2 Beam Switching

This section introduces the most important aspects related to beam-based
communications, which require for high-complexity procedures in order to
establish and maintain the links [53, 54]. These procedures are divided into: beam
determination, beam reporting, beam switching, beam failure detection and

recovery.

Firstly, beam determination consists on the initial access performed by the UE
using the Random Access Channel (RACH). It is based on the DL signals, known
as SSBs, from the gNB, that are sent into different directions with a predefined
periodicity (usually 20 ms), as depicted in Fig. 2.8a. The UE will send a Physical
Random Access Channel (PRACH) preamble using the PRACH resource mapped
to the SSB that received with the best signal quality during the beam sweeping
period (see Fig. 2.8b). Beam determination was defined as a 3-steps procedure:
P1, for wide beam selection (SSB-based); P2, for refined beam selection (Channel
State Information (CSI)-Reference Signal (RS)-based); and P3, for UE side beam
selection (also CSI-RS-based) [54].

Secondly, beam reporting consists on the periodical L1 RSRP beam
measurements (up to 4 beams) that the UE reports back to the serving cell. In
attached mode, these measurements are not based on SSBs but on CSI-RSs, that
are sent in the Physical Downlink Shared Channel (PDSCH). The main advantage
of CSI-RSs over SSBs for beam management is that CSI-RSs enables UE specific
measurements. Nonetheless, SSBs are always transmitted since they are needed for
initial attach, so they do not incur additional reference signal overhead in
comparison to CSI-RSs. This is why 3GPP has added new definitions for UE

measurements: Synchronization Signal
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(SS)-RSRP/RSRQ/Signal-to-Interference-plus-Noise Ratio (SINR), and
CSI-RSRP/RSRQ/SINR. CSI-RSs are configured by L3 and mapped onto
resources in frequency and time domain, for aperiodic, periodic or semi-persistent

transmissions (first aperiodic cycle, then periodic).

Thirdly, beam switching is defined as the procedure where the serving cell can
change the serving beam to another one based on the measurement reports received
from the UE L1-RSRP measurements. It is considered as a procedure to enable
intra-cell mobility, arisen from the introduction of beamforming. Here, the cell is
in charge of triggering the beam switching, in the form of a MAC-Control Element
(CE) [55, 56], as illustrated in Fig. 2.8c. This is a seamless operation, where the UE
receives an indication to use a different beam in a Downlink Control Information
(DCI) message, i.e., together with scheduling information. Unlike the beam failure,
this is not detailed by 3GPP as a procedure. Also, as it occurred with handovers in
previous generations, beam switching criteria is left to implementation. However,
when this switching is not performed as expected, it may lead to a beam failure.
Thus, the UE monitors the Radio Link Quality (RLQ) and sends a Beam Failure
Indication (BFI) if conditions are fulfilled, e.g. RSRP measured on SSB or CSI-RS
is lower than a threshold [57].

Lastly, beam failure will be detected after a configured number of consecutive
BFIs (see Fig. 2.8d). At this point, beam failure recovery will be triggered,
where the UE will listen to different beams on SSB or periodic CSI-RS and then
proceed with Random Access (RA) to the best beam.

Moreover, L1-RSRP measurements are filtered (L3 filtering) to determine cell
quality from the beam measurements so that it can be used for inter-cell mobility

decisions.

Besides, beamforming configuration is flexible in terms of the number of beams
that can be used in each cell, i.e., the beam set, so it can be configured with a low
number of wide beams as well as a higher number of narrower beams, being also
possible to distribute them vertically within one or more row, and a variable number
of horizontally distributed beams. This may lead to undershoot and overshoot
problems, i.e., beams that are covering too short or too long ranges, respectively,

which may derive into ping-pong switchings or a high beam failure rate.

Here, beamforming-based intra-cell mobility introduces similar optimization

problems than classic intra-cell mobility, meaning that beamforming configuration
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becomes more complex, and even more scenario-specific: while the maximum
number of beams in FR1 is 8, the specification supports up to 64 beams in FR2; in
comparison with classic intra-cell mobility, where the intra-cell mobility was
performed only between typically 3 wide (90°-120° degree) sectors. The higher
number of beams in the beam set the smaller are the coverage footprints they
provide. Here, there is a trade-off between the number of beams and the

periodicity of them being transmitted, both for SSBs and PDSCH.

Then, some beams could be blocked by any obstacle and therefore become useless
for a given scenario. In this sense, it would be possible to use beam muting, i.e.,
disabling some beams from a beam set, as depicted in Fig. 2.8a. This option will
reduce DL interference to near cells, as well as reduce DL signal strength to some

directions, which is beneficial for energy saving purposes.
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This section contains the work related to the first objective of the thesis. In
particular, it consists of an initial analysis carried out on the current status of 5G

technology, standardization aspects, and the main potential network problems that

are identified.
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3.1 5G Challenges

This work focuses on the Radio Access Network (RAN), known as New Radio
(5G-NR). Given the mobile nature of users and the changing environment, wireless
communications become more susceptible to failures, especially in 5G, where novel

technologies are included.

The following general definition established by [23] has been assumed. A problem
is a situation of service degradation, for instance, congestion. A problem is caused

by the fault cause (failure), for example, bad parameter configuration.

There are novel features who have been introduced in 5G as enablers for better
network performance, that may entail some disadvantages. Regarding mmWaves,
they provide higher data rates, lower latencies as well as more capacity, since
channels are larger at those bands. However, it is important to overcome their high
path losses and their susceptibility to obstacles or outdoor to indoor propagation.
For this purpose, beamforming techniques aim to minimize those effects by
steering the signals onto predefined directions to improve the signal strength.
However, beamforming schemes require the exchange of signaling between the
gNBs and UEs in order to properly estimate the channel quality and maintain the
link even when the users are moving. In this sense, TDD operation enables
information transmission continuously in both directions using the same channel,
so reciprocity can be assumed between DL and UL, and signaling overload is
reduced. Although it may seem an ideal solution, the use of TDD causes
interference between close gNBs if their patterns (i.e., time slots used for DL and
UL) are not synchronized. Therefore, getting such higher capabilities is not always

simple, and some drawbacks must be addressed.

For the sake of clarity, all identified problems within this thesis have been
classified into three main categories: coverage, mobility, and interference. They are
highly related to user positions and scenarios density and heterogeneity. On the
one hand, Table 3.1 contains the most relevant identified problems related to 5G,
together with a potential cause. On the other hand, Fig. 3.1 represents a complete
5G scenario, where key failures are depicted. The left part of the figure represents
where different failures may occur within a complex scenario. The right part
details the process of collecting information and metrics from the scenario and
passing them to the OSS. The top right boxes relate the OSS functions with the

3GPP specifications. Moreover, the red boxes refer to LTE topics, green boxes to
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Figure 3.1: 5G heterogeneous scenario.

5G topics and blue boxes to LTE/5G common topics. 3GPP specification
numbering is included for each topic. In addition, letters locate the problems

described in Section 5G Challenges and Table 3.1 on the scenario.

In order to identify them in the figure, each of them are labeled with a diferent
letter (A-G). Here, it is illustrated how an urban micro cell operating at mmWave
frequency is being blocked by a building, so the beam becomes unsuitable at that
location for the user. Here, beam switching procedures should be triggered when
detecting the situation (See B, Fig. 3.1). In addition, two gNBs are providing
coverage to close areas. Interference could likely occur as a result of the use of
TDD, so it would be necessary to align their TDD patterns (See I, Fig. 3.1). These

categorized failures will be extended in the following subsections.

Category  Problem Potential Cause
Coverage (A) Long time initial access Beamset config.
(B) Reduction in cell power HW/Config. problem
(C) Coverage hole Beam blockage
Mobility (D) Too late/early beam switching Beam reporting config.
(E) Too late/early beam failure detect. L1 thresholds config.
(F) Inter-system unnecessary HO HO thresholds config.
(G) Inter-system ping-pong HO thresholds config.
Interference (H) Remote interference Out of sync TDD
(I) Cross-link interference (CLI) Out of sync TDD

Table 3.1: Identified Problems by Categories
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Coverage

Operators carefully plan each cell location to maximize the coverage with an optimal
number of sites. Nevertheless, cells may fail or be improperly configured, so coverage

problems will take place.

Here, the first identified failure is (A) Long time Initial Access (IA), and it is
related to beamforming configuration. Thus, SSB are transmitted in a sweeping
procedure, by changing beam direction for each SSB transmission with a
periodicity (Tsg). For very small Tgg, the impact of the SSB is considerable, with
up to 43 percent of the resources allocated. In contrast, it enables a larger number
of opportunities in which a UE can receive synchronization signals. This improves
reactivity related to the tracking and the transmission of Channel State
Information Reference Signals (CSI-RSs). If the number of directions to be swept
is reduced, the beam sweeping procedure is completed in a single burst and Tsg

does not impact the time required to perform initial access (T74) [58].

Then, (B) Reduction in cell power is a problem that arised in previous
generations. It usually depends on a hardware or wiring problem, but it could also
occur due to a wrong parameter configuration. Regarding the latter, the
beamforming configuration can be a possible cause in 5G. Failures can appear not
only due to the larger number of antenna elements forming the antenna arrays, but

also the beamforming scheme.

Similarly, (C) Coverage holes cannot be considered a novelty with respect to
previous generation, but their probability of occurrence noticeably increases
because of mmWaves propagation constraints. Their difficulty to surpass obstacles
or their sensibility to external conditions will lead to this problem. Thus, it will be
necessary to increase the capacity of coverage hole detection, even to detect
beam-level coverage holes. The concept of occasional obstacle arises, so it cannot

be assumed that holes are permanent on the scenario.

Mobility

The mobility is an inherent characteristic of users in cellular networks, and it can
lead to many problems as well. Although the occurrence of mobility problems in
previous generations has been mainly caused by handover (HO) problems, the use

of beamforming may lead to problems in concentrated areas such as beam failures,
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which will need to be seamlessly fixed [56].

Although (D) beam switching is designed to be triggered automatically during
operation, NR also supports UE triggered mechanisms to recover from beam
failure. This occurs when the quality of beam pair link(s) of an associated control
channel falls low enough (e.g., comparison with a threshold, time-out of an
associated timer). (E) Too early/late beam failure can be considered particular
cases of radio link failure (RLF). When a UE declares RLF being the cause a beam
failure recovery problem, it is indicated to the network, therefore network notes it
for future parameter optimization. Regarding too early beam failure
determination, it leads to a latency increase, whose severity is determined by the
use cases. In contrast, too late beam failure determination causes a connection

outage, so recovery mechanisms take longer time.

(F) Inter-System Unnecessary HO arises with 5G-LTE networks coexistence.
Handovers to LTE are performed, especially in cases of low link quality or lack of
coverage. Triggering inter-system HO unnecessarily causes a decrease on system
performance. Nevertheless, regarding Release 18, 3GPP System Aspects Working
Groups (WGs) are promoting the concept of inter-Radio Access Technologies
(RATs) HOs since inter-system and intra-system HOs only consider the core
network changes and they are not as useful as RAT changes from a management

perspective [59)].

In a similar way, (G) Inter-System Ping-pong HO is also impactful, mainly in
borders of coverage zones, where RATSs recurrently change their availability (e.g.,
outside of a city). It is accounted when an UE is handed over back to the source

cell within a predefined limited time.

Interference

Interference has been an issue in every generation, but it has been traditionally
addressed by acting on cells’ transmission powers and tilt angles. However, two
interference problems derive from the use of TDD, which is key for 5G networks

operation as previously mentioned.

On the one hand, (H) Remote Interference (RI) refers to the case where distant
cells interfere each other. This is typically caused by atmospheric phenomena which

affects to signals by allowing them to reach distances farther than normal when they
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are trapped in the atmospheric duct [60]. DL and UL transmissions are usually
separated by a guard interval to avoid interference, but in case of long distances,
propagation delay may exceed the guard interval, causing interference to cells which

are sited far away.

On the other hand, (I) Cross-Link Interference (CLI) is a problem appearing
between close sites. There are two types of CLI: gNB-gNB (or DL-to-UL), which
means that an UE is transmitting data in UL to a gNB, but another gNB is
transmitting data in DL, so its higher power may affect the UE transmission; and
UE-UE (or UL-to-DL) interference, that happen when a UE is receiving DL data,
but another close UE is transmitting in UL. They come out where TDD patterns
are different from each other, and synchronization may not be the solution because

of the different network services and requirements.

3.2 Applicable Standards

This section describes how the aforementioned network problems are considered and
addressed in the network management approach defined by the 5G standards. 3GPP
defines the standards for 5G. Nevertheless, there are some aspects missing which
are particularly handled by networks operators (e.g., HO algorithms). Similarly,
network failures are not usually described by 3GPP but the operators and literature
spot them and work on their mitigation. Regarding 3GPP, specification numbering
is used to divide subjects. Firstly, LTE subjects are contained in 36 series and NR
aspects are introduced in 38 series, called Radio technology beyond LTE. Here, an
overall description of each technology is provided in TS 36.300 [61] and TS 38.300
[60]. In Fig. 3.1, blue boxes refer to aspects that are shared between LTE and NR,
while red and green boxes refer to specific aspects for LTE and NR, respectively.
In the figure, numbers refers to specific 3GPP specifications where each issue is
described. There are several differences between them as LTE is more evolved
than NR, but the experience allows to become aware of some key aspects. An
heterogeneous scenario is presented in the figure, including the three main UCs
(eMBB, URLLC, mMTC) stated above. Then, information coming from the scenario
is collected and used as input for OSS (Operations Support System) operation, where

different actions could be taken for self-optimization and self-healing purposes.

In terms of mobility, it also introduces indications related to beamforming. The

measurement model defined by a two-layer scheme for beam measurement: layer 1
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filtering, where the UE measures a configurable number of beams to derive their
quality; and layer 3 (RRC, Radio Resource Control) filtering, where cell quality
is derived from multiple beams. But, Mobility Robustness Optimization (MRO),
which is a 3GPP-defined feature, will need further development in order to efficiently
support beam management, including beam reporting, beam switching, beam failure

detection, and beam failure recovery procedures.

Regarding Radio Link Failure (RLF), UEs perform Radio Link Monitoring
(RLM) based on reference signals and signal quality thresholds configured by the
network. UEs are in charge of declaring RLF when meeting one of the multiple
criteria (e.g., expiry of a timer started after indication of radio problems from the
physical layer). RLF cause determination functionality is able to distinguish
causes and report them, even informing about if they are related to an

unsuccessful beam failure recovery.

Furthermore, it is key to retrieve information about the system performance.
For this aim, 3GPP defines performance measurements, including performance
indicators, which contain data aggregated over a group of NFs, or measurement
families, which relate to a given functionality. This way, it is possible to obtain
valuable data from the network perspective (e.g., radio resource utilization,
number of RRC connections, counters about mobility management, etc). The
latter includes the number of requested HO, distinguishing between successful and
failed, as well as intra/inter-system, too early/late, unnecessary, and ping-pong
HOs. In contrast, limited measurements are defined in terms of beamforming,
except for the number of UE related to the SSB beam index, which can enable
awareness about user physical distribution, which helps, e.g., to detect people

clustering.

Network Management Overview

The concept of SON (Self-Organizing Networks) was introduced by 3GPP in
Release 8, and it encompasses Self-Configuration, Self-Optimization, and
Self-Healing.  Firstly, Self-Optimization aims to provide a high quality user
experience while improving the system capacity, as well as to minimize human
intervention to achieve it. Here, both specifications about LTE and 5G [61, 60]
contain information about load balancing and MRO, where inter-RAT HO has

changed its name to inter-system HO. However, application-layer solutions, which
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Figure 3.2: Failure Modeling approach.

means that high-level applications indicate their real-time requirements, are
feasible for choosing the RAT from UE side, for example, not enabling the
mmWave range if a chat application is not going to need it, but doing so when a
video streaming application is running. Although they are not initially considered
from network management, application-layer inputs are likely to be used as

context information in a near future.

Interference, both remote and cross-link, are present in [60] and not in [61],
which shows that they were not considered in LTE as TDD was only implemented

in particular countries due to spectrum limitations.

Furthermore, the RRC protocol defines the events which are reported to the
network: A2, serving cell becomes worse than threshold; A3, neighbor becomes
offset better than special cell; A4, neighbor becomes better than threshold; and so
on. These events are commonly used for HO algorithms configuration. Operators
configure the thresholds and select the events to trigger (e.g., events A2 and A4
must be met). Although most events were defined for LTE, it is appreciable the
event I1 (Interference becomes higher than threshold), which is appearing for the

first time in specifications.

5G establishes a Unified Data Repository (UDR), where Network Functions
(NF) can store and retrieve data, becoming an important source of information for
network management procedures. Classes and attributes are defined to have an
overview about configuration possibilities (e.g., Bandwidth parts, SSB periodicity,
per-beam information, etc). Beam-related information extends to beam azimuth,
beam tilt, and vertical and horizontal beam widths. Besides, some key parameters

and timers for optimization and healing purposes are: ¢OffsetRangelList, in charge
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of specifying the metric (RSRP, RSRQ, or SINR) and the signal (SSB or CSI-RS)
to be applied when evaluating candidates for cell reselection or triggering
conditions for measurement reporting; threshXHighP/threshXLowP, a threshold
used by UE when reselecting towards a higher/lower priority RAT or frequency
band; or tReselectionNr, a cell reselection timer that can be multiplied with a
factor if the UE is in high mobility state.

3.3 Simulation Results

The lack of 5G Standalone deployments is the major drawback for research. This
leads to a difficult collection of information, including datasets, and promotes the use
of simulators for this purpose. As for this study, ns-3 simulator tool [62] can be used
to emulate some of the previous failure situations while retrieving metrics at physical
layer. Regarding simulation tools, many of them are introducing propagation models
that work at higher frequencies, as well as other changes at lower layers, for example,
numerologies, since that they were previously defined in Release 15. But these
simulation tools generally missing some of the key functionalities: HO, beamforming

management aspects or system-level perspective.

Problem identification requires data monitoring. The gaps between UCs will
complicate the problem identification due to the fact that a network configuration
may be beneficial for some UCs while degrading the performance of others. Besides
that, a failure can happen in a limited area, for example, one beam is being blocked
by an obstacle. It is important to point out that this example will have more
probability of occurrence owing to the less robust propagation characteristics in
comparison with LTE. This limited blocking problem, which can be considered as a
coverage hole, will affect only few users. Thus, the network will be often unable to
detect them since general metrics (e.g., cell-level metrics) may not be affected. To
detect this kind of failures, trace collection will need to be precise, which results in
higher resource consumption. Similarly, if problems occur in a short period of time,
they will also require to increase temporal granularity of network data collection.

All this becomes even more complex with the number of variables to monitor.

In this respect, ML techniques will play a key role. They have traditionally been
divided into three types: classification, clustering, and regression. Classification is
referred to supervised mechanisms that requires labeled data to train the model, so

it will be less applicable to these problems at first due to the lack of already classified
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datasets. In contrast, clustering means unsupervised mechanisms where raw data
can be used as input. This may be extremely important to differentiate the UCs, as
mentioned before, really different among them. However, regression techniques will
help us to predict how network will react in the presence of given characteristics, so

the operators will be aware of the quality of experience they will be able to offer.

Here, the approach illustrated in Fig. 3.2 is proposed for the failure modeling of
5G networks. It consists of configuration sets, where the first is considered normal
and the rest have intentionally misconfigured parameters. This is not affordable
in commercial networks because it involves service degradations and outages, but
in simulations or pilot networks it could provide insights on how the novel features
may cause problems. The proposed framework aims to exploit metrics from network,
users and context, being the latter not fully exploited thus far and whose acquisition
is usually complex. This means that data from different sources will be different in
terms of nature and format; therefore, they have to be integrated and unified. Then,
the interpretation of the data could be done both via human experts, and statistical
and ML-based algorithms, with the objective of detecting problems and identifying
their causes. Thus, it is possible to compare all the reported information in both
situations (normal and degraded) and check which metrics are affected the most
in each case. In this sense, simulation offers the possibility to easily access them,
for instance, the exact location of each user. Finally, this offline phase based on
simulation will benefit failure management by extrapolating the algorithms to real
network deployments, where some parts are immediate (e.g., data formatting and
integration) and others (e.g., problem detection thresholds) may need adjustment

to the real environment.

3.3.1 mmWave Outage

Firstly, Fig. 3.4 depicts the SINR degradation caused by a temporal cell outage
under the scenario remarked in Fig. 3.3, where a single gNB is providing mmWave

coverage to a single user.

It is important to highlight that three cells are sited in the same place with
different azimuth angles, and the user is moving at constant speed following the
path represented in violet color, i.e., a circular movement around the site. The
path shows that the best cell quality according to user’s position is given by cell A,

but then the user moves to the coverage area of cell B. This is appreciable in the
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Figure 3.3: Scenario of mmWave outage simulation.

SINR graph, where the user starts reporting the orange cell as the best after the
outage occurrence. Due to the fact that the simulation is working at 28 GHz carrier
frequency, it is noticeable that the other cells SINR levels are mostly not suitable
for the user. Similarly, marked peaks might be considered an obstacle, so the action

to be taken should be different from the previous case as well as UC-dependent.
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Figure 3.4: Perceived SINR by a user during an outage at mmWave carrier frequency.

3.3.2 Beamforming Configuration

On the other side, the periodicity with which UEs change the beam they are
connected to is relevant, especially when they are moving perpendicularly to the
beams directions, as shown in the dotted blue square of Fig. 3.2. The impact of
changing the periodicity of computing the beamforming vector was simulated as it
can be observed in Fig. 3.5. Thus, the left part of the figure represents the case
where UE speed is 3 m/s while the right part corresponds to 10 m/s UE speed. In

the figure, the SINR median, percentile, and extreme values are represented at
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different gNB beamforming configurations, 8 and 16 beams, respectively. It is
significant the relation between the UE speed, especially its angular velocity, and
the SINR degradation experienced when the periodicity of beamforming selection
was increased. The beamforming configuration with 16 beams is generally better,

but it requires more antenna elements and signaling.
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Figure 3.5: SINR degradation due to beamforming periodicity increase.

3.3.3 Cross-Link Interference

Finally, the CLI problem, depicted in the dotted green square of Fig. 3.2 is
addressed. It is important to consider that TDD interference affects edge and
center users differently. Global impact on mean SINR, computed from all users, is
negligible, although it is considerable for certain users. This means that CLI will
be difficult to detect from the network side since network metrics may not be
affected. Fig. 3.7 represents the PDF of the SINR measured by the UEs located at
the cell center and edge under two different TDD pattern configurations. In the
figure, “low interference” (Low Intfc.) means that cells in the scenario are
configured with different TDD patterns in order to minimize the interference (See
Fig. 3.6(a)). Moreover, “high interference” (High Intfc.) corresponds to the case
where all cells were configured with the same TDD pattern, so the interference
would be maximum (See Fig. 3.6(b)). For the latter, it can be seen that
interference leads to the appearance of up to three peaks on the SINR PDF, while
the former pattern smooths those peaks, which means that SINR values are

condensed in a smaller range.

Hence, in the context of 5G networks, there will be two aspects that will make
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Figure 3.7: PDF of SINR degradation caused by Cross-Link Interference at both
cell edge and center.

the difference regarding the preceding generation: the localization and the context.
They will provide the network management algorithms a large amount of information
collected from several sources, whether about events, weather or traffic [63]. This
will open up new ways of processing such context information together with high
accurate user locations. Thus, 3GPP System Aspects WGs, especially WGH that
is in charge of Management, Orchestration and Charging, discuss location topics in
Release 18, such as the possibility of providing UE speed and orientation information
to NWDAF through Minimization of Drive Test (MDT) data collection mechanism
[59]. The modular 5G architecture is also in place for future integration of techniques

that exploit these data.
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This chapter is focused on the beamforming technology. Concretely, the content
of this chapter encompasses two parts: the analysis of capabilities a real outdoor
network deployment, where the network performance is evaluated by comparing
both network and user side; and the study of beam switching at mmWave in an

industrial indoor scenario, including refined criteria to enhance the beam switching.
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4.1 5G SA Network at UMA

4.1.1 Architecture Description

In this section, architecture is described, including the details on the different
elements. The infrastructure operates in 5G SA mode. Figure 4.1 depicts the main
differences between 5G SA and NSA architectures, which resides in the need of the
LTE RAN and Core (EPC). In the figure, the right part illustrates the components
of the core networks, mapping the elements from EPC to the new components in

the 5GC.
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Figure 4.1: Cellular network architecture for 5G SA and NSA, including the mapping
between elements of 5GC and EPC.
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Figure 4.2 depicts the 5G SA network architecture, based on Nokia equipment
that is deployed at UMA premises.

4.1.1.1 RAN

Firstly, the RAN is divided into two parts, indoor and outdoor deployments. They
both work at band n78, but at different sub-bands, and use TDD. On the one
hand, indoor BTSs are divided into six pRRHs, acting as two logical cells. This
means that pRRHs operating synchronously as a single cell will be transparent not
only for the users but also for the network itself, since there are no individual
counters or KPIs per pRRH and no handover are required from one pRRH to
another. However, it is possible to turn them on or off individually for energy
saving purposes or coverage measurements if required. They are configured with
50 MHz Bandwidth (BW) and maximum output power of 20 dBm. They are

placed inside the Superior Technical School of Telecommunication Engineering
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Figure 4.2: 5G SA Network Architecture deployed at UMA.

(ETSIT) building at UMA campus, covering two different floors and modules of
the building.

On the other hand, three outdoor cells are deployed in the front part of the
building, where there is a parking slot along with a smart natural park that belongs
to UMA. They work as individual cells,<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>