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ABSTRACT In recent years industry’s pursuit of UnderwaterWireless Sensor Networks (UWSN) has surged
because of UWSN’s advancements in commercial andmilitary applications as well asmonitoringmarine life.
Owing to its capabilities, open acoustic channel, and hostile undersea environment, additionally, it is suscep-
tible tomany different types ofmalicious attacks and threats. Although secure interaction and communication
is necessary for many UWSN-based applications, attackers can readily exploit vulnerabilities to steal data
while the application is in use. However, most of UWSN research to date has not taken security into account.
Due to these factors, the objective of this research is to present a thorough review of UWSN security by going
over security requirements as well as the primary UWSN security threats according to layered classification.
This paper discusses different security concerns and examines countermeasure schemes against UWSN
security attacks and strategies created specifically for UWSNs that discuss several security issues. The aim
of this study is to discuss various security concerns and examines countermeasure schemes against UWSN
security attacks and strategies created specifically for UWSNs that discuss several security issues. The goal of
this study is to recommend future lines of inquiry for UWSN research. The proposed study discusses different
strategies that had already addressed the security issues. However, how these schemes are still lacking in the
performance and what countermeasures can be considered by different techniques such as confidentiality,
integrity, authenticity and many more, in order to fulfill the security issues in under water sensors networks.
The goal of this study is to recommend future lines of inquiry for UWSN research. Comparisons of different
techniques in terms of energy efficiency, latency, and detection accuracy with other major factors have also
been done as a guideline for new research.

INDEX TERMS Underwater wireless sensor networks (UWSNs), security attacks, attack mitigation,
security mechanism.

I. INTRODUCTION
Wireless communication and Information security are corre-
lated. Data obtained from any unprotected wireless network,
whether it be under the sea or terrestrial, is useless in
modern applications. The field of UWSN has seen sig-
nificant research activity over the past 30 years, ranging
from advancements in MAC and routing protocols. The
cutting-edge areas that appear to be least concentrated
are hybrid network architectures, underwater information
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security, and alternatives to acoustic underwater communi-
cation media. Security for underwater networks is one of
these three extremely sensitive domains [18]. One possible
explanation for why information security has always been
assigned the lowest priority by researchers is the difficulties
associated with underwater communication mediums, which
will be covered in section II.

The increased adoption of underwater wireless sensor net-
works (UWSN) for surveillance, catastrophe monitoring, and
oil and gas operations by government agencies underscores
the importance of giving information security of these net-
works a similar emphasis. The development of Protocol stack

161096

 2024 The Authors. This work is licensed under a Creative Commons Attribution 4.0 License.

For more information, see https://creativecommons.org/licenses/by/4.0/ VOLUME 12, 2024

https://orcid.org/0009-0003-0312-5407
https://orcid.org/0000-0001-5840-4401
https://orcid.org/0000-0001-5982-7000
https://orcid.org/0000-0002-9287-2329
https://orcid.org/0000-0002-6209-9048


K. M. Ahmed et al.: Securing UWSN: A Review of Attacks and Mitigation Techniques

standardization, localization mechanism, sensors’ time syn-
chronization, routing strategy design, hardware, and other
related aspects, have all contributed to the momentum of
this trend. As a matter of fact, information security cannot
be replaced using sophisticated networking solutions; rather,
to create a complete networking solution, security algorithms
and protocols must be implemented [100].

As illustrated in Figure 2. The primary purpose of
underwater sensors is to send sensed data to the surface
gateway for additional processing and interpretation. while
simultaneously gathering real-time data from a specified
tracking range. Typically, these networks are positioned in
isolated areas and are not monitored. To safeguard them
from dangers like black holes, Sybil attacks, denial of ser-
vice (DoS), eavesdropping, tampering, and other threats,
security mechanisms must be installed on them [101]. How-
ever, as mentioned in [8] sensor nodes in UWSNs are
appropriate for tiny message transmission because of their
limitations concerning processing power, storage, and battery
life, whereas transmission without encryption or authenti-
cation is unsafe [91]. The identification of several attacks
on UWSN security, including as wormholes, jamming, sink-
holes, spoofing, eavesdropping, and so forth, has been the
focus of current research. These attacks are primarily moti-
vated by two factors: (i) the various underwater applications
create enormous amounts of confidential information, and
(ii) As discussed in [18], Because UWSN has recently
become more standardized, attackers now have an eas-
ier time creating models or attack plans for underwater
networks.

Popular security techniques in UWSNs mostly rely on
encryption, namely symmetric/secret key and asymmet-
ric/ public key schemes, to maintain security against the
attacks outlined above as well as to safeguard confidential-
ity, integrity, and enable authentication. But because of the
padding and extra data that must be added for encryption, they
result in ciphertext growth. However, higher layer encryption
techniques suffer from significant computational complexity,
particularly in UWSNs with severe resource constraints [92],
[93], [94]. Especially when it comes to public-key cryp-
tosystems like the Rivest-Shamir-Adleman scheme (RSA),
which are frequently utilized for authentication and digital
signature, they are nearly useless in UWANs, [95], [96].
Besides many challenges, Blockchain based network can

also be seen as one of the most prominent solutions for
underwater communication [114]. It is a distribute and
decentralized technology that can able to provide differen-
tial integral features for the underwater applications which
mainly includes management of sharing trusted data, tracking
and monitoring of several of resources, secure routing mech-
anism and traceability. By using the block chain technology
under water communication could be more secure without
the intervention of any third party [115]. Blockchain is also
beneficial in decision making required due to unreliable
connection with the outside base station. Due to the smart
contract, it gives the autonomous decision making.

FIGURE 1. Security architecture of UWSNs.

As compared to other centralized record keeping tech-
nologies. Blockchain can built the trust along with the
transparency and gives transmission without failure. It struc-
ture consist of six levels namely: network, data, consensus,
contract, incentive, and application layers.

The primary unit of Blockchain perform the transaction
which has been done by structured in the block. Each block
generates the cryptographic hash to verify the immediate
precedent block, this hash is able to generate the sequential
link between all the blocks in the blockchain structure. This
mechanism assuring the data integrity irreversibility.

As a result, before UWSN deployment, it is necessary to
give security techniques special attention. With the exception
of elliptic-curve encryption, the majority of TWSN infor-
mation security techniques cannot be applied straight to
UWSN [1]. A creative approach or rethinking of the secu-
rity techniques employed for TWSN is necessary to design
a security scheme to deliver an all-encompassing approach
for UWSN. In accordance with open system interconnec-
tion (OSI) layer model the security issues pertaining to
the UWSNs are rationally divided into distinct layers. The
physical layer, link layer, network layer, and application &
transport layer are the four layers that constitute the security
architecture of UWSNs, as depicted in Figure 1. In this paper,
layered-wise attacks will be discussed in detail, and will
review numerous security issues in UWSNs.

Numerous research findings have been published to
address the unique characteristics of UWSNs for informa-
tion security; numerous reviews are included in this study,
including [3], [9], [10] [97], [98], [99] [100], [102], [103].
Reference [3] reviews five solutions that have been devel-
oped to prevent potential attacks on UWANs. In [98], several
aspects of underwater acoustic communication security are
briefly discussed, along with potential layer-by-layer attacks
and three countermeasure strategies against jamming and
wormhole attacks.

In [97], another survey is carried out wherein ten coun-
termeasure strategies are reviewed without any discussion
of encryption algorithms. Reference [99] examines 21 meth-
ods of countermeasure strategies. A more comprehensive
analysis, reviewed in [90], examines 35 suggestions that con-
centrate on potential attacks and defenses of the lowest three
levels; no discussion is found of the high tiers’ mechanisms,
such as transport and application. This research objective is to
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present a detailed survey of the layered wise attacks and the
most recent defense mechanism for UWSN security. It will
accomplish this by reviewing over 40 mechanisms, many of
which have not been covered in the surveys listed above. The
study focuses on typical security threats in UWSNs from all
tiers, as shown in Figure. 1, and countermeasure techniques
against them as well as schemes to identify and mitigate
security attacks specifically targeted at UWANs.
Main Contributions:
The proposed study’s contributions are as follows,
• An overview of the background and the state of
art concept related to the security and underwater
communication are discussed.

• A study of different challenges in the current underwa-
ter communication system and corresponding security
techniques is analyzed.

• Efficient utilization of cryptographic concept in the
design of underwater sensor networks is studied.

• To investigate and propose an appropriate platform for
the implementation of underwater sensors networks
applications.

• Highlight open research challenges of UWSNs as
a guideline for future research to drive innovative
development in various fields.

• Comparative analysis of various studies and algorithms/
techniques related to the secure communication in
underwater acoustic is performed to analyze the research
gap, challenges and future directions.

• A discussion of different types of attacks related to
underwater acoustic networks and how these attacks can
be countermeasures.

This is the first comprehensive review on UWSN security as
far as the author’s understanding. It can give professionals
the state of the art in this sector and learners an overview of
UWAN security solutions. The following is the order of the
remaining sections of the paper:

In Section II, the unique characteristics and environments
of UWSNs are presented. The Security requirements and
concerns in UWSNs are addressed in Section III. The security
attacks and countermeasures are explained in Section IV. The
security mechanisms to identify and mitigate security attacks
are covered in Section V. Section VI covers the Discussion.
Section VII highlights the Future gaps and challenges. The
paper is finally concluded in Section 8.

II. UNDERWATER ACOUSTIC CHANNELS
CHARACTERISTICS
Underwater acoustic channels have the following
characteristics.

A. UNDERWATER COMMUNICATION CHANNEL
WSNs don’t usually interact with acoustic signals for com-
munication; UWSN nodes do [104]. Compared to WSNs,
this leads to a smaller bandwidth, an increased bit error rate,
and a slower propagation speed [36]. The amount of useful
acoustic bandwidth is far lower than the amount of useful RF

FIGURE 2. A scenario of UWSNs connected with other networks.

bandwidth [105]. Furthermore, an attacker can easily capture
or prevent messages sent across this channel due to its open
nature [65].

B. OPERATING ENVIRONMENT
The network topology is dynamic due to the movable nature
of the sensor nodes caused by ocean currents [48]. The accu-
racy of data transmission and data routing may be impacted
by changes in network topology [104]. Nodemobility empha-
sizes the need for precise and secure localization as well
as time synchronization. In addition, compared to their ter-
restrial equivalents, UWSNs are sparsely populated means
have lower density, which results in longer distances between
nodes.

C. ENERGY AND HARDWARE
Energy, computational power, and storage capacity are all
constrained on UWSN nodes. Moreover, UWSNs use more
power because of their longer range and intricate signal pro-
cessing that takes signal attenuation into consideration [104].
Although WSNs can be easily charged with solar energy,
when deployed UWSNs are submerged, making mainte-
nance and recharge more difficult [104]. This further tightens
energy restrictions, which affects security by limiting the
kinds of security measures that can be used.

The aforementioned explanation and Table 1’s list of
UWSN features imply that it is challenging to implement
security algorithms for data communication that occurs
underwater. ‘‘Enhancing the security efficacy of the underwa-
ter network by conserving the underwater nodes resources’’
is the most challenging task, in our opinion. Presumably,
if more algorithms need to be executed for security, this will
increase node power consumption. This presents a challenge
in the process of designing a secure data communication link.
In UWSN communication, cryptographic algorithms have to
remain efficient in terms of message length and quantity.
As a result, several adjustments must be made when using
conventional methods in an underwater environment, such as
ciphers and digital signatures.
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TABLE 1. Characteristics comparison between communication mediums
of UWSN.

III. SECURITY IN UWSN
Because UWSN communication occurs underwater, there is
a chance that an adversary could jeopardize UWSN security.
The sensor nodes are susceptible to several types of security
breaches in UWSNs. Hence, the first consideration in the
design of any UWSNmechanism should be security. UWSNs
use acoustic channels for communication, which have a high
latency and a low bandwidth. The energy usage in underwater
acoustic communication is higher than in RF waves in WSNs
because of the characteristics of acoustic channels used in
UWSNs. As such, consumption of energy is necessary to
consider while developing security methods for UWSNs [2],
[3], [4].

A. SECURITY REQUIREMENTS OF UWSNS
The following are the general objectives that security ought
to accomplish: i) guarantee the confidentiality and integrity
of the sensed data transferred across the network; ii) ensure
that the sensed data is delivered to the intended locations; iii)
Secure the network-connected systems against attacks; and
iv) Potential attack sources must be identified. In order to
do this, the following security features are typically put into
practice, assuming that the network infrastructure is stable
enough to support regular network activities [2], [3], [5].

1) CONFIDENTIALITY
Confidentiality means information is kept secret so that indi-
viduals with malicious intentions cannot access it. This has to
deal with preventing illegitimate nodes from accessing sen-
sitive data, such as identities and keys. The resilience of the
user’s information (such as tactical or strategic military infor-
mation) and the resilience of the MAC, routing data, etc. are
all included in the definition of confidentiality. A malicious
attacker must not be able to access or alter this confidential

information. Implementing a low-power-efficient encryption
approach that works well with UWSNs can help achieve con-
fidentiality. Typically, UWSNs use a lightweight encryption
method called cipher text theft [6].

2) AUTHENTICATION
Authentication refers to transferring data to a recipient or
destination and ensuring its secure authentication. Since each
user maintains a unique authentication, the attacker can easily
access the sender’s message or the recipient’s data, and the
source of the data can be rapidly identified within the net-
work. Because of this, this kind of authentication is employed
across numerous industries, especially in UWSN applica-
tions pertaining to military data transmission and safety and
security [7].

3) INTEGRITY
Various UWSNs applications, such as aquatic ecosys-
tem monitoring and monitoring of water quality, demand
extremely reliable data, it indicates that any adversary would
not be able to readily breach the system. Integrity is essen-
tial in the aforementioned applications because it safeguards
sensitive information from being modified by outside parties.
To ensure the data integrity of received underwater data, for
instance, a message integrity check can be performed. Addi-
tionally, in the UWSN context, software and log integrity
are examples of auto-integrity-checking methods that can be
employed to confirm the device software and logs integrity,
respectively [8].

4) AVAILABILITY
Availability serves as a guarantee that the network is suffi-
ciently strong. The system will be able to continue operating
even in the event that certain nodes malfunction or are
attacked. UWSNs can be made available by self-healing, auto
recovery, and appropriate redundancy techniques [8].

5) FRESHNESS
Freshness checks are performed to ensure that the data being
received is actually new and not just legacy data being retrans-
mitted. Real-time routing updates ought to be provided.
A significant amount of actual information could be lost as
a result of the update messages’ delay, which could indicate
an incorrect network state [9], [10].

6) PRIVACY
RegardingUWSNs, privacy pertains to the data or service that
a specific user or device is able to access. To shield the data
from hackers, a strong privacy strategy must be implemented
for UWSN. The following categories list the many privacy
strategies that should be taken into account in UWSNs [9],
[10]:

• UWSN data privacy
Data privacy is required in UWSN naval applications
to prevent adversaries, such as enemy submarine attacks
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and covert message passing from accessing confidential
communications.

• UWSN device privacy
Device/node identification is typically used in UWSNs to
monitor and send data to endpoint nodes. Since a node’s
identity can be traced, information theft by attackers is made
easier. To secure the node’s identity from hostile nodes in this
situation, a strong identity protection strategy is required.

• UWSN location privacy
In UWSNs, the node’s location information is required to
monitor UWSN node mobility. For data to be transmitted
among the nodes, the node’s location data must be available.
Furthermore, it is difficult to hide a node’s position based
on necessity. Therefore, a privacy-based location-sharing
method must be ported to UWSN devices.

7) ISOLATION
The purpose of isolation is to make sure nodes can recognize
unusual activity and separate out hostile nodes. Addition-
ally, MAC and data routing protocols ought to be safe
from hostile attacks. Malicious nodes can be isolated using
lightweight cryptography techniques and appropriate trust
management [9], [10].

8) SELF-STABILIZATION
The goal of self-stabilization is to guarantee that nodes can
recover from attacks on their own, autonomously in real time
without the need for outside help. A node that is capable
of self-stabilizing against malicious attacks can return to its
normal condition on its own, even in the event that the attacker
remains within the network [9], [10].

9) SURVIVABILITY
This refers to the system’s ability to promptly complete its
task even in the event of a fault, malfunction, hack, or hostile
attack. Its purpose is to guarantee that, even in the event of
a partial network destruction, the network can continue to
provide and restore critical services both during and after
hostile attacks [9], [10].

10) AUDITABILITY
To deliver high-quality services in UWSNs, security pro-
cedures, operations, and performance analysis are required.
One possible approach to evaluate the security systems in
the UWSN is to use an auto-auditing or self-auditing model
[9], [10].

B. SECURITY CONCERNS
Mechanisms for detecting and mitigating attacks in UWSNs
should be proposed using a variety of security techniques
and technologies to fulfill the requirements of security
outlined above. Routing security, intrusion detection, key
management, trust management, secure localization, and time
synchronization are the primary security concerns, as shown
in Figure. 1.

1) ROUTING SECURITY
Basic transit and connection security techniques applied to
individual routing protocols and sensors comprise routing
security. Furthermore, nodes must use any of the routing
protocols and transmit neighbor data to build the network
architecture. Secure data transfer and secure routing are
two components of routing security. Secure routing needs
nodes must work together to exchange precise information
of routing and maintain network connectivity. Secure trans-
mission of data should protect information communications
from being manipulated, dropped, or altered by unauthorized
person.

2) LOCALIZATION SECURITY
Location approximation is essential for origin identification
andmonitoring applications. Underwater sensors gather loca-
tion and velocity data from moving nodes even in the process
of localization, which is employed to choose the most effi-
cient intermediary node for data transmission. The lack of
position data prevents the base station from identifying the
source of the received signal. The unique features of under-
water channels make it impossible to implement suggested
WSN localization approaches to underwater operations [37].

3) SYNCHRONIZATION SECURITY
MAC protocol sequencing and several other underwater
operations require synchronization. Furthermore, achieving
accurate time synchronization in underwater scenarios is
highly challenging. While security is crucial in underwater
applications, still it is not considered in any of the existing
time synchronization algorithms [108], [109].

4) KEY MANAGEMENT
The fundamental objective of key management and encryp-
tion are data secrecy, data integrity, validity and authenticity.
Thanks to encryption, unauthorized individuals cannot view
or alter sensitive data or transmit it over insecure under-
water channels. Nevertheless, there are certain issues with
the encryption and key management systems in use today,
like extensive computation and ciphertext enlargement. Data
padding and codes extend the text after encryption is applied
and increase energy consumption during processing and
transfer [106]. Usually, a digital signature is employed to
verify messages. The addition of a signed, validated message
causes message expansion and connection latency [107].

5) INTRUSION DETECTION
To detect, recognize, and isolate intruders both inside and
outside of the network, intrusion detection techniques are
employed. On the other side, most intrusion detection sys-
tems operate only after malicious attacks have occurred and
been identified. It can be difficult to spot suspicious intruders
early on in an attack. Authentic detecting methods need to be
improved and researched as a result. Conversely, systems can
be protectedwhile lettingmalicious intruders to exist by using
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intrusion tolerance techniques. To further enhance UWSN
privacy, techniques, and systems for intrusion detection have
previously been proposed.

6) TRUST MANAGEMENT
One important aspect of encryption security that offers
significant advantages in intrusion detection is the trust man-
agement technique. Because of UWSNs’ distinct features
and limitations, developing trust management techniques in
UWSNs has more challenges [43]. Now a days, three flavors
of trust management systems exist: distributed, centralized,
and hierarchical. In a centralized system, a base station or root
node provides trust management to all nodes in the channel.
Centralized systems don’t work for UWSNs. Trust value
transfers between base station and ordinary nodes demand
plenty of energy since it is an expensive constraint. In a
distributed system, every ordinary node is liable for establish-
ing and preserving the trust level of channel. In hierarchical
systems, the evaluation and transmission of trust levels are
carried out sequentially. The lowest layer’s trust levels are
transferred up to the highest layer and merged.

IV. SECURITY ATTACKS IN UWSN
Underwater data transmission has drawn plenty of research
interest, which has resulted in the creation of numerous
applications. Of these, 90% are used for national security,
oceanographic research, and industrial purposes. The sig-
nificance of transmitting data underwater has grown due to
these developments in the underwater realm, making data
security risks and threats increasingly pressing concerns. The
deliberate destruction of underwater networks via various
attack techniques is a threat that has alarmed the scientific
community as well as many developers of underwater appli-
cations. Thus, in order to safeguard against future attacks
on underwater networks, it is crucial to investigate vari-
ous security risks. Every kind of attack within every layer
of the UWSN is depicted in Figure 3. The terms used to
describe attacks on UWSNs are nearly identical to those
used for terrestrial sensor networks. But there’s a big differ-
ence in the way the attack is carried out and the approach
taken. Unidentified threats and their related attacks may
still exist, making UWSN vulnerable. Therefore, some pre-
ventive steps to make UWSN resistant to security threats
include developing advanced-level security algorithms to
ensure secrecy, integrity, authentication, increased secure
key generation, secured routing, and synchronization. In this
paper, these attacks and defenses were thoroughly exam-
ined and researched. These attacks are primarily divided
into four categories based on the behaviors of the malicious
attacker: host-based, Protocol Stack, attacker capabilities,
and information in transit.

A. CHALLENGES TO ATTACKERS
Certain characteristics of UWSNs present difficulties for
attackers and can be partially utilized in the development of
security mechanisms. These characteristics which are listed

FIGURE 3. Classification of UWSN attacks.

below consist of the distribution of spare nodes, low network
node heterogeneity, and a well-planned deployment of net-
work with already configured security features [11], [12],
[13].
(i) Determining the size and distribution of a UWSN in

a sparse UWSN without prior knowledge is difficult,
it can be challenging to identify a specific node to
attack.

(ii) It is difficult to covertly deploy a massively sized,
energy-hungry disrupting device in the operational
region of a UWSN that is being attacked. Because
underwater acoustic communication is wideband, tech-
niques like channel jamming are rendered less suc-
cessful if the attacker is unaware of the frequency that
UWSNs are using. If the bandwidth of a communi-
cation system is lower than 1% of the signal’s center
frequency, it is classified as narrowband., wideband if
it is between 1% and 20% of the center frequency of the
signal, and ultra-wideband (UWB) if it is greater than
that [14].

(iii) An attacker needs to put in a significant amount of time
deciphering the secret information due to the low-rate
acoustic channel as explained in [17]. The relatively
narrow acoustic channel contributes to the inefficiency
of some attacks, including denial of service (DoS) and
attacks via repetitive trials. Similarly, distributed DoS
(DDoS) attacks are challenging due to sparse node
distributions, on the other hand, When DoS attacks are
launched above the physical layer, a channel with a rate
substantially lower than a node’s computation capacity
serves as a bottleneck.

To reduce cost, applications’ security requirements should
be considered, and the aforementioned features should be
taken advantage of by the UWSN security mechanism.

B. ATTACK MODELLING
Threat and attack are two distinct ideas, they must be dis-
cussed individually. To put it simply, an attack is a fact that
happens as a realized threat, whereas a threat is merely the
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TABLE 2. Layered-based analysis of malicious threats & attacks.

chance of something horrible happening. Attacks are now
conducted when there is anything to gain or damage or obvi-
ous reasons. With UWSN, an attacker can obtain confidential
digital data sent over underwater networks and harm adver-
sarial nations’ national security. In Figure 3, the attacks are
categorized into many groups. Consequently, to lower the
risk, it is vital to come up with advanced security mecha-
nisms that are better understood and based on the layered
study of different underwater threats and attacks, as Table 2
illustrates.

1) HOST-BASED ATTACKS
A host-based attack is one that targets a single system, or host
or node. The three main parts of every machine are the hard-
ware, software, and user [53]. Thus, host-based attacks are
further classified into three types based on these components,
which are listed below,

(a) User/Operator Compromise: The user of UWSN,
an offshore facility located on the ground, gets compromised
by this type of attack. Critical network data, including pass-
words and sensor node keys, are disclosed by tricking users.

(b) Hardware Compromise: The sensor node’s hardware is
the target of this attack. The goal of the attack is to break into
the sensor node’s hardware to obtain data, program code, and
keys.

(c) Software Compromise: The attack causes the sensor
nodes’ operating software to malfunction. Software threats
include buffer overflow as one of their examples.

A network-based attack is one that is carried out by devices
on the network with the goal of using it [53]. Network-based
attacks primarily cause the network protocol to deviate from
how it is designed to function.

2) INFORMATION IN TRANSIT ATTACK
Transmission of information is the primary goal for network
development in UWSN. Attackers are drawn to wirelessly
transmitted data packets because they frequently contain con-
fidential data related to underwater applications. Therefore,
it’s imperative to research the different attacks carried out
throughout the data in the transit phase. There are primarily
five types of attacks that can be detected whenever the data is
in the transmission phase, as Figure. 3 illustrates.
(a) Interruption: The attack aims to transmit bogus infor-

mation with the objective of disrupting the communication
channel. The primary goal of an interruption attack is to
render network services unavailable [18].

(b) Interception: Targeting network nodes and, indirectly,
data stored in memory chips, the attacker eavesdrops on
the sensor node in order to obtain unauthorized access. The
purpose of this application layer attack is to compromise data
confidentiality while it is in transit [18].

(c) Modification: As the term implies, intercepting data
packets during their transmission phase and subsequently
modifying their content in order to deceive legitimate nodes
and jeopardize data integrity [18].

(d) Fabrication: During the transmission phase, the attacker
inserts a stream of bogus data in an attempt to lose data
authentication [18].
(e) Replay: Replay attack is the forced repetition of out-

dated data packets in an attempt to deplete a node’s battery
and decrease the freshness of the message [18], [19].

3) ATTACKS ON PROTOCOL STACK
The different attacks made at different tiers of the UWSN
protocol stack are mentioned in Figure 3. Any attack on
a layer compromises the protocol stack’s perfect operation,
hence layer-by-layer attacks must be addressed in order to
develop appropriate security mechanisms.

a: ATTACKS ON THE PHYSICAL LAYER
Well-known attacks on the physical layer include jamming
and tampering.

(i) Jamming
To occupy the communication channel and sabotage the

authentic real time communications, an undesired signal is
injected into the channel during a jamming attack [20], [21],
[22], [23]. Networks are particularly vulnerable to jamming
attacks since they don’t require specialized hardware, can
be carried out at low cost, and can be made more intelli-
gent by interfering with open communication channels [20].
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FIGURE 4. Overview of jamming attack.

Jamming can shorten the network’s lifespan by draining the
batteries in sensor nodes, in addition to disrupting commu-
nications [22]. Jamming is a kind of denial-of-service (DoS)
attack and falls into four categories:

• Constant jamming: Similar to Figure. 4, the jammer
continuously feeds noise into the channel in an attempt
to corrupt packets or congest the network [20].

• Deceptive jamming: As illustrated in fig.4, the jammer
uses legitimate packets rather than noise to disrupt the
network because it is aware of some of the protocols.
[20], [23].

• Random jamming: At random intervals, the jammer
alternates between sleeping and injecting packets [20].

• Reactive jamming: Reactive jamming involves listening
to communications, staying still until it detects activity,
and then sending out jamming signals [20], [23].

To detect jamming, Bagali et al. offered a unique
cross-layer method and an effective channel assignment
method for collaborative communication. A learning-based
power control method to counter jamming assaults is pro-
vided by Xiao et al. [22] in situations where the attacker’s
channel characteristics are unknown. Furthermore, they apply
a jamming game-theoretic investigation to UWSN. Two jam-
ming games are used to model the communications between
a reactive jammer and a UWSN. Misra et al. [23] offer a jam-
ming detection system in which nodes strategically exchange
acknowledgment and discovery packets.

(ii) Tampering
In a tampering attack [24], Before getting complete control

of the compromised node, the attacker modifies or destroys
the capabilities of the sensor node. To obtain unauthorized
access to confidential underwater transfers of data, he can
also decode sensitive data, including encryption keys. This
attack alters the hardware, leading to a loss of functionality
and altered internal memory. Through the use of appropriate

key management techniques, hiding nodes, and frequent
encryption key changes, the attack is thwarted.

b: ATTACKS ON DATA LINK LAYER
In data link layer, multiple access control (MAC) techniques
are employed to ensure fair and efficient channel sharing
among various devices because of limited bandwidth of the
underwater wireless channel. However, the primary goals
of attackers at the MAC layer are regrettably connected to
communication channels, such as lengthening channel access
times, lengthening propagation delays, deteriorating channel
quality, and so forth. A significant danger that deliberately
damages UWSN systems is the denial-of-sleep attack, which
shortens the lifetime of the network.

(i) Collision Attack
Strong multipath effects are the primary cause of colli-

sion attacks in UWSN. The complex underwater landscape,
where the UWSN architecture varies quickly, and the poten-
tial of acoustic waves to propagate through two or more
paths are the reasons for multipath. The increased error
rate and decreased communication quality are indirectly
caused by the collision attack. With less chance of detection
and less transmission energy used than jamming, this tech-
nique is more beneficial for the attacker [25]. A collision
attack can be protected by reducing a colluding collision
strategy. When colluding in an attack causes packets to
be interrupted during transmission [26]. Collisions can be
avoided in a practical way by using an error-correcting
code.

(ii) Battery-oriented/Exhaustion Attack
Through the introduction of a rogue node into the network,

this type of attack draws attention to the data communi-
cation link and uses up node energy. It can start from the
attacker’s own program code on a compromised node or
from the attacker directly. Another kind of fatigue attack is
when a compromised node sends join requests or RTS/CTS
notifications to force the recipient node to send and receive.
To prevent distributed node depletion assaults, the author
in [27] describes a fuzzy logic-based technique. A sensible
method would be to impose rate limits on each network
node and suggest an anti-distributed-node-exhaustionmethod
based on fuzzy logic.

(iii) Unfairness
This kind of denial-of-service attack is weaker because

it does not entirely stop the authorized sensor nodes from
connecting the communication link, the attacker just lowers
the network’s performance. To cut down on time, a minor
frames approach is applied. It is susceptible to additional
disparity. Instead of just pausing at random, an attackermight,
for instance, transmit at a quicker rate [28]. By restricting the
speed of transmission, dividing packets into brief frames, and
using error detection code, the majority of above-mentioned
denial of service (DoS) attacks on the data link layer are
preventable. One way to reduce the time needed is to use
the small frames method. The effectiveness is sacrificed in
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favor of a lesser impact when employing this method. It is
also available for exploitation in the future. An attacker could
retransmit at a faster rate rather than waiting aimlessly. Most
of the above-discussed denial of service (DoS) attacks on
the datalink layer can be countered by packet slicing, error
detection codes, and rate limiters.

(iv) Denial of Sleep
In the event of a denial of sleep attack, battery-operated

devices will run short of energy [29]. Two techniques are
available to carry out the attack: the first is the use of collision
threats; the second is the repeated handshaking exchange
of the clear-to-send (CTS) and request-to-send (RTS) flow
control messages. The node is kept from entering a sleep state
by doing this.

c: ATTACKS ON NETWORK LAYER
Data packets are routed via numerous intermediary nodes to
their destination, which is the primary function of the network
layer. Additional services offered by the layer include packet
switching, flow control, packet sequence control, connection
service, and more. As a result, attackers are focusing to target
network layer services, which are the backbone of the whole
network. As Figure 3 illustrates, there are several attacks at
the network layer.

(i) Wormhole Attack
As depicted in Figure 5, between two or more malicious

nodes, The attacker constructs an alluring tunnel or wormhole
link with low latency and high bandwidth [30]. The attacker
then uses this wormhole link to launch devastating attacks
such as total interruption of routing [31], localization, and
synchronization services [32]. In addition, the link is utilized
to initiate man-in-the-middle and DoS attacks, as well as to
selectively drop and modify packets. This is categorized as
routing and localization attacks. Azimuth measuring technol-
ogy is the basis for Junqing et al.’s proposed wormhole attack
detection technique in the Underwater Acoustic Communi-
cation Network, which is examined in [112]. Azimuth makes
the determination that a wormhole attack exists.

(ii) Blackhole Attack
A malicious node discards packets and tries to masquer-

ade as a destination node to prevent them from reaching
their destination, as depicted in Figure 6, or may attempt to
forge route reply packets delivered to the source node [33],
[34], [35]. Blackhole is a kind of denial-of-service (DoS)
attack. A method to counteract blackhole attacks is pre-
sented by Zala et al. in [111]. It involves grouping nodes
into clusters and choosing coordinator nodes from each clus-
ter to determine whether any blackholes are present in that
cluster. To authenticate and validate nodes, we employed
the challenge-response technique along with public-key
cryptography.

(iii) Sinkhole Attack
To trick other nodes into using a malicious node more

frequently, it poses as the best route to the base station [36],
[37]. A high-performance external device or a compromised

FIGURE 5. Scenario of wormhole attack.

FIGURE 6. Scenario of blackhole attack.

insider node can be used to carry out a sinkhole attack [36].
The goal of the sinkhole assault, as illustrated in Fig. 7,
is to stop the buoy at the water’s surface from getting
the full and accurate sensed data from underwater sensor
nodes. We classify this as a routing attack. To counter such
assaults in UWSN, reputation-based and multi-level trust
techniques have been developed. Two methods to counter-
act sinkhole attacks are to authenticate nodes that exchange
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routing messages or to route data packets from sensor nodes
to multiple buoys positioned at the sea’s surface.

FIGURE 7. Scenario of sinkhole attack.

(iv) Sybil Attack
The strategy behind the Sybil attack is that an attacker

creates a single malicious node and it pretends to be in
numerous places at once with different identities [37], [38].
This generates a fictitious situation of multiple relay nodes
and deceives routing protocols [3], [37]. These identities are
either freshly established by the attacker or are a spoof of an
authentic node. We classify this as a routing attack. Fig. 8
illustrates that the malfunctioning node, or Sybil node, E1,
has several false identities. It is also evident that the sybil
node serves as the intermediary in all communication routes
among nodes A and B. Node A waits for the response after
sending query packets throughout her transmission region.
Node E1 may be designated as a Sybil node if it is not noted
in Node A’s list of neighbors as responding to her. However,
there may also be a contradictory scenario in which a node
with authorization asserts that S3 does not respond to node A
because it runs out of battery life and becomes a dead node.
Therefore, we are unable to remove S3 from the Sybil node
and designate them as a sybil node.

To stop the sybil attack in the UWSN system, appropri-
ate localization and message authentication techniques are
required. Arifeen et al. [110] presented an approach for the
detection for blockchain-based sybil attack in UWSN in
2021. To strengthen it against the detection of attacks, they
have also combined a trust model with a blockchain-based
technique.

(v) Selective Forwarding Attack
The rogue node in these attacks is situated close to the

UWSN network gateway. When certain packets are identi-
fied, the legitimate nodes will choose a different route to
relay the data to the gateway. In this attack, the rogue node
has the ability to drop some packets before they reach the
target, as seen in Figure 9. In UWSN networks, it really
results in packet loss [9]. In [42], node capture efforts uti-
lizing the Dempster–Shafer theory of integrated multiple

FIGURE 8. Overview of sybil attack.

facts are identified through empirical research. Such attacks
are detectable and can be eliminated from the network
by employing reputation methods and trust management
techniques that rely on behavior evaluation [43]. Figure 9
illustrates the overview of selective forwarding attack.

FIGURE 9. Overview of selective forwarding attack.

(vi) Neglect and Greed Attack
A variant of the selective forwarding threat where the

attacker can arbitrarily discard incoming packets while offer-
ing high priority or acknowledgment to data packets coming
from the source node [39], [40]. A practical countermeasure
against this type of attack is to send messages repeatedly
announcing different routing pathways, but this would require
more power during the conversation, putting UWSNs at the
highest risk of energy shortages.

(vii) Homing Attack
To identify and target nodes doing certain functions, such

cluster heads or sinkholes, a potential hacker may observe
network traffic in a homing attack. In addition, the hacker
might carry out more denial-of-service attacks in order to
disable or block these particular nodes. An anti-traffic anal-
ysis technique that uses ‘‘dummy packets’’ helps conceal the
base station’s location from observers [44]. Unfortunately,
these dummy packets consume a significant amount of node
energy, especially for UWSNs. It should therefore only be
applied when it is essential to prevent traffic analysis.
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(viii) Hello Flood Attack
An attacker can launch a ‘‘hello flood attack’’ by bombard-

ing the network with hello packets. Generally speaking, all
of the neighboring nodes get notified of an authorized node’s
existence through hello data packets. In order for all nodes
in the network to view the malicious node as their neighbor,
the attacker broadcasts these hello packets to every single
node in the entire network. As a result, many nodes transmit
data packets to fictitious neighbors [37]. This is a routing
attack. Consequently, one way to defend against such attacks
is to authenticate neighboring nodes. Figure 10 demonstrates
that rogue nodes use strong signal HELLO packets to entice
legitimate nodes [113].

FIGURE 10. Overview of hello flood attack.

(ix) Misdirection Attack
A misdirection attack entails sending packets to a captured

node, altering the routes, or rerouting them to unreachable
destinations. By altering the route path, an attack can be coun-
tered which includes the source route in every packet [45].
The attacker changed the path to go to node F, even though
the typical route, as shown in Figure 11, should go from node
A to node D.

FIGURE 11. Overview of misdirection attack.

(x) Spoofing Attack
In order to enable more attacks, a malicious node imper-

sonates another node by obtaining unauthorized access or
utilizing a fictitious MAC address [46]. Figure 12 depicts that
Node A believes the spoofer node to be an authorized neigh-
bor, it is transmitting all of its data packets to it. However,
in order to disrupt traffic and cause congestion, the spoofer
subsequently modifies and replays all of the routing informa-
tion. The application of reinforcement learning techniques or

the addition of an authentication code to every transmission
are the countermeasures against such attacks.

FIGURE 12. Overview of spoofing attack.

(xi) Acknowledgment Spoofing Attack
The malicious node in this attack listens in on the packets

that the neighboring nodes send. The malicious node spoofs
the link layer’s acknowledgment by using the information
at its disposal in order to introduce a weak link or shadow
zone link [4], [47]. This can be classified as a denial-of-
service (DoS) attack. The scenario shown in Figure 13, Node
B is supposed to respond to the data packets that node A is
transmitting by sending acknowledgment data packets back
to node A. However, the spoof in the middle sends a bogus
acknowledgment data packet to node A by pretending to
be node B. Such attacks can be prevented by encrypting
communications and authenticating all data frames coming
into and going out of the node.

FIGURE 13. Overview of acknowledgment spoofing attack.

d: ATTACKS ON TRANSPORT LAYER
The dependable transmission of packets in UWSNs is
the responsibility of the transport layer. At this layer,

161106 VOLUME 12, 2024



K. M. Ahmed et al.: Securing UWSN: A Review of Attacks and Mitigation Techniques

desynchronization and synchronization flooding attacks are
common DoS attacks.

(i) Synchronization Flooding Attack
Since the flooding attack directly targets network connec-

tions, it takes place at the transport layer. An attacker uses the
flooding attack to overwhelm nodes with connection requests
in an attempt to exhaust their resources [38], [48]. This is
a denial-of-service (DoS) attack. Restricting the number of
connections is one kind of defense against this kind of attack.

(ii) Desynchronization Attack
Malicious users can cause destination desynchronization

by sending bogus data packets with fictitious control signals
or sequence numbers, they disrupt the connection between
nodes and launch a desynchronization attack. In addition
to being difficult to use, synchronization is essential for
UWSNs, furthermore, the Global Positioning System (GPS)
is also useless [47].

e: ATTACKS ON APPLICATION LAYER
Because there are no known protocols for UWSN, its appli-
cation layer is very different from that of terrestrial networks.
The desktop computers at offshore stations or surface stations
(buoys or surface ships) are where the underwater applica-
tion software is directly installed. By employing a variety of
strategies to stop data packets from reaching base stations,
the attacker in these layers attempts to compromise the apps.
The two attacks that take place in the application layer are
overwhelm and path-based denial-of-service.

(i) Overwhelm Attack
In overwhelm attack, the attacker wants to overwhelm each

and every network nodes and force them to send a significant
volume of data packets to the surface gateway or the base sta-
tion. In addition to using network bandwidth, the overwhelm
attack depletes node energy [49].

(ii) Path-Based DOS Attack
In this attack, no other node is able to send sensed data to

the surface gateway because the rogue node uses up all the
resources on the path to the surface gateway or base station.
The adversary feeds bogus data packets into the network
to carry out this attack, starving it of legitimate network
traffic [50].

4) CAPABILITY OF ATTACKER-BASED ATTACKS
Water in the surrounding environment presents numerous
obstacles for underwater wireless networks. As a result,
UWSN has numerous limitations, including reduced bat-
tery life, unreliable data transmission, a restricted capac-
ity for data transmission, low processing power, and
non-replaceable sensor nodes. Underwater networks are sus-
ceptible to several security breaches and threats because of
their broadcasting nature and these limitations. As seen in
Figure. 14, there are another type of malicious attacks that
are contingent upon the attacker’s capability. In this sense,
‘‘capability’’ refers to an attack’s reliance on the strength of
the attacker, such as the location of the attacking node or

the attacking node’s hardware and processing capacity, which
might intensify the attack.

FIGURE 14. Classification of capability of attacker based attacks.

a: ATTACKS BASED ON ATTACKER STRENGTH
Attacks can be classified into two groups according to the
strength of the attacker: device class and mote class [102].
(i) Device Class Attack
In the device class, the attacker uses a specifically made

sensor node, such as ROV or an AUV, that has a large
memory, a long battery life, high transmit power, and high
computational power to conduct an attack.

The goals of device class attacks are to disguise the legiti-
mate sender, to steal confidential information, and disrupt the
network operations.

(ii) Mote Class Attack
In contrast to device class attacks, mote class attacks try to

initiate an attack by gaining access to an already existing sen-
sor node. Such attacks are constrained because the attacker
exploits the capacity of another node to cause disruption to
the network.

b: ATTACKS BASED ON LOCATION OF ATTACKER
An attacker may come from two locations, i.e. internal and
external.

(i) External or Outsider Attack
Nodes outside of the UWSNs are responsible for this

attack, which is known as an outsider or external attack.
Surreptitiously listening to data transmission, the external
attacker injects bogus data packets into the network to
cause a denial of service (DoS) attack and waste network
resources [13].

(ii) Insider or Internal Attack
Nodes that are a part of the UWSNs can launch an internal

or insider attack. The underwater network’s authorized sensor
nodes are forced to exhibit strange behavior from the start
by the insider attacker. Since insider attacks have access to
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critical and confidential network information, they are more
dangerous than exterior attacks [13].

(iii) Active Attacks
In active attacks, attackers attempt to add, delete, alter,

or distort data that is transmitted over a network [51]. Active
attacks can keep an eye on data and attempt to influence or
remove packets that hostile actors from the outside or inside
can execute. Since external attacks are carried out by non-
network nodes, they are easier to detect and prevent. Inner
nodes are responsible for internal attacks, which have the
capacity to do serious damage. Therefore, internal attacks
have dire repercussions as they are harder to recognize. Using
security measures like authentication, cryptography, and trust
management is the simplest way to avoid this problem. The
classification of active attacks based on their goal is as
follows [54].

• Node Compromise
Underwater sensor nodes could be placed in unsupervised
and unsecured or hazardous maritime environments. Further-
more, the UWSN may have hundreds or even thousands
of nodes that are far dispersed, making it impossible for it
to guarantee the security of every node. An attacker may
capture, breach, and seize control of nodes to access and alter
data from memory. For monitoring or disruption purposes,
the compromised nodes could be added into the UWSN as
legitimate nodes, which could result in more serious harm.
To Protect UWSN networks from node compromise attacks
requires modifying mechanisms including data management,
configuration management, trustworthiness, and a high-level
hardware protection system.

• Repudiation
In repudiation attacks, malicious nodes disclaim the exchange
of information with other nodes or any involvement in a
specific operation. Refers to a node’s decision of rejection
from involvement in all or a portion of a communication,
whether or not the communication is harmful.

• Packet Oriented
When a malicious adversary initiates a packet-oriented
attack, the goal is to either destroy the packet data or interfere
with the packet’s data transmission. Among the most frequent
active attacks are injection, modification, and interception
attacks.

• Protocol Oriented
Attacks are launched by the malicious adversary with the
intention of damaging the operation of particular protocols.
Attacks onmedia access control (MAC) protocols and attacks
on routing protocols are the two main subcategories of these
attempts. Routing protocols attacks have the potential to
stop packets from reaching their destination node and poten-
tially stop the network from functioning altogether. These
attacks, which include packet replication, rushed attacks,
routing table overflow, and poisoning, are launched against
the routing protocols. Attackers can lure packets, examine
them, or even drop them at will by using these malicious
behaviors. MAC protocol attacks are designed to interfere

with the system that grants nodes access to the channel. The
channelmight be persistently occupied bymalicious attackers
to prevent legitimate nodes from sending packets. Further-
more, sending a request to send (RTS) and clear to send (CTS)
packets repeatedly for handshake of MAC protocol would
drain nodes’ batteries, making it a straightforward method to
launch attacks. UsingUWSN-compatible encryption, authen-
tication, and trust management techniques is a workable way
to ward off these kinds of attacks.

• Denial of Service (DoS) Attacks

Denial of Service (DoS) attacks aim to prevent legitimate
nodes from accessing resources and services. The attacker
attempted to block legitimate nodes from using network
services in order to accomplish this purpose. DoS attacks
can be executed in a variety of methods and can be either
active or passive manner. When these attacks are merged with
other active or passive attacks, it becomes more challenging
to identify and fend off them. DoS is attained by flooding
and jamming. As a result, DoS attacks include blackhole,
wormhole, and jamming. Any OSI model layer could become
the target of a DoS attack. A reactive approach to identify and
thwart denial-of-service (DoS) attacks was also proposed by
Martin et al. [34] along with an adaptive protocol for async
channel situations.

(iv) Passive Attack
Rogue nodes seek to identify the kind of actions con-

ducted and gather data that is transmitted over the network by
employing a passive attack [52], which prevents them from
interfering with the network’s ability to function. Addition-
ally, the attacker can track data transfer, identify interacting
hosts, forecast transmission patterns, and identify the source
by capturing data and analyzing the resulting traffic. Since
these passive attacks don’t affect the network’s functionality,
they can be challenging to detect. The following is a classifi-
cation of passive attacks based on their intended purpose.

Table 3 provides an overview of the attacks based on the
description provided.

• Eavesdropping Attack

Eavesdropping in this attack [55] does not compromise the
integrity of the channel. In the functional network, the infor-
mation is detected by the illegitimate node. The hackers
eavesdrop on the data to determine the transmission path
and jeopardize network security. Eavesdropping is the most
frequent violation of data security.

• Traffic Analysis Attack

The attacker looks at the patterns of transmission that were
followed in this attack [56]. In order to damage and facilitate
the destruction of the network through active attack, the
attacker gains access to the data sequence because the intruder
allows it. The network is constantly monitored over to prevent
this threat.

• Impersonation Attack

To hide the required number of nodes, the attacker [57]
employs this tactic by posing as a regular node in the sensor
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TABLE 3. Overview of both active and passive attacks.

network. Transmissions are therefore diverted to alternative
connection pathways.

• Message Relay Attack
Within such attacks [9], [18], In order to transmit identical
data that was previously transferred by the source node, the
attacker either impersonates the identity of the source node
or uses hacking to purposefully pause the data transfer.

• Message Distortion

The attacker may modify the data that is transferred from
one node to another in these attacks [9], [18]. By forwarding
the end consumers’ incorrect information, this could cause
confusion.

• Homing Attack

This attack [51] does not directly alter the messages; instead,
the adversary looks the network for insight sources, which
are subsequently used to execute any active attacks. Cluster
chiefs are also known as cryptographic key administrators
employ header encoding and network behavior monitoring
to locate and attack nodes in order to prevent assaults of this
nature.

V. MECHANISMS TO DETECT AND MITIGATE SECURITY
ATTACKS
Security schemes and sets of procedures must address
concerns such as secure localization & synchronization,
authentication, key management, trust management, intru-
sion detection, and secure routing to meet the security criteria
andmaintain the security of the UWSN, as shown in Figure 1.
The common strategies suggested to identify and mitigate
UWSN attacks are reviewed in this section. To deal with
each concern, many state-of-the-art security techniques have
been developed for UWSN. A brief summary of the several
security techniques in use, along with the defensive attacks
that go along with them, is provided in Table 4.

A. ENCRYPTION ALGORITHMS
This section includes an analysis of several different meth-
ods of encryption that the researchers have proposed for the
UWSN environment. Table 4 presents the analysis in tabular
form as well.

1) LIGHTWEIGHT CRYPTOGRAPHIC ALGORITHM FOR
UWSNS
Specifically designed for underwater wireless sensor net-
works (UWSNs), a lightweight encryption algorithm was
developed in [60]. To ensure data security during transmis-
sion in UWSNs, the algorithm makes use of symmetric key
encryption, error-correcting codes, and message authentica-
tion codes (MACs). The paper’smain focus is on the necessity
of secure communication in UWSNs. However, it is difficult
to apply conventional encryption techniques on UWSNs due
to their peculiar characteristics, which include high latency,
poor bandwidth, and unstable communication routes. This
study’s primary contribution is the creation of a lightweight
encryption technique that is well suited to the limitations and
specifications of UWSNs. It is demonstrated that the method
maintains minimal computational and energy costs while
offering a high degree of security. The article covers a number
of possible UWSN attacks, including message manipulation,
impersonation, and eavesdropping. The suggested technique
offers message authentication, data integrity, and confiden-
tiality protection against these types of assaults. Any UWSN
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that transmits data using acoustic communication can apply
the suggested algorithm.

FIGURE 15. Encryption approach [60].

2) EFFICIENT ENCRYPTION ALGORITHM FOR UWSN
Efficient encryption mechanisms were recommended by the
study conducted in [58] to safeguard integrity and confi-
dentiality in the context of UWSNs. An alternative method
is used to modify the traditional advanced encryption stan-
dard AES-128. The traditional advanced encryption standard
(AES) is inappropriate for the UWSN setting since it needs
more energy when using the S-Box. Consequently, an 8-
round block cipher technique has been employed in place of
S-Box in the context of UWSNs. The research’s suggested
technique is resistant to several attacks, including brute force.
By adjusting the number of iteration rounds, the suggested
algorithm allows the key space to be expanded. Increasing
the number of iteration rounds from 8 to 10 is one way
to further expand the key space. Brute force attacks cannot
defeat the round key. Additionally, a secure network archi-
tecture for the UWSN environment was suggested by the
research’s authors. The suggested scheme is contrasted with
the current schemes, including PRESENT, AES-128, and
Blowfish. The findings show that the proposed technique is
both energy effective and secure, when compared to the other
current methods. The suggested encryption technique has less
overhead, making it appropriate for the UWSN environment,
as confirmed by the simulation results. In the future, the accu-
racy of the suggested encryption algorithm can be verified
by testing it in a real UWSN environment. Figure 16 shows
the algorithm routine of an efficient encryption algorithm
for UWSNs.

3) ENCRYPTION SCHEME FOR UWSNS
This study [59] examined the encryption algorithm based on
its applicability to the UWSN context. In the protocol stack
of UWSN which consists of five layers, each layer appends
its header with data, when data goes from an upper layer to
a lower layer. The encryption procedure includes the security
header, which has security parameters for the recipient to get
the data. The authors recommended using the exact same key

for decryption as well as encryption because symmetric
keys have small key sizes. The message is put into the

FIGURE 16. Algorithm routine of efficient encryption for UASNs [58].

message authenticated code once the headers have been
applied. The shared key and message authenticity are ensured
via the message integrity code (MIC). The message integrity
code (MIC) and message are encrypted by encryption. The
recipient computes and contrasts the two MIC. The message
is accepted or rejected depending on whether the values
of the two MICs are equivalent or not. This study sug-
gests that the CMVP method be used in conjunction with
minimum overhead to provide security in UWSNs. The
procedure of data encryption and decryption is depicted in
Figure 17.

B. SECURE ROUTING
The different secure routing algorithms that the research
community has proposed for the UWSN environment are
analyzed in this section. Table 4 presents the analysis in
tabular form as well.

1) NEW ENERGY-EFFICIENT SECURE ROUTING IN UWSNS
A novel multi-objective routing protocol called Boltzmann
Ant ColonyOptimizationRouting Protocol (MO-CBACORP)
was proposed by authors in [66]. By reducing sensor node
energy consumption in UWSN routing, MO-CBACORP
can effectively reduce network delay and greatly improve
the security of routing. The algorithm’s convergence is
much accelerated and the problem of being trapped in
local optimal solutions is successfully prevented because
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FIGURE 17. Procedure of encryption and decryption [59].

to MO-CBACORP’s innovative suggestions for the Boltz-
mann selection strategy and chaos operator throughout
the routing optimization process. Furthermore, a novel
experiment that precisely imitates attack scenarios and
underwater monitoring settings is provided for use in under-
water monitoring environments. With a minimum parameters
improvement of 9.31 % 7.68%, and 7.25% regarding con-
sumption of energy, delay, and route security, respectively,
the experimental results demonstrate that MO-CBACORP
outperforms the most recent modern research, such as
MAP-ACO, ACO-MCMC, and THOA-MHR. In order
to accurately detect hostile nodes and account for vari-
ations in physical parameters such as consumption of
energy, delay, and system security, this study proposes a
novel Quality of Service (QoS) secure routing method for
UWSN. Simultaneously, by merging direct and indirect
trust, the developed model can assess the trustworthiness
of sensor nodes quickly, precisely, and thoroughly in the
network. The flowchart of MO-CBACORP is depicted in
Figure 18.

2) SECURE ROUTING IN UWSNS
The fusion technique of the firefly algorithm (AFSA)
and the ant colony optimization algorithm (ACOA) is the
basis of the secure routing algorithm for underwater wireless
sensor networks (UWSNs) that the authors propose in [61].
The main contribution of this study is a secure routing system
that may ensure the availability, integrity, and confidentiality
of data transfer in UWSNs. It is based on the AFSA-ACOA
fusion mechanism. ACOA is used to improve the security
of the chosen paths and AFSA to optimize the routing path
selection. The paper covers a variety of attack methods,
including replay, sybil, and packet-dropping attacks, that can
be used against UWSNs. Various software and hardware
platforms can be used to implement the method, depending
on the particular needs of the application.

FIGURE 18. Flowchart of MO-CBACORP [66].

3) SECURE ENERGY-EFFICIENT LAYERED ROUTING IN
UWSNS
To increase energy efficiency and transmission reliability,
authors in [67] presented the secure energy-efficient layered
routing approach (DESLR) for UWSNs. To characterize the
node behaviors, the DESLR develops a trust model which is
trust-based that considers both direct as well as indirect trust
variables. The reliability of the acoustic channel is a critical
factor to take into account when identifying malicious nodes
since different channel conditions can have a big impact on
packet transmission. In order to find energy-efficient and
low-latency routing paths, an enhanced Ant Colony Opti-
mization Algorithm (ACOA) is presented, which balances
the consumption of energy and routing distance. A two-layer
fuzzy logic approach combined with a Layered Clustering
method is also used byDESLR to organize nodes into clusters
and selects cluster heads (CH) that stay away from hotspots
and guarantee even distribution of energy. The simulation’s
findings demonstrate that DESLR outperforms previous sim-
ilar work in terms of data packet loss, average latency, and
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usage of energy, andmay identify defective nodes by studying
unusual behaviors.

4) SECURE ROUTING SCHEME FOR UWSNS
A secure routing approach was designed by the researchers
in [62] for the UWSN environment. Since establishing a
trustworthy third party in UWSNs might be difficult, a con-
cise signature strategy is recommended for establishing a
secure route between the source and the destination node.
A signature scheme that strengthens security and is resistant
to forging and other forms of attacks was recommended by
the authors. The suggested method can operate without the
assistance of a trusted online third party. Utilizing a trapdoor
strategy, the authors suggested, would allow sensor nodes
to remain anonymous. This research’s recommended routing
strategy avoids the issue of fake identity within sensor nodes,
provides security for interaction in the UWSN environment,
and to ensure anonymity and two-way authentication between
the source and destination nodes, use digital signatures and
bilinear map trap doors. In the proposedmethod, the trap door
lowers the overhead associated with large-scale pre-shared
key management. It takes one bilinear mapping and one
hash operation to open the trap door. The proposed scheme’s
performance was assessed by simulations conducted with the
ns2 simulator and the UWSN aqua-sim simulation program.
The performance of GPNC and LB-AGR is examined with
respect to throughput, usage of energy, and packet deliv-
ery ratio (PDR). The results show that the recommended
approach performs far better in terms of network security
and efficiency. The UWSN secure routing system is shown in
Figure 19.

FIGURE 19. Design of secure routing scheme [62].

5) SECURING THE COOPERATIVE ROUTING SCHEME FOR
UWSNS
For application in UWSN context authors in [63] suggested
the scheme known as energy efficient and secure cooperative
routing (SEECR). SEECR features an integrated defense sys-
tem and efficient energy usage. Using several performance
evaluation factors, an AMCTD is used to compare the per-
formance of SEECR. The findings showed that, with regard

FIGURE 20. Flowchart of SEECR scheme for UWSNs [63].

to every performance evaluation criterion, the SEECR pro-
tocol outperforms the AMCTD protocol. The performance
of SEECR is superior to AMCTD, according to the results.
SEECR improves throughput by up to 9%, decreases trans-
mission loss by more than 50%, lowers energy cost by up
to 23%, and shortens end-to-end latency by 25%. It also
improves the number of living nodes by 9%.

6) SECURING UWSNS FROM ROUTING ATTACKS
In the setting of UWSNs, the authors of [36] presented
a distributed defensive approach against specific routing-
related attacks. Using the suggested mechanism, sinkhole
and wormhole attacks on routing protocols can be identified.
Silent surveillance and identification are the two phases of
the suggested approach. For the purposes of prevention and
identification, the sensor nodes listen in on the messages
transmitted by neighboring sensor nodes. To find its neighbor
as soon as it is deployed, every node uses the secure neigh-
bor discovery protocol. Monitoring neighbors’ activity helps
identify malicious activity occurring within UWSNs. The
sinkhole attack may cause receiving packets to be tampered
with or dropped. This research’s suggested that to identify
sinkhole attacks compare each neighbor sensor node’s incom-
ing and outgoing traffic. The signatures will not match if the
malicious node modifies or deletes the packets, allowing for
the detection of an attack. The suggested mechanism by the
researchmay detect active attacks, but it cannot detect passive
ones. The suggested mechanism will not be able to identify
such an attack if an illegitimate node records data traffic
for analysis without altering or dropping it. By examining
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the signatures, the recommended approach can also identify
encapsulated wormhole threats and out-of-bound threats. Uti-
lizing an isolation method, a hostile node discovered within
the UWSN environment is isolated and cut off from the
network. Because of this, the rogue node is unable to interfere
with UWSN operations or stop the routing process.

7) SECURING THE NEIGHBOR DISCOVERY IN UWSNS
A secure neighbor discovery approach was put forward by
the authors of [64], [65], [66], [67], [68], [69], [70], [71],
[72], [73], [74], [75], [76], [77], [78], [79], [80], [81], [82],
[83], [84], [85], [86], [87], [88], [89], [90], [91], [92], [93],
[94], [95], [96], [97], [98], [99], [100], [101], [102], [103],
[104], [105], [106], [107], [108], [109], [110], [111], [112],
[113], [114], [115], [116], [117], [118], [119], and [120]
in the context of UWSNs. An invader has the ability to
conduct a wormhole attack in a hostile setting by find-
ing a neighbor who is vulnerable to one. The wormhole
attack has unintended consequences that encryption solutions
are unable to handle. The methods proposed in this paper
provide wormhole-resistant secure neighbor discovery tech-
niques for UWSNs. The arrival signals’ direction of approach
determines the approaches that the research recommends.
The proposed strategy can fend off wormhole attacks. The
following four procedures make up the proposed scheme:
(a) B-NDP requires two nodes; (b) DV-NDP requires three
nodes; (c) SDV-NDP enhances DV-NDP; and (d) MA-NDP
allows node mobility in neighbor discovery. Evaluation out-
comes of the following four procedures are listed: (a) There is
a very high probability that B-NDP will prevent fake neigh-
bors from forming neighbor connections. The true neighbors
in B-NDP are able to find each other. (b) Fake neighbors
can be prevented from forming neighbor relationships by
DV-NDP with a probability close to 1 and at a low cost in
terms of links lost. (c) SDV-NDP can detect every wormhole;
nevertheless, compared to DV-NDP, SDV-NDP loses a lot
of links. (d) MA-NDP is able to regulate node movement
and identify highly probable randomplacements of wormhole
links. The B-NDP and MA-NDP protocols should be used in
applications where end-to-end latency and connection quality
are the main concerns. Low-density network environments
can also benefit from them. Applications requiring wormhole
resilience and a high node density should use the DV-NDP
and SDV-NDP protocols.

8) SECURE COMMUNICATION SUITE FOR UWSNS
For the UWSN environment, in [8], the authors presented
a security suite consisting of mobile and stationary sensor
nodes. The security suite includes cryptographic primitives
and secure routing methods. The authors originally pro-
posed the FLOOD technique. The technique discussed above
has a secure variation known as secure flood (SeFLOOD).
The amount of overhead introduced to the FLOOD pro-
tocol in order to ensure its security was measured by
testing the performance of the SeFLOOD protocol. Accord-
ing to Figure 22, the testbed consists of a gateway (GW),

FIGURE 21. Protocol proposed to resist wormhole attack in secure
neighbor discovery [64].

two fixed nodes (FN1 and FN2), two unmanned aerial
vehicles (UAVs), and their respective software. The tri-
als’ results show that the suggested suite works well in
the UWSN context. The suggested protocol suite’s main
achievements are shown below. (a) The small impact of
the cipher text expansion makes the suggested suite effi-
cient. (b) Compared to an unsecured protocol, the discovery
phase of a secure protocol produces 6% less overhead. When
comparing the reconfiguration stage of the secure proto-
col to the unsecured protocol, (c) no extra overhead was
incurred (d) Lampson’s recommendations for computer sys-
tem design were adhered to in the creation of the secure
protocol.

FIGURE 22. Testbed formation in secure communication suite [8].
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9) SECURE COMMUNICATION IN MOBILE UWSNS
DoS attacks were the main focus of research in [65]. DoS
attacks include flooding, demolition attempts, and man-in-
the-middle (MITM) attacks. An MITM attack recorded the
information shared between sensor nodes in UWSNs. Worm-
hole, Sybil, and selective forwarding attacks are examples of
potential MITM attacks in the context of UWSNs. An exces-
sive number of packets are delivered to the base station by
the malicious node(s) in a flooding attack, which causes
congestion. The flooding attack degraded the overall net-
work efficiency. A demolition attack destroys the network
by modifying or tampering with a sensor node’s configura-
tion. Physical security is crucial for thwarting attacks. Issues
such as incorrect neighbor identification and out-of-coverage
concerns are encountered by mobile sensor nodes in a
UWSN scenario. To simulate their findings, the authors
of this study used Aqua-Sim. In order to protect mobile
UWSNs fromDoS assaults, this study creates secure UWSNs
with self-localization and intelligent sensor nodes. Figure 23
depicts the aqua 3D visualization of flooding attack (a) node
deployment with single base and (b) packet transfer while
there is a flood node present.

C. KEY MANAGEMENT FRAMEWORKS FOR UWSNS
The several key management frameworks created by the
researchers for the UWSN environment are examined in this
section. The analysis is also shown in tabular form in Table 4.

FIGURE 23. Aqua 3D visualization of flooding attack [65].

1) SECURING KEY MANAGEMENT SYSTEM FOR UWSNS
A secure lightweight key management system for UWSNs is
suggested in [68]. Along with lightweight implementation,

scalability, and authentication procedures, the suggested
framework also incorporates key distribution, revocation, and
generation. For key distribution, authors employ an ellip-
tic curve-based technique and for key revocation employ
the certificate revocation list (CRL). Authors additionally
assess the effectiveness of the suggested system consid-
ering the overhead for communication and the degree of
security. In comparison to the most advanced computa-
tionally significant frameworks, the findings of the sim-
ulation demonstrate that ECC-based lightweight methods
decreased the overhead of computation and communication
to extend network lifespan and enhance the security and
scalability of UWSNs. Figure 24(a) depicts the key man-
agement paradigm, while Figure 24(b) depicts a lightweight
approach.

FIGURE 24. Key management model & authentication approach [68].

2) COMPUTATIONALLY EFFICIENT SIGNATURE SYSTEM FOR
UWSNS
The computational overhead of signature verification can
be reduced by 90% using the online/offline computationally
effective signature approach [69], which makes use of batch
verification and elliptic curve cryptography (ECC). The sig-
nature scheme’s model is depicted in Figure 25. The paper’s
focus is on the requirement for efficient and secure signature
systems in UWSNs. Conventional signature methods are not
appropriate for underwater sensor nodes (UWSNs) due to
their processing constraint and consumption of energy. The
creation of a computationally effective online/offline signa-
ture technique is the paper’s main contribution, especially
adapted to the needs and limitations of UWSNs. The study
addresses many attack vectors against UWSNs, including
message modification and node compromise attacks. The
suggested signature system is made to offer data integrity
and authenticity defense against these kinds of attacks. The
suggested signature scheme is applicable to any UWSN that
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generates and verifies signatures using ECC. In an environ-
ment of limited resources such as UWSNs, the approach is
specifically intended to function well.

FIGURE 25. Network model of signature scheme [69].

3) KEY AGREEMENT MECHANISM FOR UWSNS
Researchers in [70] presented the key agreement mechanism
for the UWSN ecosystem. It is a unique and energy-efficient
mechanism. To reduce communication overhead, in the sys-
tem that is suggested, clusters are created from the sensor
nodes. The task of gathering, aggregating, and transmitting
observational data falls to each cluster’s H-node, also known
as the cluster head. Not only do the S-nodes transmit the
observation data to the H-nodes, they are also responsible
for observation. When it comes to capacity, compute, and
communication power, H-nodes outperform S-nodes and are
higher-performing nodes overall. Attacks like replay, spoof-
ing, Sybil, and node replication attacks can be thwarted by
using the suggested key agreement approach. The public
and private keys of the sensor node incorporate the loca-
tion and identity, strengthening the suggested mechanism’s
defense against attacks. The reason for the lower overhead
in the suggested approach is that Tate pairing decomposition
problems were not used. When it comes to computation
and communication duties, low-performing nodes receive
help from high-performing nodes. High-performance sensor
nodes actively engage in tasks related to communication
and computation, resulting in a dramatic drop in the energy
usage of low-performance sensor nodes. The suggested
method suggests updating the session key of underperform-
ing sensor nodes periodically to strengthen the security
and resilience of the UWSN environment. The outcomes
of the simulation demonstrate how the suggested mecha-
nism outperforms the others in terms of network security
and performance. The sensor nodes with poor performance
saw a considerable decrease in energy consumption when
the proposed key agreement mechanism was implemented.
Figure 26 displays the key management scheme’s network
model.

FIGURE 26. Network model of key management scheme [70].

4) KEY DISTRIBUTION MECHANISM FOR MOBILE UWSNS
The study undertaken in [71] produced a key distribution
mechanism for UWSNs. In mobile UWSNs, the suggested
study aims to facilitate peer-to-peer communication. This
research makes use of models of meandering and nomadic
mobility. The meandering model is accurate since it is depen-
dent on ocean movement. Vertical movement is not taken
into consideration by this two-dimensional model. The idea
of hierarchical meandering is applied across large regions,
like thousands of meters. The paradigm of nomadic mobility
is three-dimensional and hierarchical. This mobility strat-
egy works well in certain coastal areas. According to the
nomadic mobility model, each sensor node moves a little bit
autonomously and randomly after floating to a destination
as a group. According to the suggested plan, each sensor
node travels slightly to a new location after the group does.
The research’s findings indicate certain connectivity prob-
lems. Mobility is the cause of the connectivity problem, but
the suggested solution promptly resolved it. The research’s
suggested strategy demonstrates that even if an adversary
manages to seize some sensor nodes, resilience performance
remains significantly higher. In this instance, the number of
compromised links is very low. The results reported also
show that the suggested approach has improved security and
minimal energy use.

5) KEY MANAGEMENT BASED ON CLUSTER TECHNIQUE
FOR UWSNS
The cluster-based key management protocol (CKP) was sug-
gested by the authors in [72] in the context of UWSNs to
tackle the issue of mobility and security. In the suggested
method, to offer varying degrees of security in the mobile
environment different types of keys are employed at various
points in time. The sensor nodes in hierarchical networks
form clusters of competent sensor nodes. In this study, a novel
communication architecture is put forth, and it facilitates
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the effective management of sensor node mobility. Addi-
tionally, the impact of self-node compromise is reduced.
CKP offers integrity, freshness, secrecy, and verification. The
findings of this study demonstrate that CKP is energy- and
storage-efficient since each sensor node only keeps a mini-
mum quantity of keys on its file. Additionally, the resilience
of CKP against the various security risks is also examined in
this study.

6) DIGITAL SIGNATURE BASED END-TO-END
AUTHENTICATION IN UWSNS
The authors of this study assessed several digital signa-
ture techniques for UWSNs [73]. End-to-end authentication
techniques are used, and evaluation is based on energy
consumption. The authors of this study found that because
UWSN nodes have very limited resources and RSA requires
a lot of computation, typical digital signature algorithms
like it are not appropriate for the UWSN environment. This
study’s conclusion shows that while some strategies worked
well in WSN environments, UWSNs’ particular qualities
may prevent these schemes from working well there. The
authors of this study disclosed several attributes of digital
signature methods that make them appropriate for use in
UWSN environments. Three digital signature techniques like
ECDSA, ZSS and BLS are assessed. Based on the amount
of power consumed, an evaluation is conducted. ECDSA,
ZSS and BLS have respective signature generation times
of 134 ms, 229 ms and 302 ms. ECDSA, ZSS and BLS
have signature sizes of 40 bytes, 21 bytes and 21 bytes,
respectively. This study came to the conclusion that the pri-
mary factors influencing energy efficiency in the UWSN
environment are aggregate and signatures that are small
in size.

7) SECURE AUTHENTICATION IN CLUSTER-BASED UVWSNS
As an underwater vehicular wireless network (UVWSN)
that has the capacity to fully identify network-wide mali-
cious node attacks (MNA), the authors of this study [74]
examine UWSN and underwater vehicle (UV) optimiza-
tion. Therefore, using the UVWSN-deployed SDAA (secure
data aggregation and authentication) protocol, the suggested
methodology resolves MNA that opens the UWSN channel
and initiates MNA. For secure data exchange, the SDAA pro-
tocol is crucial, even in cases where the cluster-based network
design (CBND) network architecture produces a network that
is simplified, reliable, and energy-efficient. In order to ensure
that a legitimate UWSN is in charge of every cluster deployed
in the UVWSN, which is securely set up to provide privacy
and trustworthiness, the base station (BS) or the gateway
(GW) authenticate the cluster head (CH) in this study. Fur-
thermore, because the network’s improved SDAA models
ensure secure data transmission, theUVWSNnetwork’s com-
munication data guarantees this. The primary contribution of
this study is a new secure multi-mobile sink (MMS) approach
for cluster-based network design (CBND). MMS minimizes
communication overhead, including ships, and is utilized

to organize suitable vehicle routes. This method minimizes
latency/delay, improves the packet delivery ratio, and guar-
antees energy efficiency provision in UWSNs (underwater
wireless sensor nodes).

FIGURE 27. Process flow of SDAA [74].

This is in contrast to secure MAC protocols like SEFSC,
SDA, and EEST, which don’t take network energy efficiency
into account and merely detect packet failures and delays.
Using trusted encryption and decryption schemes to improve
security, this scheme proposes a novel underwater vehicular
sensor network (UVWSN) composed of underwater vehicles
(UV) deployed in the network with the capability to identify
and thwart malicious node attacks (MNA) in order to provide
beneficial wireless sensor monitoring applications for the
UV. Furthermore, the UVWSN guarantees total reliability,
privacy, and integrity protection within the network.

8) SECURE AUTHENTICATION IN UWSNS
A secure data authentication and aggregation approach
was suggested by the researchers in [75] for the UWSN
cluster-based structure because cluster-based design creates
a simplified and stable network. To make sure that legiti-
mate nodes are managing each cluster, each cluster head is
authenticated through a surface gateway. Secure handling of
the data being communicated within the network will also
help to prevent data compromise during network operations.
This ensures that every node is secure, and that network com-
munication is safe. This method lowers energy consumption
and delay, which increases network data reliability. The pri-
mary contribution of this work is that the experiment reflects
that SAPDA operates on real-time parameters. Increasing the
number of sink nodes decreases latency and packet dropwhile
increasing packet delivery ratio. Using trusted encryption
techniques and a cluster-based approach that extends network
lifetime, SAPDA demonstrates its dependability and security.

D. INTRUSION DETECTION
The research community’s various intrusion detection sys-
tems for theUWSNs environment are analyzed in this section.
Table 4 presents the analysis in tabular form as well.
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FIGURE 28. Block diagram of SAPDA [75].

1) SECURE INTRUSION DETECTION SYSTEM FOR UWSNS
The authors [76] provide details of a novel intrusion detec-
tion system that assigns real-time neighbor monitoring duties
using Long Short-Term Memory (LSTM) and Integrated
Secure MAC concepts. To keep data transmission protected,
the proposed system applies Secure LSTM-MAC principles
and Generative Adversarial Network (GAN) enabled UWSN
channel assessment framework. The proposed approach in
this study uses trained distributed agents to develop the intru-
sion detection system (IDS). These agents come equipped
with the new LSTM-MAC engine, intrusion dataset, rule-
based monitoring techniques, Two Fish algorithm, secure
hashing algorithm-3 (SHA-3), and packet filtering capa-
bilities, which are installed in every genuine sensor node.
Adaptive MAC channel operations are driven by the sug-
gested agent-based and LSTM model to prevent malicious
traffic from reaching legal nodes. Furthermore, signal jam-
ming, neighbor-based packet monitoring, and alert mes-
saging protocols are employed in this work to construct
dependable security systems that fend off various forms
of threats. The suggested strategy outperforms the most
current procedures across a variety of metrics, accord-
ing to the outcomes of the experiments and observations,
by 5% to 10%.

2) INTRUSION DETECTION FOR ROUTING IN UWSNS
A unique approach to intrusion detection known as DOIDS
is suggested by research published in [78]. The core of
this approach is density-based spatial clustering of applica-
tions with noise (DBSCAN). DOIDS is intended to identify
and mitigate the attacks against opportunistic routing (OR)

FIGURE 29. Supervising network data [76].

methods. The paper’s main focus is on successfully iden-
tifying and mitigating the impact of a number of attack
vectors that can be used against OR systems in UWSNs,
such as Sybil, wormhole, selective forwarding and sinkhole
attacks. The technique has been designed to be efficient
against the attacks of both types such as random and selective
and can be employed in a range of UWSN applications.
Depending on the particular needs of the application, the
plan can be executed on a variety of hardware and software
platforms.

FIGURE 30. Framework for DOIDS [78].

3) INTRUSION DETECTION MODEL FOR UWSNS
In [77], authors presented an intrusion detection approach
to protect underwater sensor networks from different types
of attacks. Initially, neighborhood rough sets are used by
cluster head nodes to extract features, and to minimize node
processing, the reduced dimensional data is subsequently
sent to sink nodes. Moreover, the data set is balanced, more
minority class samples are included, and the minority class
assault detection rate is raised with the application of the syn-
thetic minority oversampling method (SMOTE). Ultimately,
ascertain a node’s trustworthiness based on the cluster head
node’s trust value. The classifier should then be trained using
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the random forest technique to identify the kind of assault;
this approach is not very good at detecting various kinds of
intrusions. This study’s primary contribution is that sensor
nodes gather data from UWSNs, which will in fact gather an
excessive amount of redundant and pointless data which will
unavoidably burn up too much node energy. To address this
issue, a neighborhood rough sets feature extraction technique
is suggested, which lowers the dimensionality of security data
and removes features that aren’t really important. By employ-
ing the SMOTE synthetic minority oversampling approach
to use the collected set of near-neighbor samples to inter-
polate the minority-type samples, it is possible to increase
the number of minority-type samples in the imbalance data
and enhance the detection accuracy of imbalance types.
The issue where some data types’ numbers differ exces-
sively from those of other data types is resolved in this
way. According to simulation results, the model can detect
imbalance classes with an accuracy of more than 99% and
enhance the effectiveness of intrusion detection of multi-type
attacks.

FIGURE 31. Schematic diagram of intrusion detection model process [77].

E. SECURE MAC TECHNIQUES FOR UWSNS
An examination of different secure MAC strategies put forth
by researchers in relation to UWSNs is provided in this
section. Furthermore, Table 4 presents the analysis tabularly.

1) MODES BASED SECURE MAC FOR UWSNS
A secure MAC protocol was proposed by the authors in [79].
In the context of UWSNs, the secure MAC technique aims
to protect data confidentiality, and ensure authenticity, and
integrity from attacks with less energy consumption. The
fundamental working principle is that nodeA transmits RTSA
to node B to occupy the channel before sending data to node
B. After receiving RTSA, node B transmits CTSB back to
node A, indicating that it is available for receiving. Here,
node A sends out signals such as RTSA, which are detected
by a malicious node C. Node A transmits data to node B,
which node C receives as well once node B sends it the
CTSB. However, the data is encrypted. Because node A and
node B alone have the necessary security information, node
C is unable to decode the data. Based on algorithms such
as AES and ARIA, this study employs the CCM-UW mode.
Comparing the proposed MAC protocol in this study to the

existing MAC approaches, it is efficient in terms of trans-
mission time and consumption of energy. The comparison is
done using algorithms and security levels. Using a fish robot,
the suggested process is put into practice in a real environ-
ment. The research’s findings also demonstrate that while the
results are not optimal, they may still be utilized as a starting
point and offer enough information to support future study
and the implementation of network security in the context of
UWSNs. Figure 32 shows the secure MAC protocol’s basic
functionality.

FIGURE 32. Basic operation of secure MAC [79].

2) CLUSTER-BASED SECURE MAC FOR UWSNS
A secure cluster-based MAC technique called SC-MAC was
proposed by the authors of [80] for use in UWSN environ-
ments. Under hostile and difficult UWSN situations SC-MAC
ensures security of data transmission. Replay, Sybil, and
message manipulation attacks are all countered by SC-MAC.
SC-MAC allows for the secure and dynamic creation and
updating of clusters. For the purpose of extending the net-
work’s lifespan, the MAC layer data are utilized by taking
into consideration the modem’s battery and residual energy.
Data transmission can be protected by the sensor nodes in
different clusters when mutual authentication is successfully
completed. An Aqua-Sim simulator is used to conduct the
simulation for this study. The research’s findings show that
the suggested SC-MAC outperforms the current MAC pro-
tocols in terms of delivery ratio, network performance, and
energy usage.

F. SECURITY FRAMEWORKS FOR UWSNS
The researcher’s many frameworks and models for the
UWSN environment are analyzed in this section. Table 4
presents the analysis in tabular form as well.

1) SECFUN
For UWSNs, the authors of [81] suggested the SecFUN
security framework. The suggested framework combines the
advanced encryption standard (AES) with the short digi-
tal signature algorithms, namely ZSS, Quartz, and BLS,
in Galois counter mode (GCM) to provide the secure

161118 VOLUME 12, 2024



K. M. Ahmed et al.: Securing UWSN: A Review of Attacks and Mitigation Techniques

authentication, non-repudiation, integrity, and confidential-
ity. To counter these threats, the researchers recommended
implementing cross-layer security measures. The security
framework in this study employs highly efficient crypto-
graphic primitives. The recommended architecture is flexible
and can be configured with different security settings to
meet UWSN security requirements. The functionality of the
channel-aware routing protocol (CARP) was extended in
this work. The study’s conclusions showed how effective
the CARP secure version is in terms of latency and energy
usage. Additional processing is required to implement secu-
rity, but the UWSN environment has limited resources. As a
result, energy-efficient security methods are needed for the
UWSN environment in order for the solutions to remain
usable there. In addition, it is imperative for the researchers
to establish equilibrium between security and energy
efficiency.

2) CRYPTOGRAPHIC SUITE FOR UWSNS
In [82], a cryptography suite is suggested for a clustered
UWSN with mobile and stationary nodes in addition to a
gateway. It is tried and examined further for an underwater
vehicle team’s group communication. It seeks to facilitate
secure reconfiguration to manage node mobility, enabling a
node to connect the network, begin a mission, and depart
without difficulty following the event. Together with a set
of cryptographic primitives (cipher, digest, and re-keying),
the suite includes a secure routing protocol to enable secure
underwater communication in one-to-one and one-to-many
modes via the gateway. This is done while taking into consid-
eration the characteristics of underwater acoustic channels,
which are detailed below. The field testing’ findings demon-
strate how little energy and communication overhead the
security measures cause. The encryption method in the sug-
gested suite, called cipherText Stealing, modifies just the
final two blocks of a plaintext’s processing. In short, it basi-
cally ‘‘steals’’ a small amount of the ciphertext from the
second-last block to pad the final plaintext block, which is
then encrypted consistently without increasing the ciphertext
size. By shortening the actual hash function value to 4 bytes,
it minimizes overhead to roughly 4.4% of a standard UWAN
message without compromising security. As seen in Fig. 33,
a key-chain scheme including a collection of symmetric keys
each one being the hash value of the key that before it in
the key creation process lays the foundation for group key
management. In other words, all prior keys in the key-chain
can be computed given a key, but not the reverse ones.
Here, the cluster keys are distributed using the SeFlood [8].
Additionally, it enablesmobile nodeswithout increasingmes-
sage overhead. Because nodes must periodically emerge in
order to synchronize with GPS, it is believed that nodes
are weakly time synchronized. The gateway eliminates the
hacked node from the routing tables after canceling the
group key and recalculates the relevant routes for secure data
delivery.

FIGURE 33. Key generation process [82].

3) REINFORCEMENT LEARNING-BASED TRUST MODEL
TUMRL is a novel reinforcement learning-based trust
updating technique for UWSNs, according to the study’s
authors [83]. Using a specific environment model that over-
sees the trust score update process, the influence of the
underwater environment is first measured. Next, the idea
of key degree is presented as a means of protecting criti-
cal nodes by raising their strength of detection sensitivity
to hostile attacks, given that the network’s most significant
nodes may be more susceptible to malicious attacks. Finally,
by integrating reinforcement learning, the whole approach is
integrated into a decision-making trust score update mecha-
nism to accomplish efficient trust updating. The idea of key
degree, which makes key nodes in the network more sensitive
to trust and reduces losses from malicious attacks, and the
environment model, which quantifies the abstract environ-
mental influence as a probabilistic variable and is utilized
to mitigate trust misclassification caused by environmental
factors rather than offensive attacks, are the two main contri-
butions of this research. Reinforcement learning is integrated
into the environment model and the key degree approach
to enhance the efficacy and adaptability of the trust update
mechanism. The TUMRL workflow diagram is displayed in
Figure 34.

FIGURE 34. TUMRL Workflow Diagram [83].

4) FAULT-TOLERANT BASED TRUST MODEL FOR UWSNS
To guarantee secure and reliable data transmission in under-
water acoustic sensor networks (UWSNs), the authors in [84]
suggested a fault-tolerant trust model against hybrid attacks.
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By fusing fault-tolerant data fusion with trust assessment, the
model finds hostile nodes in the network and reduces their
impact. Because UWSNs have particular obstacles because
of the underwater environment, conventional trust models
are inappropriate for these environments. The creation of a
fault-tolerant trust model that is especially adapted to the
needs and limitations of UWSNs represents the research’s
principal accomplishment.

FIGURE 35. Architecture of fault-tolerant trust model [84].

It is demonstrated that the model is successful in identify-
ing and reducing the impact of sensor node failures as well
as single and coordinated attacks. The paper covers a variety
of attack methods, including wormhole, selective forward-
ing, and node compromise attacks, that can be used against
UWSNs. Even when there are malicious nodes present, the
suggested trust architecture is made to provide secure and
consistent data delivery, thwarting these types of attacks. Any
UWSN that transmits data via acoustic communication can
employ the suggested trust model. The model is appropriate
for usage in a variety of UWSN applications since it is spe-
cially designed to be fault-tolerant and capable of functioning
against both types of threats such as random and selective.
The architecture of the fault-tolerant trust model is reflected
in Figure 35.

5) TRUST CLOUD MODEL FOR UWSNS
A trust model known as TCM was suggested by the study
done in [43] for the UWSN context. The available trust
management strategies were thoroughly examined by the
researchers. Based on trust calculation methodologies and
concepts, the current trust management systems are divided
into seven categories. These trust management strategies are
based on fuzzy logic, probability, D-S evidence, entropy
theory, subjective logic, cloud theory, and Bayesian theory.
Owing to their unique characteristics, UWSNs cannot be
effectively managed by the current trust management mech-
anism. TCM measures the degree of trust among sensor
nodes. The sensor nodes can only transmit data through

trustworthy sensor nodes since they can determine each
other’s trustworthiness based on measured results. The fol-
lowing factors are taken into consideration while evaluating
TCM’s performance: data transmission performance, trust
value computation performance, and malicious node detec-
tion performance. TCM outperforms the other two trust
models that are currently in use, according to the data. The
architecture of the trust cloud model is depicted in Figure 36.

FIGURE 36. Architecture of TCM [43].

G. LOCALIZATION AND TIME SYNCHRONIZATION
SECURITY
The various localization and time synchronization strate-
gies put forth by the research community for the context of
UWSNs are analyzed in this section. Table 4 presents the
analysis in tabular form as well.

1) SECRET
The authors of this paper [85] proposed SecRET, an Evidence
Theory-powered Secure Range-based localization technique
for UWSNs. The proposed SecRET system uses trust-based
computations to enable the unlocalized nodes to choose the
most dependable collection of anchors with the least amount
of resource consumption. As a result, the suggested plan
can adapt to a variety of attacks in the context of UWSN.
An NS-3 based performance study found that SecRET guar-
antees secure and effective localization even in the presence
of compromised nodes vulnerable to various threats while
maintaining the energy efficiency of the deployed nodes.
This study’s primary contribution is the authors’ use of a
DST-based trust model to model how anchor nodes and unlo-
calized nodes interact. For secure localization in UWSNs,
the plan enables anchors to be independently discovered
that are trustworthy and reliable. To assess a node’s trust
multi-dimensional trust metrics are used, including recom-
mendations from surrounding nodes, residual energy, direct
communication behaviors between nodes, and location data
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FIGURE 37. Flowchart representation of SecRET [85].

integrity. This procedure guarantees the suggested scheme’s
robustness. The suggested method successfully identifies
malfunctioning nodes and achieves a high degree of security
against a few significant threats in the hostile environment
in UWSNs. The nodes in SecRET can retain energy effi-
ciency while consuming less in the way of compute and
communication. To meet the energy-efficiency requirements,
the packet size is kept to a minimum by choosing appropriate
and pertinent metrics for the trust evaluation. Figure 37 shows
a flow representation of SecRET.

2) SECURE LOCALIZATION FOR UWSNS
The authors of this research paper [86] provide a secure
localization framework based on a probabilistic model. This
framework has a probabilistic system at its core. Further-
more, there are various challenges in the localization of
underwater sensors networks discussed by [118] and [119].
The necessary training set is generated in order to estimate
the parameters of the probabilistic scheme. The suggested
probabilistic approach and PSO technique are used to carry
out the malicious node isolation. The suggested framework is
put into practice inMATLAB and contrasted empirically with
the current framework. The suggested approach performs
significantly better in terms of accuracy in isolatingmalicious
nodes than the current mechanism. Figure 38 displays the
secure localization flow diagram.

3) SECURE LOCALIZATION BASED ON GRADIENT DESCENT
TECHNIQUE
By using a gradient descending technique, the authors of this
study [87] enhanced the performance of a secure localiza-
tion for underwater wireless sensor networks (UWSNs). The

FIGURE 38. Secure localization flow diagram [86].

suggested approach uses a cooperative localization technique
to lower the localization error in a noisy underwater environ-
ment by having each node determine its position based on
the information it has received. Based on the data received
from anchor nodes, each node may determine its location
using the cooperative localization approach and then broad-
cast that location to its neighbors. This method, in addition
to obtaining information about anchor nodes, each node can
determine the distance it is from certain neighbor nodes
whose location is already known. Consequently, the node can
use the gradient descent technique and more information to
decrease its localization error and locate itself. The distance
between the anchor and regular nodes can be ascertained
using any of the following methods: TOA, TDOA, hop count
and RSS. Some other techniques have also been discussed
by [116] and [117]. Emerging data aggregation techniques
are given by [120]. Based on transmission losses, authors
use the Lambert function to determine the distance between
regular nodes and anchor nodes. The method’s efficiency is
demonstrated by the simulation results.

4) CLUSS
In this study [88], to provide synchronization security in
hostile underwater environments against a range of attacks,
including replay, Sybil, delay, and message manipulation
attacks, a CLUster-based Secure Synchronization (CLUSS)
protocol is presented. The three stages of CLUSS’s time syn-
chronization process are the authentication, intra- and inter-
cluster synchronization, and synchronization phases. During
the authentication procedure, regular nodes authenticate to
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TABLE 4. Analysis of security mechanisms in UWSNs.

cluster heads and cluster heads authenticate to beacons.
In the intra-cluster and inter-cluster synchronization phases,
CLUSS isolates the propagation delay of uplink due to node
mobility from that of downlink to improve the precision of
time synchronization. Furthermore, to minimize the number

of messages created during synchronization, portions of these
two stages may be carried out concurrently. Through simula-
tions, we show that CLUSS can, under various conditions,
reduce both synchronization errors and energy usage when
compared to standard protocols.
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TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.

5) WATER SYNC
This study’s authors [89] proposed the water quality moni-
toring system (water) model, which is low-energy, scalable,
and delay-tolerant. What sets the water model apart from
terrestrial radio sensor networks is its mobility, lengthy prop-
agation delay, and high variability. The authors suggest a

lightweight time synchronization system in order to obtain
satisfactory timestamp accuracy in the vertical direction.
However, among other network attack methods, malicious
actors can trick water quality monitoring in water plat-
forms via replay, wormhole, sybil, and byzantine assaults.
In order to identify nodes executing internal assaults that

VOLUME 12, 2024 161123



K. M. Ahmed et al.: Securing UWSN: A Review of Attacks and Mitigation Techniques

TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.
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TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.

are distinct from external attacks in that they necessitate
the complete disclosure of keying materials, a correlation-
based security model is presented by authors for detecting
outlier timestamp data. Our time synchronization protocol’s

dependability is reinforced by this model. Assuming the
attackers have already obtained the water sensors and are
aware of the keying materials, the correlation-based security
approach can also foil numerous insider attacks. Extensive
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TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.

tests ensure security methods’ effectiveness. Underwater sen-
sor systems used by the military and navy depend heavily

on the proposed secure time synchronization technique or
WATERSYNC.
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TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.

VI. DISCUSSION
A significant portion of the primary research discusses novel
algorithms [8], [60], [66] and security models [73], [79],
[83] in order to handle a specific threat or class of attacks.
The remaining papers address security issues and major
research challenges [3], [10], [48], [90], [90], as well as
the demonstration and classification of threats and attacks,

including denial-of-service (DoS), localization, and routing
attacks [30], [32], [33], [90]. For the most part, simulations
are used to assess these investigations. The peculiarities of
UWSN, which significantly distinguish its operation and
security issues from those of its terrestrial counterpart in
terms of location, node mobility, consumption of energy and
maintenance, are a recurring theme in most of the primary
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TABLE 4. (Continued.) Analysis of security mechanisms in UWSNs.

research. Most researchers concur that terrestrial WSN secu-
rity measures are not always transferable to UWSNs. Because
UWSNs operate over greater distances and require more
sophisticated signal processing than their terrestrial equiva-
lents, they are more power-hungry and have limited hardware
resources (computation, energy, and storage capacity) [10].
In addition, the unstable communication route resulting from
the acoustic channel’s smaller bandwidth combined with
unprotected and sometimes unmonitored makes channels
more vulnerable to hostile and eavesdropping assaults [10].
Numerous strategies, such as game theory, encryption, statis-
tics, machine learning and modification of pre-existing
networking algorithms, have been put forth to address the
issues.

A. PHYSICAL EXPERIMENTATION
The majority of research projects that proposed security
methods are assessed using simulations, most of which
have predetermined constraints. Simulations are unquestion-
ably useful for experimental research since they offer a
time-effective and economical way to test novel ideas. How-
ever, the simulation software does not accurately represent the
actual behavior due to the unpredictability of the underwater
environment, which allows for errors. It would be feasible to
do further physical experiments to assess the effectiveness of
the suggested security measures. This could provide a more
comprehensive outcome of these solutions’ performance.

B. EFFECT OF SECURITY ON OTHER SYSTEM
PARAMETERS
It is important to remember that enhancing a system’s security
will inevitably result in more overhead and implications.

Any system’s overall performance is the result of a complex
interplay between many system parameters, so it’s critical to
examine how security affects pertinent performance metrics
like reliability, energy efficiency, and throughput. As given
by the table 4 security related algorithm does not address
all the issues related to underwater networks, such as energy
consumption cross-layer design and latency. Enhancing the
security sometimes increase the computational overhead,
which may cause the latency. Additionally, mechanisms
should be developed, and the compromise between security
measures and energy, throughput, and spectrum efficiency
should be carefully examined in order to determine howmuch
it will cost to implement a security measure at the desired
level of security.

C. CRYPTOGRAPHIC SUITES
The objective of the developed UWSN secure communica-
tion suites is to improve the authenticity, confidentiality and
integrity of data within the nodes and during transmission.
However, due to the insecure exchange of the secret keys
needed for encryption and decryption, spoofing attacks con-
tinue to occur against these protocols. It is important for
any crypto suit that how it works under different attacks,
a nicely design encryption technique is one that can able to
handle different types of attacks. Given by table 4 not all
the algorithm can able to give security under many attacks.
Therefore, it is necessary to create a cryptographic suite that
is more effective than the ones that are already in use.

D. UPPER LAYER UWSN SECURITY
Applications or transport layers can offer upper-layer secu-
rity. The aforementioned discussion demonstrates that, while
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taking into consideration unique UWSN properties, UWSN
security schemes examined thus far have mostly focused on
the low three levels (Physical, Data, and Network). It is chal-
lenging for the lower layers to provide end-to-end security
on their own, though. In addition to making intermediate
nodes’ job of securing UWSNs easier, an effective upper-
layer security scheme can offer customized security services
that are made to meet the unique needs of every appli-
cation. But as was already indicated, the complexity of
the current upper-layer security techniques increases with
cipher expansion, leading to increased bandwidth and energy
consumption.

E. CROSS-LAYER
As the discussion above demonstrates, single layer security
techniques are the subject of 95% of security algorithm
research conducted in UWSN. The algorithms for layer secu-
rity are limited to a single layer. It is not possible to say that
these layer-specific algorithms have completely defensive
methods because cross-layer attacks occur on the network.
The use of single layer security methods for UWSN has
a number of disadvantages, such as the rapid depletion of
network resources if countermeasures against an attack are
calculated independently for every layer. The inability of sin-
gle layer security algorithms to react to alterations in UWSN
topology, failure of node, and other related issues is another
disadvantage of the technology. Since node’s energy is a valu-
able resource for UWSN, it is crucial to design cross-layer
security mechanisms while maintaining a comprehensive net-
work perspective.

F. SECURE LOCALIZATION & TIME SYNCHRONIZATION
Since there are no Global Positioning System (GPS) signals
underwater, localization and time synchronization remain a
crucial concern for underwater nodes. Localization attacks
like Sybil and Wormhole, which have been revealed recently,
have the ability to inflict great harm by using or alter-
ing the localization data. Cryptographic techniques must be
designed with efficiency and effectiveness to prevent the
injection of false localization information into UWSNs [85],
[86]. On the other hand, appropriate cryptographic algo-
rithms must be created in order to protect against attacks
on time synchronization, such as manipulation, replay and
masquerading [88].

VII. CONCLUSION
This study examines the different security mechanisms for
detection and mitigation in UWSNs, which are typically
installed in challenging underwater conditions with signifi-
cant energy usage and limited network resources. This study
addresses prevalent attacks, classification of attacks using
a layered approach and their countermeasures, strategies
for secure MAC and Secure routing, encryption algorithms
framework that require less computing power and crypto-
graphic overhead, key management schemes practical for
UWSNs, Intrusion detection, and trust management models.

Some UWSN characteristics also present difficulties for
attackers and ought to be used to strengthen UWSN security.
The issues addressed, significant contributions, and potential
avenues for future research are thoroughly explored. Keep
in mind that most of the strategies are based on theoretical
research. UWSN conditions are dynamic and complicated,
making it challenging to model them effectively. Field testing
is the most reliable way of validation. As a result, more
study with real-world testing is required because UWSN
security research is still in development. Various applica-
tions have different security needs, that must be taken into
consideration while developing workable UWSN security
schemes. In this situation, a strategic approach for effective
coordination between different tiers is crucial to optimize the
consumption of resources to achieve the security strength that
is required and ensure the sustainability of the solution for the
UWSN environment. A UWSNmay be tailored for a specific
application.

A. FUTURE GAPS AND CHALLENGES
Now a days under water sensors networks has gained a lot
of attentions and that is why a numerous growth can be
seen in this area. But still there a chance of improvement in
UWSNs mainly its implementation of the wide area or huger
environment. For the large area networks, it is required by the
researchers to apply more algorithms that can produced more
accurate solutions. The experiments should be performed in
large surroundings to see the effect of network connectivity
that should long-lasting. It is very important in UWSNs that
the neighborhood range should be wider with better coverage,
low energy consumption.

A study in future should focus on the underwater vehicles
with the improved communication in terms of autonomy level
and channel bandwidth. A models should be generated for
these underwater vehicles that analyzes the environment of
UWSNs in wide range of experimental area. Also, the study
should be done for high level of planning layer to match with
the surroundings of the vehicles. It is also required by the
researcher that try to design the experimental setup in more
complex environment that considermultipath, shadowing and
mobility and see the results. Analysis of results in more
complex networks should be done to see its effects related
to surroundings.

The idea of using the deep learning technique for the
localization in underwater could be more reliable as compare
to the existing techniques.

UWSNs can be used for many different purposes, such
as military, civic, and more. The application and study of
UWSNs are becoming more and more common in industry
and academia. There are still a lot of unanswered questions
after looking at recent advancements, studies, and research
gaps that were previously mentioned. These are covered in
brief in the subsections that follow.

In the last, it more important to see effect of hybrid har-
vesting energy in the ocean environment. The application of
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harvest can bring more stability and reliability in the hostile
marine environment.
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