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ABSTRACT

Anomaly detection, vital for identifying deviations from normative data patterns, is particularly crucial in sensor-driven real-

world applications, which predominantly involve temporal data in the form of time series. Traditional evaluation of anomaly

detection methods has relied on public benchmark datasets. Yet, recent revelations have uncovered inherent flaws and inade-

quacies in these datasets, casting doubt on the perceived progress in the field. To address this challenge, the UCR Time Series

Anomaly Archive has been recently proposed—a meticulously curated database comprising 250 time series—designed to pro-
vide a robust and error-free benchmark for anomaly detection research. This paper comprehensively evaluates state-of-the-art
anomaly detection techniques using the UCR Time Series Anomaly Archive. Our findings demonstrate the efficacy of current
methods in accurately detecting anomalies across an important portion of datasets without additional optimization, underscor-

ing the archive's utility as a foundational baseline for future research and development in anomaly detection methodologies.

1 | Introduction

In an increasingly interconnected world, and with an ever-
growing amount of generated data, being able to detect anom-
alous behaviours automatically has become a necessity.
Applications as diverse as heart anomaly detection Dissanayake
et al. (2020), anomalous power consumption patterns Himeur
et al. (2021), attacks on recommender systems Si and Li (2020),
detection of acoustic anomalies in industrial processes Bayram,
Duman, and Ince (2021), or anomalies detection on Internet of
Things (IoT) environments Li and Jung (2022) are just a few of
the infinite number of problems where the early detection of
anomalies plays a crucial role.

Anomalies, or outliers, in data, refer to data points that deviate
notably from the majority of the data points Chandola, Banerjee,
and Kumar (2009); Aggarwal (2016). These anomalies can be the
result of errors in data collection, measurement errors, or true
variations in the data that represent interesting and important
phenomena. Detecting anomalies is an important task in data
analysis as it can help to identify errors and patterns in the data.

In most cases, the anomaly search process is performed on data
recorded over time. This specific type of data is known as time
series. Each time series value has a certain temporal relationship
with its past values that must be preserved Baldan et al. (2018).
Due to this, the time series have special properties that must be
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considered for a correct processing Balddan and Benitez (2023),
such as trend, seasonality, and stationarity, among others.
Ignoring these behaviours can lead to misinterpretations, inaccu-
rate models, and unreliable predictions. For example, ignoring in-
formation related to trends, cycles, and autocorrelation can result
in missing important patterns. In addition, ignoring the season-
ality of a time series can prevent the capture of relevant long-term
information, resulting in inaccurate models and unreliable fore-
casts. Therefore, traditional anomaly detection algorithms that do
not take this temporal component into account cannot be used.

Anomaly detection in time series has established itself as a very
prolific field with a large number of proposals Xu et al. (2019);
Pang et al. (2021). However, the vast majority of new propos-
als are focused on improving the results obtained by previous
ones. Although continuous progress in this field can be seen,
the proven existence of multiple problems in the state-of-the-
art reference datasets, such as unrealistic anomaly density, and
mislabelled ground truth, among others, discourage their use as
benchmarks. This makes progress in this field just an illusion
Wu and Keogh (2021).

To address these issues, the authors of the state-of-the-art univar-
iate Dau et al. (2019) and multivariate Bagnall et al. (2018) time
series classification repositories have proposed a new state-of-
the-art anomaly detection time series repository, the UCR Time
Series Anomaly Archive Wu and Keogh (2021). This repository
is composed of 250 different time series from a wide variety of
fields. The authors have opted for an approach in which each
time series contains a single anomaly, well identified by the ex-
perts, facilitating the final evaluation of the results and allowing
the repository to be expanded with new time series in a transpar-
ent way for future work. In this way, it is only evaluated whether
or not an algorithm is capable of detecting the anomaly present
in each time series, avoiding some of the problems previously
mentioned, such as the case in which in a time interval without
changes, part of the values that compose it are considered anom-
alies while others are not. The anomaly contained in each time
series can be of any type, from clear variations in the value of the
time series to patterns that are more or less complex to detect.

In this paper, we propose an extensive experimental study of
the state-of-the-art anomaly detection methods on the new
UCR Time Series Anomaly Archive repository, with the aim
of obtaining a robust baseline of results against which the new
proposals can be compared. The main advantages of this pro-
posal are:

« A common framework for the comparison of new proposals
for anomaly detection in time series.

« Clear and easily comparable results of the main state-of-the-
art algorithms from different approaches.

« The number and type of time series included in the study
can be easily extendable.

The remainder of this paper is organised as follows: Section 2
depicts the state-of-the-art in time series anomaly detection. In
Section 3, the proposed study is explained. Section 4 contains
the experimentation performed in detail. Finally, Section 5 con-
cludes the paper.

2 | Related Works

This section contains multiple analyses of the state-of-the-art
anomaly detection field. First, a study about the anomaly detec-
tion problem is included (Section 2.1). Second, the main propos-
als of the state-of-the-art are analysed (Section 2.2). Finally, the
actual problems in the anomalies detection field are explained
(Section 2.3).

2.1 | Anomaly Detection

Anomaly detection is a set of techniques used to identify data
points that deviate from the expected patterns or norms in a
dataset Chandola, Banerjee, and Kumar (2009).

We can differentiate between five types of anomalous instances
Goldstein and Uchida (2016):

» Point Anomalies: Point anomalies refer to individual data
points that deviate notably from the rest of the data points in
the dataset. These anomalies are the most common type and
can be caused by measurement errors, data entry errors, or
sampling errors.

Contextual Anomalies: Contextual anomalies occur when
a data point is anomalous in a specific context but is not
considered anomalous in other contexts. For example, a
high-temperature reading might be anomalous in the con-
text of a hospital room but not anomalous in the context of
a sauna.

Collective Anomalies: Collective anomalies occur when
a set of related data points deviates considerably from the
expected pattern. These anomalies can be caused by group
behaviour or system failures.

Spatial Anomalies: Spatial anomalies occur when a data
point deviates from the expected pattern based on its geo-
graphical location. These anomalies are common in envi-
ronmental monitoring or geographical data analysis.

Temporal Anomalies: Temporal anomalies occur when a
data point deviates from the expected pattern based on its
temporal location. These anomalies are common in time-
series data analysis or event sequence analysis.

It is important to understand the different types of anomalies to
accurately identify them and determine their potential causes.
Different types of anomalies may require different detection
techniques and methods. In addition, understanding the type of
anomaly can help to identify potential causes and develop ap-
propriate mitigation strategies Aggarwal (2016).

Anomalies and noise are two types of irregularities that can
affect data. While they may appear similar, there are sev-
eral key differences between them. Noise is a random error
or interference that affects the overall quality of the data
by reducing its accuracy and precision. This is why noise
must be detected and either corrected or eliminated Luengo
et al. (2020); Garcia-Gil et al. (2019). Anomalies, on the other
hand, contain valuable information that has to be detected,
extracted, and analysed.
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Anomaly detection has wide-ranging applications in diverse
fields such as security, fraud detection, fault detection, health-
care, and finance.

An anomaly detection algorithm can produce different types of
outputs depending on the type of algorithm and the application
context Chandola, Banerjee, and Kumar (2009). Here are some
of the most common types of outputs that can be produced by an
anomaly detection algorithm:

 Binary output: the result is a binary value indicating whether
a data point is anomalous or not. This output is useful for
simple anomaly detection tasks where the goal is to identify
whether a data point is anomalous or not.

Score output: the result is a score indicating the degree of
anomaly for each data point. This output is useful when
multiple data points have varying degrees of anomaly, and
it is important to prioritise them based on the severity of the
anomaly.

As mentioned above, our focus is on anomaly detection for
time series. A time series is a collection of chronologically
ordered data. Some of its characteristics are large size, high
dimensionality, and continuous updating. Anomaly detection
in time series has become a hot issue as it is used in a variety
of domains.

2.2 | Anomalies Detection Algorithms
State-Of-The-Art

In this Section, we depict the different types of anomaly de-
tection algorithms according to their internal mechanisms to
detect anomalies. We can differentiate between probabilistic
algorithms, linear models, proximity-based methods, outlier en-
sembles, and neural networks:

« Probabilistic: these anomaly detection methods involve the
use of statistical models to identify data points or events
that deviate notably from the expected or normal behaviour
of the data. Probabilistic methods typically assume that
the normal behaviour of a system or process can be mod-
elled by a probability distribution and that anomalies can
be identified by their low probability of occurrence under
this distribution. Examples of these methods are ECOD Li
et al. (2022), COPOD Li et al. (2020), and MAD Iglewicz and
Hoaglin (1993).

Linear Model: these methods make use of a linear model
to identify anomalies. This linear model assumes that the
data can be represented by a linear relationship between the
input variables. The most popular method of this family is
OCSVM Scholkopf et al. (2001).

Proximity-Based: distance and similarity measures are
the mechanisms used by proximity-based anomaly detec-
tion methods. Anomalies can be identified as data points
that are considerably different or far from the rest of the
data. Examples of proximity-based anomaly detectors
are LOF Breunig et al. (2000), and CBLOF He, Xu, and
Deng (2003).

« Outlier Ensembles: the combination of multiple anomaly
detection methods, in the form of an ensemble, can im-
prove the accuracy and robustness of the anomaly detec-
tion process. These methods assume that the combination
of all base detectors, along with their weaknesses and
strengths, can improve the detection of anomalies. The
most popular and widely used methods of this category
are Isolation Forest Liu, Ting, and Zhou (2012), and LODA
Pevny (2016).

Neural Networks: these methods are based on the use of
neural networks for the identification of anomalies. These
anomalies can be detected as data points that have high
prediction errors or do not fit well with the learned model.
They have the advantage of being able to learn complex
and nonlinear relationships between the input variables,
without requiring explicit assumptions about normal be-
haviour. Examples of neural network anomaly detectors
are SO_GAAL and MO_GAAL Liu et al. (2019). Another
example is DeepSVDD Ruff et al. (2018). It trains a neu-
ral network to map input data into a hypersphere of mini-
mal volume, enclosing the majority of normal data points.
Anomalies are identified as points that lie outside this
hypersphere, with the network learning to extract the
common factors of variation in the data. This method op-
timises an objective that directly targets anomaly detec-
tion, distinguishing it from other approaches that rely on
reconstruction errors.

The field of anomaly detection has witnessed remarkable
advancements in recent years, driven by the proliferation of
complex data sources and the demand for robust detection
capabilities. State-of-the-art methodologies encompass a di-
verse range of approaches, including traditional statistical
techniques Li et al. (2022), machine learning algorithms Ali
et al. (2020); Nassif et al. (2021), and hybrid models Liu, Ting,
and Zhou (2012). Recent developments have emphasised the
integration of deep learning architectures, such as convolu-
tional neural networks (CNNs) and recurrent neural networks
(RNNs), which excel at capturing intricate patterns and tem-
poral dependencies in data Pang et al. (2021). Moreover, the
emergence of unsupervised learning paradigms, coupled with
advancements in semi-supervised and self-supervised tech-
niques, has expanded the applicability of anomaly detection
to scenarios with limited labelled data Zhou et al. (2020).
Concurrently, efforts have been made to enhance the inter-
pretability and explainability of anomaly detection models,
addressing concerns related to their transparency and trust-
worthiness in real-world applications Ali et al. (2023). Overall,
the latest advancements in anomaly detection methodologies
underscore a shift towards more sophisticated, adaptive, and
scalable approaches capable of addressing the evolving chal-
lenges posed by modern data environments.

2.3 | Issues of Anomalies Time Series Datasets

Some state-of-the-art datasets in anomaly detection have spe-
cific errors that make them unsuitable for use as benchmarks
Wu and Keogh (2021): triviality, unrealistic anomaly density,
mislabelled ground truth, and run-to-failure bias.
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« Triviality: problems that are so simple that they could be
solved with one line of code (one-liners). Of course, we can
use “magic numbers” extracted from the training process,
but we should avoid calling already built-in methods as a
one-line solution.

Unrealistic Anomaly Density: time series in which a large
number of continuous points are considered anomalies, mul-
tiple regions of the same time series are marked as anoma-
lies or different anomalous points which are very close to
each other but separated by a normal point.

Mislabelled Ground Truth: it is possible to find datasets in
which the anomaly labels are ambiguous. For example, an
extensive area of a time series can have constant values,
with no changes, and some of those points are marked as
anomalous and not the rest.

Run-to-Failure: it is common that real-world systems are
run-to-failure. In those cases, we can find problems in
which the anomalies of the entire dataset are presented at
the end of the time series. Any algorithm that marks the last
points of any time series as anomalies without additional
considerations is able to obtain an excellent performance in
those cases.

The problems mentioned above are analysed in-depth in the
original work Wu and Keogh (2021). The authors found the
typical run-to-failure behaviour problems (Yahoo Laptev,
Amizadeh, and Billawala (2015) and NASA Hundman
et al. (2018) benchmark datasets), in which a simple naive de-
tector that marks the last point of each time series as anom-
alous can obtain a competitive accuracy. Additionally, they
found that a simple one-liner method could obtain 86.1% accu-
racy for the case of the Yahoo dataset, which is a competitive
result when compared with papers that have used this dataset
as a benchmark Qiu, Du, and Qian (2019); Gao et al. (2020).
More examples of these behaviours can be found in the pre-
vious paper Wu and Keogh (2021). In addition, authors have
published a resource Wu and Keogh (2023) where they show
additional examples of these kinds of problems in different
state-of-the-art datasets (Yahoo, NASA, Numenta Ahmad
et al. (2017), and Pei's Lab (OMNT) Su et al. (2019)). According
to these results, authors have proposed a new repository, com-
posed of 250 different time series, free of these known errors.
Moreover, the authors have encouraged the community to cre-
ate new sets of tested time series anomaly detection datasets.
In addition, authors have also proposed simple anomaly de-
tection models, called one-liners, which we explain in depth
in the next section.

3 | One-Liners and State-Of-The-Art Algorithms
Comparative Framework

This section begins by introducing the UCR Time Series
Anomaly Archive one-liners approach (Section 3.1). Then, we
explain the selection of the state-of-the-art anomaly detection
methods included in this work (Section 3.2). Finally, we describe
the metrics employed to evaluate the performance of the state-
of-the-art methods (Section 3.3).

TABLE1 | One-liners parameters specified in the paper.

Parameter UCR proposal Our implementation
u [0,11eZ [ -100,100] € R

c — [ -100,100] € R

k — [10,500] € Z

b (—o0,+®€ER (—o0,+x)eER

3.1 | UCRTime Series Anomaly Archive
One-Liners

The models proposed as benchmarks in the UCR Time Series
Anomaly Archive aim to demonstrate that simple models
are able to address anomaly detection problems as effectively
as more complex proposals. The UCR Time Series Anomaly
Archive proposal includes as benchmark models the next six
one-liners:

abs(diff(TS)) > u*movmean(abs(diff(TS)), k)
+c*movstd(abs(diff(TS)), k) (@)
+b

diff(TS) > u*movmean(diff(TS), k)

+c*movstd(diff(TS), k) 2
+b
abs(dif(TS)) > b ?3)

abs(diff(TS)) > movmean(abs(diff(TS)), k)

+ c*movstd(abs(diff(TS)), k) ()]
+b
dif(TS) > b )

diff(TS) > movmean(diff(TS), k)
+c*movstd(diff(TS), k) (6)
+b

In this work, we have re-implemented them, but with slight mod-
ifications, because the ranges of values of k and ¢ parameters
were not included in the original paper Wu and Keogh (2021).
The information about the parameters used is included in
Table 1. We chose to expand the possible values of each param-
eter with the objective of finding the limitations of those one-
liners methods. The movmean and movstd functions correspond
to the calculation of the moving mean and standard deviation,
respectively, for a window of size k. The diff(ts) method works
by calculating the differences between successive observations
in the time series. This method is widely used in the time se-
ries field and enables focusing on relative changes instead of
changes in the absolute values of the time series. In this work,
the applied differentiation calculates the difference of each point
with the previous one.
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The optimization process is performed with the Optuna frame-
work Akiba et al. (2019). This process minimises the distance
between the predicted anomaly point and the middle point of
the known anomaly. The process is composed of three well-
differentiated steps:

« First, Optuna proposes a combination of u, ¢, and k param-
eters whenever available.

« Second, the b parameter is calculated to adjust the limit to
consider a point as anomalous. In this step, we only obtain
one point as the possible anomaly in the input time series.

« Third, based on the distance between the predicted and the
middle of the real anomaly points, Optuna proposes a new
set of parameters combination to minimise this distance.

It is important to mention that these one-liners use a brute-
force approach, which optimises the different parameters to
obtain the best prediction possible. This approach has the in-
tention to demonstrate that simple models are able to address
these kinds of problems but need to know the position of the
anomaly to perform its optimization. Because of this, we can-
not consider their results in the final state-of-the-art models’
evaluation. Additionally, it is relevant to mention the main
limitation or bias included in the UCR Time Series Anomaly
Archive, which is related to the structure of the proposed data.
Each dataset or time series includes a single anomaly, which
benefits models that only select as an anomaly a single point
that they identify as the most anomalous, leaving out of this
classification other points that could also be considered anom-
alous, such as the one-liners.

3.2 | State-Of-The-Art Anomaly Detection
Methods

We have extracted the state-of-the-art methods for anom-
aly detection from the PyOD library Zhao, Nasrullah, and
Li (2019). This library has become the reference as far as
anomaly detection is concerned. It is being updated actively
and regularly with the newest and best-performing anomaly
detection methods.

Here, we have carried out a selection among all algorithms avail-
able in the PyOD library. This selection is based on the ability of
the methods to be run on all the benchmark datasets without the
need to perform any parameter optimization, only using their
default values. Since our focus is to present a baseline bench-
mark of the different anomaly detection methods available in
the literature, we will not focus on obtaining the best result for
each tested method for each of the 250 available datasets. In
Table 2, we show the selected 21 methods.

3.3 | Anomaly Detection Functions

To perform the detection of the anomalies, we include two dif-
ferent criteria:

« maxScore: the anomaly point is chosen based on the maxi-
mum anomaly score provided by the different methods.

« maxScoreWindow: a sliding window is used for the selection
of the anomaly point. In particular, we select the middle
point of the sliding window with the maximum accumu-
lated score value.

On the one hand, the maxScore criterium is the simplest and
more demanding criterion, but it is sensible to little variations
in data and parameters. On the other hand, maxScoreWindow
needs to process a higher number of data points but provides a
robust final decision since it includes context information about
the anomaly evaluation.

4 | Experimentation

In this section, the experimental framework and results
are presented. First, the experimentation setup is explained
(Section 4.1). Second, the datasets used are described in
Section 4.2. Third, the metrics and evaluation criteria selected
are depicted (Section 4.3). Finally, the results obtained are
shown and analysed in Section 4.4.

4.1 | Experimentation Setup

The one-liners experimentation has been performed with the
equations and parameters specified in Section 3.1. When ap-
plying the maxScoreWindow anomaly detection function, we
selected the following window lengths based on the 100-point
anomaly detection threshold defined in the original paper: 10,
100, 200, and 500. This allows us to analyse the impact of using
window widths both above and below the specified threshold.
Additionally, we had limited the maximum number of itera-
tions in Optuna for each time series to 1000. The state-of-the-art
anomaly detection methods have been set to the default param-
eters offered by the PyOD library.

The source code of the experimentation has been developed in
Python 3.9.13 and can be found in the online repository.!

4.2 | Datasets

The UCR Time Series Anomaly Archive Wu and Keogh (2021)
is composed of 250 different univariate time series. Each time
series contains only one anomaly, and its position is known: the
start and end point of the anomaly subsequence. Additionally,
the training and test subsets of each time series are specified.
The training part is free of anomalies.

It is important to note that the types of anomalies and time se-
ries considered in this dataset are diverse. The time series of this
repository have lengths that vary between 6684 and 900,000
data points.

4.3 | Metrics and Evaluation Criteria
Following the indications of the dataset archive authors, one

prediction is evaluated as correct only if it is located at a dis-
tance equal to or less than 100 points from any point on the
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TABLE 2 | State-of-the-art anomaly detection methods selected.

Type Name Year Reference
Probabilistic ECOD 2022 Li et al. (2022)
COPOD 2020 Li et al. (2020)
MAD 1993 Iglewicz and Hoaglin (1993)
KDE 2007 Latecki, Lazarevic, and Pokrajac (2007)
Sampling 2013 Sugiyama and Borgwardt (2013)
Linear model OCSVM 2001 Scholkopf et al. (2001)
Proximity-based LOF 2000 Breunig et al. (2000)
CBLOF 2002 He, Xu, and Deng (2003)
HBOS 2012 Goldstein and Dengel (2012)
kNN 2000 Ramaswamy, Rastogi, and Shim (2000)
AvgKNN 2002 Ramaswamy, Rastogi, and Shim (2000)
MedKNN 2002 Ramaswamy, Rastogi, and Shim (2000)
ROD 2020 Almardeny, Boujnah, and Cleary (2020)
Outlier ensembles IForest 2008 Liu, Ting, and Zhou (2012)
INNE 2018 Bandaragoda et al. (2018)
LODA 2016 Pevny (2016)
Neural networks AutoEncoder 2015 Aggarwal (2016)
VAE 2013 Kingma and Welling (2013)
So_GAAL 2019 Liu et al. (2019)
MO_GAAL 2019 Liu et al. (2019)
DeepSVDD 2018 Ruff et al. (2018)
anomaly. This simple idea aims to facilitate the comparison 4.4 | Results

of the results between different proposals, which is one of the
most important limitations of the actual anomaly detection
state-of-the-art, allowing them all to use the same metric. In
this way, they suggest performing the comparison by evaluat-
ing the total number of anomalies detected, similarly to the ac-
curacy. It is calculated as the total number of correctly detected
anomalies divided by the total number of time series. We do not
perform additional evaluations about the distance of prediction
to the anomaly.

The Critical Difference diagrams (CD) Demsar (2006) have been
included to analyse the results obtained from a statistical point
of view. CD allows for the comparison of results among differ-
ent models from a statistical standpoint. In this diagram, each
model is ordered based on its average rank, which is visible on
the top line of the graph. The models connected by a bold line
are deemed to exhibit no statistically significant differences in
their outcomes at a specified confidence level a. For this study,
we have opted for a 95% confidence level, setting a to 0.05. The
R scmamp package Calvo and Santafé (2016) has been employed
to compute the average rank and the CD.

Additional information regarding the metrics used in our evalu-
ation can be found in GitHub repository.!

In this section, the results obtained for the one-liners are shown
(Section 4.4.1). Results achieved by the state-of-the-art anomaly
detection methods are also described in detail (Section 4.4.2).

4.4.1 | One-Liners Results

Table 3 contains the results obtained for the one-liner approach
over the 250 time series that composes the UCR Anomaly
Detection repository. We show that the one-liners with the high-
est number of parameters or components (Equations 1 and 2)
are able to obtain a high accuracy in the experimentation per-
formed. These results are expected since Equations 3 and 4 are a
simplification or special case of Equation 1, and Equations 5 and
6 are a simplification of Equation 2. Higher degrees of freedom
in the equations allow better results to be obtained.

It is important to note that, for this approach, it is necessary to
know the anomaly position in each case because this information
is used to optimise the one-liner parameters. The objective of this
approach is not to be part of the state-of-the-art time series anom-
aly detection but to show that simple models are able to describe a
substantial part of typical time series anomaly detection problems.
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4.4.2 | State-Of-The-Art Algorithm Results

Table 4 gathers the accuracy results achieved by the different
anomaly detection algorithms employed in this study. In view of
these results, we can draw the following conclusions:

TABLE 3 | One-liners results.

One-liner Anomalies detected Accuracy
Equation 1 212 0.848
Equation 2 208 0.832
Equation 3 76 0.304
Equation 4 196 0.784
Equation 5 74 0.296
Equation 6 195 0.780

TABLE 4 | State-of-the-art algorithms accuracy results.

« Aswe can see, the use of the differentiation method is improv-
ing the results of the two prediction functions used, maxScore
and maxScoreWindow. All methods are achieving their best
results using the differentiation method. Some cases reflect
an improvement of close to 100%. This result is expected since
the differentiation method reduces the gap between consecu-
tive data points, making the time series flatter, and therefore,
the algorithms can easily identify the real anomalies.

DeepSVDD stands as the best-performing method for all
metrics. It is capable of detecting correctly the anomalies in
more than half the datasets tested. Moreover, the use of dif-
ferent metrics shows a slight variance in the results.

If we attend to the length of the window for the maxScore-
Window metric, we can see two different trends: algorithms
that benefit from the increase of available data, and algo-
rithms that suffer from this increase in data. Distance-based
methods, as well as DeepSVDD, are improving their results
with increasing window lengths.

Differentiation

method Not applied Applied

Prediction function = maxScore maxScoreWindow maxScore maxScoreWindow
Length — 10 100 200 500 — 10 100 200 500
ECOD 0.184 0.164 0.124  0.112 0.080 0.324 - 0.272 0.264 0.132
COPOD 0.128 0.140 0.160 0.108 0.080 - 0.224  0.220 0.252 0.152
MAD 0.128 0.140 0.196 0.184 0.100 0.304 0.320 0.320 0.164
KDE 0.196 0.192 0.224  0.232 0.156 0.400 0.392  0.396 0.204
Sampling 0.116 0.160 0.184 0.160 0.132 0.336 0.344 0.196
OCSVM 0.104 0.120 0.156 0.160 0.104 - 0.284  0.288 0.288 0.156
LOF 0.096 0.208 0.292 0.288 0.244 0.188 0.336 0.304
CBLOF 0.112 0.148 0.176 0.172 0.120 0.312 0.320 0.372 0.168
HBOS 0.056 0.128 0.144 0.108 0.104 0.024 - 0.248  0.256 0.148
kNN 0.180 0.172 0.192  0.200 0.164 0.384 0.412 0.452 0.260
AvgKNN 0.184 0.168 0.204 0.204 0.180 0.392 0.416 0.276
MedKNN 0.176 0.172 0.200  0.200 0.172 0.388 0.412  0.468 0.272
ROD 0.176 0.156 0.164 0.116 0.092 0.312 - 0.328 0.336 0.156
IForest 0.060 0.120 0.124  0.120 0.096 0.100 0.252  0.276 - 0.148
INNE 0.176 0.156 0.092 0.108 0.076 - 0.292 0.212 0.152 0.092
LODA 0.040 0.116 0.160 0.148 0.104 0.052 0.156  0.228 - 0.168
AutoEncoder 0.172 0.176 0.168 0.152 0.124 0.304 - 0.304  0.296 0.232
VAE 0.172 0.188 0.164 0.176 0.140 0.296 0.228
So_GAAL 0.028 0.036 0.044  0.032 0.032 0.132 0.048
MO_GAAL 0.020 0.020 0.028 0.032 0.020 0.100 0.072
DeepSVDD 0.440 0.472 0.496 0.504 0.364 0.472 0.500 0.416
Average 0.140 0.160 0.176 0.167 0.128 0.273 0.306  0.316 0.190

Note: The highest accuracy value per configuration is stressed in bold. The best result overall is stressed in italic. The best result for each method is highlighted in blue.
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« It is expected that the best results are achieved by the max-
ScoreWindow metric since the maxScore metric is much
more aggressive with the results. However, as we can see,
with just the maximum anomaly score for each dataset, in
the case of DeepSVDD, it is possible to correctly predict the
anomalies in 47.2% of the datasets.

Figures 1 and 2 contain the CD extracted from each metric and
case of interest in Table 4. These diagrams allow us to analyse
from a statistical point of view the obtained results.

For the maxScore metric, Figure 1 shows two well-
differentiated behaviours. In the first case (Figure 1a), where
no additional preprocessing technique was applied to the
original time series, and the maximum value of maxScore
provided by each method is used to identify the anomaly,
DeepSVDD provided results that are statistically distinguish-
able of the remaining methods. In the second case (Figure 1b),
we can see a larger number of statistically non-distinguishable
relationships between the results of the different methods.
This differentiation preprocessing step improves the results
of most cases overall and increases the competitiveness be-
tween them.

In the maxScoreWindow case (Figure 2), the differentiation pre-
processing step improves the final results, causing the results of
each model to be less statistically distinguishable from the other
models. This behaviour can be observed by comparing Figure 2a,b.
On the first hand, Figure 2a shows that DeepSVDD provides re-
sults statistically distinguishable from the remainder methods,
similarly as in the previous case (Figure 1a). On the other hand, in
Figure 2b, we can observe that DeepSVDD provides results statis-
tically non-distinguishable from seven other methods.

In the earlier cases (Figure 1b), DeepSVDD provides results
statistically non-distinguishable from the other 13 methods.
The number of methods with statistically non-distinguishable
results has increased in the later comparisons. Due to this,
the benefits of applying the differentiation step are, therefore,
proven. Additionally, we can appreciate the AvgKNN algorithm
as a robust third-best anomaly detection method, while the sec-
ond position is subject to continuous changes.

These results show the challenging problem of finding a unique
approach for this type of problem and the benefit of having a
benchmark as wide as possible to allow a robust evaluation of
the new proposals under the same parameters.

CD
? § ? 1‘0 1‘1 1 ? 1‘3
DeepSVDD COPOD
KDE MAD
ECOD Sampling
AvgKNN CBLOF
kNN OCSVM
MedKNN LOF
ROD IForest
INNE HBOS
AutoEncoder LODA
VAE So_GAAL
MO_GAAL
(a) CD without differentiation mazScore case.
CD
8 9 10 11 12 13 14
DeepSVDD MAD
KDE AutoEncoder
AvgKNN VAE
MedKNN OCSVM
kNN COPOD
INNE LOF
Sampling So_GAAL
ECOD IForest
CBLOF MO_GAAL
ROD LODA
HBOS

(b) CD with differentiation mazScore case

FIGURE1 | CD for maxScore metric of each case of interest in Table 4.
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CD
? § S? 1 P 1‘1 1 ? 1‘3
DeepSVDD OCSVM
LOF AutoEncoder
KDE LODA
AvgKNN IForest
kNN ROD
MedKNN ECOD
MAD COPOD
VAE HBOS
CBLOF INNE
Sampling So_GAAL
MO_GAAL
(a) CD without differentiation maxzScore Window with window 200 case
CD
§ ? 1‘0 1‘1 12 1‘3 1‘4
DeepSVDD AutoEncoder
MedKNN VAE
AvgKNN OCSVM
kNN |IForest
LOF ECOD
KDE HBOS
Sampling LODA
CBLOF COPOD
ROD INNE
MAD MO_GAAL
So_GAAL

(b) CD with differentiation mazScore Window with window 100 case

FIGURE2 |

5 | Conclusions

In this work, we have presented a new benchmark for the time
series anomaly detection field. This benchmark provides a new
starting point for any new time series anomaly detection pro-
posal, based on datasets free of typical issues and limitations
that recommend discontinuing the use of the main state-of-
the-art datasets. The main state-of-the-art methods have been
included, without additional considerations or optimization, fa-
cilitating the comparison of new proposals.

The experimentation code has been published to facilitate
the reproducibility of results and future comparisons. The ap-
proach, datasets, and metrics chosen for this work allow a sim-
ple and easy comparison between different methods, as well as
the inclusion of new datasets. The results obtained show that the
DeepSVDD method is the best state-of-the-art method. If the dif-
ferentiation method is applied to the original data, DeepSVDD
remains the best-performing anomaly detection method, but it
is not statistically better than others. The aforementioned sim-
ple differentiation step provides an improvement of the results

CD for maxScoreWindow metric of each case of interest in Table 4.

obtained and shows a more competitive environment among the
methods used.
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