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Abstract: The arrival of the Fifth-Generation (5G) standard has further accelerated the need for1

operators to improve the network capacity. With this purpose, mobile network topologies with2

smaller cells are being currently deployed to increase the frequency reuse. In this way, the number of3

nodes that collect performance data is being further risen, so the amount of metrics to be managed4

and analyzed is being highly increased. Therefore, it is fundamental to have tools that automate5

these tasks and inform the network operator of the relevant information within the vast amount6

of metrics collected. In this manner, it is particularly important the continuous monitoring of the7

performance indicators and the automatic detection of anomalies for network operators to prevent8

the network degradation and users’ complaints. Therefore, in this paper a methodology to detect9

and track anomalies in the mobile networks performance indicators in real time is proposed. The10

feasibility of this system is evaluated with several performance metrics and a real LTE-Advanced11

dataset. In addition, it is also compared with the performance of other state-of-the-art anomaly12

detection systems.13
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1. Introduction15

In the recent years, the number of traditional users which are connected to the mobile networks16

has been constantly increasing. In addition, a massive increase in automatic devices from many17

different areas is being experienced in mobile networks [1]. This trend is referred to as Internet of18

Things (IoT). In this way, IoT and the arrival of 5G have driven demand for a wider range of services.19

To address these challenges, communications with higher data rates, more available bandwidth and20

lower interference have to be established. This has further accelerated the need for operators to21

improve the network capacity. With this purpose, the deployment of new mobile network is focused22

on the use of topologies with smaller cells in order to increase the frequency reuse [2]. This new trend23

is cited as network densification and it will enable to fulfill the more demanding user requirements24

over the next few years. The network densification will involve a deployment of many more base25

stations with a lower inter-site distance. Thus, this will allow a better resource reuse as well as an26

improvement in the network capacity. Likewise, each base station will provide resources to a lower27

number of users, improving the available bandwidth per user.28

Since the number of nodes that collect data of the network performance will be highly increased,29

the amount of metrics to be managed and analyzed will be further risen. In this sense, each node30

collects hundreds of the most important network performance indicators, known as Key Performance31

Indicators (KPIs). Hence, it is essential to have tools that automate these tasks and bring out the32
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relevant information that is hidden among the vast amount of metrics collected [3]. With this objective,33

different approaches can be addressed. In a centralized approach, data collected in each network site34

are delivered to the upper network equipment, where data are analyzed by the developed tool. This35

approach implies a data overloading in this central equipment but also enables to use more complex36

tools that correlate data from different sites. On the other hand, a distributed approach allows to37

minimize the delay of results since the developed tool is deployed in each network site. In this case, if38

the developed tool has to be integrated into existing nodes so as not to shoot up the operating expenses39

(OPEX) of the network, it should require low computational cost.40

In addition, data analysis is more important than ever as emerging functionalities are being41

implemented in mobile networks, such as Software Defined Networking (SDN) and Network Functions42

Virtualization (NFV) [4], which allow that the available network resources and services may be43

modified in real time. Thus, this causes an instantaneous effect in KPIs collected. Likewise, a network44

configuration change made by the operator as well as outside influences, such as social events, may45

lead to major changes in network performance. Hence, a tool that automatically detects behavior46

changes in KPIs before users complain about the degraded quality of experience is essential [5]. In47

this way, the tool should trigger an alert when the current data show an unusual change of behaviour48

in any KPI. Additionally, the subsequent monitoring of the KPI could notify the network operator49

of the current state of the KPI, i.e., if the anomaly has ended after a period of time or after a change50

in the network configuration. Also, the tracking of different KPIs anomalies may be highly useful to51

determine the root cause of the trouble.52

In order to identify when the behaviour of a KPI is anomalous, it is very useful to have historical53

data which have been labeled. This implies that network experts have previously classified samples54

of a KPI into normal and anomalous samples. Nonetheless, the historical data are generally not55

labeled, excluding those interest cases that have been deeply studied and analyzed by the operator.56

Although it is difficult to get whole labeled datasets, these are essential to apply supervised machine57

learning algorithms since these techniques need tagged data to be trained [6]. Supervised techniques58

aim at learning the relationship between the input and the output of a dataset in order to forecast59

the output for a new input. Hence, these techniques can accurately identify the anomalous samples60

of a KPI when trained with datasets labeled by experts. In this manner, authors of [7] propose an61

anomaly detection system based on regression analysis. This system is trained with normal samples62

and synthetic anomalies. In this sense, a wide proportion of published studies add synthetic anomalies63

manually in order to get labeled datasets. After the training, regression techniques are used to forecast64

the next KPIs samples and the decision is taken based on the forecasting made on various KPIs. Hence,65

several correlated KPIs have to be used as input in order to detect network anomalies with this system.66

In [8], deep neural networks are used to detect outages and congested cells. This system is proposed for67

a centralized approach since it is computationally expensive because the large number of operations to68

be processed and stored for each unit in each layer of the neural network for each cell. Therefore, the69

OPEX would be highly increased in case this solution was deployed on the equipment of each network70

site.71

On the other hand, unsupervised machine learning algorithms are used when there is no available72

labeled datasets. Thus, network expert opinion is not considered to distinguish anomalies in these73

cases. Concretely, these techniques aim at splitting the samples into two clusters. Given a mobile74

network works correctly most of the time, it is assumed that most samples are normal. Therefore, the75

anomalous samples will be grouped into the smallest size cluster. In this manner, an online anomaly76

detection methodology based on dynamic k-Nearest Neighbors (k-NN) algorithm is detailed in [9].77

This technique is one of the simplest unsupervised algorithms and only occasional outliers are detected78

by the proposed methodology. Authors of [10] introduce an anomaly detection framework that uses79

self-organizing maps (SOM) and k-medoids technique. It works at the network level, using a set of80

KPIs from each cell in the network as input. Hence, the framework detects the cells of a scenario that81

have an anomalous behavior but does not detect anomalies at the KPI level. In [11], two unsupervised82
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online anomaly detection techniques are proposed. Both techniques estimate the temporal properties83

of an input data stream based on adaptive learning, but each one uses different sliding window to84

involve the most recent behavior in the detection. Later, they statistically evaluate the deviations and85

decide if the new sample is anomalous. Both methods are tested with Internet traffic datasets and the86

results show that, although the performance of both methods is good for non-periodic streams, it is87

specially poor for periodic streams because of the high false alarm rates. In this last case, the results88

are even worse when there are level shift anomalies, which are characterized by a temporary increase89

or decrease of the KPI mean over the duration of the anomaly. In this sense, level shift anomalies are90

much more harmful than occasional outliers in the opinion of network operators because the behavior91

of the network changes over a period of time and is not a one-time anomaly. Therefore, level shift92

anomalies have more impact on quality of experience perceived by users since the new behavior may93

last until the network operator realizes the reason for this change and makes a decision about it. On the94

other hand, [12] presents an online anomaly detection system for mobile networks. This system uses95

an autoregressive integrated moving average (ARIMA) algorithm to forecast the expected value of the96

next coming sample. Then, the system makes a decision based on the similarity between the forecast97

sample and the next real sample. Finally, the system is evaluated using real network datasets where98

synthetic anomalies have been manually added. It achieves a high precision value for chance outliers99

but a low precision value for level shift anomalies. In a completely different way, many authors have100

proposed their own unsupervised anomaly detection system and have uploaded their corresponding101

code to online repositories for any user can test them with different datasets. In this manner, a Python102

package for anomaly detection is shared in [13]. This technique focuses on identifying new different103

behavior patterns by using Singular Spectrum Transformation (SST). It mainly detects anomalies when104

the frequency of the analyzed indicator changes considerably. Other Python package is shared in105

[14]. In this case, the authors propose a methodology that combines different detection algorithms106

to create a multi-purpose system that detects any type of anomaly. Therefore, the decision will be107

made based on the criteria of different algorithms, which implies that many anomalies are detected by108

one algorithm but not confirmed at subsequent stages. Thus, the number of true anomalies detected109

decreases in exchange for a decrease in the number of confirmed false anomalies. In addition to110

Python packages, the authors of [15] present a R package to detect anomalies by using Seasonal Hybrid111

Extreme Studentized Deviate (S-H-ESD). This technique calculates the statistical values that are used112

to decide whether a sample is anomalous based on the percentage of anomalous samples that the113

analyzed indicator has usually. Therefore, although this is an unsupervised method, it has to be114

configured with the expected percentage of anomalies in the KPI. This implies that the number of115

anomalies indicated by the proposed method is close to the set value, resulting in poor performance116

when the number of actual anomalies increases noticeably or approaches zero.117

Additionally, there is a last type of machine learning algorithms: semi-supervised techniques.118

These techniques are a hybrid of both supervised and unsupervised algorithms. In this case, a small119

amount of labeled data is enough for the algorithm to start working correctly. In this context, authors120

of [16] present a semi-supervised online anomaly detection system focused on identifying unusually121

low or high user traffic areas in mobile networks. Nevertheless, the false positive rate is too high (more122

than 14%), so the system often warns the network operator of non-existent troubles. On the other123

hand, [17] introduces a generic semi-supervised system to detect anomalies in real time. However, this124

system has to be constantly tuned using the feedback provided by experts in order to reach a good125

performance.126

In the introduced context, this paper proposes a novel methodology to detect and track anomalies127

in KPIs of mobile networks in real time. It consists of two stages: offline learning of KPIs’ seasonal128

patterns and online block to detect and track anomalies in them. Additionally, the online block includes129

a mechanism to automatically adapt the functioning of the whole system to new network behaviors130

in run time. Also, it should be pointed out that the proposed implementation is a semi-supervised131

technique because once the setup parameters have been configured based on a reduced set of labeled132
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samples, it can feasibly work without manual intervention. Given the limitations of the state-of-the-art,133

this study makes the following contributions:134

• The methodology designed has been specially optimized to detect and track the most harmful135

anomalies in accordance with the requirements of mobile network operators. These most136

damaging anomalies are level shift anomalies and anomalies maintained over time where the137

KPI totally changes its trend and not just its mean. Thus, these types of anomalies have been138

prioritized before chance outliers. Furthermore, the proposed methodology aims at minimizing139

the false positive rate so that network operators only spend resources on dealing with true140

anomalies. Finally, once the system is run, it works in real time, i.e. it produces immediate141

outputs as new KPI samples arrive.142

• The proposed system has been designed based on a distributed approach in order to be easily143

implemented with a low cost of computing and storage in the current mobile network equipment144

already deployed. In addition, this allows that the system can also be adapted to other use cases145

that require low computing and storage capability, such as IoT or Device-to-Device decentralized146

networks. Likewise, its use can be extended to next generation networks. Furthermore, the147

design system works at the KPI level, i.e. the system detects anomalies for each KPI without148

taking into account the rest of the KPIs. Therefore, the system is scalable and can be used with a149

different number of KPIs. In addition, it automatically adapts to new network behavior profiles150

without any manual intervention or feedback.151

• To evaluate the performance of the proposed system, the measures most often cited in the152

literature on machine learning have been used. It is evaluated with an actual LTE-Advanced153

dataset where real anomalies have been labeled by network experts and no synthetic anomalies154

have been manually injected. In addition, the performance of the proposed system is compared155

with the performance of the open-source packages previously introduced in the state-of-the-art.156

The results demonstrate the feasibility of the system, which can lead to a reduction of OPEX.157

The rest of the paper is organized as follows. In Section 2 it can be seen an introduction about158

anomaly detection in real time. Section 3 details the proposed system. Its subsections describe each of159

the parts that form the whole system. In Section 4 it is defined the methodology used to evaluate the160

system. This section presents the dataset and the metrics used to analyze the performance in addition161

to the rest of systems that will be tested as well, whereas Section 5 analyzes the results. Section 6162

concludes with a summary and directions for future work.163

2. Online anomaly detection164

An anomaly is defined as an atypical and significantly different behavior from the previous165

normal behavior of a KPI during a span of time. Hence, it is mandatory to study the previous KPI166

behavior in order to decide if the current one is anomalous or not. An anomaly may imply a negative167

change in the network, such as a decrease in the cell availability. Conversely, it may also be positive,168

like an unusual low interference level. However, this positive fact may have been caused by a negative169

event in other cell, e.g., the outage of a neighbor cell. Hence, all anomalies should be indicated to the170

network operator.171

Regarding the study of the KPIs’ previous behavior, seasonal KPIs are very common in mobile172

networks. The periodic behavior of these KPIs reflects the typical users’ behavior and the network173

operator management policies. Also, these KPIs are typically business-related, e.g., number of174

connected devices or throughput per user. On the other hand, the seasonal patterns may change or175

shift over time. For example, the number of connected devices may rely on the month of the year,176

e.g., the number of users for the same cell may be different in August than in March. Thus, it is177

critical that the KPIs patterns are characterized and updated over time. In this sense, authors of [18]178

propose a system which detects the different seasonal patterns of a KPI in real time. This system uses179

a density-based spatial clustering of applications with noise (DBSCAN) algorithm. Moreover, if the180
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traffic profile changes, the system will be automatically adapted to the new seasonal patterns. Besides,181

[19] proposes a system that updates the data of the normal behavior when a system is reconfigured.182

An algorithm based on suffix trees is developed in this case.183

Finally, the requirements of an ideal online anomaly detection system are shown below:184

• Detection of all the anomalies as soon as possible.185

• False alerts must be minimized.186

• Automatic adaptation to the new behaviors.187

• No parameters tuning must be manually made at runtime.188

3. Proposed methodology189

The proposed system aims at deciding the state of each mobile network KPI in real time. Thus,190

the system will ideally be deployed in every node in order to monitor the KPIs of each cell. Figure 1191

shows the diagram of the proposed, which is applicable to a single KPI. However, this can be replicated192

to monitor several KPIs. The system consists of an offline block and an online block. The offline193

block enables to initialize the system. Once it is initialized, the online block can work without manual194

intervention over time. The online block consists of different subsystems. Firstly, the new KPI sample195

is scaled. Then, if this sample is possibly anomalous, an alert is triggered by the Alert generator stage.196

Later, the Anomaly decision subsystem determines if the new KPI sample is definitely anomalous or not197

on the basis of the previous generated alerts and the KPI state. Next, the KPI state is updated in the198

State machine stage. Finally, aggregate metrics of the normal data are updated by the Normal data update199

subsystem. In the following subsections all the parts are detailed as well as the inputs of the system.200

Figure 1. System diagram.

3.1. Offline block201

This subsection explains the process that must be made to initialize the system. In order to carry202

out this process, the following two values are required:203

• ’T’: Period of the main seasonal pattern of the KPI. It can be calculated with the system proposed204

in [18] that was introduced in the previous section.205

• ’S’: Number of previous KPI samples that the system will use to detect new anomalous behaviors.206

They must have been previously storaged by the network operator. In order to ensure an ideal207

performance of the system, most of those data should have a normal behavior. Likewise, the208

more previous KPI samples the network operator can provide, the more reliable the anomaly209

detection will be.210

The offline block aims at calculating and storing in memory each initial version of ’avg_buffer’211

that will be used by the online block. Each ’avg_buffer’ is a buffer of ’T’ values based on each KPI212

period. Each of the values is calculated as the mean of the previous KPI samples corresponding to213
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the same instant of time, e.g., if ’T’ is 24 because the KPI period is 24 hours and the network operator214

collects one sample per hour, the first value of the ’avg_buffer’ will be the mean of the previous215

KPI samples corresponding to midnight of the whole set of ’S’ samples. Hence, ’S’ samples will be216

used for calculating ’T’ average values. Consequently, as ’S’ increases, the average values will be217

calculated using more samples and the anomaly detection will be more reliable. However, the initial218

computational cost will grow.219

3.2. Inputs of the online block220

The online block takes three input sets. The first two sets include the new value of the KPI and221

the content of the memory whereas the third set consists of the configuration parameters. The three222

sets are detailed as following:223

• KPI (t): The new sample of the KPI.224

• The content of the memory:225

– ’avg_buffer’: Buffer that consists of the ’T’ average values of the KPI for every instant of226

time over an entire period. Also, the system must storage two buffers in the memory for227

different traffic patterns. One buffer will be used on weekdays and the other one will be228

used on weekends and holidays.229

– ’d_buffer’: Buffer that stores the last ’T’ values of ’d’. This value ’d’ represents the difference230

between the new KPI sample and its corresponding sample in the ’avg_buffer’.231

– ’alert_buffer’: Buffer that stores the alerts which will be triggered over time by the Alert232

generator stage.233

– ’state_buffer’: Buffer that stores the KPI state which will be decided over time by the State234

machine.235

• The configuration parameters of the system:236

– ’k’: Factor that is used in the Scaling stage to increase or decrease the difference between the237

minimum and maximum values obtained after scaling. It is an integer value.238

– ’th_low’: Threshold that is used in the Alert generator stage to consider the triggering of a239

low alert.240

– ’th_med’: Threshold that is used in the Alert generator stage to consider the triggering of a241

medium alert.242

– ’th_high’: Threshold that is used in the Alert generator stage to consider the triggering of a243

high alert.244

– ’max_dif’: Maximum difference that can exist between the new KPI sample and its245

corresponding average value in order to be considered as a normal sample.246

– ’max_lag’: Number of normal samples that must be received to leave an anomaly.247

3.3. Online block248

Once the system is initialized, the online block is run every time a new KPI sample is received.249

Each of the parts that form the online block is detailed below.250

3.3.1. Memory update251

At first, the system memory must store the two ’avg_buffer’ values which are calculated when the252

system is initialized. Once the online block is running, the Normal data update stage decides whether the253

corresponding ’avg_buffer’ value has to be updated in each iteration. On the other hand, ’d_buffer’,254

’alert_buffer’ and ’state_buffer’ are updated in all iterations. In these cases, the new values are stored255

at the end of their corresponding buffer. The Alert generator stage stores the new ’d’ value at ’d_buffer’.256

Likewise, this stage stores at ’alert_buffer’ whether or not an alert has been triggered in this iteration.257

In case an alert has been generated, the type of this alert will be the stored value. Finally, the State258

machine stores the current KPI state at ’state_buffer’.259
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3.3.2. Scaling260

This stage is responsible for scaling the new KPI sample and ’avg_buffer’ in each iteration. Thus,261

the system works with scaled values although the memory stores the original ones.262

At first, both ’min’ and ’max’ values are calculated as Eq. 1 and Eq. 2 show. In these equations,263

X̄ and Sx indicate the mean and the standard deviation of the ’S’ values that are used to calculate264

’avg_buffer’. Once both values have been calculated, Eq. 3 is used to scale the new KPI sample and265

’avg_buffer’. These scaled values will be used by the following stages.266

min = X̄− k · Sx (1)

max = X̄ + k · Sx (2)

value′(t) =
value(t)−min

max−min
(3)

3.3.3. Alert generator267

The Alert generator stage is mainly responsible for triggering an alert in case a possible anomaly268

has been detected. Concretely, this system generates an alert when the new KPI sample has a noticeable269

different behavior compared to its normal behavior and, simultaneously, there was not a relevant270

behavior change in the previous sample or in the sample from the previous period. Algorithm 1271

presents the corresponding pseudocode.272

Additionally, the alerts are classified into three types: low, medium and high. These levels depend273

on the severity of the behavior change. They can be configured with the parameters introduced above:274

’th_low’, ’th_med’ and ’th_high’. On the other hand, both positive and negative anomalies are detected.275

Thus, an alert will be generated even if the KPI has been enhanced, e.g., the download throughput per276

user has been increased.277

Algorithm 1: Alert generator pseudocode

1: d = |KPI′(t)− avg_bu f f er′[mod(t, T)]|
2: Storing ’d’ value at the end of d_buffer
3: if d > th_low and (|d− d_bu f f er[t− T]| > th_low or |d− d_bu f f er[t− 1]| > th_low) then

4: if d > th_high then

5: Triggering High Alert
6: Storing ’high’ at the end of alert_buffer
7: else if d > th_med then

8: Triggering Medium Alert
9: Storing ’medium’ at the end of alert_buffer

10: else

11: Triggering Low Alert
12: Storing ’low’ at the end of alert_buffer
13: end if
14: else

15: Storing ’no’ at the end of alert_buffer (no alert is triggered)
16: end if

278

3.3.4. State machine279

Although this block, State machine, goes after the Anomaly Decision Subsystem, for understandability,280

it will be presented before. This stage decides the current state of the KPI. Therefore, it allows to track281

the state of a KPI and to know the start and the end of an anomaly. Three states have been defined:282

• Non-anomalous: The current KPI behavior is similar to its normal average behavior.283
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• Anomalous: The current KPI behavior is anomalous.284

• Border: The KPI is leaving an anomalous period of time. If the KPI fulfills the conditions that285

can be seen in detail in Figure 2 and Algorithm 2, the KPI will return to the non-anomalous state.286

Figure 2. State machine.

Algorithm 2: Border action pseudocode
1: zero_samp = 0
2: for i = 1, 2, . . . , T do

3: if avg_bu f f er′[i] == 0 then

4: zero_samp = zero_samp + 1
5: end if
6: end for
7: if d < max_di f and (KPI′(t) > 0 or zero_samp > T/2) then

8: cnt = cnt + 1
9: end if

287

3.3.5. Anomaly decision subsystem288

This subsystem confirms whether there is an anomaly based on the generated alerts and the state289

of the KPI in the previous instants of time. The decision is made on the basis of three conditions. These290

conditions are detailed in Algorithm 3.291

Line 1 indicates the first condition. It confirms an anomaly if a medium or high alert has been292

triggered and, at the same time, another alert was generated or the KPI state was ’border’ in the293

previous ’max_lag’ samples. The second condition (line 3) confirms an anomaly if a low alert has294

been generated and, at the same time, a low alert was triggered in the previous sample or a higher295

severity alert was generated in previous ’max_lag’ samples. Finally, line 5 indicates the last condition.296

It specifies that if no alert has been generated but the KPI state is ’border’ and the KPI behavior is still297

different enough from the normal behavior, an anomalous state will return to be confirmed. Therefore,298

in order to confirm an anomaly in the beginning, it is necessary that two alerts have been triggered.299

This will allow to reduce the triggering of anomalies caused by sporadic outliers. In this way, the300
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proposed system mainly aims at detecting and tracking the anomalies that are maintained over time in301

accordance with the network experts’ directives.302

Algorithm 3: Anomaly decision subsystem pseudocode

1: if (alert_bu f f er[t] == high or alert_bu f f er[t] == medium) and ( any alert_bu f f er[n] or

state_bu f f er[n] == border for any n ∈ [t−max_lag, t− 1]) then

2: Anomaly is confirmed
3: else if alert_bu f f er[t] == low and (alert_bu f f er[t− 1] == low or alert_bu f f er[n] == high or

alert_bu f f er[n] == medium for any n ∈ [t−max_lag, t− 1]) then

4: Anomaly is confirmed
5: else if state_bu f f er[t] == border and d > th_med then

6: Anomaly is confirmed
7: else

8: No anomaly is confirmed
9: end if

303

3.3.6. Normal data update304

As explained before, the seasonal patterns may change or shift over time. Hence, a mechanism305

that automatically adapts the system to seasons of the year with different traffic patterns is required.306

Therefore, ’avg_buffer’ should be updated with the future incoming samples. However, since307

this buffer represents the non-anomalous values, it should be updated only with normal samples,308

disregarding those iterations in which the KPI state is ’border’ or ’anomalous’. This update is carried309

out based on Eq. 4. In this way, the proposed system will be automatically adapted to long-term310

changes in the network without generating alerts.311

avg_bu f f erupdated[mod(t, T)] = avg_bu f f er[mod(t, T)] · (1− T
S
) + KPI(t) · T

S
(4)

4. Evaluation methodology312

This section details both the dataset and the performance metrics which are used to evaluate the313

feasibility of the proposed system. Given that the current use of commercial 5G networks is still quite314

low, tests have been carried out with data from a LTE-Advanced network, without loss of generality.315

Furthermore, a last subsection further details the previously introduced open-source packages whose316

performance is going to be compared with that of the proposed system.317

4.1. Dataset318

The present study has been carried out with a dataset of a real LTE-Advanced mobile network. It319

covers 24725 cells of a metropolitan area during 45 days. In this way, 650 performance measurements320

are collected for each cell with a fifteen minutes time interval. These lower level information indicators321

have been used to calculate 240 KPIs with one hour granularity. It should be pointed out that if the322

performance measurements of a time interval are not collected because of occasional technical errors,323

the KPI will be calculated as the average of the rest of samples collected in the same hour. Following324

a network trouble, the engineers identified 80 cells with an unusually high number of anomalies in325

15 key business related KPIs which were chosen in accordance with the network experts’ directives326

(Table 1). These cells had a mean of 12% anomalous samples whereas mobile networks have a mean327

of about 3-4% anomalous samples in real-world scenarios [7]. In addition, 300 more cells have been328

labeled until the mean of anomalous samples from all labeled cells is consistent with this data. Hence,329

15 KPIs of 380 labeled cells with a mean of 3.8% anomalous samples have been used to carry out330

the tests. As regards labeling, the engineers have added a label to each hourly sample indicating331

whether or not it is anomalous. In this sense, the engineers have tagged as anomalies the samples that332
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represent occasional uncommon values that usually are collected for an hour or two straight (outliers)333

in addition to changes in the KPI behaviour or changes in the magnitude of the KPI values that are334

maintained over time and that often are correlated with anomalies in other KPIs. Finally, it should be335

noted that the dataset does not include synthetic anomalies.336

Table 1. Labeled key business related KPIs.

ID Description

A Average of Channel Quality Indicator
B Average of connected users
C Average of download throughput per user
D Connection restablishment attempts
E Control Channel Element blocking rate
F Control Channel Element usage rate
G Download data traffic volume in Megabytes
H Physical Resource Block usage in the downlink
I Ping-pong handover rate
J Restablishment scheduling requests
K Uplink data traffic volume in Megabytes
L Uplink Received Signal Strength Indicator

for the Physical Uplink Control Channel
M Uplink Received Signal Strength Indicator

for the Physical Uplink Shared Channel
N VoLTE call setup success rate
O VoLTE drop call rate

4.2. Performance metrics337

The evaluation of the proposed system can be approached in two different ways. A system338

configuration can be proposed for each KPI or a global configuration for all KPIs. In order to339

demonstrate the feasibility of the proposed methodology, all KPIs will be used to achieve a global340

configuration. For this purpose, each of the measures will indicate the performance achieved by the set341

of all KPIs. All performance measures can be calculated from the confusion matrix entries [20]. These342

entries are detailed as follows:343

• True Positive (TP): Number of anomalous labeled samples which are correctly classified as344

anomalous by the system.345

• False Positive (FP): Number of non-anomalous labeled samples which are wrongly classified as346

anomalous by the system.347

• True Negative (TN): Number of non-anomalous labeled samples which are correctly classified348

by the system.349

• False Negative (FN): Number of anomalous labeled samples which are wrongly classified by350

the system.351

Hence, once the confusion matrix is obtained, six of the mostly cited performance measures in the352

machine learning literature can be calculated [16]. They are introduced below.353

• Accuracy: Proportion of correctly classified samples of the total samples (Eq. 5). This metric is354

useful if both false positives and false negatives have similar cost.355

• Error Rate: Proportion of wrongly classified samples of the total samples (Eq. 6).356

• False Positive Rate (FPR): Proportion of non-anomalous labeled samples that have been wrongly357

classified (Eq. 7).358

• Precision: Proportion of correctly classified anomalous samples of the total number of anomalous359

classified samples (Eq. 8).360

• Recall: Proportion of correctly classified anomalous samples of all anomalous labeled samples361

(Eq. 9).362
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Accuracy =
TP + TN

TP + TN + FP + FN
(5)

ErrorRate =
FP + FN

TP + TN + FP + FN
= 1− Acc. (6)

FPR =
FP

TN + FP
(7)

Precision =
TP

TP + FP
(8)

Recall =
TP

TP + FN
(9)

4.3. Other systems analyzed363

In order to measure how good is the performance of the proposed system, it is going to be364

compared with the performance of other systems previously introduced in the state-of-the-art. These365

systems have the same goal than the proposed system but they use different techniques. Given that366

they have been published as Python or R packages, the performance of all systems can be tested with367

the introduced dataset. Therefore, the pros and cons of each system will be exposed when tested in368

the following section, allowing to draw more precise conclusions about the proposed system. These369

systems are described below:370

• Banpei: This technique focuses on identifying new different behavior patterns and level shift371

anomalies maintained over time by using SST [13]. Thus, the detection of occasional outliers will372

be minimum.373

• ADTK: This system uses different detection techniques to identify the maximum number of374

anomalies and a subsequent module combines the multiple lists of anomalies into the definitive375

one [14]. Hence, many anomalies may be detected by one or more techniques but not confirmed376

at the subsequent stage. The different techniques that the system uses are the autoregression,377

detection based on percentiles, sliding window and Principal Component Analysis (PCA).378

• Hochenbaum: It uses S-H-ESD to detect any type of anomaly [15]. This proposed technique379

calculates the statistical values that are used to identify anomalies based on the average380

percentage of anomalous samples that each KPI usually has. In this way, this system has381

been configured with the mean percentage of anomalous samples in the dataset, i.e., 3.8% of382

anomalous samples. However, the dataset used is unbalanced as indicated in Dataset subsection,383

so this system might not reach an optimal performance.384

5. Results385

In this section, the proposed system is evaluated with several tests. A configuration of the386

parameters of the online block is then proposed. Finally, a comparison between the proposed system387

with this settled configuration and the other introduced systems is addressed, and the final conclusions388

are remarked.389

To that end, the 380 labeled cells have been divided into twenty sets of the same size in order390

to apply the k-fold cross-validation technique [21]. This technique aims at demonstrating both the391

reliability and the feasibility of the system with different training data in addition to maximizing the392

use of the available labeled data. Nevertheless, unlike most cases where this technique is applied,393

the least amount of data (one of twenty sets) will be used to setup the configuration parameters of394

the online block in this study in order to demonstrate that few labeled data are required for reliable395

system performance. In this way, the proposed methodology could be considered as a semi-supervised396
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technique. Hence, network operators would not have to spend a lot of resources on classifying data if397

they use the proposed method.398

Before testing, ’S’ value must be indicated based on the dataset size limitation. As the dataset399

contains 45 days in this study, 10 days will be used in order to have a considerable percentage of data400

to calculate ’avg_buffer’ and a high amount of data for the tests. Therefore, 240 samples will be used401

as ’S’ value to calculate the normal behavior and to initialize the system.402

Since each of the twenty training data sets of the k-fold cross-validation technique is labeled,403

it is possible to calculate the optimal configuration of the parameters of the online block for each404

of these training data sets. Figure 3 shows all the optimal configurations that have been calculated405

for these twenty tests. It shows that these values are very similar even though the training data406

are not the same. Both ’k’ and ’max_lag’ values obtained have been the same for all the tests. On407

the other hand, it should be pointed out that ’th_high’ is manually configured once the rest of the408

configuration parameters have been calculated because it only decides the severity of the anomalies409

already confirmed. Once the optimal configuration of the parameters of each training data set has been410

calculated, a single configuration of the parameters of the online block is proposed to be evaluated411

with the 380 labeled cells. This parameters configuration is proposed with the objective of achieving a412

balanced performance of all the analyzed metrics. Therefore, the median values of the previous tests413

results have been proposed as configuration parameters.414

Next, Figure 4 represents the system performance that the proposed configuration and the other415

configurations of the previous twenty tests achieve with the 380 labeled cells. The results indicate that416

the proposed system reaches a high level of accuracy and, therefore, a low error rate. Likewise, the417

recall is high at the same time as the FPR is low, which implies that most of the anomalies in the dataset418

are identified without triggering the number of false alerts. And finally, even though the precision419

is less than the recall, most of the anomalies indicated by the proposed system are real. On the other420

hand, the variance is low for all the performance metrics except for the recall, which is slightly higher.421

This higher variance is given by the difference between a configuration that risks more or less at the422

time of identifying anomalies. In this sense, it is possible to modify the proposed configuration in423

order to decrease the FPR at the expense of decreasing the recall according to the network operator424

interests. Finally, the figure shows how the proposed configuration achieves a balanced performance425

compared to the performance obtained with the other configurations.426

In addition, a graphical user interface has been proposed to monitor each KPI. It shows the427

triggered alerts as well as the KPI state. In this sense, the triangles represent the generated alerts that428

have not been considered as anomaly as can be seen in Figure 5. This figure shows an example of429

visualization where there are two level shift anomalies in the KPI H (Physical Resource Block usage in430

the downlink). The colors represent the severity of the alert or anomaly. Likewise, the KPI is colored431

with a lighter green when its state is ’border’. Therefore, this interface would provide an user-friendly432

work environment for the network engineers. Also, this allows to check that the anomalies have been433

correctly identified.434

Figure 3. Optimal configuration of the parameters of the online block for each of the twenty training
data sets of the k-fold cross-validation technique.
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Figure 4. System performance that the proposed configuration and the other configurations of the
previous twenty tests achieve.

Figure 5. Example of visualization of the graphical user interface.

Finally, Figure 6 shows a comparison of the performance of the proposed system and the rest of435

introduced systems with the same dataset. Firstly, it should be noticed that the accuracy and, therefore,436

the error rate is similar for the proposed system and for Banpei because they are mainly focused on437

identifying level shift anomalies and anomalies with different behavior patterns maintained over time,438

which are the most relevant in mobile networks. On the other hand, Hochenbaum achieves the worst439

performance in terms of these metrics because its use is improper for an unbalanced dataset. This is440

also reflected in FPR, since the number of FP will be high for KPIs that have a low level of anomalous441

samples. On the contrary, ADTK achieves the lowest FPR since its requirement to decide whether a442

sample is anomalous or not is the hardest because of the combination of different anomaly detection443

techniques. This requirement is also noticed in the high precision of the method in the anomalies444
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identified by the system. However, ADTK achieves the lowest recall since many anomalies are not445

confirmed by the last stage of the system. Hence, most network anomalies are not identified by ADTK.446

Otherwise, the proposed system reaches the highest FPR because the tracking of a KPI implies that447

some samples are identified as anomalous after an anomaly finishes and the KPI returns to its normal448

state. In addition, the proposed system also generates alerts when occasional outliers are received.449

Therefore, although the precision of the proposed system is not the highest one due to the number of450

FP, it is the system that reaches the highest recall with difference over the rest of systems. Hence, the451

proposed system identifies the most network anomalies while maintaining a high level of precision,452

which is important to achieve the reduction of OPEX in mobile networks. In this sense, the main453

difference between the proposed system performance and Banpei’s performance is that the latter only454

identifies the most severe anomalies maintained over time, so its FPR is lower and its precision is455

higher in exchange for a much lower recall. Finally, Hochenbaum does not stand out either in terms of456

precision and recall.457

In a nutshell, although Banpei and ADTK achieve low FPR and high precision, they don’t identify458

enough anomalies. Regarding Hochenbaum, its performance is poor for this use case where some459

indicators may have many more anomalous samples than others indicators. Thus, sometimes it will460

detect most of the anomalies while triggering many FP and other times it will identify few anomalies.461

Finally, even though the proposed system obtains a higher FPR and a slightly lower precision than other462

systems, it identifies almost 80% of all network anomalies. This enables that the overall performance463

of the proposed system is the best of the analyzed methods for a use in mobile networks. In this sense,464

the proposed system allows the network operator to be aware of the most network anomalies, which465

implies that a further optimization can be achieved in increasingly complex mobile networks.466

Figure 6. Comparison of each system performance.
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6. Conclusions467

In this paper, a system to detect anomalies in mobile networks in real time has been presented.468

The system consists of several stages that allow to distinguish and track harmful anomalies from469

occasional outliers. Specifically, the system is focused mainly on the detection of new different behavior470

patterns and level shift anomalies maintained over time according to network experts’ directives. With471

this purpose, the system uses the seasonal patterns of the KPIs. The system has been tested with a472

large dataset from a live LTE-Advanced network where real anomalies have been labeled by network473

experts. Its performance has been then compared with the performance of other state-of-the-art474

anomaly detection systems.475

Results have shown that the system can work feasibly without manual intervention once the476

configuration parameters have been setup based on a reduced set of labeled samples. The analyzed477

performance metrics show that the proposed methodology enables to identify most network anomalies,478

maintaining a high precision and a low level of false positives. In this sense, the proposed system takes479

a qualitative leap forward with respect to the rest of systems analyzed.480

In addition, the proposed system might be integrated into the current deployed equipment481

throughout the mobile network because of its low computational complexity, which can lead to482

a reduction of OPEX. Also, the proposed methodology can be extended to different radio access483

technologies. Likewise, it is possible to add a following phase that automatically uses this information484

to correlate anomalies of different KPIs in order to identify the root cause of the anomaly. The design485

of this block is left for future work.486
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Abbreviations495

The following abbreviations are used in this manuscript:496

497

ARIMA Autoregressive Integrated Moving Average
CAPEX Capital Expenditures
DBSCAN Density-based Spatial Clustering of Applications with Noise
FN False Negative
FP False Positive
FPR False Positive Rate
IoT Internet of Things
KPI Key Performance Indicator
NFV Network Functions Virtualization
OPEX Operating Expenses
PCA Principal Component Analysis
SDN Software Defined Networking
S-H-ESD Seasonal Hybrid Extreme Studentized Deviate
SOM Self-organizing Maps
SST Singular Spectrum Transformation
TN True Negative
TP True Positive
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