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Abstract: When the beam waist at the receiver is significantly larger than the receiver size,
free-space optical (FSO) links may be vulnerable to some optical tapping risks at the physical
layer. In this paper, we conduct a new framework for the analysis of the secrecy performance
in terms of the secrecy outage probability (SOP) of FSO systems affected by gamma-gamma
(GG) turbulence-induced fading channels with pointing errors. As a key feature, we evaluate
the SOP in the presence of an external eavesdropper with generic location and orientation. For
that reason, a new misalignment error model is proposed to consider a non-orthogonal optical
beam with respect to the photodetector plane at the eavesdropper’s receiver, where the effective
area is determined by a rotated ellipse. New approximate and asymptotic solutions at high
signal-to-noise-ratio (SNR) for the secrecy performance are obtained in closed-form, which are
verified by exact Monte Carlo simulations. By using the developed expressions, we analyze
in greater detail some effects such as the SNR of the eavesdropper’s channel, the normalized
beamwidth at the receiver-side, and the location and orientation of the eavesdropper on the
secrecy performance for different turbulence conditions.
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1. Introduction

Currently, the global data traffic in wireless communication networks continue growing exponen-
tially, mainly due to the increase in mobile broadband. In this way, security issues of wireless
communication systems have attracted considerable attention in the last decade. Furthermore, it is
expected that this great interest in physical layer security issues continues growing in the coming
years with the emerging implementation of 5G networks and beyond [1]. A secure transmission
in the presence of an external eavesdropper is a vital research problem in communication and
information theory. In this scenario, the transmitter wants to send classified messages to the
receiver and also wants to keep a hearer as ignorant of these messages as possible.

According to recent research on optical communications, it has been shown that optical
networks are vulnerable to some types of attacks at the physical layer [2]. Even when fiber-optic
transmission systems are able to offer large capacities over long distances, optical wired links can
suffer from some simple eavesdropping attacks at the physical layer [3]. In relation to optical
transmission in unguided media such as free-space optical (FSO) communication [4], and visible
light communication (VLC) [5-7], they are not interception-free. It is generally accepted that
FSO communication systems have attracted widespread interest for a number of years due to
the remarkable variety of applications that they can offer by using a large capacity [8]. For this
reason, there is growing interest in privacy and security issues of FSO communication systems
in the presence of an external eavesdropper that can extract information from the legitimate
transmission. Furthermore, FSO is a line-of-sight (LOS) technology in nature, providing not only
immunity to RF interference, but also robustness to eavesdropping. However, some authors have
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demonstrated that eavesdropping in the context of FSO systems may occur when a wiretapper
is hidden in the top of the same building as the main receiver. This is mainly due to the fact
that the beam waist at the receiver is significantly larger than the receiver size as a consequence
of the spreading of the laser beam through atmosphere [9]. Thus, one potential eavesdropping
will take place when the eavesdropper is located in the divergence region of the received optical
beam. For long FSO distances, the eavesdropper also has a greater opportunity for eavesdropping
by capturing radiated power. For all these motives, physical layer security in FSO systems
is presently considered as an open, challenging area by the research community. Unlike the
traditional encryption technologies in upper layer, no secret key is required in physical layer
security, exploiting the characteristics of fading channels to guarantee perfect secrecy [10,11].

Traditionally, physical layer security has been considered as a problem of radio-frequency
(RF) systems. A great deal of research has been reported over the last decade [12—16] (and
references therein). In [12], security issues are studied over a-u fading channels. The use of
multiple-inputs/single-output (MISO) systems was considered in [13], and the use of single-
input/multiple-output (SIMO) systems in [14]. Moreover, a comprehensive analysis of physical
layer security was reported in [15] for multiple-inputs/multiple-outputs (MIMO) systems, and in
[16] for cooperative systems.

Due to the fact that FSO technology is inherently much safer than RF technology, the state-
of-the-art of physical layer security for FSO communication is still under developed [17-23].
In relation to passive eavesdropping, the secrecy outage probability (SOP) for FSO links in the
presence of an external eavesdropper was analyzed over Mélaga atmospheric turbulence channels
without considering pointing error effects in [17,21]. In [20], the effect of channel imperfections
on security issues for mixed RF/FSO relay networks is analyzed in detail. In [22], the SOP
is evaluated for a mixed RF/FSO communication system based on decode-and-forward (DF)
relaying. Regarding active eavesdropping scenarios, the average secrecy capacity (ASC) was
studied for mixed RF/FSO relay networks in [18,19], where eavesdropping is only produced
in the RF link. In [23], the ASC was considered over Mdlaga turbulence with zero boresight
misalignment errors, not taking into consideration the eavesdropper’s location on the pointing
error model. In contrast to the aforementioned literature, the zero boresight pointing errors
model previously assumed in the FSO wiretap channel proved to be insufficient due to the very
highly directive nature of laser-based communication systems. It is crucial to consider a nonzero
boresight pointing error model for the FSO wiretap channel to include the eavesdropper’s location
since it is logic to think that the eavesdropper is not in the LOS of the legitimate transmitter.
Mathematically speaking, this translates into a nonzero boresight pointing error due to the fact
that the eavesdropper is able to capture radiated power. To the best of our knowledge, the study of
the secrecy performance of terrestrial FSO links assuming an external eavesdropper with generic
location and orientation is still an open research problem.

In this paper, we conduct a careful investigation of the secrecy performance of terrestrial
FSO links over gamma-gamma (GG) fading channels with misalignment errors, assuming an
external eavesdropper with generic location and orientation to fill the gap in the current literature.
We derive new approximate closed-form expressions for the SOP and the probability of strictly
positive secrecy capacity (SPSC), which are verified by exact Monte Carlo simulations for
moderate-to-strong turbulence conditions. We also develop new asymptotic solutions at high
signal-to-noise-ratio (SNR) for the SOP and the probability of SPSC to get more remarks about the
impact of some important system parameters such as the SNR of the eavesdropper’s channel, the
normalized beamwidth at the receiver-side, and the location and orientation of the eavesdropper
on the secrecy performance. Due to the fact that the eavesdropper presents a generic position
and orientation in this analysis, we also propose a new misalignment error model to take into
consideration a non-orthogonal optical beam with respect to the photodetector plane at the
eavesdropper’s receiver, where the effective area is determined by a rotated ellipse. Thus, we



Research Article Vol. 27, No. 23/11 November 2019/ Optics Express 34213 |

Optics EXPRESS 1 N

refine not only the current pointing error model, but also the well-established channel model
over GG atmospheric turbulence to consider a much more real FSO scenario by including the
aforementioned new key aspects, where some attacks at the physical layer can take place. Unlike
the current literature [17,22,23], the importance of this study lies in the fact that considering an
external eavesdropper with generic location and orientation as well as assuming two different
pointing error distributions for the desired and wiretap FSO links due to the very highly directive
nature of laser-based communication systems. In line with this, one of the most interesting
conclusions is that the eavesdropper’s location and its orientation plays quite an important role in
secrecy performance.

The remainder of this paper is arranged as follows. In Sections 2 and 3, the problem
definition and the FSO wiretap channel model are examined, respectively. The new misalignment
error model that takes into consideration a non-orthogonal optical beam with respect to the
photodetector plane at the eavesdropper’s receiver is included in Appendix A. The SOP and
the probability of SPSC are carefully analyzed in Section 4, and some numerical results and
discussion are provided in Section 5. Finally, the paper is concluded in Section 6.

2. Problem definition

We assume a classic Wyner’s wiretap channel [24], where two legitimate peers want to
communicate (Alice and Bob) with each other in the presence of an external eavesdropper (Eve)
with generic location and orientation, as shown in Fig. 1. When eavesdropping takes place, Eve
is able to capture a portion of the power emitted by Alice since both Bob and Eve are located
in the top of the same building, and the beamwidth at the receiver is large enough. We also
consider that the legitimate peers and the eavesdropper are fixed devices, as usually assumed in
the deployment of FSO links [25]. Hereinafter, the subscript m is used as follows: m = B for
Bob, and m = E for Eve. For the sake of simplicity, let us assume that dg ~ dg (with d,, denoting
the FSO link distance between Alice and the receiver m) due to the fact that the effective areas
associated with each of the photodetectors are located in the same transverse plane of the incident
wave, i.e., xy-plane. This assumption can be perfectly applied to this analysis since d,, is much
bigger than the distance between Bob and Eve.

Yy

Receivers

Fig. 1. Tlustration of the geographical location of Bob and Eve, where the boresight
displacement s% = p)% + /.t; represents the eavesdropper’s location in the xy-plane, and the
angles 0 and ¢ represent the orientation of the eavesdropper’s receiver in x-axis and y-axis,
respectively.

The major aspect of this study is twofold: a) we assume different fading distributions for the
misalignment error at the receivers; b) we also assume that the optical beam is non-orthogonal
with respect to the photodetector plane at Eve, i.e., the eavesdropper may present another
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orientation that leads to a rotation in x-axis by an angle 8 and/or in y-axis by an angle ¢. In
other words, the fraction of the power collected at Eve is not determined by the area of a circular
receiver aperture, but also by the effective area that, in this case, is determined by the area of a
rotated ellipse in xy-plane, as also shown in Fig. 1.

At the legitimate receiver Bob, we consider a zero boresight pointing error model, in which
the legitimate transmitter is perfectly aligned with the main receiver and the optical beam
is orthogonal with the photodetector plane, leading to a Rayleigh distributed pointing error.
On the other hand, a nonzero boresight pointing error model is considered at Eve to include
the eavesdropper’s location, where the optical beam is non-orthogonal with respect to the
photodetector plane. A useful way to include the eavesdropper’s location is to assume a different
fading distribution for the pointing error at Eve. The eavesdropper’s location can be interpreted
as an inherent boresight displacement, as defined in [26], since Alice is aligned with Bob. This
leads to a lognormal-Rice distributed pointing error [27] at Eve. Moreover, we assume that the
spacing s is larger than the atmospheric coherence length to consider uncorrelated FSO channels
[28]. Since the atmospheric coherence length is on the order of centimeters, both receivers will
be enough separated to consider uncorrelated fading.

3. System and channel models

Let us assume a generic intensity-modulation and direct-detection (IM/DD) FSO link using
on-off keying (OOK) modulation, where the received electrical signal for the considered link is
given by

Ym = hypRx + 2, x € {0,2P;}, (1)

where R (A/W) is the detector responsivity, assumed hereinafter set to be the unity, x is the
transmitted signal and the symbols are taken with the same probability from an OOK constellation
such that x € {0,2P,} with P, the average optical power, &, denotes the unified fading channel
coefficient, and z,, is additive white Gaussian noise (AWGN) with zero mean and variance
a',f = Ny/2. In this case, the received electrical SNR for the considered FSO link is defined as in
[29,30] as follows

2P2T,
L 212 = 4y, )

2 tm =
n

SNR(%,,) =

where T, is the bit period, and y,, is the transmit SNR in absence of fading, and h,, = Ly, - hy - hy
with L, being the atmospheric attenuation [31], i, the atmospheric turbulence following the GG
model [32], and £, the pointing error [27,30,33]. Next, we examine the different pointing error
models assumed here.

3.1.  Pointing error modeling of Bob

At the legitimate receiver Bob, where the fraction of the collected power is determined by the
detector area, i.e., by the area of a circle of radius a, the attenuation due to geometric spread and
pointing errors can be directly approximated, as in [30, Eq. (9)], as follows

-2r2
hy°(rg; ) = A exp ( 5 B) ; ©)
w

ZeqB

where rp is the radial displacement at Bob, Az = [erf(vg)]? is the fraction of the collected
power at g = 0, v = Vma/ \/sz, and wiqB is the equivalent beamwidth. In this model, rp is
a Rayleigh distributed pointing error, where the same jitter variances (o = oy = o) and zero
boresight displacement (u, = p, = 0) are considered. Note that x and y represent the horizontal
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displacement and the elevation, respectively. Therefore, the probability density function (PDF)
of the pointing error at Bob is expressed as in [30] as

2
Sy = LB 0 < h < A, @
AP

where ¢p = w,,,,/20%.

3.2.  Pointing error modeling of Eve

Unlike the previous pointing error model, where the optical beam is assumed to be orthogonal
with respect to the photodetector plane and the fraction of the collected power is determined
by the detector area, this assumption may not hold at the eavesdropper’s receiver since Eve
could be aligned with another transmitter and, hence, this one may present another position
and orientation. Thus, the fraction of the power collected at Eve is determined by the area of a
rotated ellipse, where one of the axis is a (the radius of the circular receiver aperture at Eve),
and the other one is defined as p = acos ¢ - cos 8. Recently, a new statistical modeling for FSO
fronthaul channels was proposed in [34], where the transceiver presents both random position
and random orientation. Contrary to [34], the eavesdropper’s position is considered to be fixed in
this statistical model and, hence, the proposed statistical model for pointing errors reuses known
expressions for the geometric losses that are modified when the fraction of the power collected at
Eve is determined by the area of a rotated ellipse in the transverse plane of the incident wave.
In Appendix A, the parameter p is derived in greater detail. Hereinafter, the parameter p is
called rotation parameter and represents the eavesdropper’s orientation. As also demonstrated in
Appendix A, the attenuation due to geometric spread and pointing errors at the eavesdropper’s
receiver Eve can be approximated as follows

2
hEve(r )~ A _2rE 5
92 E?Z) ~ OGXP 2 £ ( )
w

ZeqE

where 7 is the radial displacement at Eve, Ay = [erf(vg)]? is the fraction of the collected power
atrg = 0, vg = \/m/a? cos @ cos ¢/ V2w., and win is the equivalent beamwidth. Notice that
the area reduction by considering a rotated ellipse as an effective area instead of a circle is
determined by the normalized rotation parameter as 1 — p/a. Interestingly, from a physical layer
security point of view, the worst case study is when p/a = 1 since both Bob and Eve present the
same orientation and the optical beam is orthogonal with respect to the receiver plane in both
photodetectors. However, when p/a = 0, Eve will not be able to capture radiated power at all.
Another potential scenario would be when the eavesdropper is really close to Bob or is able to
block the received optical beam in order to collect a larger amount of radiated power. This case
would be represented when s = 0, as shown in Fig. 1. This scenario is considered as blocking
case instead of eavesdropping one since the main receiver could notice that the received power is
notably reduced and stop receiving.

It must be noted that the radiated power captured by Eve is determined by the effective area,
which depends mainly on how apart the rotated ellipse is from the beamwidth center. For
that reason, rg follows the lognormal-Rice distribution [27], where the same jitter variances
(ox = 0y = 0y) and a nonzero boresight displacement (s2 = uﬁ + ,ui) are considered. This
assumption has not been considered in any early paper. The PDF of the radial displacement rg
was obtained in [27, Eq. (4)], which appears quite cumbersome to use. Hence, we approximate
accurately the lognormal-rice distribution by a modified Rayleigh distribution as presented in
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[33, Eq. (11)] as follows

r I'2+S2 rs r r2

Oy Oy

where o-é =((3/ 2)ods? + 0'S6) 13 [33,Eq. (9)]. Itis noteworthy to mention that this approximation

is currently being used for the optics community to analyze the impact of nonzero boresight
pointing errors on the performance of FSO communication systems [35,36]. This approximation
allows us to derive an approximate closed-form solution for the unified fading channel. Thus, the
PDF of the pointing error at Eve is given by

2
sy = e 0 <h<ap, )
A%E
E
where ¢ = wZEqE/Za'E, and Ag was also obtained in [33, Eq. (15)] as

pg = e N ), ®

As can be observed from the expression of o, this parameter considers a nonzero boresight
displacement in addition to the random jitter variances in the wiretap FSO link. Finally, we
summarize the generic pointing error parameters for Bob and Eve in Table 1, and the specific
pointing error parameters in Table 2.

Table 1. Generic pointing error parameters for Bob and Eve.

Parameter Symbol
Aperture receiver size a
Normalized beamwidth w;/a
Normalized jitter variance os/a
Normalized nonzero boresight error (Eavesdropper’s location) (ux/a, py/a)
Normalized rotation parameter (Eavesdropper’s orientation) p/la = cos 6 cos ¢

Table 2. Specific pointing error parameters for Bob and Eve.

Parameter Legitimate receiver Bob Eavesdropper’s receiver Eve
Vi vg = Vra/ V2w, v = Va2 cos 6 cos ¢/ V2w,
2 wl = wiVEeltp) w? = @iVEeter)
Tegm ZegB T 2vp exp(—vlzi) ZegE " 2yg exp(fvi_)
1/3
o2 0'12; =o? o-% = ((3/2)0‘?52 + a'?)
40';(‘ s2+u'%—o's)—2032
An Ap = [erf(vp)]? Ag = [erf(vg) 2 exp | ———p—L—
wzzlqE
Pm ¥B = W, /208 PE = W [20E

3.3. Unified fading channel

The PDF of the FSO communication link when GG turbulence of parameters «,, and 3, is
considered [32] in the presence of pointing errors modeled by Rayleigh distributions is expressed
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as in [33] as follows

‘;arznh_l G3’0 amﬂmh ‘przn +1

r(a'm)r(,Bm) 1.3 ALy ‘P,%p W P

Jnu(h) = » h=0, 9

where Gz;]"[-] is the Meijer’s G-function [37, Eq. (8.2.1)]. The cumulative distribution function
(CDF) is readily derived by using [37, Eq. (1.16.2.1)] as follows

‘przn G>! AP 1, ‘przn +1

T(@n)T(Bm)  >* | AL ’

Fy, (h) = 5
‘pm’ am’ Bm, O

h>0. (10)

When plane wave propagation is considered, a,, and (3,, are obtained as in [38]. Note that both
the PDF in Eq. (9) and the CDF in Eq. (10) for the desired link represent exact solutions for the
unified fading channel, whereas for the wiretap link represent approximate solutions, allowing us
to study security issues in FSO communication systems.

4. Secrecy outage probability (SOP) analysis

In this section, the SOP and the probability of SPSC of FSO systems in the presence of an
external eavesdropper with generic location and orientation are analyzed. It should be noted
that both the SOP and the probability of SPSC are performance metrics to study physical layer
security of passive eavesdropping FSO scenarios since the channel state information (CSI) of the
eavesdropper’s channel is not known at the transmitter-side. Hence, perfect secrecy cannot be
achieved. We only assume the knowledge of the CSI at the receiver-side. In this situation, the SOP
becomes important and significant as it gives a probabilistic measure of how the instantaneous
secrecy capacity is below a given expected secrecy rate. The secrecy capacity Cy is defined as
the maximum achievable secrecy rate, and is computed as in [10] as follows

Cs = [Cp — Cgl", amn

where [x]* = max(x, 0), Cp is the instantaneous capacity of the legitimate transmission (Alice-
Bob), and Cg is the instantaneous capacity of the wiretap channel (Alice-Eve). In general, C,, is
defined as C,, = Blog,(1 + 4y,,h), where B is the channel bandwidth. Note that the capacity
for terrestrial FSO links based on IM/DD systems is a lower bound [39]. Due to the fact that both
scintillation and dynamic misalignment lead to a slow fading, the SOP of FSO links is adopted as
a more suitable performance metric than the average secrecy capacity. Thus, the SOP is defined
as the outage probability of the secrecy capacity that is given by

Pout(Ry) := Pr{C<R;], (12)

where R; is defined as the expected secrecy rate and, hence, if R;>C;, information theoretic
security may be compromised. As the transmitter has no info about the CSI at Eve, this one will
transmit information at a constant rate of R;. From Eq. (11), we can compute the SOP as follows

1 + dygh? oo 2Rs(1 + 4ygh?) — 1
ig <R,| = / F, (1 + dyeh”) fos(W)dh.  (13)
1+4’)/EhE 0 4yp

Pou(Rs) := Pr [log,

The probability of SPSC is defined as
Pr{Cs>0] =1 = Pr[Cs<R]lg - - (14)

To the best of our knowledge, the integral in Eq. (13) cannot be expressed in closed-form and,
hence, we have to invoke another kind of approximation. To deal with this, both a lower bound
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(LB) and an asymptotic solution at high SNR are derived, which will be validated by exact Monte
Carlo simulations in the next section. Thus, a lower bound for the SOP can be derived as

PLB(R,) ~ / Fay

12
2R/2 (Z—i) h) g (h)dh. (15)

Substituting Eqs. (9) and (10) into Eq. (15), we can express the above integral in terms of the
Meijer’s G-function with the help of [37, Eq. (2.24.1.1)]. Therefore, a lower bound for the SOP
can be expressed as follows

2.2
LB ¥B¥E
Poy(Ry) =
I(ap)I(Bp) (ap) (BE)
1 (16)
« G | 2ePeABL o & (V_B) L-gp 1 —ap, 1 =B 1,1+ ¢}
> | asfpArLe VE 07, @k, Br, 0, ~¢p
At the same time, a lower bound for the probability of SPSC can be easily computed as
PlB[C>0] ~ 1 - P%ft(RS)|RS=0. (17)

4.1. Asymptotic secrecy outage probability analysis

In order to get more remarks, an asymptotic solution for the SOP can be easily obtained at high
SNR. To do that, the CDF of hp is approximated by a single polynomial term as Fj,,(h) = Z—gth.

In this way, different expressions for F,,(h) are derived depending on the relation between goé
and min(ap, Bg). When plane wave propagation is assumed, the minimum value between ap and
B is equal to Bp [40]. Therefore, the CDF of hp is approximated as in [33, Eq. (18)] as follows

3 (apPBp)PBT (ap-Bp)h’B 2. B
R ap Bo(AsLs PP an) )3 ps)”  YBTPE
Fing(h) = Fip(h) = Eh ' = Gl (an-3) (Bu-g )i P2 <p (18)
2 s¥B B
@R (anBs) B (AoLy) " Tap)T ()

Now, substituting Eq. (18) into Eq. (13) and applying some easy algebraic manipulations, we
obtain the following integral for the asymptotic solution of the SOP as follows

Rsbp
032 2

_bs R bp
?ope 1 —2Re\ 2
(ﬁ) / (h2+ ) g (h)dh. (19)
bp  \vE 0 dvg

The above integral can be solved by making the change of variable of = 42 and, then, we can
use [37, Eq. (2.24.2.4)] in order to express the above integral in terms of the Meijer’s G-function,
yielding

Pout(Rs) =

2-bs=3 (2RA _ l)hB/Z ZH’E*ﬁE‘pz
Pout(Rs) = ( il ) £
nbpl'(=bp/2) ['(ap)T(BE)
2 _R l+4pé 2+<p§ (20)
<G apPe | (1-27%) I, =% = o o b8/2
3T\ ApLp) ~ 64ye | _bs ¢ 149E ap lser pe lpe |T B

2222 2 22 2 °2° 2

It can be deduced from Eq. (20) that the asymptotic closed-form solution of the SOP at high SNR
behaves asymptotically as Poy(Ry) = (S; - yB)_S" , where S; and S, denote the secrecy diversity
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order and the secrecy gain, respectively. On the one hand, S; determines the slope of the SOP
versus SNR curve, at high SNR, in a log-log scale. On the other hand, S, determines the shift of
the curve in SNR in decibels, as defined for bit error rate (BER) performance in [41]. As can
be also observed, the secrecy diversity order depends completely on the main channel, i.e., the
secrecy diversity order is determined by S; = min(8p, cpé). On the contrary, the secrecy gain
depends not only on the main channel, but also on the eavesdropper’s channel.

At this point, it would be interesting to compare and contrast the asymptotic solution of the
SOP obtained here with the asymptotic solution of the outage capacity with no eavesdropper
in order to analyze the influence of some important system parameters such as the SNR of the
eavesdropper’s channel, the normalized beamwidth at the receiver-side, and the location and
orientation of the eavesdropper on the secrecy gain. The asymptotic expression for the outage
capacity with no eavesdropper was derived in [42, Eq. (7)] as

—bg/2

ap(2k — 1)bs/2\ 720
u) "B ; 21

. -0
PROE(R,) = (0, - v5) O = ( o
where O, and O, denote the coding gain and the outage diversity, respectively. The parameters
ap and bg were obtained in Eq. (18).

5. Numerical results and discussion

Some numerical results are presented in this Section for the secrecy outage performance under
clear visibility conditions when a value of the expected secrecy rate of Ry = 0.5 bit/channel use
is considered. The FSO system setup considered here, which is used in most practical terrestrial
FSO links [25], is summarized in Table 3. In addition, both the SOP and the probability of SPSC
are evaluated for different severity of pointing errors. Note that while the SOP gives information
of how the instantaneous secrecy capacity is below a given expected secrecy rate, the probability
of SPSC gives information of the probability of existence of a safe communication.

Table 3. FSO system parameters.

Parameter Symbol Value

FSO link distance dm 3 km
Wavelength a 1550 nm
Clear visibility \%4 16 km
Refractive index structure parameter C,2, 2,8} x 10714 p=2/3
Rytov variance 0'1% 3
Receiver aperture diameter Dy, 10 cm
Normalized beamwidth w;/a {8,10}
Normalized standard deviation os/a {2,4,6}
Eavesdropper’s location (x/a, py/a) {(1,1),(4,1),(6,3)}
Eavesdropper’s orientation pla {0.4,0.6,0.7,0.8,1}
Expected secrecy rate Ry 0.5 bits/channel use

In Fig. 2, the approximate SOP derived in Eq. (16) and the corresponding asymptotic solution
derived in Eq. (20) are plotted as a function of yp, i.e. the SNR of the main channel, for different
eavesdropper’s locations of (u./a, uy/a) = {(1,1),(4,1),(6,3)} and different eavesdropper’s
orientation of p/a = {0.4,0.7, 1} in order to see how these parameters impact on the SOP. As
can be observed, the approximation based on a lower-bound presents a good agreement for the
considered FSO scenarios in relation to the exact Monte Carlo simulation results. At the same
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time, the asymptotic results also presents an excellent agreement at high SNR. As a benchmark,
the results corresponding to the outage capacity performance with no eavesdropper are also
included. It should be highlighted that the secrecy diversity order is fully dependent on the
main channel, i.e., S; = bgp = min(Bp, gpé). In other words, all curves present the same slope,
i.e. bp, but different shifts or SNR gap because of the normalized rotation parameter p/a. The
impact of the eavesdropper’s channel on secure transmission for FSO systems is only reflected
on the secrecy gain. As expected, the SOP is strongly dependent on the normalized rotation
parameter. Interestingly, the maximum SOP is achieved when the normalized rotation parameter
is set to p/a = 1, as commented in Section 3. Additionally, as p/a approaches zero, the SOP
decreases, obtaining a performance very close to the outage capacity with no eavesdropper. In
other words, the capacity of capturing radiated power by Eve decreases considerably. It is also
observed that the secrecy outage is less likely at high SNR when yp>vyg. In this SNR range, the
secure communication is mainly dominated by the main channel. It is also confirmed that when
the eavesdropper is nearby the legitimate receiver, the secrecy outage is more likely to happen
regardless of the severity of pointing errors.

T T
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Fig. 2. Secrecy outage probability, Poyi(R;s), as a function of yp for different severity
of pointing errors and different values of yg when an expected secrecy rate of Ry = 0.5
bits/channel use and a value of C2 = 2 x 10714 m~213 are considered.

In Fig. 3, the probability of SPSC obtained in Eq. (14) is plotted for the same set of parameters
considered in Fig. 2. The same conclusions can be drawn from these results with regard to
the eavesdropper’s channel. At this point, we have to highlight that the lower bound derived
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Fig. 3. Probability of SPSC, Pr[Cy>0], as a function of yp for different severity of pointing
errors and different values of yg when a value of C% =2x 10714 m=2/3 is considered.
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in this section represents a very accurate approximation in the analysis of secrecy issues of
FSO communication systems. What we observe in this figure is the probability of existence
of a safe communication, i.e., the probability of C;>0. Obviously, as the SNR of the main
channel increases, the probability of SPSC gets close to 1, indicating that the probability of a
safe communication is every time more likely. Contrary to Fig. 2, as p/a approaches zero, the
probability of SPSC increases and, hence, improving the probability of a safe communication.

5.1. Miscellaneous

For a better understanding of the impact of the eavesdropper’s channel conditions on the SOP
from moderate to strong turbulence conditions, we can quantify the SNR gap or loss between the
outage capacity with no eavesdropper and the SOP with eavesdropper as follows

(0) 20
Lossgyve[dB] £ 101log,o| == | = —
Se bp

2 _ 142 2+¢> (22)
Clog, | P eE il (@ePe) (1=271) 1,
10 870 (ap)C(BE) >|\ApLg)  64ye | _bs €& 49i ap lver Br 1+Br

222> 2 222 2 222 2

In Fig. 4, Lossgy.[dB] is depicted as a function of yg for different eavesdropper’s location of
(te/a, py/a) = {(4,1),(6,3)} and different eavesdropper’s orientation of p/a = {0.4,0.7,1}. A
normalized beamwidth value of w,/a = 10 is assumed when different normalized jitter variances
of o5/a = {2,4,6} are considered. It can be observed that this loss increases with increasing
ve. On the one hand, this growth presents an interesting behavior since for small values of yg
we can confirm that the secure communication is not compromised at all since the performance
is very close to the outage capacity with no eavesdropper regardless of the channel conditions.
On the other hand, when yg takes larger values than 30 dB approximately, the SNR gap or loss
notably increases with increasing yg. More importantly, we can see that for larger amounts of
misalignment, i.e. for a normalized jitter variance of o5/a = 6, the SNR gap or loss is reduced,
not allowing the eavesdropper to capture more power. Note that this loss is mitigated even more
when the eavesdropper is located a little bit further away from the center of the beamwidth, as
observed in Figs. 4(a2) and 4(b2).

In Fig. 5, Lossgy.[dB] is depicted as a function of the normalized beamwidth w,/a for the
same set of parameters assumed in the previous figure. As can be observed, the impact of
eavesdropper’s location and its orientation is really relevant, mainly when a larger value of yg is
used, i.e., yg = 40 dB. Additionally, we can see that there is a maximum value of Lossgy[dB], in
which the secure transmission between Alice and Bob can be truly compromised. As a general
point of view, we can say that for small values of yg, the secure transmission between Alice and
Bob is not compromised. This loss may be reduced when the normalized beamwidth is wider
since it is possible to reduce the power incident on a fixed-size receiver increasing the beamwidth.
Additionally, we can also see in this figure that the normalized beamwidth value that gets the
maximum value of Lossgy.[dB] depends on neither the rotation parameter p/a nor the value of
ve. This is an interesting point since this maximum value represents the maximum loss from the
secrecy performance point of view.

In Fig. 6, Lossgye[dB] is depicted as a function of the normalized horizontal displacement of the
eavesdropper (i, /a when the normalized vertical displacement is set to u,/a = 2. In Figs. 6(al)
and 6(b1), Lossgy.[dB] is plotted for different eavesdropper’s orientation of p/a = {0.4,0.6,0.8}
when yg = 60 dB. In Figs. 6(a2) and 6(b2), Lossgy.[dB] is plotted for different values of yg.
Finally, in Figs. 6(a3) and 6(b3), Lossgy.[dB] is plotted for different severity of pointing errors of
os/a = {2,4,6}. As we can observe from Fig. 6, both the location and the orientation of the
eavesdropper play a fundamental role in the SOP performance of FSO communication systems.
On the one hand, it is evident that in Figs. 6(al), 6(b1), 6(a2) and 6(b2) the larger normalized
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Fig. 4. Loss, Lossgye[dB], for (a) moderate, and (b) strong turbulence conditions as a
function of yr when an expected secrecy rate of Ry = 0.5 bits/channel use and different
eavesdropper’s locations and different severity of pointing errors are assumed.

rotation parameter as well as the larger value of yg, the closer to the outage capacity with no
eavesdropper when pointing errors are not significant. On the other hand, when pointing errors
become significant, for instance in Figs. 6(a3) and 6(b3) for o/a = 6, this can result in improving
the SOP performance, permitting the eavesdropper to recollect less radiated power.

As we said in Section 2, we have considered in this paper that both the legitimate receiver Bob
and the eavesdropper’s receiver Eve are located in the top of the same building. For that reason,
only small variations along the z-axis could take place in a real FSO scenario. On the one hand,
the corresponding parameters of atmospheric turbulence, i.e. @, and 3, take the same value
approximately for small variations over FSO distances when this one is on the order of a few
kilometers [40]. On the other hand, according to the expression of the beam waist of a Gaussian
beam propagating in atmospheric turbulence [43], the beamwidth also take the same value
approximately for small variations over long distances. This comments have been confirmed
by Monte Carlo simulations. Hence, the same outcomes are derived for small variations of the
eavesdropper’s location along the z-axis.

In the light of these results, we can observe in Figs. 4, 5 and 6 how secrecy performance depends
strongly on the location and the orientation of the eavesdropper. From the SOP performance
point of view, the worst FSO scenario and, at the same time, the FSO scenario that is less likely
to happen is when the normalized rotation parameters is set to p/a = 1, i.e., when the optical
beamwidth is also orthogonal with respect to the photodetector plane at Eve. In this case, the
SOP performance decreases considerably since Eve is able to capture more radiated power
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Fig. 5. Loss, Lossgy[dB], for (a) moderate, and (b) strong turbulence conditions as a
function of yr when an expected secrecy rate of Ry = 0.5 bits/channel use and a value of the
normalized jitter variance of oy/a = 2 are assumed.

in comparison with other FSO scenarios such as p/a = {0.4,0.7}, where the optical beam is
non-orthogonal with respect to the photodetector plane.

Last but not least, the effect of different turbulence conditions, i.e. from moderate to strong, on
Lossgy.[dB] has also been studied. As we can observe in Figs. 4, 5 and 6, it can be concluded that
in general strong turbulence channels present a greater robustness to eavesdropping than moderate
turbulence channels. Furthermore, from the viewpoint of the normalized beamwidth at the
receiver-side, we can quantify from Fig. (5) the impact of the strength of turbulence when yr = 40
dB by obtaining values of Lossgve = {1.5,1.35,1.04} dB for different eavesdropper’s orientation
of p/a = {1,0.7,0.4} when the eavesdropper’s location is set to (i, /a, pt,/a) = (4, 1), and values
of Lossgye = {0.87,0.66,0.34} dB for different eavesdropper’s orientation of p/a = {1,0.7,0.4}
when the eavesdropper’s location is set to (u./a, uy/a) = (6,3). Thus, we can conclude that the
impact of the strength of turbulence gradually decreases as the eavesdropper gets further away
from the beam center. At the same time, the eavesdropper’s capacity to capture more radiated
power also decreases with increasing the strength of turbulence. On the other hand, when the
quality of the eavesdropper’s channel is low, for instance when yg = 10 dB, the impact of the
strength of turbulence is not significant since the secrecy performance is really close to the outage
performance with no eavesdropper regardless of the turbulence conditions.
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Fig. 6. Loss, Lossgye[dB], for (a) moderate, and (b) strong turbulence conditions as a
function of the normalized horizontal displacement of the eavesdropper p/a when an
expected secrecy rate of Ry = 0.5 bits/channel use is assumed and the normalized vertical
displacement is set to uy/a =2 .

6. Concluding remarks

This paper carefully investigates the secrecy performance over GG fading channels with pointing
errors in the presence of an external eavesdropper with generic location and orientation. New
bounds for the SOP and the probability of SPSC have been obtained, which have been verified by
exact Monte Carlo simulations for moderate-to-strong turbulence conditions.

On the one hand, our findings suggest that adding the eavesdropper’s location to the wiretap
FSO channel model along with the orientation represents a step forward in physical layer security
for FSO communication. The secrecy performance in FSO systems is fully dependent not only on
the eavesdropper’s location and its orientation, but also on the beam footprint at the receiver-side,
which is non-orthogonal with respect to the photodetector plane at Eve. The results presented here
conclude that the secrecy performance is strongly dependent on the location and the orientation
of the eavesdropper, resulting in a less secure communication between peers as a consequence
of Eve. In fact, a greater normalized beamwidth as well as larger amounts of misalignment
could increase the achievable secrecy rate, permitting the eavesdropper to recollect less radiated
power and, hence, making the communication robuster. In short, the secrecy performance for
terrestrial FSO links results in being a sophisticated balance of the normalized beamwidth, the
eavesdropper’s location and its orientation, as well as how significant pointing errors are at the
receiver-side.
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On the other hand, the robustness of FSO communication to some optical tapping risks has
been confirmed since the secrecy performance is quite close to the performance with no observer
for small values of the SNR at Eve or when the observer is not located near Bob. Moreover,
from the behavior of the SOP at high SNR, we conclude that the secrecy diversity order does
not depend on the eavesdropper channel, being completely dependent on the main channel.
Nevertheless, the eavesdropper channel presents a remarkable impact on the secrecy gain.

Finally, the secrecy performance of FSO communication could be enhanced via MIMO
schemes to significantly mitigate the effect of fading in FSO channels by creating spatial diversity.
This finding is promising and should be also explored in drone-based FSO communication to be
able to study how larger amounts of misalignment impact on the performance of this upcoming
systems, where the optical beam is non-orthogonal with respect to the photodetector plane.

Appendix A

As a first step, let us assume that the effective area in the transverse plane of the incident wave is
an ellipse, where the lengths of the semi-axes are a and b along the x-axis and y-axis, respectively.
Thus, the fraction of the collected power at the eavesdropper’s receiver can be expressed as

a?—x2 _ 2 2
hE"s (1 ) = / / ,, 2« p( %)dydx. (23)

2
ZE W2 2

From the above integral, we can observe that the resultant ellipse presents a major and minor
axis of a and b, respectively. Due to the asymmetry nature of the problem, the loss factor due to
pointing errors hl];:ve is sensitive to the direction of integration. For this reason, the fraction of the
collected power can also be calculated as

a*-x? 2 _ 2
hy'(r;2) = / / ,, . p(—zx—ﬂy2 r))dydx. (24)
bA TW? w?

It is true that h!];:"e should be evaluated in 3D dimensions, but for the sake of simplicity we can
take the average result between the best and the worst cases, i.e., the average result between Egs.
(26) and (27) as follows

1 1 .
B ra) = 3y ) + 5hy 0 (). (25)

The above integral can be approximated by using the same approach as in [30, appendix] as

Eve -2r
h,**(r;z) ~ Ag exp — - (26)
w

Zeq

The accuracy of the above approximation will be checked at the end of this appendix.

As a second step, we assume that the eavesdropper’s receiver is rotated by an angle 6 in x-axis,
and by an angle ¢ in the y-axis, as shown in Fig. 1. Now, we will demonstrate that the rotation of
the eavesdropper’s receiver in both axis results in an effective area that is equivalent to a rotated
ellipse where one of the axis is a (the radius of the circular receiver aperture at Eve) and the other
one is defined as a cos ¢ - cos 6. In other words, in this second step we can see that the rotation of
the eavesdropper’s receiver reduces to the considered one in the first step with b = acos ¢ - cos 6.

Let us assume that the rotation is made first in the y-axis and, then, in the x-axis since this
operation is not commutative. To do that, we have to apply rotation matrix to the rotated circular
aperture (Eve) to compute the projected geometric figure in the xy-plane, which is a rotated
ellipse. The following two basic rotation matrices rotate vectors with a general 3-D rotation
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through counterclockwise angles 6 and ¢ about the x-, y-axis, respectively. They are used here to
produce the desired effect, i.e the rotated ellipse, and expressed as follows

1 0 0 cos¢p 0 sing
Ri(0) =10 cos® -—sind|, Ry(p)=| 0 r 0 | (27
0 sinf cosf —sing 0 cos¢

Using the sine and cosine functions, a parametric representation of the circle x> + y> = a® can be
obtained as
[x,y,z]T = [acosu,asinu,0]T, 0<uc<2n. (28)

Now, we apply the rotation matrices in Eq. (27) to the circular aperture by using its parametric
equation as follows

X 1 0 0 cos¢p 0 sing| |acosu
R(6) - Ry(#)- |y| =10 cos@® -sind 0 1 0 |-|asinu]- (29)
Z 0 sinf cosf ||-sing O cos¢ 0

By solving the above product of matrices, we can obtain the following projected rotated ellipse in
the xy-plane as follows

X acosu - cos ¢
y| =|acos@-sinu+acosu-sinf -sing| - (30)
Z 0

By making some algebraic manipulations, we obtain the quadratic form of a rotated ellipse as
X (sec2 ¢ + tan® 0 tan® ¢) +y (5602 6) — xy (2sec O tan 6 tan @) = a’. 31

From the above equation, we can observe that the projected figure is a rotated ellipse due to the
fact that the cross product is not equal to zero. Additionally, the quadratic form can be easily
written in matrix notation, yielding

2 2 2
sec” ¢ + tan” 6 tan sec 6 tan 0 tan X
o] 0 ’ = (32)

sec 0 tan @ tan ¢ sec” 0 y

M

where the matrix M is called the matrix of the quadratic form. For the sake of clarity, we can
see in Fig. 1 that the original xy-coordinate system with origin O is moved to the uv-coordinate
system with the same origin O, i.e., the projected figure is a rotated ellipse, where the coordinate
axes are rotated. Note that as M is a symmetric matrix then M is orthogonally diagonalizable. In
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this way, Eq. (32) can be expressed as

/11 0 u
[u v] . . =1, (33)
0 /12 v
————
D

where D is the diagonal matrix, and A; = a® and 1, = a® cos? 6 cos” ¢ are the eigenvalues of the

matrix M. Hence, the quadratic form of this new ellipse is given by

2 V2

2 @ cos? 0cos? ' 3 349
We have demonstrated that the rotation of the eavesdropper’s receiver by an angle ¢ in the y-axis
and by an angle 6 in x-axis results in an effective area that is equivalent to a rotated ellipse in the
xy-plane, where the semi-axis length along the x-axis is a (the radius of the circular aperture at
Eve), and the semi-axis length along the y-axis is defined as p = acos ¢ - cos 6. Therefore, the
fraction of the collected power at the eavesdropper’s receiver of radius a in the transverse plane
of the incident wave can be expressed from Eq. (25) and substituting b = p as

1 & L Eve,
W (r; 2) ~ Ehf “(r;2) + 5y (r52) : (35)
b=acos ¢-cos § b=acos ¢-cos §
The above integral can be approximated in the same way as Eq. (26) as

2

hyYe(r;2) ~ Agexp (36)

2 s
Zeq

where A = [erf(v?)] is the fraction of the collected power at r = 0, v = \/7+/a? cos 6 cos ¢/ V2w.,
and w?gq = wf vrerf(v)/2vexp(—v?) is the equivalent beamwidth. Both the exact expression in
Eq. (23) and the approximate expression when the effective area is a rotated ellipse in Eq. (35)
are illustrated in Fig. 7.
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Fig. 7. Exact and approximate values of /2, when the effective area is a rotated ellipse for
different values of the normalized rotation parameter p/a and the normalized beamwidth
w;/a. Note that Egs. (26), (27) and (28) have been evaluated through numerical integration.
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