
Empirical Software Engineering          (2026) 31:137 
https://doi.org/10.1007/s10664-026-10872-w

Simply the best – A systematic evaluation approach for third-
party libraries based on mobile app quality attributes

Rubén Saborido1  · Rémy Raes2 · Rodrigo Morales4 · Romain Rouvoy3 · 
Foutse Khomh5 · Yann-Gaël Guéhéneuc4

Received: 21 July 2025 / Accepted: 24 April 2026
© The Author(s) 2026

Abstract
Mobile device applications (apps) are complex because they rely on integrating multiple 
third-party libraries (TPLs). Yet, TPLs ease app development by offering implementa-
tions of specific functionality. For example, app developers often use advertising libraries 
to generate revenue, integrate social networking libraries to simplify login, or include 
crash reporting libraries to monitor/report crashes in their apps. However, there are mul-
tiple TPLs with similar functionalities from which to choose, and developers often cannot 
foresee all the consequences of using these libraries in their apps. The sizes of apps grow 
with the addition and usage of TPLs, and so does the number of required permissions 
and resource consumption. Thus, TPLs may degrade the quality of apps and developers 
need help measuring and comparing them. We propose EQuAT, an approach for Evaluat-
ing Quality Attributes of TPLs that eases the comparison of TPLs. EQuAT takes as input 
minimal apps that integrate TPLs and playable scenarios to simulate user interaction while 
exercising a particular functionality of the included TPL. By collecting quality metrics 
and comparing them using plots, we provide app developers with a systematic approach 
to rank TPLs based on their preferences. We show how EQuAT   helps developers make 
informed decisions about which libraries to integrate into their apps by validating them 
against nine TPLs across three categories.
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1  Introduction

The pace of smartphone growth around the world is unprecedented, helping billions of new 
app users come online for the first time in what Google calls Build for Billions1. Thus, the use 
of the Android operating system continues to grow. There are now over three billion monthly 
active Android devices2. More than two million apps are available on the Google Play Store3, 
and they were downloaded 113 billion times by people from 190 countries, generating $47 
billion in revenue4. However, in many countries, users face constraints, such as (1) slow, inter-
mittent, or expensive connectivity, (2) devices with low memory and poor processor perfor-
mance, and (3) limited opportunities to recharge batteries during the day.5 To address these 
users’ needs, resources demanded by apps must fulfill user and–or device constraints.

Technology companies care about users’ constraints, especially in developing countries, 
releasing lite versions of their apps. Facebook released Facebook Lite, an app designed to 
work on all networks, even slow or unstable connections. Facebook Lite is less than 2MB 
so it downloads quickly and uses less storage space. It has been downloaded more than 1 
billion times. Similarly, TikTok Lite runs on slow networks, reduces data usage, and occu-
pies only 9 MB of storage space. Designed for less than 2 GB of RAM, limited data, and–or 
2G or 3G networks, this app has been downloaded more than 500 million times. Google 
released Android Go Edition6, a “light” version of the Android operating system, designed 
for low-end and low-budget smartphones with 2GB or less of RAM and lower resource and 
bandwidth consumption. Google Play Services was also modularized to reduce its memory 
footprint. However, not all app developers have the resources to produce lite versions of 
their apps. On the contrary, they often use third-party libraries (TPLs) to speed up develop-
ment without a clear understanding of the impact these TPLs have on the sizes, permissions, 
and performances of their apps. They also lack comparisons of the different TPLs to make 
informed decisions. Yet, the sizes, permissions, and performances of apps correlate with the 
addition and usage of TPLs. For example, Minelli and Lanza (2013) observed that external 
calls to TPLs represent more than 75% of the total number of method invocations in apps.

Users enjoy mobile apps that meet their quality expectations, but excessive battery, 
memory, and network usage, slow render times, crashes, large sizes, and excessive permis-
sions are sources of frustration for them7: (1) larger apps take longer to download/install 
and take undue storage, (2) the numbers and types of requested user permissions affect 
download and retention8, (3) energy consumption is critical because mobile devices depend 
on their batteries to work, (4-5) CPU and memory limit the number of apps users can run, 
and (6) network access may be expensive. In an internal analysis of app reviews on Google 
Play, Google reported that half of the one-star reviews (the lowest rating) mentioned app 

1 https://dev​eloper.andr​oid.com/dis​tribute/​best-pract​ices/develo​p/build-for​-the-nex​t-billion.html, last 
accessed April 14th, 2026

2 https://bac​klinko.com/​iphone-vs-a​ndroid-s​tatistics, last accessed April 14th, 2026
3 https://42matters.com/stats, last accessed April 14th, 2026
4 https://www​.businessof​apps.com/da​ta/andro​id-statistics/, last accessed April 14th, 2026
5 https://dev​eloper.andr​oid.com/doc​s/qualit​y-guidelines/build-for-billions, last accessed April 14th, 2026
6 https://dev​eloper.andr​oid.com/gui​de/topic​s/androidgo, last accessed April 14th, 2026
7 https://and​roid-develo​pers.google​blog.com​/2017/08/h​ow-were-hel​ping-people​-find-qu​ality.html, last 
accessed April 14th, 2026

8 https://dev​eloper.andr​oid.com/tra​ining/ar​ticles/user-data-permissions.html, last accessed April 14th, 2026

https://developer.android.com/distribute/best-practices/develop/build-for-the-next-billion.html
https://backlinko.com/iphone-vs-android-statistics
https://42matters.com/stats
https://www.businessofapps.com/data/android-statistics/
https://developer.android.com/docs/quality-guidelines/build-for-billions
https://developer.android.com/guide/topics/androidgo
https://android-developers.googleblog.com/2017/08/how-were-helping-people-find-quality.html
https://developer.android.com/training/articles/user-data-permissions.html
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quality7. Therefore, developers who focus on app quality can see improvements in their app 
ratings and, thus, their usages and monetization.

Developers need information on the impact of TPLs on the quality of their apps: app size,

number and type of permissions, and performance.

Previous studies by Wang et al. (2015), on more than 100,000 Android apps from five dif-
ferent Android markets, showed that more than 60% of the sub-packages in Android apps are 
from TPLs. On average, TPLs account for more than 60% of the code in Android apps. Others 
studies showed (1) the inconsistencies between apps’ descriptions and requested permissions due 
to the usage of TPLs (Pandita et al. 2013; Gorla et al. 2014), (2) the relationship between apps’ 
ratings and TPLs (Ruiz et al. 2014), (3) the impact of TPLs on app clone detection (Wang et al. 
2015), (4) privacy issues due to third-party tracking (Paci et al. 2023), and (5) the inconsisten-
cies between withdrawal decisions and apps’ third-party data collection (Du et al. 2024). Yet, 
a systematic literature review by Zhan et al. (2022) shows that no previous work proposed an 
approach to measure the impact of TPLs on the quality of apps: developers do not have the com-
parisons needed to make informed decisions about the TPLs to integrate (or not) in their apps.

Therefore, when choosing a TPL (e.g., for advertising, crash-reporting, or monitoring), devel-
opers typically proceed by making decisions without a systematic evaluation (Vargas et al. 2020):

	– Relying on general reputation or popularity. The developer may assume that the most 
popular library (e.g., Google AdMob for advertising, Firebase for analytics) is the best 
choice. They may search online (“best advertising SDK for Android”) and pick one 
from a blog post, Reddit, or Stack Overflow discussion. Without detailed performance 
testing, they risk choosing a bloated or inefficient library.

	– Checking the library’s stated performance claims. Developers might look at official 
documentation or the SDK’s website, which often highlights performance benefits but 
downplays drawbacks (e.g., resource usage, battery drain). If the SDK claims to be 
“lightweight” or “optimized”, they may take it at face value without further testing.

	– Looking at APK or AAR file size only. While size is a factor, developers may ignore 
runtime performance, such as CPU and memory usage, if they focus only on the impact 
of TPLs on the app’s size.

	– Running basic profiling. An uninformed developer might not run profiling tools such as 
the Android Profiler or Battery Historian. If they do test, they may only check one met-
ric (e.g., CPU usage in a short test session) rather than analyzing multiple performance 
aspects over time.

	– Testing on a High-End Device Only If the developer tests performance, they might do 
so only on a flagship device (e.g., Pixel 8, Galaxy S24), where performance issues are 
less noticeable. They may not test on mid-range or low-end devices, which experience 
greater performance impacts from heavy TPLs.

	– Ignoring background performance impact. Some TPLs consume resources even 
when not actively used (e.g., advertising TPLs making background network 
requests, analytics running periodic syncs, etc.). An uninformed developer might 
only test the library when actively used in the foreground, missing long-term per-
formance degradation.
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While previous studies have identified quality-related factors as strong determinants in TPL 
selection from a practitioner’s perspective, there remains a lack of empirical frameworks 
that provide quantitative comparisons of quality attributes (Vargas et al. 2020), specifically 
for the mobile context. Thus, TPL selection is usually characterized by a reliance on proxy 
metrics and qualitative perceptions rather than empirical evidence. This reliance on sub-
jective, ad hoc criteria creates a void. Therefore, a significant gap persists: the absence of 
empirical frameworks for the quantitative evaluation of TPL behavior in mobile environ-
ments. Our research fills this void by transitioning from subjective quality perceptions to a 
systematic assessment of TPLs on mobile devices.

To clarify the roles involved in our approach, we distinguish between app developers 
(who integrate TPLs into their projects) and end users (who interact with the final applica-
tion). Throughout this paper, ’developer’ refers to the TPL consumer, while ’user’ (or ’app 
user’) refers to the individual experiencing the runtime impact.

The contributions presented in this article are the following:

	– We present an approach to measure and compare the impact of TPLs on six quality 
attributes of apps: (1) sizes, (2) numbers and types of requested permissions, (3) energy 
consumptions, (4) CPU usages, (5) memory usages, and (6) network usages.

	– We validate the proposed approach using nine Android TPLs across three categories: 
advertising, crash reporting, and monitoring.

	– We describe the techniques and tools required to measure and compare the impact of 
different TPLs on these six metrics, particularly energy consumption.

	– We invite replications and extensions by making publicly available the source code, 
scenarios, and instruments used in this article9.

In the following, Section 2 describes the approach for measuring and comparing the impact 
of TPLs on apps’ quality. Section 3 validates the proposed approach through validation with 
nine well-known Android TPLs in three popular TPLs categories. Section 4 discusses the 
validation. Section 5 discusses threats to the validity of our results. Section 6 summarizes 
related work, and Section 7 concludes and outlines some future work.

2  Measuring and Comparing the Impact of TPLs on App Quality

Previous studies comparing Android data structures (Saborido et al. 2018) and the impact 
of anti-patterns on mobile apps’ energy consumption (Morales et al. 2018) have identi-
fied CPU, memory, and energy as relevant metrics for assessing the efficiency of Android 
implementations. These metrics are critical because they directly correlate with the over-
all smoothness of the user interface and the device’s battery life. Furthermore, network 

9 https://git​hub.com/And​roid-TPL-en​ergy-con​sumption/in_situ_measurements (this repository will be 
updated after acceptation)

https://github.com/Android-TPL-energy-consumption/in_situ_measurements
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usage represents a high hidden cost in mobile apps, particularly when TPLs (such as ad 
networks or analytics) are involved. As demonstrated by Saborido et al. (2017), network 
activity is a decisive factor in distinguishing the resource overhead of different app ver-
sions and is often the primary driver of unexpected energy drain and data plan consump-
tion. Thus, while CPU, memory, and network usages and energy consumption represent 
the operational cost, app size and permissions represent the architectural and privacy 
costs of TPLs. We consider these metrics as relevant quality attributes of mobile apps.

To measure and compare the impact of different TPLs on the quality attributes of apps we 
propose EQuAT, a four-step approach that automates running apps and collecting quality metrics 
on them. First, developers create a minimal app for each TPL under test (TPLUT). A minimal 
app is an app with the simplest graphical user interface (GUI) that includes the required compo-
nents to exercise all the features of interest of the TPLUT. Second, they define as many scenarios 
as necessary to simulate a user’s interaction with the TPLUT's features. Then, developers apply 
EQuAT  on the resulting file of each minimal app and the defined scenario to automatically 
obtain the size of each app, the number and type of permissions required for each app, and the 
performance (CPU, memory, and network usages and energy consumption) of each app over 
several runs. Finally, it aggregates the collected data, compares the TPLs based on the quality 
metrics, and ranks them accordingly. Figure 1 summarizes the proposed approach.

EQuAT takes as input a path to folders containing the app files for minimal apps and the 
scenarios to execute, each corresponding to a single app. It automatically runs the apps, 
plays the scenarios, and collects the quality metrics. It generates a comma-separated values 
(CSV) file, containing all quality metrics for the TPLUT. Using this data, it aggregates 
quality metrics and generates plots to facilitate comparison of the TPLs. Each minimal app 
integrates one and only one TPLUT, and all the minimal apps share the same configuration 
and GUI. Therefore, our approach can attribute any difference in metric values between any 
pair of minimal apps to the TPLs used by the apps.

In the following, we provide further details of the whole process for measuring and 
comparing the impact of TPLs on app quality. We focus on Android apps without loss of 
generality for the proposed approach.

2.1  Creating Minimal Apps for TPLUT

EQuaT requires a minimal application for each TPLUT to ensure a fair comparison between 
different TPLs. Consequently, to spare developers the need to create minimal apps from 
scratch, we propose using of category-specific app templates. Each template is derived from 
a blank Android project to exclude unnecessary permissions or GUI overhead. Particularly, 

Fig. 1  Evaluating Quality Attributes of TPLs for comparing their impact on app quality
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a template consists of (i) a configuration layer defining the minimum SDK version and the 
essential permissions required for that category (e.g., INTERNET for Ads or Analytics), 
(ii) a GUI baseline, and (iii) the initialization of the TPL to trigger its primary functionality. 
Thus, these templates serve as a controlled baseline, ensuring that any measured differences 
in performance or resource usage are strictly attributable to the TPL rather than to variations 
in the host app’s structure.

Developers can then derive minimal apps from each app template and integrate TPLUT 
into newly created apps: one TPLUT per minimal app. This guarantees all apps within a 
given category share the same configuration (e.g., the same manifest and minimum SDK) 
and GUI. This systematic approach minimizes variability and ensures that the differences 
measured (e.g., performance, APK size, and permissions) are attributable only to the inte-
grated TPL, not to differences in the base app structure or GUI. To make the build process 
as similar as possible to the one developers use to release their apps to the marketplace, we 
recommend generating and signing the APK for the minimal app and building its release 
version. These building and signing are easy tasks for developers because minimal apps are 
just TPLUT integrations.

2.2  Defining the Scenario To Exercise TPLs Functionality

Developers define one playable scenario per TPL to run and exercise the TPLUT. We 
assume that developers want to compare TPLs in a category and that these TPLs offer 
similar features. Thus, developers define a unique scenario common to all the TPLs 
under study.

We recommend specifying usage scenarios as shell scripts, which are transferred to 
and executed on a test smartphone. Once deployed, these scripts simulate user interac-
tion by running the app under test through a sequence of actions (such as input tap 
... or input type ...) and sleep commands. Note that these actions ease the 
interaction with the phone in the same way app users would do: swipes, text inputs, etc.10 
This allows developers to programmatically interact with their apps. For example, List-
ing 1 shows a simple scenario that runs an app, simulates the user tapping at coordinates 
(X, Y), and wait for N seconds.

10 https://and​roid.google​source.com/​platform​/frameworks/base/+/android-4.4.2_r1/cmds/input/src/com/
android/commands/input/Input.java#271, last accessed April 14th, 2026

https://android.googlesource.com/platform/frameworks/base/+/android-4.4.2_r1/cmds/input/src/com/android/commands/input/Input.java#271
https://android.googlesource.com/platform/frameworks/base/+/android-4.4.2_r1/cmds/input/src/com/android/commands/input/Input.java#271
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Developers can define scenarios on Android phones by enabling developer mode and 
selecting the input option “Pointer location”. This option shows current touch data on the 
screen, allowing developers to get coordinates of components of the GUI. To execute a 
scenario, EQuAT uploads it to the phone (adb push /path/to/scenario.sh) and 
executes it (adb shell nohup sh /path/to/scenario.sh), using the Android 
Debug Bridge (adb).

2.3  Measuring Quality Metrics

Given the app files of minimal apps and a scenario of usage, EQuAT uses a Python script 
that obtains for each minimal app its size (in MB), the number and type of permissions, the 
energy consumption (in J), and the CPU, memory, and network usages (in %, MB, and MB, 
respectively). To collect performance metrics, EQuAT runs each minimal app and plays the 
defined scenario N times, recording performance measurements. EQuAT automatizes the 
metrics measurement process without introducing variations in execution time due to user 
fatigue or skill level. This ensures that the results provide a meaningful representation of 
performance while remaining practical for automated pipelines.

Next, we describe the quality metrics of apps EQuAT collects:

	– APK size (in MB) of each app file. It is the total size of a minimal application after a 
TPL has been successfully integrated and the app has been built.

	– Number and type of permissions, using the command aapt d permissions ... 
available in the Android Software Development Kit (SDK). This command retrieves all 
declared Android application permissions from the APK’s manifest. This includes stan-
dard permissions, as well as special, custom, or library-defined permissions.

	– Energy consumption, using a hardware-based approach utilizing the Monsoon Low 
Voltage Power Monitor (LVPM)11. Monsoon offers a Python library that allows us to 
control the power monitor. We power a mobile phone via the LVPM, which is directly 
connected to the phone’s motherboard, bypassing its battery to avoid any nterference. 
The power monitor is configured to supply the phone with the constant voltage its bat-
tery would provide in a normal setting, 4.4V in our case. The electric current drawn 
by the phone is then registered by the power monitor with a sampling frequency of 
≈ 5kHz. To ensure accurate energy measurements, the phone is not directly connected 
to the computer via USB, as this would power the phone and bypass the LVPM, lead-
ing to corrupted data. Instead, the USB connection passes through a power monitor that 
turns it off during experiments to prevent this issue. The total energy consumption is 
the sum of the energy associated with each sample. Note that, although there exist soft-
ware-based approaches to measure the energy consumption of apps, as PETRA (Nucci 
et al. 2017), they rely on different sources of information to estimate the measurements, 
which are not guaranteed to be of high absolute accuracy. Thus, we decided to use a 
hardware-based approach.

	– CPU usage, running in the background the top command periodically (at one-second 
intervals) on the phone, filtering by the name of the process associated with an app. 
It measures CPU usage as a percentage (%), indicating how much of the processor’s 
capacity the system is currently using.

11 https://msoon.github.io/powermonitor/, last accessed April 14th, 2026

https://msoon.github.io/powermonitor/
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	– Memory usage, running in background the Android command dumpsys meminfo 
on the phone. It uses the Proportional Set Size (PSS), as the Android documentation 
suggests, to estimate the app’s RAM use including shared pages across processes.12 
All RAM pages that are unique to a process directly contribute to its PSS value, while 
pages that are shared with other processes contribute to the PSS value only in propor-
tion to the amount of sharing.

	– Network usage, using the tool tcpdump13 on the phone via the Android command adb 
to capture the number of bytes transmitted over the network connection. Network usage 
refers to the amount of data moving across a network (Wi-Fi, 3G, 4G, ...).

2.4  Comparing the Quality Metrics

Once EQuAT collects quality metrics for N runs, it uses an R script that aggregates all 
the values of each TPL using the median function. The aggregation uses the median 
because it is a robust measure of central tendency, while the mean is not. Then it 
applies statistical tests to determine whether the quality metrics differences between 
each pair of TPLs are significant. Following the evolution of statistical practices 
in empirical software engineering (de Oliveira Neto et  al. 2019), EQuAT  adopts a 
non-parametric by default strategy. While parametric tests are more powerful when 
normality and homoscedasticity assumptions are met, software performance data is 
frequently skewed and contains outliers that violate these assumptions. Thus, rather 
than performing automated normality tests, EQuAT performs the pairwise compari-
sons between different TPLs using the Wilcoxon rank-sum test (Hollander and Wolfe 
1973), with a confidence level of 95% (α = 0.05). The null hypothesis is that there is 
no systematic difference between the distributions of the two TPLs being compared. 
When a comparison is statistically significant (p-value < 0.05), EQuAT quantifies the 
magnitude of the difference using Cliff’s δ (Cliff 1996). This non-parametric strategy 
is more conservative than parametric alternatives for the proposed approach, signifi-
cantly reducing the risk of Type I errors (false positives) that occur when normality 
assumptions are violated.

As output, EQuAT reports quality metrics for each TPL into two different plots. One 
plot shows APK sizes, the number of permissions, and the distributions of performance 
metrics (energy consumption and CPU, memory, and network usages) for each TPL. A 
second plot shows the pairwise comparison of the TPLs under consideration for each 
quality metric. It includes the metric value for each TPL, the difference in metric val-
ues, whether the differences are significant, and, if so, the magnitude of the effect size. 
EQuAT  also computes the TPLs ranking for each quality metric. First, it aggregates 
the data for each TPL and metric, computing the median over all the independent runs. 
Second, it obtains the ranking of each TPL for each quality metric using the aggregated 
data. With this information, developers can know which TPL is better than others for 
each quality metric.

12 https://dev​eloper.andr​oid.com/stu​dio/prof​ile/investigate-ram.html, last accessed April 14th, 2026
13 http://www.androidtcpdump.com/, last accessed April 14th, 2026

https://developer.android.com/studio/profile/investigate-ram.html
http://www.androidtcpdump.com/
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3  Validation

In this section, we validate EQuAT through a case study. Our hypothesis is that TPLs offering 
similar functionalities have a different impact on apps’ quality: (1) sizes, (2) numbers and 
types of requested permissions, (3) energy consumption, (4) CPU usage, (5) memory usage, 
and (6) network usage. To illustrate how developers can leverage EQuAT in practice, we con-
sider the following scenario. A development team is preparing a new mobile app and needs to 
integrate TPLs for crash-reporting and monitoring. In addition, the development team wants 
to get some revenue by including a TPL for advertising. There are multiple TPL candidates 
for crash-reporting, monitoring, and advertising. However, the team wants to select options 
that provide the required functionality while maintaining high performance and minimizing 
risks to privacy, security, and regulatory compliance. The team proceeds as follows:

	– Identify candidate TPLs for each functional category. This is done manually by search-
ing online, reviewing references, or consulting specialized developer forums.

	– Generate the app template for each TPL category and derive a minimal app and its cor-
responding scenario for each TPL under evaluation. These scenarios provide representa-
tive usage patterns needed for accurate measurement.

	– Run EQuAT  to extract permissions, APK size, and runtime energy consumption and 
CPU, memory, and network usages.

	– Compare overall quality and performance implications to understand the broader impact of 
each TPL. EQuAT provides a consistent basis for comparing all these dimensions across TPLs.

	– Assess permission types and protection levels. EQuAT reports the list of permissions 
requested by each TPL. The developer then evaluates their protection level –Normal, 
Dangerous, Signature, or custom OS-level permissions– using internal policies or the 
Android documentation.

	– Make an informed selection balancing functionality, performance, and risk. Based on 
the metrics, the team may decide to: prefer an advertising TPL with low energy con-
sumption if energy or even CPU overhead is critical; select a monitoring library that 
minimizes network usage; adopt a crash-reporting tool that adds minimal app size.

	– Document decisions for compliance and maintainability. Since EQuAT outputs struc-
tured, reproducible results, the team can record the metrics used for comparison, the 
justification for the decisions made, and any identified privacy or performance risks. 
This is particularly valuable for audits and compliance with regulations such as GDPR.

Next, we describe the objects of study (popular TPLs for advertising, crash reporting, and 
monitoring), the procedure for running EQuAT, and the results obtained.

3.1  Objects

AppBrain, a statistics Web platform, automatically analyzes Android apps on Google Play 
and retrieves all used libraries by analyzing the APK files. Allegedly updated daily, their 
website reports on the number of published applications, trending apps, download and rat-
ing statistics, and the popularity of Android libraries. Based on the Android library stats 
page14, we select three of the most popular categories of TPLs and, for each of these cat-

14 https://www.appbrain.com/stats/libraries, last accessed April 14th, 2026

https://www.appbrain.com/stats/libraries
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egories, three TPLs used by Android developers. We summarize this information in Table 1, 
where we also show the version and provider of each TPL.

Advertising TPLs allow developers to keep their content free and available while still 
making revenue. Analytic TPLs provide insights that helpdevelopers understand how their 
users are behaving, where they might be losing them, and more. Crash-reporting TPLs gen-
erate detailed error reports for apps, which are sent to developers.

3.2  Procedure

We created an app template tailored for each TPL category under study. These app templates 
are built to the minimum requirements necessary to integrate and execute the TPLUT. For 
advertising TPLs, the app template has a banner at the top of the device screen to load 
and show ads. For analytic TPLs, the app template defines a fragment pager adapter in the 
main activity with five fragments, each containing a different image and a string identifier 
(Image1, Image2, Image3, Image4, and Image5). Every time a user swipes left or right, the 
previous or next fragment is loaded, respectively, and an event is sent to the correspond-
ing TPLUT server. Finally, for crash-reporting TPLs, the app template includes a button 
that throws a runtime exception to simulate a crash when clicked. From app templates, we 
derive a standalone minimal application for each TPLUT. Thus, minimal apps for TPLs in a 
category share the same GUI and functionality.

We then define one playable scenario per TPLUT, which specifically exercises the TPL 
core functionalities intended for integration into a final application. For advertising TPLs, 
we give libraries 40 seconds in the main activity to load an ad. For analytic TPLs, we navi-
gate through the different fragments, then leave the app and wait for 12 seconds, for libraries 
to update the use reports to the respective backends. Finally, for crash-reporting TPLs, we 
click the button to throw a runtime exception, then wait 12 seconds for crash reports to be 
sent to servers.

Once the minimal apps have been developed and the scenarios defined, the corresponding 
APK file is then built for each minimal app. We then apply EQuAT, introduced in Section 2. 
It automatically runs minimal apps and their corresponding scenarios while collecting qual-
ity metrics to compare TPLs. To collect performance metrics, the approach runs each mini-
mal app and plays the defined scenario N times independently. Finally, EQuAT aggregates 
all the data and generates multiple plots to facilitate the comparison of TPLs. We set the 
default value of N to 30, which is a conventionally accepted threshold in computer science 
performance evaluation (Georges et al. 2007). We clarify that this value does not inherently 

Name Version Provider Category
Admob 20.5.0 Google Advertising
Chartboost 9.1.0 Chartboost Advertising
Max 11.5.3 AppLovin Advertising
ACRA 5.9.7 ACRA Crash-reporting
Crashlytics 29.0.4 Google Crash-reporting
NewRelic 6.4.1 New Relic Crash-reporting
Amplitude 2.23.2 Amplitude Monitoring
Firebase 29.0.4 Google Monitoring
NewRelic 6.4.1 New Relic Monitoring

Table 1  Popular Android TPLs 
for popular TPL categories
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guarantee statistical significance. However, it is a rationale-based default intended to pro-
vide sufficient observations for non-parametric tests to achieve acceptable statistical power. 
It provides a balance between achieving statistically significant results and minimizing the 
overhead of the data collection process, which can be time-consuming. Despite the previ-
ous, this value is not a fixed constant of the approach, but rather a configurable parameter 
that developers can adjust.

For the case study, we use a Samsung Galaxy A01 Core (also known as Galaxy M01 
Core in India and as Galaxy A3 Core in Africa). It is a budget Android smartphone manu-
factured by Samsung Electronics as part of its A series. It was announced in July 2020 and 
launched in August 2020 as a low-cost phone. It features a 5.3-inch (14.6 mm) 720p display 
and runs One UI Core 2.0 on top of Android 10 Go Edition. It is a smaller and lighter version 
of the Samsung Galaxy A01.

3.3  Android Permission Types and Protection Levels

In addition to collecting the number of permissions of TPLs, we also analyze permission 
protection levels. Android15 employs a permission system to control access to sensitive 
resources and user data. Permissions are categorized into different protection levels, includ-
ing Normal permissions (which pose minimal risk to user privacy) and Dangerous permis-
sions (which grant access to sensitive information, e.g., camera, location, contacts, etc., and 
require the user’s explicit consent). We study the protection level of permissions introduced 
by TPLs on apps. We focus on dangerous permissions because they have the most signifi-
cant impact on user privacy.

3.4  Results

Once EQuAT collects quality metrics of TPLs, it shows the distribution of each quality met-
ric for each TPL. Figure 2 shows the distribution of each quality metric and TPL, grouped by 
TPL category. As expected, different TPLs have different quality metric values. For adver-
tising TPLs, Admob increases both the APK size and the number of required permissions. 
Chartboost requires fewer permissions and, on average, uses less CPU, memory, and energy 
than Admob. Even though it requires more permissions than Chartboost, Max seems better 
on average across all the previously mentioned system metrics. All three libraries have com-
parable network usage. Concerning the crash-reporting category, ACRA increases APK size 
and network usage compared to the other TPLs in that category; however, it requires fewer 
permissions. Finally, for the monitoring category, energy consumption and CPU, memory, 
and network usages are very similar among Amplitude, Firebase, and NewRelic. Nonethe-
less, Firebase stands out for its larger APK size and more permissions. We discuss permis-
sions qualitatively at the end of this section.

In addition to distributing metric values, EQuAT also computes the ranking of each TPL 
category and each quality metric. Table 2 shows the ranking of subject TPLs. With this 
information, developers can determine which TPL is better than others for different quality 
metrics. For the advertising TPL category, Admob ranks third for all quality metrics. Max 
TPL ranks first for APK size, energy consumption, and CPU and memory usages, but it 
requires more Android permissions and uses more data than Chartboost, which ranks best in 

15 https://dev​eloper.andr​oid.com/ref​erence/a​ndroid/Manifest.permission, last accessed April 14th, 2026

https://developer.android.com/reference/android/Manifest.permission
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Table 2  Rankings provided by EQuAT for each quality metric and TPL
TPL APK size #Permissions Energy CPU Memory Network Category
Admob 3 3 3 3 3 3 Advertising
Chartboost 2 1 2 2 2 1 Advertising
Max 1 2 1 1 1 2 Advertising
ACRA 3 1 3 2 2 3 Crash-reporting
Crashlytics 2 2 1 1 1 1 Crash-reporting
NewRelic 1 2 2 3 3 2 Crash-reporting
Amplitude 1 1 2 3 1 3 Monitoring
Firebase 3 3 3 2 3 1 Monitoring
NewRelic 2 2 1 1 2 2 Monitoring
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terms of the number of permissions and network usage. Regarding the crash-reporting TPL 
category, compared to ACRA and NewRelic, Crashlytics ranks first in performance metrics 
(energy consumption, and CPU, memory, and network usages). However, Crashlytics ranks 
second for APK size and number of permissions. Finally, concerning the monitoring TPL 
category, a trade-off occurs when comparing quality metrics. NewRelic ranks first for energy 
consumption and CPU usage, but second for APK size, number of permissions, and memory 
and network usages. Although Amplitude ranks first for APK size, number of permissions, 
and memory usage, it ranks third for CPU and network usage.

Although rankings are useful for intuitive comparisons, they do not allow informed 
decisions because differences between TPLs can be small or even not statistically signifi-
cant. Figure 3 shows the pairwise comparison of the TPLs under study for each metric. 
Each cell contains the difference of the medians in %, the magnitude of the difference (in 
MB, number of permissions, Joules, %, MB, and MB, for APK size, permissions, energy 
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consumption, CPU, memory, and network, respectively), and the magnitude of the effect 
size (small, medium, or large). The effect size is “NA” when it does not apply (i.e., for 
APK size and permissions metrics where we only have a measurement for each TPL). 
Absent values indicate cases where there is not a statistically significant difference. Thus, 
for each cell in the matrix, negative differences (green colors) mean that the TPL at the 
bottom is better than the TPL at the left. On the contrary, positive differences (red colors) 
mean that the TPL at the bottom is worse than the TPL at the left. Therefore, greener 
colors show greater differences in favor of the TPL at the bottom, and redder colors show 
greater differences in favor of the TPL at the left. Only cases with a statistically significant 
difference are shown.

For the advertising TPL category, we observe that Admob increases APK size by 
21.46% (2.31MB) and 19.21% (2.07MB) with respect to Max and Chartboost, respectively. 
Regarding the number of permissions, Chartboost requires 20% (1) afewer permissions than 
Max and 33.33% (2) fewer than Admob, respectively. We also observe that Max is the most 
energy-efficient TPL. Admob and Chartboost consumes 22.30% and 9.01% more energy 
than Max, respectively. Max also performs better than others in terms of CPU and memory 
usages, with large differences. Admob uses 89.47% and 66.23% more CPU and memory 
than Max, respectively. Chartboost uses 74.93% and 63% more CPU and memory than Max, 
respectively. However, Chartboost performs better than others in terms of network usage: 
it uses 33.33% and 52.36% (100%-47.64%) fewer data over the network than Max and 
Admob, respectively. Regarding the crash-reporting TPL category, ACRA and Crashlytics 
increase the APK size by 37.90% (3.78MB) and 4.05% (0.26MB), respectively, compared 
to NewRelic. Regarding the number of permissions, ACRA requires half as many as others. 
However, we observe that ACRA is the leasst efficient in terms of energy consumption 
and network usage. It consumes more energy (19.36% and 25.01%) and transmits more 
data over the network (96.22% and 100%) than NewRelic and Crashlytics, respectively. 
Regarding CPU usage, ACRA and Crashlytics use 52.92% and 62.07% less CPU than 
NewRelic, respectively. For the monitoring TPL category, Amplitude reduces APK size by 
1.05% (0.09MB) and 7.06% (0.66MB) with respect to NewRelic and Firebase, respectively. 
Regarding the number of permissions, Amplitude requires 50% (1) fewer permissions than 
NewRelic and 80% (4) fewer than Firebase. In terms of energy consumption and CPU 
usage, NewRelic performs better than others. Amplitude and Firebase consume slightly 
more energy (0.78% and 1.53%) and use more CPU (23.91% and 18.07%) than NewRelic, 
respectively. Amplitude uses 3.38% and 5.71% less memory than NewRelic and Firebase, 
respectively. However, Amplitude transmits more data over the network (46.47% and 
100%) than NewRelic and Firebase, respectively.

Next, we study the protection levels of permissions granted by TPLs to apps. Table 
3 presents the Android permissions and their protection levels for the TPLs under study, 
illustrating the varying levels of risk associated with different permission types. The 
results demonstrate that integrating TPLs generally increases the risk associated with 
the requested permission types. Notably, libraries like Max and Firebase introduce two 
Dangerous permissions, whereas Admob introduces only one. The overall trend indicates 
that incorporating TPLs can lead to applications requiring more permissions, potentially 
raising concerns about user privacy and security.
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4  Discussion

Android developers often integrate TPLs into their apps to implement specific functionality. From 
the case study, we observed that TPLs impact the quality of Android apps. Thus, EQuAT could 
potentially provide developers with a mechanism to know the impact of TPLs on their apps. 
However, there is a trade-off between different TPLs and their impact on apps’ quality metrics.

Let us focus, for instance, on emerging markets. Users in emerging markets own low-end 
devices with very limited CPU and memory. In addition, a majority of users in emerging 
markets face limited and expensive access to data connections.5 Thus, it is important to pri-
oritize app APK size and CPU, memory, and network usages in this context. Based on our 

Table 3  Android permissions and their protection level for the TPLs under study
TPL Category Permission Protection 

level
Admob Advertising android.permission.INTERNET Normal
Admob Advertising android.permission.ACCESS_NETWORK_STATE Normal
Admob Advertising com.google.android.gms.permission.AD_ID Dangerous
Admob Advertising android.permission.WAKE_LOCK Normal
Admob Advertising android.permission.RECEIVE_BOOT_COMPLETED Normal
Admob Advertising android.permission.FOREGROUND_SERVICE Normal
Chartboost Advertising android.permission.INTERNET Normal
Chartboost Advertising android.permission.ACCESS_NETWORK_STATE Normal
Chartboost Advertising android.permission.READ_PHONE_STATE Dangerous
Chartboost Advertising com.google.android.gms.permission.AD_ID Dangerous
Max Advertising android.permission.INTERNET Normal
Max Advertising android.permission.ACCESS_NETWORK_STATE Normal
Max Advertising com.google.android.gms.permission.AD_ID Dangerous
Max Advertising com.applovin.array.apphub.permission.

BIND_APPHUB_SERVICE
Dangerous

Max Advertising android.permission.ACCESS_WIFI_STATE Normal
ACRA Crash-reporting android.permission.INTERNET Normal
Crashlytics Crash-reporting android.permission.INTERNET Normal
Crashlytics Crash-reporting android.permission.ACCESS_NETWORK_STATE Normal
NewRelic Crash-reporting android.permission.INTERNET Normal
NewRelic Crash-reporting android.permission.ACCESS_NETWORK_STATE Normal
Amplitude Monitoring android.permission.INTERNET Normal
Firebase Monitoring android.permission.INTERNET Normal
Firebase Monitoring android.permission.ACCESS_NETWORK_STATE Normal
Firebase Monitoring android.permission.WAKE_LOCK Normal
Firebase Monitoring com.google.android.finsky.permission.

BIND_GET_INSTALL_REFERRER_SERVICE
Dangerous

Firebase Monitoring com.google.android.gms.permission.AD_ID Dangerous
NewRelic Monitoring android.permission.INTERNET Normal
NewRelic Monitoring android.permission.ACCESS_NETWORK_STATE Normal



1 3

  137   Page 16 of 25 Empirical Software Engineering          (2026) 31:137 

validation, Max is the most advisable advertising TPL to integrate in apps targeting emerging 
markets. This is the TPL that minimizes the APK size and is the most efficient in terms of 
energy consumption and CPU and memory usages. Using Max to show ads instead of the 
other advertising TPLs, developers can reduce app size by up to 21% and improve energy 
consumption and CPU and memory usages by up to 22%, 89%, and 66%, respectively. How-
ever, Chartboost transmits 33% less data over the network than Max. Regarding the crash-
reporting TPL category, NewRelic reduces APK size by up to 38% while using more CPU 
than other solutions. Although Crashlytics increases APK size by 4% compared to NewRelic, 
it consumes less energy and uses less CPU and network than the others (differences in mem-
ory usage are not significant). Thus, Crashlytics could be advised for crash-reporting when 
targeting emerging markets. Concerning the monitoring TPL category, Amplitude minimizes 
APK size and memory usage, at the cost of increasing CPU and network usage by up to 24% 
and 100%, respectively, compared to other TPLs in the same category.

While prior studies often focus on the number of permissions requested by an app or its 
TPL, it is equally important to analyze the type of permission required. Not all permissions 
pose the same level of risk. Normal permissions allow access to low-impact features and do 
not require explicit user approval, whereas Dangerous permissions grant access to sensitive 
user data, such as device identifiers or location information, and must be explicitly granted 
by the user. Consequently, a single Dangerous permission can introduce significantly more 
risk than several Normal permissions. Moreover, certain permissions may have privacy and 
security implications that extend beyond their immediate functionality. For example, READ_
PHONE_STATE is a dangerous permission that provides access to sensitive phone state infor-
mation, including cellular network details, ongoing call status, and registered phone accounts. 
This permission is used by Chartboost. Additionally, several TPLs, such as Admob, Chart-
boost, Firebase, and Max, require non-standard Android OS-Level permissions such as com.
google.android.gms.permission.AD_ID. This permission, defined within Google 
Play Services, is specific to Google’s ecosystem, and since Android 12, Google requires apps 
that use the Advertising ID to explicitly declare this permission in their AndroidMani-
fest.xml. Google also enforces policies restricting its use, particularly in response to pri-
vacy regulations like GDPR and CCPA16. In the context of this work, EQuAT directly supports 
this type-based permission analysis. EQuAT relies on the Android SDK tools to extract the 
complete list of permissions requested by each TPL. Android SDK tools provide the raw 
permission names exactly as declared in the TPL’s manifest. Once these permissions are col-
lected, the responsibility of determining their protection level lies with the developer or ana-
lyst using EQuAT. This design ensures flexibility, allowing the app developer to interpret risks 
in accordance with the latest Android documentation, regulatory requirements, or project-spe-
cific privacy considerations. By exposing the full set of requested permissions and enabling 
developers to cross-reference their protection levels, EQuAT facilitates a clearer understand-
ing of the associated security and privacy risks introduced by TPLs. Thus, understanding the 
type of permissions requested by TPLs is critical for several reasons:

	– Risk assessment. Different permission types introduce varying levels of security and 
privacy risks. Analyzing the type helps quantify potential threats more effectively than 
merely counting permissions.

16 https:​​​//suppo​rt.goo​gle​.com/googl​eplay​/a​ndroid-de​velope​r/answe​r/​6048248?hl=en, last accessed April 
14th, 2026

https://support.google.com/googleplay/android-developer/answer/6048248?hl=en
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	– Compliance considerations. With data protection laws such as the General Data Protec-
tion Regulation (GDPR) and the California Consumer Privacy Act (CCPA), permissions 
that grant access to user data may raise regulatory concerns.

	– User awareness and trust. App users often grant permissions without fully understand-
ing their implications. Highlighting the type of permissions requested can improve 
transparency and user trust.

	– Third-party influence on app security. Developers integrating TPLs may unintention-
ally introduce permissions that could compromise user privacy. Analyzing the type of 
permissions can help developers make informed decisions about which TPLs to include 
in their apps.

All the previous confirms that making decisions without a systematic evaluation of TPLs 
likely has a negative impact on app quality and performance. For instance, relying solely 
on TPLs' general reputation or popularity is not a better proxy for quality. Admob is a very 
popular TPL for advertising, but, based on our results, it performs worst across all metrics 
(size, permissions, energy consumption, and CPU, memory, and network usages) and intro-
duces one Dangerous permission. Something similar happens with Firebase, which claims 
that “Run your app with confidence and deliver the best experience for your users. Launch, 
monitor, and iterate with AI-assistive tools that help you optimize your app’s quality and 
experience.”17. However, based on our results, Amplitude and NewRelic are more energy-
efficient for monitoring TPLs. Looking at APK size alone is neither recommended, as it 
ignores runtime performance. Based on our results, although NewRelic minimizes the APK 
size of apps in the crash-reporting category, it is the worst in terms of CPU and memory 
usages. Something similar applies to the monitoring category: Amplitude minimizes the 
APK size but uses more CPU and network than Firebase and NewRelic.

5  Threats to Validity

Threats to internal validity concern factors that could have influenced our results. We com-
puted quality metrics (performance metrics, APK size, and number of permissions) using well-
known approaches. Additionally, we repeated our measurements multiple times to confirm 
their statistical reliability. All minimal apps shared identical configurations and GUI, ensuring 
that observed differences can be attributed primarily to the integrated TPL rather than to varia-
tion in app structure. Threats to construct validity concern the relationship between theory and 
observation and the extent to which the measures represent real values. We used a Samsung 
Galaxy A01 Core phone. We measured power usage (energy consumption) at a sampling fre-
quency one order of magnitude higher than in prior studies. However, with the physical mea-
surement of energy consumption come the limitations of measurement and experimentation 
that exist in the natural sciences and engineering (Hindle 2016). CPU, memory, and network 
usages were collected using the commands top and dumpsys, and the tool tcpdump on 
the phone, respectively, which may have introduced extra energy consumption. To avoid any 
impact from other metrics’ measurements, we collected power usage separately. The number 

17 https://firebase.google.com, last accessed April 14th, 2026

https://firebase.google.com
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of permissions was collected using the command aapt, which is available in the Android 
SDK. Furthermore, our experimental design relies on minimal applications and controlled 
scenarios to isolate the impact of individual TPLs. While this design enables fair comparison 
across libraries, it may not capture all interactions present in complex real-world apps. Con-
sequently, the measured metrics represent controlled approximations of real usage rather than 
exhaustive representations of all deployment contexts.

Threats to external validity concern the generalization of our findings. First, our 
experiments were conducted on a single device (Samsung Galaxy A01) running Android 
10 Go Edition. Therefore, absolute metric values may differ on other devices, hardware 
configurations, or Android versions. Although we have no reason to believe that relative 
trends among TPLs will change fundamentally, replication across additional devices would 
strengthen generalizability. Second, the selection of TPL categories and libraries followed 
a purposive, non-random sampling strategy rather than a statistical sampling approach. We 
selected three widely used TPL categories and, within each, three popular libraries based 
on AppBrain usage statistics. This choice aimed to ensure practical representativeness by 
focusing on libraries commonly encountered by Android developers. This sampling decision 
reflects the primary goal of our study: not to produce an exhaustive catalog or ranking 
of all existing TPLs, but rather to validate and demonstrate a systematic methodology for 
comparing alternative libraries under controlled conditions. Consequently, our results should 
be interpreted as evidence of the applicability and usefulness of the proposed evaluation 
approach rather than as definitive quality rankings for the entire TPL ecosystem.

Threats to conclusion validity concern the relationship between the experiment and the 
outcome. We conducted our research using popular TPLs and applied appropriate statistical 
procedures. We paid attention not to violate assumptions of the constructed statistical models. 
In particular, we used non-parametric tests that do not assume the underlying data distribution.

6  Related Work

While the body of knowledge surrounding mobile app quality has grown significantly, the 
research has largely focused on optimizing code within the developer’s direct control or detect-
ing the presence of third-party components for security and licensing. Despite the fact that TPLs 
can represent more than 60% of an app’s code (Wang et al. 2015) and account for the majority 
of external method invocations (Minelli and Lanza 2013), there remains a gap regarding their 
runtime behavior. In particular, there is an absence of empirical frameworks that enable the auto-
mated, dynamic evaluation of these libraries as independent units. In this section, we situate 
EQuAT within the broader landscape of performance optimization and TPL analysis, highlight-
ing how our work addresses the current lack of quantitative benchmarks for TPLs comparison.

6.1  Analysis of Implementation and Design Decisions

Considerable research has investigated how developer decisions during the implementation 
phase dictate the eventual resource footprint of an app. This includes evaluating the impact 
of code obfuscation techniques (Sahin et al. 2014), identifying energy-greedy Android APIs 
(Linares-Vásquez et al. 2014), and measuring the overhead of specific system-level primi-
tives such as storage subsystems (Mohan et al. 2017) or database transactions (Lyu et al. 
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2017). More recently, Saborido et al. (2018) provided a fine-grained comparison of primi-
tive data structures (e.g., ArrayMap vs. HashMap), demonstrating that internal imple-
mentation choices can yield significant CPU and memory savings. Other studies shifted 
the focus toward automated optimization and refactoring. For instance, EARMO (Morales 
et al. 2018) was proposed to detect and automatically correct energy-intensive anti-patterns 
within an app’s source code to extend battery life. These studies primarily focus on reactive 
optimization-refactoring or modifying internal source code after integration. In contrast, 
EQuAT enables proactive evaluation by treating TPLs as standalone units. By benchmark-
ing TPLs in an isolated, minimal environment, our approach enable developers to compare 
TPLs across several quality attributes.

6.2  TPL Ecosystem: Identification, Selection, and Quality

As TPLs dominate a large portion of modern app packages (Wang et al. 2015; Minelli and 
Lanza 2013), research has intensified on their identification and their broader impact on app 
quality. Tools such as LibRadar (Ma et al. 2016), LibD (Li et al. 2017), and Libloom (Huang 
et  al. 2023) address the technical challenge of accurately detecting TPLs in obfuscated or 
cloned binaries. Other studies have evaluated the external consequences of TPL usage, such as 
permission inconsistencies (Gorla et al. 2014) or the correlation (or lack thereof) between the 
number of ad libraries and user ratings (Ruiz et al. 2014). While identification tools are essen-
tial for security and compliance, they do not provide a quantitative assessment of a library’s 
runtime behavior. Furthermore, studies on the performance impact of TPLs have historically 
been category-specific, focusing almost exclusively on ad networks (Gui et al. 2015; Sabo-
rido et  al. 2017). EQuAT diverges from this by offering a general-purpose and automated 
benchmarking framework. We transition from the subjective quality perceptions reported by 
practitioners (Vargas et al. 2020) to an objective, evidence-based measurement of TPL quality.

7  Conclusion

Android is one of the most popular operating systems for mobile devices. Previous experi-
ments showed that more than 60% of the sub-packages in Android apps are from TPLs. 
Thus, TPLs account for more than 60% of the code in Android apps. Other studies also 
found inconsistencies between Android app descriptions and requested permissions due to 
the use of TPLs.

Although there are multiple TPLs to choose from, developers need information on the 
impact of TPLs on appquality: app size, number of types and permissions, and performance. 
In this article, we proposed an approach for Evaluating Quality Attributes of TPLs (EQuAT) 
and analyzed the impact of TPLs on app size, permissions, and performance. EQuAT allows 
developers to make informed decisions about the TPLs to integrate into their apps, and it 
can be applied by developers at any time during the app development process. To validate 
EQuAT, we compared the quality metrics of popular TPLs across three categories: adver-
tising, analytics, and crash reporting. The validation of our approach showed a trade-off 
between TPLs and their impact on different quality metrics. For the advertising category, 
Max has the least impact on APK size, energy consumption, and CPU and memory usages. 
However, Max performs worse than Chartboost in terms of network usage and requires 
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more permissions. For the crash-reporting category, Crashlytics consumes less energy and 
uses less CPU, memory, and bandwidth than ACRA and NewRelic. However, Crashlytics 
increases the APK size and requires more permissions than NewRelic and ACRA, respec-
tively. For the monitoring category, Amplitude and NewRelic have different strengths and 
weaknesses, while Firebase is the most impactful for all considered metrics. Despite the 
above, Firebase introduces two Dangerous permissions, whereas Amplitude and NewRelic 
do not. Thus, we suggest that developers make their decision about integrating the TPL into 
their apps based on the context of use of their end users.

Despite the technical feasibility demonstrated by EQuAT, several limitations remain. Cre-
ating minimal apps for TPL comparison still requires manual effort, which we aim to mitigate 
through future automation. Furthermore, our current scope is restricted to app user-centric 
metrics, excluding developer-facing attributes such as maintainability or testability. We also 
acknowledge that our assumption of TPL overhead being additive in complex apps requires 
further empirical validation. Finally, since actual developers were not involved in this study, 
the practical utility and ease of integration of EQuAT from a practitioner’s perspective remain 
to be confirmed. Moving forward, we leverage these limitations to define concrete research 
directions. We plan to develop IDE plugins or scriptable generators (potentially leverag-
ing Artificial Intelligence) to automatically generate minimal app templates. We also aim to 
expand our quality model to incorporate ISO 25010 standards, such as testability and porta-
bility, through static analysis. To enhance the paper’s practical relevance, future work will 
involve a study with professional developers to validate the framework’s utility in their daily 
workflows. Lastly, we intend to integrate our approach with tools like LibRadar or LibD to 
provide automated suggestions for more efficient TPL alternatives.
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