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ARTICLE INFO ABSTRACT

MSC: The problem of intelligent malware detection has become increasingly relevant in the industry, as there has been
03G10 an explosion in the diversity of threats and attacks that affect not only small users, but also large organisations
03B70 and governments. One of the problems in this field is the lack of homogenisation or standardisation in the
gg?;; nomenclature used by different antivirus programs for different malware threats. The lack of a clear definition
68T30 of what a category is and how it relates to individual threats makes it difficult to share data and extract common
68U35 information from multiple antivirus programs. Therefore, efforts to create a common naming convention and

hierarchy for malware are important to improve collaboration and information sharing in this field.

Keywords: Our approach uses as a tool the methods of Formal Concept Analysis (FCA) to model and attempt to solve this
Formal Concept Analysis problem. FCA is an algebraic framework able to discover useful knowledge in the form of a concept lattice and
Hierarchy implications relating to the detection and diagnosis of suspicious files and threats. The knowledge extracted using

Malware classification this mathematical tool illustrates how formal methods can help prevent new threats and attacks. We will show the

results of applying the proposed methodology to the identification of hierarchical relationships between malware.

1. Introduction

The problem of intelligent detection of malware (Kouliaridis and
Kambourakis, 2021) has become increasingly relevant in the industry,
as there has been a surge in the diversity of threats and attacks that af-
fect not only small users, but also large organisations and governments.
The consequences of these attacks can range from the compromise of
sensitive information to significant economic losses. WannaCryptOr Ran-
somware managed to infect 300,000 computers around the globe by
requesting and obtaining ransom in Bitcoin (Robb, 2024). In Namanya
et al. (2018), the authors claim that malware analysis has evolved due
to open source, online and readily available automated malware anal-
ysis tools such as VirusTotal’s (VirusTotal, 2014), which uses over 70
antivirus engines to analyse uploaded malware samples and provides a
free report after analysis. These online tools generate large datasets to
be analysed, posing new open problems to be solved, such as the cate-
gorisation or clustering of malware by extracting knowledge capable of
classifying new attacks.

Therefore, the malware analysis issue has garnered significant atten-
tion from researchers and practitioners alike. In short, it is a matter of
determining which characteristics present in the malware allow us to
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detect it at an early stage (Firdaus et al., 2018; Escudero Garcia and
DeCastro-Garcia, 2021). In Kellogg et al. (2014) the authors use a hier-
archical organization of malware based on big data to manage malware
to support effective and efficient malware analysis on large and rapidly
evolving sets of malware.

Moreover, intelligent methods are required (Ling et al., 2022) be-
cause “malware hides itself through obfuscation techniques and is able
to evade existing detection methods”. These authors use a hierarchical
obfuscation malware detection method based on deep learning to clus-
ter the specific categories of obfuscated malware. Robust and complex
methods are claimed to capture semantic and structural knowledge in
malware. They propose the MalGraph tool, which represents executables
with hierarchical graphs and uses a comprehensive learning framework
based on graph neural networks for malware detection.

In fact, most of the methods use neural networks, deep networks,
which causes many of them to have limited generalization capacity due
to lack of good semantic information (Wang et al., 2021). Explainability
and intelligent and formal methods are required.

The problem approached in this work is the lack of homogenisation
or standardisation in the nomenclature used by various antivirus soft-
ware for different malware threats (Maggi et al., 2011; Walker et al.,
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2022). A threat can be given different names depending on which an-
tivirus engine detected it, making it difficult to share data and extract
common information from multiple antivirus software.

This absence of standardisation in the naming of malware by dif-
ferent antivirus engines can lead to confusion and makes it difficult to
compare and combine data from multiple sources. It can also lead to
duplication of efforts, as different engines may be detecting the same
threat but giving it different names, making it harder to identify and
track. This is why efforts to create a common naming convention and
malware hierarchy are important to improve collaboration and infor-
mation sharing in the field.

The lack of a clear definition of what a category is and how it is
related to individual threats hinders the process of characterising and
understanding malware threats. Without a clear definition and common
understanding, it is difficult to compare and aggregate data from dif-
ferent sources, making it harder to identify common characteristics and
patterns across different threats. Therefore, it is important to establish
a common framework and terminology for characterising malware cat-
egories and their individual members.

Various approaches have been proposed to address this problem, al-
though two alternatives have predominated in recent literature: those
based on textual and semantic analysis of the labels or identifiers pro-
vided by various antivirus software, and those based on machine learn-
ing methods such as clustering or random forests.

In one of the earliest studies on this topic, Maggi et al. (2011) pro-
posed a method for detecting inconsistencies between various antivirus
software, instead of determining a standard nomenclature or a map-
ping between the identifiers used by each program. To achieve this,
they modelled the identifier graph of each antivirus software and de-
termined a measure of inconsistency or lack of agreement among the
graphs.

The use of natural language processing, regular expressions, and cer-
tain heuristic methods is evident in the work of Sebastidn and Caballero
(2020), which presents a semiautomatic mechanism for creating a threat
hierarchy. It should be noted that in these works, the term hierarchy
refers to the unification of the nomenclature used by all antivirus sys-
tems. It is worth mentioning that, in our proposal, as we will make clear
later, we include additional components such as hierarchical relation-
ships and characterisation of malware categories.

Among the methods that use machine learning techniques, we can
highlight the approach of Martin et al. (2019), where the authors use
clustering on graphs to group malware and antivirus categories, and
then employ logistic regression and random forests to predict unknown
threats. Salem et al. (2021) propose the use of machine learning tech-
niques to identify threat categories based on VirusTotal reports, using
individual identifiers. In Basole and Stamp (2021), the authors use the
k-means clustering method to analyse the relationships between vari-
ous samples of malicious software, allowing the exploration of existing
categories (among a predetermined set).

Sitting between the two aforementioned strategies, we find (Liu et
al., 2020), where the authors propose hierarchical clustering on the
identifiers provided by antivirus software, to which they apply word
embedding techniques, which transform the text into a vector in a Eu-
clidean space R”, so that similar texts, in terms of content or semantics,
are mapped to nearby vectors.

In fact, we have not delved into other methods, such as those pro-
posed by Martin et al. (2018) and Nadeem et al. (2021), where the
application for malware categorisation is for real-time threat detection
through device activity monitoring. Our objective, as we will present
shortly, is different and more focused on characterising malware cate-
gories based on their activity.

Our approach involves applying formal conceptual analysis (FCA)
methods to model and attempt to solve the problem we have just men-
tioned. In general terms, our goal is to create a standard map or hierar-
chy of malware threats that allows us to understand their characteristics
and properties using formal methods.
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The techniques proposed in FCA can also contribute to the develop-
ment of intelligent systems, particularly in the areas of decision support
and expert systems. By applying FCA techniques to large and complex
data sets, these systems can provide more accurate and reliable recom-
mendations (Cordero et al., 2020b) or decisions based on the knowledge
extracted.

First, we will use all the knowledge presented in the concept lattice
to analyse the categories, as this tool allows us to browse the closed
sets of names or identifiers assigned by the different antivirus, detecting
those concepts representative of a threat category. This will lead to the
creation of a hierarchy of malware threats.

On the other hand, the study of such a hierarchy would not be com-
plete without modelling the dependency and hierarchical relationships
between threats of the same category and their detection by different
antivirus software. With all this information and knowledge available,
the map of malware threats takes a leap forward both qualitatively and
quantitatively. Sharing these results will help to improve systems to de-
fend against attacks and increase security in both transactions and the
daily use of our devices.

In the field of cybersecurity, the results of this proposal represent a
breakthrough in the mapping of malware threats and their characterisa-
tion. With the new model available to the community and the tools we
make available to the community, experts and antivirus companies can
use the new knowledge presented to make their systems more efficient,
as well as have keys to be prepared for future threats.

The remainder of this work is structured as follows: Section 2 sum-
marises the main notions of FCA. The methodology proposed to extract
the knowledge inside the malware datasets is shown in Section 3, where
the dataset is described, as well as the whole process of converting the
raw data into a format that can be handled by the FCA techniques, and
the results obtained for the analysed dataset, and their interpretations.
A discussion on the utility of this method and the relevance of the re-
sults is presented in Section 4. Some conclusions and future works are
highlighted in Section 5.

2. Preliminaries on Formal Concept Analysis

Since its first appearance in the literature, Formal Concept Analysis
(FCA) is thought of as a means of translating knowledge into mathemat-
ics (Wille, 1982). Moreover, the attribute logic provides the attribute
implications of a semantics, apart from the well-known syntax (Gan-
ter and Wille, 1999). FCA is a helpful tool to extract knowledge from a
dataset (called formal context). The formal context is defined as a three-
tuple K = (G, M, I) where G is a set of objects, M is a set of attributes,
and I is a relation between G and M (called incidence) with the fol-
lowing interpretation: if the pair (g,m) € I then we say that the object
g has the attribute m. The incidence relation is usually represented by a
table where the rows are objects and the columns are attributes. When
we find a cross in a cell, we have that the object related to the row has
the attribute related to the column.

FCA is closely related to Galois connections, which are two maps
¢ P—-Qandy : Q— P between two ordered sets (P, <) and (Q, <)
satisfying:

1) ¢ is antitone, i.e., p; < p, then ¢(p;) > d(p,);
2) w is antitone, i.e., g; < ¢, then w(q,) > w(q,);
3) for all p € P and g € Q we have that:

pw(Q) = q < d(p).

Given a formal context K = (G, M, I), we can define a Galois connec-
tion between the set of attributes and objects as follows. The first map,
1:20 5 2M js defined as A'={me M | (g,m)e I Vg A}. That is,
given a set of objects A C G, A' is the set of all the attributes shared for
all the objects in A. The second map of the Galois connection, denoted by
! is defined as ! : 2M — 20 with BV ={geG|(g.m)e I VmeB}.In
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Table 1
Formal contexts used in Example 1. Left: original;
right: clarified formal context.

Y | ) () (2}

b X X ta) x X
{b,d} X X

c X X

d X X {e) x x

other words, given a set of attributes B C M, B' is the set of all objects
that have all the attributes in B. The pair (', !y forms a Galois Connec-
tion (Wille, 1982; Ganter and Wille, 1999). Therefore, the compositions
Tol and ‘o' are closure operators. For the sake of the presentation, here-
after, we omit the symbol o to denote such a composition; i.e., we write
™ and 1, respectively. A set C is said to be closed under the Galois
connection (7, V) if C = C and dually for the closure of attribute sets.

Once the mappings ' and ! have been introduced, we can define
the notion of formal concept, which is a pair (A, B) C G X M, such that
A" = B and B! = A. The subset A is said to be the extent of the formal
concept and B is said to be the intent of the formal concept. Given a
formal concept (A4, B), all the objects in A share all the attributes in B
and do not share any other attributes. Moreover, we can define an order
relation between formal concepts; given two formal concepts (A, B) and
(C, D), we say that (A, B) <(C, D) if and only if A C C (or equivalently,
if and only if D C B). Indeed, this order relation defines a structure of
complete lattice in the set of formal concepts, where the supremum and
infimum are given by:

sup(4;, B;) = <(U At Bj) inf(A;, B)) = ( N4-U Bﬂ“)
jel jed jed Jes jel = jes

for any family of formal concepts {(A;, B;) : j € J}. The complete lat-
tice defined by this order is called the Concept Lattice of the formal
context K = (G, M, I) and we denote it by B(IK). In addition, it can be
proved that every complete lattice L can be seen as a concept lattice of
a certain formal context (Davey and Priestley, 2002, Chapters 3 & 7).

Throughout the paper, we will use the term formal concept for pairs
(A,B) C G x M, as well as for subsets of attributes which are closed
under the Galois connection ', that is, we identify formal concepts with
their intents.

In applications, we have to take into account the time and the com-
putation cost of the algorithms. Therefore, we have to apply certain
strategies to reduce the size of the formal context without modifying its
implicit knowledge.

One of the most used methods is the clarification of the formal
context. A formal context (G, M,I) can be clarified when there exist
m,n € M such that m' = n', that is, there are two attributes whose
columns are the same. Similarly, if two objects g, f € G satisfy g = /T,
their rows are identical, and can be clarified. The result of clarification is
a formal context (G’, M’, I') where the new set of objects contains sets
of objects and analogously for attributes: following the example above,
{g., f} is an object in G’ and {m,n} would be an attribute in M’. This
method is plainly reducing duplicity in the formal context. Consider the
following example for illustration.

Example 1. Let G = {a,b,c,d} and M = {x,y,z,t} be sets of objects
and attributes, respectively, and let I be the incidence relation given by
Table 1 (left).

Observe that the rows of b and d are identical, as well as the columns
of x and t. Therefore the clarified context will be G/ = {{ a},{b,d},{c} },
M' = {{x,t}, {»}, {z}} and the incidence relation is given by Table 1
(right).

Even though clarification can drastically reduce the number of ob-
jects and attributes of a formal context, the concept lattice remains
unchanged, that is, the formal concepts are in a one-to-one relation-
ship with those of the original context. This is a key result in order to
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apply clarification without losing the information of the original formal
context.

3. Detection of malware hierarchies by means of FCA

In this section, we will show the results of applying the tools from for-
mal concept analysis to the identification of hierarchical relationships
between malware threats. We focus on the results of applying FCA meth-
ods to the dataset provided by VirusTotal.

Having as goal to provide a valuable and collaborative resource to
detect and analyse malware and security threats, and although Virus-
Total offers paid services, users can scan suspicious files or URLs for
free from their browsers. VirusTotal’s free service acts as an information
aggregator by scanning the uploaded file with more than 70 antivirus
programs and additional tools that inspect the file’s characteristics to
provide a summary of the results. This information is shared with the
user and various antivirus programs to improve their performance.

The first stage of Virustotal’s procedure entails gathering and stor-
ing critical file features, such as nomenclature, dimensions, file format,
compression status, permissions, as well as other notable characteris-
tics. Following the execution of a file, a thorough investigation is carried
out on its conduct, covering its interaction with the operating system,
including the execution of applications and functions, the modifica-
tion of other files, and the likelihood of activating system shutdown
procedures. It is important to note that a file labelled as “suspicious”
can perform various activities, some of which conform to standard and
non-malicious file behaviour, highlighting the complexity of threat as-
sessment. Furthermore, subsequent to the evaluation by each antivirus
solution, VirusTotal generates a detailed report outlining the existence
or nonexistence of detected threats. When a threat is detected, the cor-
responding antivirus software provides a distinctive identifier alongside
the report. Additionally, the version of the antivirus software used is
thoroughly recorded to aid in tracking differences between subsequent
versions.

Regarding data availability, VirusTotal API (VirusTotal, 2024) pro-
vides the method for downloading a threat dataset which can be anal-
ysed with other techniques. The repository is annually updated and it
is built on a collection of JSON files describing the threats, as detailed
above.

All results presented here have been obtained using the fcar li-
brary (Cordero et al., 2022), developed by our research team. All the
R code and functions, as well as the sample data and an instructions
manual to replicate all these results, are stored in the repository (Ojeda-
Hernéndez et al., 2024). To present the results of this section with the
appropriate readability, we will use a reduced version of the data set
where we only consider the following antivirus: Avast-Mobile, Avira,
ESET-NOD32, Kaspersky, McAfee, and Microsoft.

3.1. Data preprocessing

We have downloaded the Android threat dataset to be analysed us-
ing our proposal. This dataset consists of 183 JSON files containing
information such as the noted in the previous section. However, for our
objectives, we will only need the information regarding the detected
identifiers given by the 66 different antivirus systems. Thus, let us be-
gin with an example of the relevant parts of a JSON file in Listing 1.
We will use this example throughout this section to show the process
performed on the data.

In this example, avl, av2 and av3 stand for the names of three an-
tivirus systems. If no malware is detected by an antivirus, then, the
“detected” field has the false value, otherwise it is true and in the
“result” field, the name or identifier of the detected malware is stored.
In this case, avl and av3 did not detect malware in the corresponding
file, while av2 detected the tagl malware.

The first step is to transform the JSON input into a table where: (a)
every file is represented in a row; (b) antivirus systems are represented
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{

ravit: |
"detected": [false],
"version": ["xxxxxxx"],
"result": {},
"update": ["yyyyyy"]

1

rav2n: |
"detected": [truel],
"version": ["xxxxxxx"],
"result": ["tagl"],
"update": ["yyyyyy"]

1

rav3in: |
"detected": [false],
"version": ["xxxxxxx"],
"result": {},
"update": ["yyyyyy"l

Listing 1: Example of anonymized JSON from VirusTotal.

Table 2
Data matrix constructed from the JSON
file in Listing 1.

avl av2 av3

file00001 NA tagl NA

Table 3
Example of scaling matrix used in the preprocessing of the
dataset.

(av, @)
NA X

tagl X

tag2 X

tag3 X

(av, tagl) (av, tag2) (av, tag3)

in columns; (c) the entry (i, j) in the table is the name of the malware
detected by antivirus j for file in row i, or NA if antivirus j has not
detected any malware for file i. Using the above JSON excerpt, the table
may look like the one in Table 2.

Now, let us build a formal context from the above table. Note that
the values in each column are nominal, therefore, a transformation of
each column is necessary to obtain a binary data table. The process by
which we perform this transformation is called nominal scaling, and
the mapping that encodes the nominal values into binary values is called
nominal scaling. It is important to note that in other areas of Machine
Learning, this process is commonly referred to as one-hot encoding.

For instance, assume that an antivirus software known as “av” en-
codes malware based on the identifiers “tagl”, “tag2”, etc. In this case,
the scale required to encode values defined by “av” is given in Table 3.

Therefore we need to create as many binary columns as possible
identifiers are given by the antivirus, plus an extra column ({(av, @)) to
indicate that the antivirus has not detected any malware. In Table 4,
there is an example of the result of this procedure on simulated data.

Table 4

Forensic Science International: Digital Investigation 50 (2024) 301797

This procedure is applied attribute-wise, i.e. encoding the identifiers
given by all the antivirus systems.

Specifically, for our problem at hand, the dataset provided by Virus-
Total consists of 183 files, each of which presents the results generated
by 66 different antivirus programs. After the corresponding processing,
a formal context K = (G, M, I) is obtained with |G| = 183 files and
|M| =491 attributes, with I being the relationship between the file
and the detections of the different antivirus. It should be noted that if
we presented the results of all the antivirus, we would have a total of
more than 1500 attributes, which would reduce the readability of this
section.

3.2. Detection of equivalent identifiers

The first step is to apply clarification to the formal context to detect
equivalent attributes. We say that two attributes (av1, tagl) and (av2,
tag2) are equivalent, and we will denote this fact by “(av1, tagl)=(av2,
tag2)”, if the set of files (objects in our formal context) that have the
(av1, tagl) attribute coincides with the set of files having (av2, tag2).
In terms of the concept-forming operators:

(avl, tagl) = (av2, tag2) if and only if

{(av1, tagl)}' = {(av2, tag2)}!

From a practical standpoint, based on the information presented
within the formal context, it can be concluded that both identification
markers provided by separate antivirus programs refer to the same mal-
ware. This is due to the fact that these markers are conceptually identical
and cannot be differentiated.

In our case, we have also clarified the objects because it reduces the
computational cost for calculating concepts, and it does not alter the
lattice structure: the lattice of the clarified context is isomorphic to that
of the original context. The clarified context, K' = (G’, M’, I'), where I’
represents the restriction of the previous relation I to the final objects
and attributes, has a size of 147 objects X 194 attributes. It is remarkable
that the context is very sparse, only 2.06% of the entries are non-zero.

A total of 84 multiple attribute equivalences have been found. As
an example, in Table 5 we only show the first equivalences found. We
can see that some equivalences may be more or less straightforward,
for instance, (Avast-Mobile, fakeplayer-i) = (Microsoft, fakeplayer!rfn),
and may be derived by using techniques from natural language process-
ing, but the identification of others, such as (McAfee, tripoli)=(Avira,
banker.faar.gen), need a more careful and sophisticated approach than a
simple visual inspection or string matching. In other words, this method
allows us to identify and detect matching tags given by different ven-
dors, which can be of great help in generating more complete reports,
as well as in the study of consistency between different analysis ap-
proaches.

For the sake of clarity, we will briefly explain the meaning of one of
the equivalences of the list shown in Table 5:

(McAfee, !0edb4e42346f) = (ESET-NOD32, addisplay.tapcore.b)
= (Avira, andr.addisplay.amaa.gen)

Any file flagged by McAfee antivirus on VirusTotal as containing
the malware named “!0edb4e42346f” has also been identified by ESET-
NOD32 as hosting the malware “addisplay.tapcore.b” and by Avira as

Result of scaling a simulated dataset. Left: original dataset; right: the scaled (binary)

formal context.

av (av, @) (av, tagl) (av, tag2) (av, tag3)
filel tagl filel X
file2 | tag2 scales to file2 X
file3 NA file3
file4 | tagl file4 X
file5 | tag3 file5 X
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Table 5
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Equivalences found between identifiers used by different antivirus software. Some
identifiers have been simplified to improve clarity.

(McAfee, adwind-fdwb.jar!'be68bbb422d0)

(McAfee, tripoli)
(McAfee, 102f9c9bb715b)

(McAfee, 103eaa0113ccf)

(McAfee, !041a4a561b51)

(McAfee, 105906bbf77a9)
(McAfee, 10b40c7b97ac3)

(McAfee, !0edb4e42346f)

(McAfee, 11014e9dfb449)

(McAfee, 110a9bb90535e)

= (Avira, .fgxw.gen)
= (Microsoft, vigorf.a)

= (Avira, banker.faar.gen)
= (Microsoft, multiverze)

= (ESET-NOD32, spy.androrat.ak)
(Kaspersky, heur:backdoor.os.climap.a)
(Avast-Mobile, androrat-k)

(Avira, androrat.b.gen)

(Microsoft, androrat.a!mtb)

(ESET-NOD32, spy.smsspy.it)
(Kaspersky, heur:-spy.os.smforw.ff)
(Avast-Mobile, smforw-ut)

(Avira, styricka.d.gen)

(Microsoft, smforw.f)

= (Avira, andr.agent.fjub.gen)
= (Avast-Mobile, smsreg-cxq)

ESET-NOD32, addisplay.tapcore.b)
Avira, andr.addisplay.amaa.gen)

= (ESET-NOD32, sms.agent.ddy)

= (Kaspersky, heur:-sms.os.agent.acl)
= (Avast-Mobile, fakeplayer-i)

= (Microsoft, fakeplayer!rfn)

(ESET-NOD32, addisplay.dowgin.bx)
(Kaspersky, not-a-virus:heur:.os.dowgin.i)
(Avira, andr.dowgin.bs.gen)

Fig. 1. Concept lattice corresponding to the formal context used in this work.

carrying “andr.addisplay.amaa.gen”. The converse also holds true, indi-
cating a mutual agreement between the different antivirus programs on
this particular malware. Note that these identifiers are specific to each
antivirus, and the translation between them is only achievable through
contextual clarification.

3.3. Hierarchies from the concept lattice
From the constructed context, we can compute the concept lattice

using the NextClosure algorithm (Ganter, 2010). The result is a lattice
of 265 concepts. To make it easier to visualise the complex structure

of the lattice, in Fig. 1 we will only show the structure of the lattice
without the identifiers and antivirus names.

Let us explain in detail and with an example what a concept is in
this scenario. Recall that a formal concept is a pair (A, B) where A is a
subset of the objects and B is a subset of the attributes, so that A" = B
and B} = A, i.e., the attributes common to the objects in A are those in
B, and the objects in A are the only ones that contain all the attributes
in B. In our case, A will be a set of JSON files (the objects in our formal
context) and B will be a set consisting of identifiers of the type (av, tag)
(attributes). For example:
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{ (Avast-Mobile, :evo-gen)

(ESET-NOD32, a variant of /addisplay.mobby.i potentially unwanted) J

\ /

{ (Avira, /andr.agent.fokp.gen)

(Kaspersky, not-a-virus:heur:.os.ewind.kp)

\/

{ (Microsoft, :0s/ewind.a)

\ /
-

Fig. 2. Sublattice considered for the purpose of understanding the hierarchical organisation of malware categories.

A = {cd581c0251f2b1e7559c4b5830.json,
fb1bd5c6486120268c0803901.json,
44ed7c95e37adfale90cc55847. json }

B = {(Kaspersky, not-a-virus:heur:.os.adlo.b),
(Avast-Mobile, :evo-gen),

(Avira, /agent.mer.gen),
(Microsoft, :script/wacatac.b!ml)}

(A,B) with

is a formal concept of K = (G, M, I'). The names of the files have been
shortened for the sake of readability. The fact that this is a concept
means that the identifiers expressed in B are the only ones repeated
among the reports of these files. There is no other malware identifier
in common among these files, i.e., no other (av, tag) is shared by these
files. And conversely, the only three files that have been assigned all the
identifiers given in B are those in A. No file other than those in A has
all the identifiers in B. This fact permits the identification of concepts
with classes or categories of malware, defining the common properties
or attributes across multiple files.

In any lattice, there is implicit a generalisation - specialisation rela-
tionship that can be read vertically: concepts closer to the top (T) are
more general than those closer to the bottom (). In particular, the sub-
concepts of a given concept are more specific than the latter. This can
be understood as if a concept C is a subconcept of concepts A, ..., 4,,
then the extent of C includes the intersection of the extents of all the
A;.

In order to enhance readability, we will abuse the notation and lan-
guage and identify a concept or category (A, B) with its intent B or with
its extent A = B, since they are uniquely determined. Therefore, when
stating that category By is the intersection of categories B; and B,, we
formally mean that Bl Bl N Bl

Let’s demonstrate how to extract information on the ordering re-
lation between concepts and apply it to the hierarchical relationships
between categories and malware identifiers. To explain this process, we
will use a sublattice (shown in Fig. 2) of the whole concept lattice as
an example. In that diagram, we represent only the reduced version of
the lattice, that is, only attribute concepts are shown with a text label.

The attribute concept corresponding to an attribute (av, tag) € M is the
first concept in the lattice where this attribute appears, starting from
the top of the lattice, specifically ({(av, tag)}!, {(av, tag)}!). We only
show the name of the attribute that generates each concept. Note that,
although only one label is presented in each concept, the idea of this
plot is to show a simplified view of the lattice. Actually every concept’s
intent contains all the attributes of its superconcepts. The symbol ® is
a placeholder for concepts that are not attribute concepts. For instance,
the rightmost ® concept has as intent:

(Avast-Mobile, :evo-gen), (Avira, /andr.agent.fokp.gen), (ESET-NOD32,
a variant of /addisplay.mobby.i potentially unwanted), (Kaspersky, not-
a-virus:heur:.os.ewind.kp)

Suppose we are given an identifier from an antivirus program (av,
tag). We aim to ascertain which identifiers it relates to and the nature
of their relationship. From an FCA perspective, we can characterise an
attribute (av, tag) € M by identifying its attribute concept, so we will fo-
cus our description on studying the location of attribute concepts inside
the lattice. Thus, we compute the attribute concept C corresponding to
(av, tag). Then, there are several possibilities:

1. If C is a coatom, it can be considered a generic category, it is not

a subcategory of another category: its only superconcept is the top
concept in the lattice. Therefore we can say that (av, tag) is a generic
malware identifier.
In our example, {Avast-Mobile, :evo-gen) and (ESET-NOD32, a vari-
ant of /addisplay.mobby.i potentially unwanted) represent the concepts
which are the coatoms in the sublattice, therefore they are generic iden-
tifiers representing generic categories of malware.

2. If C is not a coatom:

(a) If C is a A-irreducible element in the lattice, that is, if C has
only one upper neighbour (A, B), then we can say that the cat-
egory C is a proper subcategory of (A, B), since {(av, tag)}} ¢
A. From the point of view of the identifiers given by anti-virus
software, this means that (av, tag) is strictly contained in the
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intersection of all the identifiers in B (recall the identification
between a concept and its intent mentioned above).
In Fig. 2, we can see that the attribute concept of
(Kaspersky, not-a-virus:heur:.os.ewind.kp)
is a A-irreducible element as it has only one upper neigh-
bour, (ESET-NOD32, a variant of /addisplay.mobby.i poten-
tially unwanted). This means that the identifier (Kaspersky,
not-a-virus:heur:.os.ewind.kp) (its associated concept) is a proper
subcategory of the latter. Every file that has been flagged by
Kaspersky with “not-a-virus:heur:.os.ewind.kp” has also been
identified as “a variant of /addisplay.mobby.i potentially unwant-
ed” by ESET-NOD32, but there are files with this latter identifier
that do not possess the former.
The same situation happens with the attribute concept for
(Microsoft, :0s/ewind.a),
which is a proper subcategory of (Avira, /andr.agent.fokp.gen).
(b) If C is not A-irreducible (C has more than one upper neigh-
bour), let {(A;, B;)} be the set of the A-irreducible elements
such that C = A\;(4;, B;) (by Birkhoff’s representation theo-
rem (Birkhoff, 1940)). Then, {(av, tag)}' =, A;. Regarding
the identifier (av, tag), we can then say that it corresponds
exactly to the intersection of all the identifiers in | J; B;.
For our example, we can check that there is an attribute concept
which is not A-irreducible in the lattice: the one corresponding to
(Avira, /andr.agent.fokp.gen).
Here, (ESET-NOD32, a variant of /addisplay.mobby.i potentially
unwanted) and (Avast-Mobile, :evo-gen) are the attributes gener-
ating its parent concepts, which are A-irreducible. Then, we can
deduce that
(Avira, /andr. agent. fokp.gen)' =
(Avast-Mobile, :evo-gen)*n
N(ESET-NOD32,... /addisplay.mobby.i potentially unwanted)*
Note that this is what we have previously termed as

“the category (Avira, /andr.agent.fokp.gen) coincides with
the intersection of categories (Avast-Mobile, :evo-gen) and
(ESET-NOD32, a variant of /addisplay.mobby.i potentially
unwanted)”.

In the whole concept lattice, these situations can be identified sim-
ilarly, establishing relationships of inclusion and characterisation of
many malware categories. In particular, there are 39 sets of malware
that can be characterised as the intersection of other malware categories
and 123 categories that are properly contained in the intersection of oth-
ers. In Tables 6 and 7, we show some of the relationships that can be
found when exploring the concept lattice.

As mentioned above, this hierarchical view between concepts, which
represent co-occurring sets of tags provided by different vendors, allows
us to determine very precisely the relationship between the nomencla-
tures used by the different actors. It is therefore important to analyse the
factors that can influence the quality of an analysis, such as the level of
granularity or specificity of the identifying tags, or the coverage of the
tags: a high granularity allows us to identify the threat in a file precisely,
while a high coverage in the database implies that most of the threats
will be captured by the analysis. These two measures of a detection en-
gine’s ability to analyse can be defined from the concept lattice, where
both the generalisation and the specialisation of the different nomencla-
tures used can be determined.

4. Analysis of results and discussion

In this section we will outline the results obtained through the ap-
plication of FCA to the dataset and will point out the similarities and
differences that arise from this analysis compared to other approaches.

This paper demonstrates that our field of study can be applied to
address real-world issues, such as the analysis of malware threats. Fur-
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Table 6
A sample of the characterisations found in the concept lattice.

is equal to the intersection of:

(McAfee, 15720b5e8f3bd) (ESET-NOD32, .gzb)

(Kaspersky, not-a-virus:heur:.os.adlo.a)
(Avast-Mobile, evo-gen)

(Avira, agent.mer.gen)

(Microsoft, script/sabsik.fl.b!ml)

(Avast-Mobile, spymax-d spy) (Avira, @)
(ESET-NOD32, spy.agent.bat)

(Kaspersky, heur:-spy.os.spynote.an)

(Avira, agent.fjnr.gen) (McAfee, @)

(ESET-NOD32, downloader.agent.jn)
(Kaspersky, heur:-downloader.os.agent.jy)
(Avast-Mobile, metasploit-q )

(Microsoft, hacktool:os/mesploit.a)

(Microsoft, hacktool:os/mesploit.a) (ESET-NOD32, downloader.agent.jn)
(Kaspersky, heur:-downloader.os.agent.jy)

(Avast-Mobile, metasploit-q )

(ESET-NOD32, jsmshider.o) (Microsoft, script/wacatac.b!ml)
(Kaspersky, heur:.os.agent.aw)

(Avira, smssend.h.gen)

(Avira, dropper.fjvv.gen) (Kaspersky, heur:-dropper.os.hqwar.bk)
(Avast-Mobile, evo-gen)

(Microsoft, script/wacatac.b!ml)

Table 7
A sample of the inclusion relationships found in the concept lattice.

is contained in the intersection of:

(McAfee, 10¢5¢3d793761) (ESET-NOD32, .hvn)

(Kaspersky, not-a-virus:heur:.os.adlo.b)
(Avast-Mobile, evo-gen)

(Avira, agent.mer.gen)

(Microsoft, script/sabsik.fl.b!ml)

(ESET-NOD32, .iyt) (Avast-Mobile, @)
(Microsoft, spy:os/bray.a!mtb)
(Kaspersky, heur:-banker.os.bray.pac)

(Avira, dropper.fjkv.gen)

(Kaspersky, not-a-virus:uds:.os.ewind.kp) (McAfee, 1919a1900c529)
(ESET-NOD32, addisplay.mobby.i)
(Avast-Mobile, evo-gen)

(Avira, andr.agent.fokp.gen)

(Avast-Mobile, shedun-v) (ESET-NOD32, dropper.shedun.v)
(Kaspersky, heur:-dropper.os.wapnor.a)

(Microsoft, dropper:os/shedun.a!mtb)

(Avira, agent.hutg) (ESET-NOD32, dropper.shedun.v)
(Kaspersky, heur:-dropper.os.wapnor.a)

(Microsoft, dropper:os/shedun.a!mtb)

(Microsoft, os/ewind.a) (ESET-NOD32, addisplay.mobby.i)
(Avast-Mobile, evo-gen)

(Avira, andr.agent.fokp.gen)

thermore, it reveals to malware analysts that there are other tools, which
are found in the theoretical literature, that can be used to tackle the
problems they are facing. But this work does not end in a mere exper-
imentation of the methodology on a given dataset: we must emphasise
that FCA, and the knowledge extracted by its means, is able to provide
actionable insights for developers of antivirus software or aggregators
like Google with VirusTotal in the following way:

+ Providing enhanced detection strategies: patterns and relationships
in malware data are revealed with our methodology and those can
contribute to the development of more effective detection strategies;
insights gained from FCA could assist developers in refining algo-



M. Ojeda-Herndndez, D. Ldpez-Rodriguez and A. Mora

rithms and heuristics for identifying and classifying new malware
threats.

Optimising antivirus: this type of analysis may uncover nuances in
how different antivirus programs respond to specific types of mal-
ware, helping developers optimise their software for improved per-
formance.

Standardisation in the nomenclature: highlighting discrepancies in
how different engines classify and label malware; promoting in-
dustry standardisation; refining the malware detection and filtering
mechanisms.

Therefore, we have shown that FCA is an effective tool applicable
to malware analysis, a novel application in the literature, as far as our
knowledge extends. In particular, the results of this proposal suggest fur-
ther research and collaboration with cybersecurity industry, translating
to them intelligent ways to address malware identification.

Several works have explored the challenge of malware analy-
sis through label comparison. However, a lack of consensus on the
nomenclature for different computer viruses results in each antivirus
employing its own unique nomenclature. To address this issue, our
analysis avoided using different tags and instead focused on the var-
ious responses generated by antivirus software when opening cor-
rupted files. By adopting this approach, we were able to identify
similarities and differences among different antiviruses and their as-
sociated labels, even uncovering equivalences such as, for example,
(McAfee, adwind-fdwb.jar!be68bbb422d0) = (Avira, .fgxw.gen).

Specifically, through this analysis, we gain insight into the gener-
ality or particularity of each label, which is readily discernible through
the specialization-generalization hierarchy presented by the concept lat-
tice.

Here we can outline for example (Microsoft,os/ewind.a) being
strictly contained in the intersection of (ESET-NOD32,addisplay.
mobby.i), (Avast-Mobile,evo-gen) and (Avira,andr.agent.fokp.gen),
that is, the denomination for a threat labelled with the identifier
(Microsoft, os/ewind.a) only rises if all the other labels are also assigned.
Since the inclusion is strict, even if all the other labels are detected it
might be the case that the tag (Microsoft, os/ewind.a) is not present.
Consequently, this label is highly specific, surpassing the specificity of
those mentioned earlier.

The primary limitation of this study is that it is not exhaustive. Just
like any other analysis using FCA, the inclusion of new information
expands the initial formal context, potentially discovering more cur-
rent knowledge through the acquired data. This new knowledge that
we would obtain may be different in the sense of giving a finer and
more precise knowledge of the problem. The data used in this study
were extracted from VirusTotal via its API as an initial step toward
addressing the challenge of malware categorisation. Based on the out-
comes of this preliminary analysis, we anticipate ongoing collaboration
to obtain larger datasets and formulate more specific inquiries. This it-
erative process aims to further develop the theory for resolution. For
example, while this study focuses on the assignments of different labels
and antiviruses, it omits considerations of permissions or activities as-
sociated with distinct malwares. Consequently, there is ample room for
improvement and enrichment of the analysis in future research. Since
one single antivirus can contain several distinct labels, this analysis can-
not discern whether a certain company provides a better service than
another. This problem is considerably harder and could be tackled in
the future.

Unfortunately, starting from the same dataset there are no metrics
that can evaluate the effectiveness and reliability of this process to com-
pare it with other approaches in the literature. However, any other
method applied on the table would give a subset of the knowledge we
got by applying FCA due to the concept lattice having the highest gran-
ularity in the co-occurrence of malware labels. Thus, it would be the
“ground truth” to compare with on a philosophical level.

Forensic Science International: Digital Investigation 50 (2024) 301797

5. Conclusions and future work

We have presented how Formal Concept Analysis (FCA) is able to ex-
tract useful knowledge to solve relevant issues in the cybersecurity area,
specifically to make an intelligent malware analysis based on an alge-
braic and logic framework. The problem was revealed in a masterclass
to our computer science students in ETSI Informética at the University
of Malaga. A real dataset generated by VirusTotal with threats and the
results of the different antivirus was provided.

The methods shown in this paper have been a first approach to
solving the posed problem. This shows how even with the most direct
application of FCA we obtained knowledge that was unknown by ex-
perts in the field. This is due to the novel approach of studying the calls
of the distinct antiviruses instead of comparing the labels each antivirus
gives to each threat. Since this is intended to be a continued collabora-
tion, when more specific problems are proposed we could develop the
theory further.

The results obtained using FCA have shown that creating a hierarchy
of malware threats is an effective approach to the problem of intel-
ligent malware detection. The proposed methodology has successfully
applied FCA to the identification of hierarchical relationships between
malware. The approach has involved modelling the dependency and
hierarchical relationships between threats of the same or different cate-
gories and their detection by different antivirus software, using formal
methods. More precisely, the concept lattice allows us to deduce the
specialisation-generalisation hierarchy in categories. It paves the way
for the use of formal reasoning methods (Mora et al., 2012; Cordero et
al., 2012) to get a deeper insight into this problem.

The hierarchy of malware threats obtained from our study provides
a significant contribution to the field. It is a valuable resource that can
be used by various stakeholders, including researchers, antivirus soft-
ware developers, and security experts. By sharing this information, we
can promote collaboration and standardisation in the field of malware
detection, which will ultimately lead to better protection against new
and emerging threats.

In conclusion, our study demonstrates that the use of FCA as a tool
for creating a map or hierarchy of malware threats is a viable approach
to the problem of intelligent malware detection. It provides an effective
method for understanding the characteristics and properties of malware,
which can lead to better protection against emerging threats. Future
work can involve extending this approach to include more compre-
hensive datasets and integrating additional sources of information to
create a more comprehensive map of malware threats. Also, the fu-
ture possibilities of retrieving more complex knowledge using more
advanced FCA methods seem promising. A recommender system based
on FCA (Cordero et al., 2020a) could be useful for malware detection.
The results of this work will be of great value in the ongoing fight against
cyber threats.
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