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ABSTRACT

Artificial Intelligence (AI) has experienced rapid penetration in our society, playing a crucial
role in everyday analysis and decision making. Al integration in the financial field stands out
as one of the most advanced, especially in terms of financial fraud detection and prevention.
Yet, this rapid evolution of the sector brings with it several ethical and corporate social
responsibility (CRS) challenges that have not yet been properly explored. This analysis
provides the essential principles for understanding the use of Al in the detection of financial
fraud, assessing its effectiveness, and examining the tools used to understand the conceptual
framework within which ethics and CRS are defined in the application of Al. A comprehensive
review of the ethical and CRS challenges inherent in the use of Al in the detection and
prevention of financial fraud is conducted, along with an analysis of the different perspectives
present in the academic literature on the subject. In addition, future research directions are

proposed to address these issues more comprehensively and effectively.

KEYWORDS: Arttificial Intelligence; Financial Fraud; Ethical Challenges; Social
Responsibility; Machine Learning; Generative Adversarial Networks; Impartiality,

Transparency; Fraudulent Misinformation.


mailto:elena.lindez@urjc.es
mailto:fvr@uma.es

1. INTRODUCTION

As the implementation of artificial intelligence (Al) systems steadily progresses in the
financial sphere, academics and researchers have turned their focus towards analysing the
socio-economic and political implications of this emerging phenomenon (Gomes et al., 2020;
Kamruzzaman, 2022; Kumar et al., 2023). Academic interest continues to grow given the
potential of Al and the wide range of benefits Al provides such as automation and efficiency of
processes (Iadanza et al., 2022), analysis of large datasets (Dutta et al., 2020), innovation and
development (Mannuru et al., 2023) and process optimization (Igwegbe et al., 2023); as well as
diverse application like medicine, marketing, finance or agriculture (Yang etal., 2021;

Lorkowski et al., 2021; Hasan et al., 2023; Majeed et al., 2024)

However, the greater complexity of this technology has certain negative aspects. For
the incorporation of AI, companies face challenges such as changing infrastructures,
development and maintenance costs, and lack of specialised professionals. Nevertheless, the
most important challenge lies in the ethical and corporate social responsibility (CSR), which
pose unprecedented problems for society. The pervasiveness of Al raises several questions
about equity, transparency, and automated decision-making, demanding rigorous scrutiny to
mitigate potential negative implications for various strata of the population (Elliott et al., 2021).
According to Zhao & Farifias (2022), companies and governments must make collective efforts
to achieve responsible and sustainable Al through a proactive regulatory framework backed by

rigorous corporate policies and reporting (Vinuesa et. Al, 2020).

Other important issue lies on the way to integrate technological progress, such as Al
implementation and cope with issues, considering the diverse business practices and cultural
values of societies (Hofstede, 2001); and future Al impacts in internet business, perception and
autonomy, as well as in Internet of Thing (IoT) and technologies such as blockchain (Lee et al.,
2018). While in Western countries any Al implementation effort need to integrate individual
rights and freedom to maximize profit, Asian countries place stronger emphasis on collective
well-being and societal harmony. For example, Al implementation should emphasize on
collective-welfare and institutional respect in China (Ding, 2018), respect hierarchical
structures and employee welfare in Japan, or show technological prowess and social equity
(Kim & Chung, 2019; Zhang et al., 2022). In this regard, a global approach needs to consider
the diversity of culturally aligned CSR to be worldwide accepted (Wilson & van der Velden,
2022) or even include enough flexibility to adapt their Al strategies to different ethic and value

priority, balancing innovation with ethical responsibilities (Minkkinen et al., 2022).



The integration of Al in the financial sector has focused on its application for the
detection and prevention of financial fraud, leading to multiple lines of research and innovation
(Ryman-Tubb et al., 2018; Li, 2022; Mill et al., 2023). The implementation of Al to combat
financial fraud has led to quicker and more efficient identification of fraudulent actions,
minimizing financial losses when fraud occurs (Bansal et al., 2024), as well as achieving better
financial security, while providing a quick response to consumers affected by fraudulent
activities and giving them more transparency and explainability in these situations (Zhou et al.,
2023). Investment in security must be paramount as generative Al is also a tool used by
fraudsters to their advantage, which explain the main part of the increase in fraudulent activity-
As a results, main concerns stem from Al processes and how its mechanisms confront with
ethics and social responsibility issues at the same time as fighting financial fraud, which have
not fully been addressed by current research in financial fraud, which is the main contribution

of this research.

The incorporation of Al in finance highlights its potential to transform fraud detection,
enhance security, and improve transparency, but also underscores unresolved ethical
challenges. This chapter explores how Al mechanisms intersect with ethics, social
responsibility, and culturally diverse business practices, emphasizing the need for globally
adaptable, responsible frameworks. By addressing these gaps, this research aims to contribute
to a deeper understanding of AI’s societal implications and its role in fostering innovation while

safeguarding ethical principles.

The structure of this research consists of the following Section 2 which briefly present
the methodology. Section 3 includes the theoretical framework and Section 4 the applications
methodological development. Section 5 analyses the ethical and CSR challenges while section
6 presents the discussion and research agenda. Finally, section 7 contains the conclusions of the

study.

2. METHODOLOGY
This research aims to set a theoretical framework that may be used as a base to apply
Al to fraud detection and prevention, considering ethical and social responsibility implications.
This framework offers basic definitions and requires conceptualisation, and responds to the
main challenges derived from the use of Al in financial fraud detection from an ethical and

social responsibility views.



Therefore, this research formulates the following research questions (RQs):
RQ1: Definition of Al, Al ethics and CSR in Al
RQ2: How is Al applied to the detection and prevention of financial fraud?

RQ3: Is there published evidence that Al acts as an effective tool for the prevention and

detection of financial fraud?

RQ4: What are the ethical and CSR challenges facing the use of Al as a tool for the

detection and prevention of financial fraud?

The research questions posed align with the objectives of this research: (1) to understand
what Al and how ethics and CSR are defined in this context, (2) to understand how Al is applied
for fraud detection and prevention, (3) to check whether it is effective according to the existing

literature, and (4) the ethical and CSR challenges that exist in the area.

To achieve the main objective of this work and answer the research questions, an

extensive literature review has been conducted as well as the expert’s reviews in the field.

Literature reviews play a crucial role in establishing a solid foundation for scientific
research. Various methodologies have been developed to conduct effective literature reviews
in different fields. Ramdhani and Ramdhani (2014) propose a verification methodology for
research frameworks based on literature reviews, emphasizing analytical, conceptual, logical,
and operational approaches. Chukwuere (2023) compares eleven different literature review
methodologies in information systems research, highlighting their strengths and weaknesses to
guide researchers in selecting appropriate methods. To enhance quantitative literature reviews,
Laghrabli et al. (2015) introduce a novel framework using association rules analysis, which
helps identify relationships between variables and explore new research directions. These
studies collectively demonstrate the importance of selecting suitable literature review
methodologies and offer innovative approaches to improve the quality and precision of research
across various disciplines. A tool for semantic indexing and similarity queries can enhance
literature review methods by improving efficiency, quality, and comprehensiveness (Koukal et
al., 2014). As Cowell (2012), points out, literature reviews can be a rigorous research strategy

if the scientific method is applied to ensure a standardized approach

As a result, the review of the literature has been integrated in a framework which

outlines the main challenges in financial fraud detection and prevention.



3. THEORETICAL FRAMEWORK
In this section, we dive into a comprehensive analysis of Al concept and ethics and CRS

from an Al perspective. Thus, research question 1 is answered in this section.

3. 1. Artificial Intelligence (A1) Concept

As one of the fields of research and innovation that has evolved the most in recent years,
Al is defined as the science that allows computers to execute tasks that require human
intelligence (Finocchiaro, 2023). The European Commission, in its proposal for a European
Regulation on artificial intelligence, establishes Al as: "a computer program developed with
one or more of the techniques and approaches listed in Annex I and which, for a given set of
defined objectives by the human being, generates results such as content, predictions,
recommendations or decisions that influence the environments with which they interact”

(European Parliament & Council, 2024).

Al has become an efficient and practical tool that is already part of a vast majority of
activity sectors such as telecommunications, finance, and the automotive industry (Choi, 2021;
Tan et al., 2022). The significant advance of Al is due to the expansion of applications and
accessibility of tools, methods, and theories, facilitating their use (Cantrell & Zhang, 2018).
Institutions as relevant in the field of robotics as the Stanford Robotics Center (SRC) work
together with other institutions on Al projects. For example, in one of these projects, the SRC
is trying to define the responsible use of Al technology together with the Human-Centered
Artificial Intelligence Institute (HAI), with the aim of addressing the technical, social and
economic challenges of robotics in areas such as health, education, sustainability and work
(Stanford University, 2024). Computer scientists have identified three levels of Al based on the
expected growth of its ability to analyse data and make predictions: narrow Al, general Al and
superintelligence Al (Mersha et al., 2024). This classification is based on the level of capability
and understanding that Al systems possess. Al systems designed to perform specific tasks
without general awareness and understanding of the world are called weak AI and operate
within a limited range of functions, while general Al systems could understand, learn and apply
knowledge in a human-like manner. This includes the ability to reason, solve problems and
understand complex concepts (Arrieta et al., 2019; Russell & Norvig, 1995; Searle, 1980).

Nowadays, there is currently narrow Al and general Al. Most companies use narrow Al.



The evolution of AI can be traced through the advances driven by Google. At the
beginning of the 21st century, machine learning was used for spell checkers, followed by
Google Translate five years later. In 2012, deep learning began to be applied to speech
recognition and large-scale training. In 2013, Word2Vec revolutionised natural language
processing, while AtariDQN did the same with deep learning. Subsequently, neural networks
and methodologies such as distillation were introduced, making it easier to work with complex
models and facial recognition. Since 2016, investment in Al for security, preventive medicine,
genomics and ethical principles has intensified. In recent years, advances have been almost
monthly, achieving consistent milestones in natural language processing, image generation,

conversational modelling, music, video and medical diagnostics (Google, 2025).

Al researcher Nick Bostrom defines the superintelligence as “an intellect far smarter
than the best human brains in virtually every field, including scientific creativity, general
wisdom, and social skills.” (Bostrom, 2014). We are likely to see general Al appear in our
lifetime, endowing machines with the ability to interact in human-like ways when working

alongside humans (Baum, 2018; Brundage, 2015).

3.2.AI Ethics
Ethics is the set of moral principles that guide human interaction and decision-making,
with the objective of improving the general well-being of society, protecting personal integrity,
human dignity, and the rights of the most vulnerable individuals (Wirtz et al., 2018). From the
Al approach, ethics refers to morality and the preference for a certain line of action in the
development, implementation, and use of Al (Jobin & Ienca, 2019; Kaplan & Haenlein, 2020;
Lin, 2016), as well as the protection against the inaccurate or unfair bias that algorithms may

apply and the threat to privacy (Davenport et al., 2019).

Traditional ethics have been affected in business processes from automated decision-
making and the comprehensibility of business models to labour relations by Al systems (Sison
et al., 2023). Therefore, the ethical responsibility of public and private companies developing

Al technology becomes crucially important. (Martin, 2018).

3.3.Corporate Social Responsibility in AI
Corporate Social responsibility (CSR) is a form of anticipatory reflection on the possible
impacts of research on society, which involves aligning scientific research with the needs of
society, the environment and democratically held values (Kumar et al., 2022; Politi, 2024). In

the context of AI, CSR involves considering how Al can contribute to social good and align



with shared values in society (Cath et al., 2017), as well as mitigate potential negative

consequences and maximize benefits such as equity and transparency (Helfat et al., 2023).

Al forces companies to re-evaluate their performance in terms of transparency and
accountability, organisational culture, responsibility in the use of technologies and
collaboration between public and private interests (Fioravante, 2024). Hence, it is necessary to
align the adoption of Al with the company's overall CSR strategy, using Al to improve the
company's sustainability as well as to address social and environmental issues (Ahdadou et al.,

2024; Pai & Chandra, 2022).

The fast progress of artificial intelligence in recent years has developed new concepts
and generated new challenges, which require a consensus identification and regulatory effort
for appropriate management. A conceptual framework, developed in this section, is needed to
capture the new concepts and ethical and CRS implications, in the implementation of diverse

Al applications.

4. AI APPLICATION TO THE DETECTION AND PREVENTION OF
FINANCIAL FRAUD
Throughout this section, the main Al trends and technologies in the field of financial fraud and
their effectiveness will be developed according to existing literature. Thus, research questions

2 and 3 are answered in this section.

4.1.Transaction Pattern Analysis

Monitoring financial transactions may be crucial to detect and prevent financial crime,
such as fraud, money laundering and terrorist financing. Fraudsters use Al for the creation of
fake content, more persuasive phishing that is personalised to the target audience, or attacks
against biometric systems such as facial, voice or fingerprint recognition systems in banking
access or security systems, which can lead to huge financial damage and loss of consumer trust.
Pattern analysis involves identifying and analysing modes of behaviours which may suggest
illegal activity. Using the pattern analysis technique, Al can analyse large volumes of financial
data, identifying patterns in transactions and anomalies that may indicate fraudulent activities
(Zheng et al., 2024). When Al algorithms identify anomalous patterns, they proceed to segment

financial data into different categories, facilitating the identification of atypical behaviours



within each segment (Dasari & Kaluri, 2024). Additionally, this tool can include the
identification of correlations between different financial variables and the prediction of possible
fraud scenarios based on the available data (Innan et al., 2023), as well as data visualization

tools that simplify the detection of trends, patterns, and anomalies in financial data (Qiu & Luo,

2024).

Finally, pattern analysis-based systems offer the ability to detect fraud in real time by
continuously monitoring financial transactions and triggering alerts when suspicious patterns
are identified, while adapting and learning from new data to improve their accuracy in fraud

detection (Maashi et al., 2023; Yang et al., 2023).

4.2.Machine Learning (ML)

Machine Learning (ML) is often defined as the capability of a machine to imitate
intelligent human behaviour and thus, computer systems are able to learn and adapt by using
algorithms and statistical models. This is a fundamental tool in data science that allows systems
to learn and improve their performance with the experience gained from data (Ghoddusi et al.,
2019). In the detection and prevention of financial fraud, ML extracts key information from
data to predict and generate new insights (Zhou et al., 2023). The ML life cycle begins with
Feature Engineering, which involves the selection and manipulation of data to transform it into
useful features. Once the data is collected, automatic algorithms are generated capable of
learning and acting autonomously in various situations, making it crucial to feed them with
large volumes of data for their effectiveness (Martinez, 2016). The main strength of ML lies in
its ability to continuously adapt and detect fraudulent activity in real time, marking a significant
advance in cybersecurity. However, fraudsters also use it to carry out massive attacks and

circumvent antivirus and protection systems.

Within ML, Supervised Learning and Unsupervised Learning are prominent
approaches. The first uses annotated training data to guide the system in associating labels to
training examples, making it valuable in problem classification (Sood et al., 2023). In contrast,
Unsupervised Learning identifies patterns without specifying labels, and its models include
Principal Component Analysis (PCA), which reduces the dimensionality of the data for better
visualization and analysis (Beattie & Esmonde-White, 2021).

4.3.Natural Language Processing (NLP)
A machine learning technology that gives computers the ability to interpret, manipulate

and comprehend human language is Natural Language Processing (NPL). Unlike structured



information, which can be organized in tables or matrices with neatly labelled rows and
columns, unstructured information as the human language is confusing and difficult to

understand.

To deal with unstructured information, computers start with segmentation, meaning take
one sentence at a time. Then they divide the information into small pieces of information, called
tokens, and once they have been sorted into a structure according to their meaning, NLP
algorithms can work with them (Belz, 2022; Feder et al., 2022; Hamilton et al., 2024; Martinez,
2010).

The use of natural language processing (NLP) focuses on improving customer support
and trend analysis, analysing fraud attempts by examining language and sentiment patterns
(Faccia, 2023). Specifically, NPL detects inconsistencies or subtle clues in language that
indicate whether an attempt is being made to hide information in a document (Chang et al.,

2022; Faccia et al., 2023).

Cheng and Cai (2023) state that the use of NLP has led to a significant improvement in
fraud detection capabilities. Along the same lines, Ebner et al. (2023) consider it a crucial
technique to understand the content of messages and proactively alert people at risk,

significantly contributing to the protection of consumers against financial fraud.

4.4.Neural Networks

A neural network is an Al method that teaches computers to process data and mimics
the communication of neurons in the human brain using electronic circuits. Neurons receive
signals, modify them, and transmit them to other neurons via axons. In this system, the
perceptron acts as an individual neuron, with an input layer, hidden layers and an output layer.
The signal enters the input layer, is processed by algorithms in the hidden layers, and the result
1s transmitted to the output layer (Guresen & Kayakutlu, 2011; Mangrulkar, 1990; Medhat,
2012; Xie et al., 2022).

The popularity of neural networks as a Deep Learning (DL) technique is due to their
ability to identify and combine crucial features from unstructured data, achieving high
performance without any domain knowledge (Zhu et al., 2021). In their study, Krambia-
Kapardis et al. (2010) obtained an average of 90% accuracy in the fraud detection prediction
model using artificial neural networks, thus demonstrating that they can be used to identify

companies prone to fraud.



Likewise, Cherif et al. (2023) highlights that the use of Al such as neural networks is
becoming essential for the detection of credit card fraud, while Almazroi and Ayub (2023)
underlines its importance for detecting fraud in online payments. Projects such as those by
Adler and Shavit (2024), aimed at understanding neural networks, focus on superposition
computation, which brings significant advances in improving the applicability and efficiency

of these networks in various disciplines.

4.5. Adversary Generative Networks (GANs)
Generative Adversarial Networks (GANs) are a system of two neural networks, the
generator and the discriminator, which compete during training. The generator creates synthetic

data similar to real data, while the discriminator attempts to distinguish between generated and

real data (Cheah et al., 2023; Zhang et al., 2023).

In financial fraud detection, GANs generate synthetic samples of fraud data to address
class imbalance. This interaction improves the generation of minority fraud samples, balancing
the proportion between fraud and non-fraud in the data sets, which strengthens the detection of
financial frauds (Chen et al., 2018; Jin et al., 2020). GANs have experienced significant
development due to their versatility and usefulness, with multiple variants being proposed to

improve their applicability (Strelcenia & Prakoonwit, 2023).

4.6. Social Media and Online Behaviour

Social media are online platforms that allow users to connect, interact, and share
information with other people over the Internet (Lai et al., 2017). These platforms facilitate
communication and interaction between individuals, groups, and organizations, thus creating
virtual communities where relationships can be established, collaborate, share ideas and stay

informed on various topics (Guo et al., 2021).

Social media can be used to detect financial fraud in various ways, such as through data
exploration, analysis of relationships and connections, extraction of relevant data,
implementation of algorithms and automated processes or the use of metadata and provenance
that facilitate the organization of the information collected (Jamshidi & Hashemi, 2012; Diaz-
Granados et al., 2015). Analysing behaviour patterns which derivates from the engagement with

the online environment is used in fraud detection.
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In this section main Al applications, namely Transaction Pattern Analysis, Machine
Learning (ML), Natural Language Processing (NLP), Neural Network, Generative Adversarial
Networks (GANSs), the use of social media and online behaviour, have been identified and
briefly introduced, as the most relevant applications for the financial fraud detection and

prevention.

Nevertheless, an effective use of these applications raises ethical concerns and issues
which means corporate social responsibility challenges and ethical dilemmas. Moreover,
corporations and organisations need to address and manage these challenges and involve key

stakeholders to face them.

5. ETHICAL AND CORPORATE SOCIAL RESPONSIBILITY CHALLENGES
IN AT APPLICATIONS FOR FINANCIAL FRAUD DETECTION AND
PREVENTION
Al is part of our lives, and its influence is growing, so it is crucial that people who
design, develop, deploy, acquire, and use Al understand how to use Al ethics and CRS to
minimize harm and optimize benefits. This section exhaustively analyses the main ethical and
social responsibility challenges that Al applications generate for companies and consumers.

Accordingly, this section addresses the answer to research question 4.

5.1.Privacy
Aiming to train AI models to deal with financial fraud, massive amounts of data need
to be incorporated into them (Cui etal.,, 2022). Banking entities and digital financial
corporations (Fintechs) store in their systems enormous amounts of personal data of their
clients, as well as their daily financial transactions (Gai et al., 2017). This data can be classified
as personal information (PI), relating to an identified or identifiable person, such as a name or
postcode, and as sensitive personal information (SPI) which, if compromised, could be misused

to harm or cause problems for an individual (Carmody et al., 2021; Fayoumi et al., 2022).

If a model is trained with personal or sensitive information without applying any privacy
controls, there is a risk that this data may be used improperly, compromising the privacy and
security of customers, and losing control over the possession of their data (Albayati et al., 2020;
Cam & Kiet, 2023; Khan et al., 2023). However, another issue arises. The definition of privacy
differs according to the country we are in, as well as the types of data to which this term applies
(Walters et al., 2019).

11



As stated by Firdaus et al. (2018), it is crucial to find ways to ensure data confidentiality
while using Al to effectively detect and prevent fraud. Privacy controls that can be applied
during model training as model anonymisation and differential privacy or after model training,
data minimisation. In the process of anonymisation, identifiable information is removed or
modified from individuals' data to protect their privacy (Galbusera & Cina, 2024; Weber et al.,
2024), while differential privacy ensures that the probability of any outcome of a learning
algorithm does not change when modifying a single record in the training data, so that an
adversary cannot infer information about a specific record (Zhu & Yu, 2019; Zhu et al., 2021).
Finally, data minimisation reduces the amount of data that is collected and processed by limiting
the SPI that is held and shared, helping to protect users' privacy (Razaque et al., 2022; Yaraziz
et al., 2022).

5.2.Explainability
The importance of explainability lies in its epistemic and ethical benefits, as it provides
insight into the extent to which the use of Al models meets the standards set by the other
principles (Adams, 2023). Al tools must be able to provide clear and understandable
explanations of how they reached certain conclusions or decisions (Nayak & Chandiramani,
2022; Harbinja et al., 2023), which helps to reduce errors and anticipate the strengths and
weaknesses of the model, as well as to avoid unexpected behaviour in production (Lépez-Ubeda

et al., 2023).

In the pursuit of model explainability, it is important not to confuse with interpretability,
as these are different ways of understanding how the model works. Interpretability is the degree
to which an observer can understand the cause of a decision. It is the success rate with which
humans can predict the outcome of an Al output, while explainability goes a step further and
examines how the Al system arrived at an outcome (Aslam et al., 2022; Nicodeme, 2020;
Tiwary etal.,, 2024). Improving explainability and interpretability of AI models allows
companies to remain competitive in the marketplace, gain customer confidence and build trust

in reliable Al (Adadi & Berrada, 2018; Firdaus et al., 2022; Pagliari et al., 2022).

5.3.Transparency
Transparency has become an essential pillar of the implementation of Al for the
detection and prevention of financial fraud. Financial institutions are responsible for facilitating

customers' understanding of how automated fraud detection systems work, thus avoiding
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undermining trust in the system and raising concerns about privacy protection (Van Bekkum &

Borgesius, 2021).

Ensuring the collection of personal and financial data through appropriate customer
consent is a key challenge that financial institutions must address (Yerima & Bashar, 2022).
The absence of transparency can lead to social and psychological consequences such as distrust
of technology and a strong sense of powerlessness, which can have a profound impact on mental

health (Nannini et al., 2024).

Transparency is about revealing information related to the data used to build Al systems,
making design decisions along the way, creating models, evaluating the models and
implementing the models (Johnson et al., 2022). Governance ensures that the process followed
during creation and implementation follows internal policies to create reliable Al, increase
public confidence and legitimise the decisions taken (De Fine Licht & De Fine Licht, 2020;
Win & Beydoun, 2020).

By increasing transparency, we can improve governance. Therefore, it is important that
the roles of the participants in the Al systems process and the responsibilities that each of them
takes are well defined, harmonising the processes carried out (Francisco & Linnér, 2023;

Sakyoud et al., 2023; Shneiderman, 2020).

5.4.Impartiality

Training plays a critical role in the development of machine learning and Al systems
for financial fraud detection. This process involves the use of models and historical data sets,
which can introduce inherent biases if not managed properly (Dong et al., 2022). In general,
bias is a systematic error, but in the context of fairness, the problem revolves around unintended
bias. Unintended bias gives some groups or individuals a systematic advantage and other groups
or individuals a systematic disadvantage, perpetuating social inequalities (Chu et al., 2021;
Ranard et al., 2024). In the judicial context, for example, the influence of implicit biases in
judges' decisions can compromise the perception of justice and fairness in the legal system.
This can lead to widespread distrust of judicial institutions, affecting the legitimacy of the

system and people's willingness to participate in it (Schneider & Weber, 2024).

These biases, which may be related to demographic variables such as gender, race, or
age, have the potential to bias associations between certain fraudulent behaviours and specific

population characteristics (Cruz et al., 2021). Consequently, Al models can inadvertently
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replicate existing social biases and generate discriminatory decisions (Fiore et al., 2019; Zheng

etal., 2023).

This phenomenon highlights the critical importance of addressing algorithmic bias
during the training of Al models to ensure fairness and objectivity in their application and the
need for human oversight and continuous evaluation in the development of rules for algorithmic

software (Simos et al., 2022).

5.5.8olidity

Al provides multiple and sophisticated tools to combat financial fraud, but each of them
has weaknesses that make them vulnerable to criminal attacks (Hu et al., 2021). Analyzing the
vulnerabilities and robustness of the models applied in fraud detection is imperative for
companies that use them, especially financial and insurance companies due to the
characteristics of the information they possess (Amerirad et al., 2023). Different techniques can
be used in this process, such as the DeepFense online defence framework proposed by Rouhani
et al. (2018) or the automated verification framework based on Satisfiability Modulo Theory
(SMT) by Huang et al. (2017). However, the goal of different methodologies should be the
same: to develop robust and resilient countermeasures for different types of likely adversary
scenarios to provide reliable infrastructure in Al environments (Sengupta et al., 2020).
Interacting with Al systems that fail or are perceived as unreliable can generate stress, anxiety
and frustration for users. This is especially relevant in contexts where Al is used for critical
tasks or where it is expected to improve quality of life. It is therefore imperative to ensure the

robustness of these technologies (Hamon et al., 2024).

5.6.Responsibility and Accountability
Accountability focuses on the responsibility that people, organizations, or institutions
have to inform and justify their actions before interested parties, assuming the consequences of
the decisions made, being a fundamental principle in governance, management, and decision-
making process (Kieslich et al., 2022; Taher et al., 2024). The complexity of Al models has
made it difficult to determine the responsible authority, hindering accountability and the

protection of basic rights of citizens (Horneber & Laumer, 2023; Zajko, 2023).

According to London (2019), it is essential to promote accountability and ensure that
machine learning systems do not become covert tools to arbitrarily interfere with the autonomy
of stakeholders. The importance of accountability has led the European Commission to

incorporate it as one of the seven requirements of trustworthy Al, while highlighting auditability

14



and the guarantee of adequate and accessible remediation as key factors to consider in the

implementation of Al (European Commission, 2019).

5.7.Impact on Decision Making

The impact of using Al on decision making in financial organizations is significant
(Sabharwal et al., 2024). According to Pinheiro et al. (2023), the development of intelligent
routines to support complex decision making is not always simple, presenting difficulties
related to the abundance of available data sources, the number of legal regulations that must be
met, and the need to incorporate transparency, auditability, standardization, and desirable reuse
in information technology systems. In compliance with Giest & Klievink (2022), the integration
of Al in decision-making should be encourage, as it promotes innovation in areas such as the

public sector.

However, the automation generated by Al tools does not exempt the need for human
supervision or the importance of a correct interpretation of the results obtained to make
informed decisions, especially in critical situations where decisions based solely on algorithms
could have significant consequences (De Barros et al., 2017; Jesus et al., 2021). Likewise,
companies must ensure effective appeal mechanisms in case of errors made in decision-making,

both because of humans and Al (Kanika et al., 2022).

5.8. Legislation and Regulatory Framework
The Council and the European Parliament have reached a provisional agreement on
what is the first Artificial Intelligence (AI) Regulation, based on the European Commission's
2021 proposal to create the EU's first regulatory framework for Al (European Commission,
2019; European Commission, 2023). The key objectives of this law are to ensure that Artificial
Intelligence systems introduced on the European market are safe and respect citizens' rights
while stimulating investment and innovation in the field of Al in Europe (European

Commission, 2023).

At a global level, politicians and competent authorities are working to review their
country's financial, data protection and administrative legislation (Huh, 2022; Ridzuan et al.,
2024), promoting the importance of complying with constitutional principles and human rights
to ensure transparency and explainability of Al systems, which may require a strong legal
framework (Kuzniacki et al., 2022; Lee et al., 2018). In 2023, Al became a key US policy issue,
driven by Biden's executive order, which established risk-based industry standards and

promoted transparency. In 2024, these policies are expected to be implemented through the new
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Artificial Intelligence Safety Institute, while Congress evaluates proposals on transparency,
deepfakes and platform accountability, however, the new US president has repealed the law

against Al risks (Jiménez, 2025; MIT Technology Review, 2024).

Meanwhile, regulation of Al in China has been fragmented, with specific rules for areas
such as algorithms and deepfakes. In 2023, a possible comprehensive law was announced,
although implementation could take years. In the meantime, companies must register their
models with the government, which limits foreign competition and reinforces state control,

favouring Chinese companies but restricting competition and online expression.

A global increase in Al regulation is expected in the coming years, with Africa
highlighted by the African Union's potential strategy to boost competitiveness and protect
consumers. Countries such as Rwanda, Nigeria and South Africa are already moving forward
with national policies. Bodies such as the UN and OECD are working on standards that could
facilitate regulatory harmonisation at a global level. At the geopolitical level, differences
between democratic and authoritarian approaches to Al development will become more
pronounced, forcing companies to decide whether to prioritise global expansion or focus on

local markets.

Assuring security from the development phase of Al technology and continuously
monitoring and updating to prevent problems is essential to steer the development of Al in a
positive direction (Jang, 2024). Legislative authorities face new challenges such as the legal
personification of Al, responsibility for the consequences of the implementation of these tools
and the continuous evolution and transformation of Al technology that makes legislation
obsolete and inadequate in noticeably short periods of time (King et al., 2019; Azzutti, 2022;
Novelli, 2022).

5.9.Fraudulent Misinformation
Recent advancements in Al technologies have exacerbated the challenges of

misinformation and financial fraud.

Generative Al models can produce compelling but fabricated content, complicating
detection efforts (Xu et al., 2023; Shoaib et al., 2023). Manipulating narrative frames into
precise information can generate misinformation, requiring innovative detection approaches

using large language models and deep neural networks (Wang et al., 2024).
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To combat Al-generated misinformation, researchers propose examining manipulation
traces at signal, perceptual, semantic, and human levels (Xu et al., 2023) and multifaceted
strategies including advanced detection algorithms, cross-platform collaboration, and policy

initiatives (Shoaib et al., 2023).

In the financial sector, artificial intelligence and machine learning techniques offer
promising solutions for fraud prevention by identifying legitimate and fraudulent behaviors
(Agarwal, 2021). However, challenges remain, such as evolving fraud patterns and the need for

model interpretability.

While data science in finance offers opportunities for improved customer experiences
and cutting-edge solutions, it also raises ethical concerns, potential biases, and data security
issues (Zheng et al., 2023). Fraudsters are increasingly using Al-based tools such as WormGPT
and FraudGPT to create misleading information and scam unsuspecting victims, requiring the
evolution of fraud detection techniques (Sina, 2023). The proliferation of Artificial Intelligence
Generated Content (AIGC), which uses Al to assist or replace manual content generation by
generating content based on user-inputted keywords, further complicates the detection of

misinformation, making traditional approaches inadequate (Xu et al., 2023).

As financial institutions adopt advanced technologies such as OpenAl to protect
customers from fraud, they must also address the ethical challenges posed by generative Al in

algorithmic trading and fraud detection (Zheng et al., 2023; Sina, 2023).

This section has presented most relevant challenges found in the literature derived from
Al Implementation for the financial fraud detection and prevention, as well as important
considerations on some of the most Al-based tools and techniques, explaining some of the

difficulties to cope with the presented challenges.

The result of this research is a holistic theoretical framework for financial fraud
detection and prevention, which gather a conceptualisation process including concepts, ethical
and social responsibility concerns for the framing of Al applications, that eventually contribute

to copying the identified challenges, as is represented in figure 1.
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Applications Coping with the challenges:
Al 1. Privacy
concepts 2. Explainability
Artificial 3. Transparency
Ethics - Intelligence for 4. Impartiality
detection and 5. Solidity
Social prevention of 6. Responsibility and Accountability
s financial fraud 7. Impact on Decision Making
gsponsibily 8. Regulatory Framework
9. Fraudulent Misinformation

Figure 1: Financial fraud detection and prevention theoretical framework

6. DISCUSSION AND RESEARCH AGENDA

In recent years, the exponential penetration of Al has been pivotal, triggering a profound
transformation across a wide range of economic sectors and catalysing the transition to the
fourth industrial revolution (Mannuru et al., 2023). Al impact is particularly relevant in the
financial sector and cybersecurity, becoming a protection mechanism for consumers (Kim,
2019). Companies such as and Paypal and Capital One, reports significant progress using data
science techniques and machine learning models to detect and prevent financial fraud and
surveys show great customers satisfaction. Similarly, credit cards companies, such as Visa and
MasterCard, have used Al applications. This shows a trend to use technology-based detection
services for many companies in the financial sector. Nonetheless, the rapid development of Al
and the increasing reliance on Al tools bring the emergence of ethical threats and dilemmas, as
well as concerns related to social responsibility (Borenstein et al., 2021; Biondi et al., 2023;
Van Den Berg et al., 2024). Moraes (2024) highlights the relevance of integrating experts from
multiple disciplines and sectors in the creation of regulatory frameworks for artificial
intelligence (AI). This encompasses the collaboration of regulators, private sector
representatives, academics and members of civil society, promoting a broader and more diverse

view on the challenges and possibilities posed by Al.

Some notable episodes have highlighted the ethical challenges inherent in the
implementation of Al in business, such as evidence of gender bias in Amazon's Al-based
recruitment tool, the manifestation of racist and sexist comments by Microsoft's chatbot, which
culminated in its retirement, as well as the deadly incidents associated with Tesla's autonomous
systems (Sison et al., 2023). Other case includes discriminatory behaviour in ranking algorithm

affecting the decision-making process. In fraud detection, there have also been cases where Al
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presents ethical challenges, such as the SyRI case in the Netherlands, where cases of unfair

persecution and the propagation of xenophobic stereotypes were reported (Ziiger & Asghari,

2022; Newman & Mintrom, 2023). On the positive side, it is also reported the UNICEF’s

Project Connect which may be a good example to overcome the solidity challenge (Ziiger &

Asghari, 2022). Chinese companies such as Alibaba and Tecent have generated concerns on

privacy data (Verma et al., 2021; Nishant et al., 2020) but also are considered like a role model

in privacy policy within the country after deep changes in their policy, though they force

consumers to accept it private data policies (Fu, 2019). Other companies, i.e. Softbank poses

human oversight concerns in Al development and governance (Sigfrids et al., 2023).

These incidents are a tangible demonstration of the imperative to continue researching

and improving Al tools, ensuring their alignment with ethical guidelines and the fundamental

values of society.

Table 1 Examples of ethical concerns in case studies

Case study Ethical concern Challenge Reference
Amazon Evidence of gender bias  |Impartiality Sison et al., 2023
Claudy et al, 2022
Microsoft's chatbot | Racist and sexist (Transparency Sison et al., 2023
comments Daza & Ilozumba,
2022
Deliveroo, food| Discriminatory behaviour (Impact on Decision|Piccininni, 2022
delivery platform in  reputational-ranking [Making
algorithm
Tesla's autonomous| Deadly incidents |Responsibility and|Sison et al., 2023
systems associated accountability Leben, 2023
SyRI (Dutch welfare| Unfair persecution and [Misinformation Ziiger Asghari, 2022
fraud detection| the = propagation of
project) xenophobic stereotypes.
No public interest Al |Regulatory Newman & Mintrom,
approach, nor deliberative [Framework 2023
and participatory design
UNICEF’s  Project| Public interest Al, open |Solidity Ziger &  Asghari,
Connect for validation to others, 2022
use an open-source tool
Alibaba (e-| data privacy and (Privacy Fu, 2019
commerce platform) | consumer autonomy Verma et al., 2021
Softbank human  oversight to |Fairness and|Sigfrids et al., 2023
ensure  fairness  and |transparency
transparency
Tecent (Tech| data privacy, potential |Privacy Fu, 2019
conglomerate) misuse of technology, |Fraudulent Nishant et al., 2020
surveillance, misinformation
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In their work to detect financial fraud, the various Al models require high-quality
financial transaction data, machine learning algorithms, the construction of predictive models
based on historical data, the ability to adapt to new fraudulent techniques, and the ability to
interpret results to assist analysts, requiring high investments by companies to adapt their
infrastructures, train staff in new processes and recruit specialised personnel (Kapadiya et al.,
2022; Mishra, 2023; Souza et al., 2024). In addition to these barriers to incorporating Al,
companies may face difficulties in finding huge amounts of reliable data to feed into these
systems, adaptation to legacy systems from other companies, legal restrictions that restrict the
proper training of algorithms, or employee resistance to incorporating Al into operational

Processces.

The massive collection of personal data for the training of Al algorithms poses
significant challenges in terms of privacy and protection of sensitive consumer data (Awosika
et al., 2024; Baabdullah et al., 2024; Deng et al., 2023; Zaimi et al., 2023). This carries the
inherent risk of potential misuse or compromise of personal information during fraud detection
operations, which can lead to a profound negative impact on consumer trust (Mhlanga, 2020;
Xiong et al., 2021). Furthermore, if training data contains biases, such as racial or gender
discrimination, algorithms can perpetuate and amplify these biases (Lokanan, 2022; Truby,
2020), leading to unfair prosecution, inequity, and errors in decision-making. The complex
nature of the Artificial Intelligence algorithms used in financial fraud detection can complicate
the understanding of the decisions made, which impacts on the identification of possible errors
in the process (Mytnyk et al., 2023). This complexity can result in a lack of transparency and
explainability in the procedure (Boustani, 2021; Fukas et al., 2022; Kesa & Kerikmaée, 2020).
Due to the ethical dilemmas present, it is imperative to institute mechanisms that clarify
decision-making responsibility and ensure accountability within a sound legal framework when
Al is used for the detection and prevention of financial fraud (Yang et al., 2021; Kong et al.,
2024). This framework should include an appropriate compensation system for clients and

consumers in case of harm (Ali et al., 2022).

To address these challenges, global governmental entities, international organisations,
and technology giants have implemented concerted actions and reached consensus to build trust
in Al (Zhang et al., 2021). These actions focus on data protection or the auditing of algorithms.
However, the scale of Al's negative influence requires going further by regulating clear legal
frameworks at the international level, encouraging ethical oversight and combating

misinformation. Additionally, considerable international research and public-private
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collaboration is required to promote the benefits of Al, while managing and reducing the

associated risks to consumers and society at large.

7. CONCLUSIONS

This study sheds light on an area that is continually evolving, the ethics and social
responsibility in using Al to prevent and detect financial fraud. Throughout this research, both
theoretical and empirical knowledge have been detailed to provide a global vision of the line of
research. The analysis of the literature makes clear the importance of Al to detect financial
fraud and how integrated this technology is in the financial sector and the detection of financial
fraud. Continuing to research Al and its ethical and social implications can foster innovation
and the advancement of numerous areas of knowledge. This research leads to the following

conclusions:

1. The application of Al systems for the detection of financial fraud raises a significant
number of ethical issues faced by financial institutions and governmental
organisations.

2. The incorporation of customers' personal and financial information by banks and
FinTechs raises ethical dilemmas related to privacy and data control by consumers,
eroding their privacy and exposing them to the public and to fraudsters. This
scenario exposes them to anxiety and fear of vulnerability, post-violation of privacy
stress, distrust and feelings of powerlessness and lack of control.

3. At the same time, the various Al models aimed at detecting financial fraud exhibit
deficiencies and vulnerabilities that make them susceptible to exploitation by
criminals, leading to a direct threat to the security of customers' personal data,
increasing feelings of helplessness and insecurity.

4. Datasets used in training algorithms can also lead to biased decisions if they contain
inherent biases related to gender, ethnicity, or age, which could result in the
erroneous association of certain demographic groups with fraudulent behaviour and
the perpetuation of social inequalities, negatively impacting vulnerable groups.

5. Achieving transparency in the fraud detection procedure using Al is still a work in
progress, which results in a lack of clarity as to the explainability of errors and

creates mistrust among consumers.
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6.

10.

The use of Artificial Intelligence has catalysed a significant change in the decision-
making process, supported by the capabilities provided by this technology.

It is essential to thoroughly understand and analyse the results derived from the
application of Al, while maintaining rigorous oversight of the entire process. The
question of accountability for the actions undertaken by the various entities making
use of Al emerges as a fundamental ethical dilemma that still requires further
academic development, given its complexity and its compelling relevance in
safeguarding citizens' rights.

In order to secure individuals and entities against the potential threats inherent in
the use of Artificial Intelligence, it is essential to establish an international legal
framework that is both robust and adaptable to the constant evolution of
technological innovation.

While Al offers considerable potential to improve the detection and prevention of
financial fraud, its implementation requires a cautious and multidisciplinary
approach. Collaboration between public and private sectors, investment in research
to mitigate bias and improve transparency, as well as the promotion of digital
literacy among consumers, are essential aspects of addressing the ethical and social
challenges intrinsic in this technology.

The path towards an ethical and corporate socially responsible use of Al in the
detection and prevention of financial fraud involves a continuous commitment to
critical reflection by institutions and academics, responsible innovation and the
search for a balance between effectiveness in the fight against fraud and respect for

individual and collective rights.

Research on the ethical and social responsibility implications of Al in financial fraud

detection and prevention is a line of research with enormous potential that has not yet been
sufficiently explored. Future lines of research could analyse the impact on fairness and accuracy
of fraud detection as a function of algorithmic biases, as well as examine the impact of the use
of Al in fraud detection on digital financial inclusion and consumer digital financial literacy
and education. The establishment of a clear legal and ethical framework for the use of Al in
financial fraud is essential to protect society from the risks associated with Al as well as
encouraging ethical oversight and combating misinformation. Thus, the academic community

needs to focus on these topics to provide policymakers and authorities with deeper specific
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recommendations according to the discipline of implementation of the technologies and to the

evolution of Al
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