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Abstract

Tactile Internet refers to the transmission of touch (forces, vibrations, or
motions) and the real-time control of applications like the remote control
of industrial machines, drones or vehicles. These applications require low
levels of latency combined with reliability, since any deviation could cause
catastrophic outcomes. The evolution of the network infrastructure is es-
sential to support such advanced communications. With the arrival of 5G
networks, multiple solutions have been developed to enhance latency and
reliability. Examples of that are the use of multiple data paths (3GPP and
non-3GPP), virtualization, programmable networks, etc. Tactile Internet
communications require protocols that can exploit the benefits of such novel
networks and, at the same time, can adapt to the specific requirements of
each application.

In this context, this thesis presents the Multi-connection Tactile Internet
Protocol (MTIP), a transport protocol for the Tactile Internet that uses
context awareness and multiple paths to flexibly improve communication.
MTIP creates a link between a remote controller and a device constituted
by multiple end-to-end connections (sublinks) between interfaces of multi-
homed endpoints. MTIP uses application preferences and measurements of
network state to perform an intelligent and dynamic selection of the sublinks
to send data.

This thesis follows an incremental approach to the development of the
Multi-connection Tactile Internet Protocol. First, MTIP is modeled to ver-
ify its operation. Two initial PROMELA models abstract the operation of
the protocol. The models allow validation of the correctness of MTIP data
exchange using the SPIN model tool. Then, the validation is complemented
using the UPPAAL Statistical Model Checking (SMC) capability to evaluate
the performance of MTIP’s use of multiple sublinks.

After formal verification, the first implementation of MTIP was devel-
oped in C/C++ and the Linux OS in order to check the behavior of the
protocol in the network. The first evaluation consists of a simulated mul-
tipath environment between two endpoints. In this evaluation, this thesis
assesses the impact of different configurations of MTIP decision-making in
selecting paths and, ultimately, in the performance of the protocol. Then,

XIII
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a second evaluation was performed on a real 5G testbed in UMA. In this
scenario, a real industrial robot is controlled using MTIP over multiple 4G
and 5G connections. The evaluations confirm MTIP’s ability to intelligently
select network paths in diverse scenarios, showing how MTIP can be config-
ured to offer reliable, low-latency transport services at the cost of sending
some redundant packets in an actual application.



Resumen

Internet Téctil se refiere a la transmision del tacto (fuerzas, vibraciones o
movimientos) y el control en tiempo real de aplicaciones como el control
remoto de méquinas industriales, drones o vehiculos. Estas aplicaciones re-
quieren bajos niveles de latencia combinados con fiabilidad, ya que cualquier
desviacién podria provocar consecuencias sumamente perjudiciales. Con la
llegada de las redes 5G, se han desarrollado miultiples soluciones para sopor-
tar este tipo de comunicaciones avanzadas. Ejemplos de ello son el uso de
la multiconectividad, la virtualizaciéon o las redes programables. Las comu-
nicaciones del Internet TActil requieren protocolos que puedan explotar las
ventajas de estas nuevas redes y, al mismo tiempo, adaptarse a los requisitos
especificos de cada caso de uso.

En este contexto, esta tesis presenta el Protocolo de Multiconectividad
para el Internet Tactil (MTIP), un protocolo de transporte para el Internet
Téctil que utiliza informacién de contexto y maltiples caminos para mejorar
de forma flexible la comunicacién. MTIP crea un enlace entre un controlador
remoto y un dispositivo utilizando miltiples conexiones extremo a extremo
llamadas subenlaces. MTIP utiliza las preferencias de las aplicaciones y
mediciones sobre el estado de la red para realizar una seleccién inteligente y
dindmica de los subenlaces utilizados para enviar datos.

La tesis sigue un enfoque incremental en el desarrollo de MTIP, comen-
zando con el modelado del protocolo para verificar su funcionamiento. Se de-
sarrollan dos modelos PROMELA iniciales que abstraen el funcionamiento de
MTIP y permiten la validacién de la correccion del intercambio de datos uti-
lizando la herramienta SPIN. A continuacion, la validacién se complementa
utilizando la herramienta de modelado UPPAAL para analizar el impacto del
uso de multiples subenlaces en MTIP.

Tras la verificacién formal, se ha desarrollado una primera implementacién
de MTIP en C/C-+-+ y el sistema operativo Linux para examinar el compor-
tamiento del protocolo en diferentes topologias de red. La primera evaluacion
consiste en un entorno de multiconectividad simulado entre dos puntos fi-
nales. En esta evaluacion, se estudia el impacto de diferentes configura-
ciones de MTIP en la seleccién de subenlaces y, en tltima instancia, en el
rendimiento del protocolo. A continuacién, se realizé6 una segunda evalu-
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acion en un testbed 5G real en la Universidad de Malaga (UMA). En este
escenario, un robot industrial real se controla mediante MTIP a través de
multiples conexiones 4G y 5G. Las evaluaciones confirman la capacidad de
MTIP para seleccionar de manera inteligente diferentes subenlaces en di-
versos escenarios, mostrando cémo MTIP puede configurarse para ofrecer
servicios de transporte fiables y de baja latencia al coste de enviar paquetes
redundantes.
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SUMMARY: This chapter serves as an introduction to the thesis work,
outlining the motivation behind the research and providing an overview
of the research outline.



2 CHAPTER 1. Introduction

1.1 Motivation

1.1.1 The Tactile Internet

The IEEE Tactile Internet (TI) Standards Working Group (WG) defines the
Tactile Internet as "a network for remotely accessing, perceiving, manipulat-
ing, or controlling real or virtual objects or processes in perceived real time
by humans or machines" [I]. Tactile Internet aims to push the boundaries of
wireless communications for remote physical interaction, networked control
of highly dynamic processes, and the communication of touch experiences
[2,8]. A Tactile Internet interaction is composed of three main components
as depicted in Figure i) a controller side, responsible for transmitting
commands and processing the feedback; ii) one or multiple TI devices that
act as the clients of the remote control information; and iii) the network that
interconnects them.

@ réﬁ
COMMAND > —
FEEDBACK C}g

Figure 1.1: Main components of a Tactile Internet interaction

The Tactile Internet has numerous use cases and applications, some of the
most representative ones are the remote operation of industrial machinery,
the remote control of drones and cars, the remote manipulation of surgical
devices, and immersive, virtual, or mixed reality. Remote operation of in-
dustrial machinery or factory automation is a high-reliability, low-latency,
and low-jitter use case [4] that has traditionally relied on wired networks.
However, it is increasingly being directed towards wireless and cellular net-
works for increased deployment flexibility, reduced maintenance costs, and
improved long-term reliability through initiatives such as time-sensitive net-
working [5], 6], [7]. Autonomous connected car communication [8] and the
remote control of drones (unmmanned aerial vehicles) [9] require extremely
high reliability to prevent misinterpreted control messages, low latency and
seamless robust handover to maintain constant connectivity and access to
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information about other vehicles to enhance overall performance. Remote
surgery includes complex life-saving procedures in health emergencies [10],
where reliable communication is required to prevent catastrophic outcomes.
Virtual, mixed and immersive reality are technologies that aim to enhance
human interaction in virtual and hybrid environments, demanding a seam-
less connection to provide the user with an immersive interactive experience
that can be combined with any of the previously presented use cases.

These TT use cases and their applications are mission-critical, as any er-
rors can have serious consequences for people’s lives and valuable assets. This
critically translates into the requirements that the underlying network must
support. To ensure the support, the IEEE TI WG, as well as the 3GPP
through Cyber-Physical Systems [II] and service requirements for the 5G
systems [12], have established specific requirements for the Tactile Internet
in terms of Key Performance Indicators (KPI) like latency and reliability.
The general Tactile Internet requirements demand latencies ranging from
below 10 ms to nearly 1 ms, and reliability levels typically reaching close
to 99.999%. However, each use case has its own specific requirements and
considerations. For instance, the remote operation of industrial machinery
may require low levels of jitter (around 1-100us, depending on the scenario),
the remote surgery prioritizes availability, and the remote control of drones
and cars may need larger service area dimensions (several kilometers). Table
offers a better understanding of the use cases and the KPI target values
extracted from the references [11, 12, [13]. The first column present some
of the most representative TI use cases, whereas cloums two and three dis-
play their requirements in the two main KPIs of TI, latency and reliability.
Finally, the last column presents additional configurations for each use case.

To support such use cases and requirements, the Tactile Internet must
rely on a reliable and low-latency network. This network often must offer
wireless links due to the mobile nature of the devices involved. As a result,
the Tactile Internet is highly tied with current advances on cellular networks,
particularly the 5G network.

1.1.2 5G Networks

The 5th Generation (5G) of mobile networks is designed to provide faster,
more reliable high-coverage cellular communications [14]. 5G presents an
evolutionary step from previous cellular architectures, offering an upgraded
architecture with advanced technologies. Such technologies allow for an in-
creased performance in terms of numerous KPIs, like reliability and latency,
that could benefit novel use cases such as the ones presented in Tactile In-
ternet. In the next subsections, we describe the principal components of

5G.
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Table 1.1: Tactile Internet use cases, KPIs and considerations

TT use case Latency Reliability Other considerations’

h—j()}rlrlls PS: Small (40-250 bytes)
Industrial J Earr}:ic) 99.99%- DR: Low (1-10 Mbps)
Teleoperation 1:‘71 00ms 99.9999% SA: Small (Few hundred meters)

. OA: Low Jitter (1-100us)

(dynamic)

0.5-2ms PS: Medium (50-1000 bytes)
Remote (life-critical)  99.9%- DR: Medium (1-25 Mbps)
Driving 5-10ms 99.999% SA: High (Some Kms)

(dynamic) OA: Wireless links

0.5-2ms PS: Small (40-250 bytes)
Drone (kinesthetic)  99.9%- DR: Low (1-10 Mbps)
Control 10ms 99.999% SA: High (Some Kms)

(tactile) OA: Wireless links

PS: Medium (50-1000 bytes)
Remote DR: Low (~1 Mbps)
Surgery 5-10ms 99.9999% SA: High (Some Kms)
OA: High availability (99.999%)

Virtual 5-10ms 99.99% gi-lﬁighh(???&fggg ﬁyﬁeif
Reality S IR0 e P

SA: Variable

! Packet Size (PS), Data Rate (DR), Service Area (SA) and Other Aspects (OA)

1.1.2.1 5G Architecture

As in any of the previous cellular architectures, 5G can be separated into
two main components: the Radio Access Network (RAN) and the Core Net-
work (CN) [I5]. The RAN is responsible for connecting the user equipment
(UE) to the 5G network. It is composed of base stations or gNodeBs (gNBs)
which transmit information from the UE to the CN and vice versa. The
CN is responsible for managing the overall network, processing user data,
and providing different network services. It is constituted by multiple sub-
components that conjointly work to offer the 5G service, like the Access and
Mobility Management Function (AMF), in charge of the management of reg-
istration and mobility, and the User Plane Function (UPF), which routes and
forwards user data to the data network. The remaining components, as well
as their connections between them and the RAN is depicted in Figure [1.2
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Figure 1.2: 5G system architecture (source [15])

This architecture was initially presented with two deployment options,
5G NSA (Non-Stand Alone) and 5G SA (Stand Alone), as illustrated in
Figure[I.3] In a 5G NSA deployment, the 5G RAN is built on top of existing
4G infrastructure. It leverages the existing 4G core network, but uses 5G
base stations with the support of 4G base stations to provide 5G connectivity
to end-user devices. On the other hand, in a 5G SA deployment the core
network and RAN are fully independent and do not rely on any existing 4G
infrastructure. This means that all elements of the 5G network are novel
components to support 5G technology. The 5G SA deployment is the more
complex, comprehensive 5G implementation which offers the full range of
5G capabilities and provides higher levels of performance and reliability for
critical applications.

5G NSA

()

) om (o ]

5G RAN
5G SA
M ((( )))
«> 5G Core
UE 5G SA
5G RAN

Figure 1.3: 5G NSA and SA architectures
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1.1.2.2 5G Categories of Services

Due to its broad spectrum, 5G is divided into three categories of services,
Enhanced Mobile Broadband (eMBB), Massive Machine-Type Communica-
tions (mMTC) and Ultra-Reliable Low-Latency Communcations (URLLC)
which are depicted in Figure

Figure 1.4: 5G categories of services and applications

eMBB is set to improve the speed and capacity of mobile networks, allow-
ing users to download and upload data at higher rates and with lower latency.
This makes it ideal for applications that require high-bandwidth connectiv-
ity, such as streaming video, online gaming, and virtual reality. mMTC
is typically associated with the Internet of Things (IoT), as it enables de-
vices such as sensors, actuators, and other low-power devices to communicate
with each other and with the wider network. mMTC is designed to be highly
scalable and efficient, allowing it to support a large number of devices with
minimal impact on network resources. Ultra-Reliable Low-Latency Commu-
nications involve providing high-reliability and low-latency communication
for mission-critical applications. URLLC is designed to support use cases
that require real-time communication and cannot tolerate any delays or er-
rors. Use cases with similar requirements as those of the Tactile Internet.
In order to support each category of service, 5G presents different enabling
technologies. The most relevant to the scope of URLLC and, therefore, to
TT are presented in next subsection.
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1.1.2.3 5G Technological Enablers

5G is supported by different enabling technologies in order to meet the needs
of its wide range of service. Three of the most relevant end-to-end solutions
for high performance communications and flexibility are Edge computing
(EDGE), Software-Defined Networking (SDN) and Network Function Vir-
tualization (NFV) [16]. Figure displays how they interconnect in a 5G

architecture.
VNF VNF VNF
1
NFV INFRASTRUCTURE
5G RAN MIDHAUL BACKHAUL 5G CORE

EDGE CLOUD

EDGE !
EDGE
SERVER ! SERVER
EDGE
SERVER

] !

((i)) | - =

«—> CONTROLLER

) T
S [S3hes

\ o

0 1
S (S

$ b

SDN SWITCHES CORE ELEMENTS

SDN SWITCHES

PUBLIC
SERVICE
INTERNET

Figure 1.5: Interconnection of technological enablers in the 5G architecture

Edge computing or Multi-Access Edge Computing involves bringing cer-
tain network functions in closer proximity to the end-user, enabling the pro-
vision of services locally. This allows eluding avoidable transmissions of data
that would impact the latency and affect performance. Software-defined net-
working consists of creating a decoupled architecture that divides the control
and data planes. By doing so, SDN enables intelligent routing, adaptability,
programmability, and an enhanced management of traffic. Network Function
Virtualization aims to virtualize network functions. This is achieved by sep-
arating software functionalities from physical hardware to enhance aspects
such as flexibility, scalability, latency, reliability, and capacity. One of the
most significant outcomes of this virtualization is network slicing, which in-
volves dividing the physical network into multiple logical networks known as
slices. The slices are independently configured to optimally serve a particular
type of use case in a flexible way.

These and further enabling technologies [I7] make the 5G architecture a
complex system that requires careful planning and implementation to pro-
vide reliable and high-performance network connectivity to end-users. One of
the key pillars in charge of managing the data transmission and exposing the
benefits of the underlying enabling technologies are the network protocols.
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However, the traditional transport solutions such as TCP or UDP expose
inefficiently the capabilities of novel networks, since TCP includes retrans-
mission mechanisms that might interfere in the data exchange and, on the
contrary, UDP lacks of mechanisms to support novel applications such as TI.
Therefore, novel networks and applications, such as 5G and TI, need proto-
cols that address the requirements without interfering with the advancements
on the underlying layers. Next Section deepens into this matter.

1.1.3 End-to-end Protocols for Tactile Internet

The Internet Protocol (IP), the User Datagram Protocol (UDP), and the
Transmission Control Protocol (TCP) have been the dominant protocols on
the Internet and the transport layer since their standardization in the 1980s.
This traditional TCP/IP stack (shown in Figure has been sufficient for
most of the history of the Internet; however, the increasing demands of novel
applications like TT present new challenges for the TCP /IP stack.

APPLICATION

UDP TCP

IP
NETWORK INTERFACE

Figure 1.6: The TCP/IP protocol stack

It is clear that traditional TCP and UDP protocols cannot support the
TT requirements. For instance, TCP provides 100% reliability, which often
leads to significant latency due to poor path quality between endpoints. On
the other hand, UDP does not add any specific quality to the underlying path
and thus does not offer any reliability improvement. Moreover, to support
the operation of such critical remote control applications, various end-to-end
solutions have been developed lately for wireless and cellular networks, like
the advancements presented in Section and further novel solutions that
include exposing network awareness, using multi-homed devices and creating
private network slices, among others listed in [I8]. Traditional transport
protocols such as TCP and UDP are unable to fully utilize recent advances
and impose limitations on novel applications [19].

Protocols such as MPTCP [20] and QUIC [21] are the first steps in the
development of a new transport layer that tries to overcome the limitations
of TCP and UDP. Multipath TCP (MPTCP) is a variant of TCP that allows
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creating TCP connections through multiple paths simultaneously to trans-
mit data. Using multiple paths can increase the reliability and throughput
of the connection and can provide a backup path in case of failure or conges-
tion. QUIC (Quick UDP Internet Connections) is a transport protocol based
on UDP that is designed to provide low-latency and security-enhanced com-
munication over the Internet. QUIC is intended to address some limitations
of both UDP, such as the lack of encryption to secure the data transmitted,
and TCP, such as connection setup latency and head-of-line blocking. These
protocols, as well as their variants, i.e. PR-MPTCP [22], NC-MPTCP [23],
MPQUIC [24], etc. are mature solutions to exploit network advancements
that address the importance of overcoming network ossification. However,
they are designed to transmit large amounts of available data, where control
flow and congestion control are generally mandatory. Scenario that does
not necessarily follow the characteristics of the mission-critical applications
aforementioned.

Historically, real-time transport protocols have been preferred for mission-
critical remote control applications due to their superior suitability compared
to TCP, UDP, and their variants. This is the case for real-time protocols like
SCTP [25], RTP [26] and extensions such as Multipath RTP (MPRTP) [27]
which have been typically used for remote control applications [28, 29]. How-
ever, it is arguable that the characteristics of remote control data for critical
applications differ from the peculiarities of multimedia real-time streams,
since the remote control packets are typically small and transmitted at lower
data rates, which may allow for the avoidance of flow control and retrans-
missions to reduce latency. That is why some extensions of these real-time
protocols, like Smoothed SCTP [30)], and novel protocols, like IRTP [31] or
ETP [32], have been developed for the remote control operation use case,
among others [33] [34]. Nonetheless, these protocols for remote control have
not undergone sufficient evolution in relation to current trends. Most trans-
port protocols used for this purpose do not take advantage of the aforemen-
tioned network advancements, particularly one of the key relevant trends of
novel protocols: the ability of managing multiple paths (more information
on novel trends in [I8, [35]). Additionally, there has been a recent interest
in exposing transport protocol features to applications for flexible network
communication, with solutions like NEAT [36] and TAPS [37]. However,
these protocols lack the necessary flexibility to adapt to the specific require-
ments of each use case, and they come with extra features that might not be
needed and could even be counterproductive due to the added complexity
and unnecessary header overhead.

In conclusion, Tactile Internet applications need a protocol that can
adapt to the specific requirements of each use case while also functioning
seamlessly within novel networks without obstructing progress in the under-
lying layers.
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1.2 Research Outline

1.2.1 Research Questions

The main objective of this thesis work is to explore the viability of transport
protocols for reliable low-latency communications. For that purpose, the
thesis is based on several research questions that are the central focus of
the study and provide a framework for the investigation. In this section, we
outline the research questions that this thesis seeks to answer.

e Question 1 (Q1): Which are the most relevant novel reliable low-
latency use cases and what are their specific requirements in terms of
KPIs?

e Question 2 (Q2): Which are the main end-to-end solutions and en-
abling technologies in novel cellular networks (such as 5G) to support
reliable low-latency communications?

e Question 3 (Q3): Are traditional transport protocols ready to sup-
port novel reliable low-latency communications?

e Question 4 (Q4): How can novel advances enhance a transport proto-
col to provide a better service for reliable low-latency communications?

e Question 5 (Q5): What performance can be achieved with an en-
hanced transport protocol for reliable low-latency applications?

1.2.2 Contributions

In order to address the research questions, this thesis work has focused on
developing a novel transport protocol for the Tactile Internet. The contribu-
tions of this thesis build upon and extend the existing literature on the topic,
resulting in a set of published works. The relation between the questions,
contributions and works is depicted in in Figure and explained below.

Contribution 1 (C1): State of the art of end-to-end solutions on
low-latency reliable communications.

In order to address Q1, Q2 and Q3, we performed an exhaustive study of
the state of the art of end-to-end solutions on low-latency reliable communi-
cations. First, we researched the specific requirements for novel reliable low-
latency use cases, focusing on the particularities of each application. Then,
we identified relevant research areas and enabling technologies, both in the
scope of transport protocols and in the scope of wireless network advance-
ments. We performed an exhaustive study on the different novel solutions
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Q5 » C5 W6

Figure 1.7: Relation between research questions and contributions

for the research areas, identifying the main methods used in each solutions.
Finally, we determined promising research topics in terms of protocols like
multi-connectivity, context awareness; and in terms of network support, such
as edge computing and self-organizing networks. We collected the results of
this contribution on the work (W1) A Survey of End-to-End Solutions for
Reliable Low-Latency Communications in 5G Networks.

Contribution 2 (C2): Design of a transport protocol for low-la-
tency reliable communications (The Multi-Connection Tactile In-
ternet Protocol).

In order to answer Q4, we took our previous knowledge from C1 and
designed a transport protocol protocol for low-latency reliable communica-
tions: The Multi-Connection Tactile Internet Protocol (MTIP). The pro-
tocol is based on the studied relevant enablers, such as multi-connectivity
and context awareness. The aim of the protocol is to transport remote con-
trol commands of Tactile Internet applications flexibly and maintaining high
levels of reliability combined with low latency.

Contribution 3 (C3): Creation and verification of formal models
that accurately depict the protocol.
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Following the work on C2, we identified the main properties that define the
protocol and created formal models to perform an exhaustive verification of
its operation. We separate the properties into correctness and performance
properties. Correctness properties are used to perform a formal verification
of the protocol data transmission, while performance properties take into
account the trade-off that exists in multi-connectivity between enhanced
performance versus resource waste.

The combination of C2 and C3 resulted in two works, (W2) Modeling
and verification of the Multi-connection Tactile Internet Protocol and (W3)
Verification of a multi-connectivity protocol for Tactile Internet applications.

Contribution 4 (C4): Implementation of the protocol and API that
exposes the protocol capabilities flexibly for applications.

We developed an implementation of the protocol in a widely used operating
system and language, as well as an API that exposes the protocol capabilities
flexibly for applications. The protocol is programmed in C++ and works on
the Linux operating system. The API offers two versions in C and C++ and
offers the application an interface to expose its requirements and flexibly
configure the protocol.

Contribution 5 (C5): Evaluation of the performance of the protocol
through simulations and real-world experiments.

In order to answer Q5, we took our previous C4 and performed an evalua-
tion of the protocol in a simulated environment and real-world experiments.
For the simulated environment, we used the tools Mininet [38] and Netem
[39] to create a topology with multiple paths and studied the impact of dif-
ferent configurations of the protocol. For the real-word experiments, we first
studied the capabilities of a real 5G testbed at the University of Méalaga
(UMA) [40] to support remote control communications, and then we created
an scenario with multiple cellular paths (such as 4G, and 5G NSA and SA)
to deepen into the impact of different configurations of the protocol.

The results of C4 and C5 are the works (W4) Implementation and eval-
uation of the Multi-connection Tactile Internet Protocol and API, (W5) A
Coordination Framework for Exzperimentation in 5G Testbeds: URLLC as
Use Case and (W6) Performance Analysis of The Multi-connection Tactile
Internet Protocol over 5G.

1.2.3 Document Structure

This section provides a comprehensive overview of the organization and
structure of the document. It outlines the different chapters and appendices
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included in the thesis and highlights their objectives and contributions. The
document is structured in six main chapters and two appendices.

e Chapter I - Introduction. This chapter comprises the motivation
and provides the research outline of the thesis.

e Chapter II - State of the Art. This chapter presents an overview
of end-to-end solutions for reliable low-latency communications in 5G
networks.

e Chapter 111 - The Multi-connection Tactile Internet Protocol
(MTIP). This chapter introduces the Multi-connection Tactile Inter-
net Protocol and its architecture, design, and functionality.

e Chapter IV - Modeling and Verification of MTIP. This chapter
describes the models developed for MTIP in PROMELA and timed au-
tomata. It also presents the verification of correctness properties with
SPIN and performance properties with UPPAAL.

e Chapter V - Implementation and Evaluation of MTIP. This
chapter discusses the implementation details of MTIP and presents
the evaluations performed in both a simulated environment and a real
5G platform.

e Chapter VI - Conclusion and Future Work. This chapter sum-
marizes the thesis and outlines directions for future research.

e Appendix A - Resumen en Espanol. This appendix provides a
summary of the thesis in Spanish, following the regulations of Univer-
sity of Malaga.

e Appendix B - MTIP Implementation Details. This appendix
includes detailed information on the implementation of MTIP and the
APL.

This structured approach aims to provide a clear and concise understand-
ing of the thesis to the reader and aid in an efficient navigation through the
document.
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CHAPTER 2. State of the Art: End-to-End Solutions for Reliable
Low-Latency Communications in 5G Networks

SUMMARY:

This chapter summarizes end-to-end solutions that enhance reli-
able, low-latency communications. It evaluates different enabling tech-
nologies and their impact on key performance indicators. Moreover, it
analyzes common methods to improve the performance and concludes
with a discussion on promising research topics.
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2.1 Enmabling Technologies and Solutions

Works such as that of Elbamby et al. [4I] or that of Parvez et al. [42]
have helped in the selection of the enabling technologies for low latency and
high reliability. Elbamby et al. [41] study the importance of reliability and
latency in virtual reality and present multi-connectivity, edge computing and
multicasting as enabling solutions; whereas Parvez et al., [42] study some
of the increasingly important novel technologies for 5G, such as software-
defined networking, network function virtualization and edge computing.
Moreover, it also presents network technological enablers with the potential
to complement these ones, such as information-centric networking (ICN).
Based on these surveys, the enabling technologies and solutions selected for

this work are shown jointly in Figure 2.1}
1
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Figure 2.1: Enabling technologies in 5G networks

2.1.1 End-to-end Protocols

Novel communication protocols can be classified into three main categories.

e Single-path protocols: Single-path protocols are the most com-
monly used in current Internet. An inefficient protocol limits the pos-
sibility of taking advantage of network capabilities, so enhancements
on single-path protocols are the natural evolution of the existing pro-
tocols.

e Multipath protocols: As Qadir et al. [43] noted, the Internet’s
future is inherently multipath. Multihoming capabilities, path/inter-
face /network diversity, data centre enhancements and wireless commu-
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nications are leading networking into the use of multi-access connec-
tivity. The benefits of multiple connectivity include better reliability,
network offloading, improved availability, etc.

e Multicast protocols: Poularakis et al. [44] and Araniti et al. [45]
reflect on the growth of mobile multicast applications and present mul-
ticasting as a key opportunity in future 5G networks. Sending the same
copy of information to multiple receivers at a given moment of time
can provide lower latencies, higher scalability and network offloading.

2.1.2 Network Support

The network technologies selected that support application/protocol opera-
tion to reduce latency and to increase reliability are the following;:

¢ Edge computing (EDGE): Edge computing consists of moving the
cloud and some network functions closer to the user to provide ser-
vices locally and consequently improve performance, such as a reduced
latency.

e Software-defined networking (SDN): SDN entails creating a de-
coupled architecture that splits the control and data planes. SDN
allows intelligent routing, flexibility, programmability and facilitates
virtualization [46].

e Network function virtualization (NFV): NFV aims to virtualize
network functionalities. NFV decouples software functionalities from
physical equipment to offer better flexibility, scalability, latency, relia-
bility, capacity, etc.

¢ Information-centric networking (ICIN): ICN is an approach to
redesign the current Internet infrastructure to leave behind the point-
to-point paradigm and embrace data replication, content distribution,
naming schemes and catching [47, [48§].

2.1.3 Application Programming Interface (API)

The concept of the API is present in most of the enabling technologies. Appli-
cation programming interfaces are intermediaries that facilitate application
layers to manage information of the layers below in order to work flexibly
according to the needs. Taking advantage of information outside of a layer’s
scope of work and managing these functionalities could result in a better
service that would benefit both the applications, with performance improve-
ments, and the network, with reduced overload. The traditional socket API
is too low-level, simple and inflexible [49, [50} [5I] and has been questioned
for a long time. This has created an arising interest in the topic.
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2.2 Common Methods and Techniques

In this section, we introduce a taxonomy that categorizes common solutions
adopted by the enabling technologies to meet the desired requirements in
terms of latency or reliability. We anticipate that the taxonomy depicted in
Figure [2.2] will be used to classify future papers as well. Section [2.4] includes
references that discuss and demonstrate these methods in their contributions.

Data plane Management

Congestion Traffic Shaping Scheduling  Retransmission Caching
Control
Packets Paths Interfaces
Coding Transport Protocol Enhancement
I |
Network Coding FEC Extension for Protocol Selection

Multi-connectivity

Context Awareness

IBN Application Awareness Network Awareness Cross-layer

Slice Management

‘ ‘ ‘ NFV ‘

EDGE e Local 2 Network
Selectiois Offloading Breakout MANO  Controller Rerouting Stitching
I

Redundancy  Placement & Migration Scaling Service Chain

Optimization

Figure 2.2: Common methods and techniques for latency and reliability
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2.2.1 Data Plane Management

There are several ways to address latency and reliability in end-to-end pro-
tocols such as TCP, UDP or SCTP over 5G networks. One immediate ap-
proach is to modify the fundamental mechanisms for managing the data flow
in these protocols. Such modifications include: the vast literature on con-
gestion control mechanisms in protocols like TCP for wireless networks,
changes in retransmission algorithms for early confirmation or deletion of
unnecessary ACKs (possible in the lower radio level), or intelligent traffic
shaping to prioritize certain types of traffic.

Another popular method in the revised literature is using intelligent
packet delivery scheduling methods with three different alternatives: a) split-
ting packets into tasks for one connection (packet scheduling), b) using
multiple connections on a single interface and selecting one or more to send
packets (path scheduling), and c) using a multi-homed device with multiple
interfaces and selecting interfaces for sending packets (interface schedul-
ing), possibly duplicating the packets.

The last relevant method in data plane management is caching. Caching
involves storing frequently accessed data content and routing popular re-
quests to reduce retrieval delay. This method is commonly applied in the
context of Information-Centric Networking (ICN) and has been shown to
significantly improve end-to-end latency.

2.2.2 Transport Protocol Enhancement

Two techniques being explored are a) extending a well-known single-path
protocol to support multi-connectivity, improving reliability and through-
put and further KPIs (we refer to this category as extension for multi-
connectivity), and using a flexible protocol stack that can select different
protocols based on network state, parameters, or requirements (we refer to
this category as protocol selection). This latter approach is often com-
bined with context awareness information that could help reduce the latency
and enhance the reliability.

2.2.3 Coding

In data transmissions, coding refers to sending information with some mod-
ifications in order to enhance communication. This is often done by adding
redundancy, allowing data to be decoded at the destination in different ways.
This work considers two well-known coding forms: forward error correc-
tion (FEC) and network coding. FEC is an end-to-end technique that
detects and corrects errors without retransmissions, improving reliability,
throughput, and latency. Network coding allows intermediate nodes to send
coded data in multiple packets, allowing the original message to be decoded
if enough packets arrive at the destination, according to most variants.
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2.2.4 Context Awareness

Utilizing information beyond the scope of a protocol or layer to enhance
performance and improve specific key performance indicators like latency
and reliability is known as context awareness. The 5G network is expected
to be fully context-aware [52], generating interest in research groups such as
the Path Awareness Networking Research Group [53].

Context information can be extracted from various sources, including
higher or lower layers of the protocol stack. Application awareness in-
volves monitoring the information flow from the application layer to im-
prove latency, reliability, throughput, or general performance in the lower
layers. Network awareness considers network conditions or configurations
to make decisions about parameters and usage of certain higher layer proto-
cols or applications. Cross-layer approaches refer to the exposure of infor-
mation between layers and working jointly to fulfill different requirements at
execution time. Finally, Intent-based Networking (IBN) is a concept that in-
volves taking into account user preferences and applying logical intelligence
to map or translate them into policies that can be applied in the current
protocol, network, or operating scope [54].

2.2.5 Slice Management

The concept of network slicing in 5G networks has gained significant atten-
tion in recent years. In general, network slicing refers to the logical division
of a network to isolate resources in order to maintain a certain level of qual-
ity, such as latency and reliability, for specific users and services. Since the
5G network slice is end-to-end, most of the common methods related to slice
management are connected to the management of the enabling technologies
in the network support category, such as EDGE, SDN, and NFV.

One of the most common methods to reduce latency is the EDGE tech-
nology. A proper EDGE selection would reduce the distance between end
users and thus, result in enhanced latencies. Local breakout (LBO) is an-
other promising solution that sends data packets through closer destinations,
such as EDGE or local nodes, instead of the central core network, to reduce
excessive delay in the core network load. In addition, offloading is a net-
work solution based on leveraging the processing or execution of tasks to the
network that is highly coupled with EDGE since it allows easy deployment
in the closer places of the network.

Network function virtualization management and orchestration
(NFV MANO) constitutes another series of common methods and tech-
niques for slice management. Optimized selection of VNF placement and
migration of services would mean offering a better service with enhanced
KPIs. Several methods regarding service chain optimization, such as
refactoring, pipelining, using parallelism, etc. also result in enhanced com-
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munication with better latency, throughput or reliability. Moreover, the na-
ture of NFV allows VNFs to be simultaneously deployed in different parts of
a network. This redundancy provides better service in terms of reliability
and even latency. Finally, resources are allocated to VNFs in terms of CPU
cores and memory, among others. A proper dynamic allocation or scaling
of these resources at runtime would enhance the overall communication and
reduce potential overload.

Regarding the role of SDN in the network slice, proper controller place-
ment would reduce the latency between SDN nodes while rerouting or dy-
namically changing routing tables would provide sufficient network flexibility
so as to adapt to network or application requirements. Finally, network
stitching or slice stitching is another relevant slice management method.
This method modifies the functionality of an existing slice by adding and
merging the functions of another slice in order to enhance the overall oper-
ations or concrete KPIs such as the reliability and latency.

2.3 Parameters Evaluated

To complete the characterization of the literature, on top of the previous
taxonomy, we consider a number of parameters that include key performance
indicators and other relevant metrics.

2.3.1 Key Performance Indicators

Key performance indicators are specific network measurements that aid in
the monitoring, optimization, and characterization of services. Some well-
defined 5G-PPP KPIs have been taken from the 5Genesis project [55, 56]
and have been set as goals to assess the various contributions as feasible
enablers in subsequent sections. The KPIs under study are the enhancement
of latency, the increase in reliability and the improvement of the throughput.
While the first two KPIs are crucial in the communications under study, the
third one is present in a number of critical communications that share video
content

2.3.2 Other Parameters

Quality characteristics beyond KPIs are also considered important in charac-
terizing contributions to critical communication networks. Two such charac-
teristics are partial reliability and heterogeneous networks. Partial reliability
refers to the ability to achieve low latency without sacrificing reliability en-
tirely. In some cases, certain data transmissions can tolerate some loss in
favor of lower latency. Although partial reliability does not meet all critical
communication requirements, it can still meet the demands of certain types
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of reliable low-latency communications, making it an interesting feature to
consider. The support of heterogeneous networks is another key character-
istic to consider. Solutions that can work properly, maintain fairness and
adapt to changes over various technologies with diverse characteristics, add
significant value to critical communication networks.

2.4 Analysis of the State of the Art

This section presents a range of novel solutions organized by the enabling
technologies. To provide a clearer understanding of the contributions, several
tables are presented summarizing the main methods used for achieving their
respective goals and their main impact on KPIs and other parameters.

2.4.1 End-to-end Protocols

Tables 2.1} 2.2} [2:3] present all the contributions studied on single-path, mul-
tipath, and multicast protocols. Recent single-path protocol contributions
usually prioritize low latency and high throughput over reliability. In con-
trast, multipath protocol solutions focus on reliability, but also have solutions
for increasing throughput and reducing latency. Finally, multicast protocols
also focus on reliability through the use of multiple copies of information,
which can also improve throughput in some cases, but latency is not typically
a major consideration.

Table 2.1: Comparison of protocol solutions: Single-path protocols

KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
moigil;:tsigrrlrsl_—ISI DP Mgmt: Retransmission v v
ER TCP Pert [58] DP Mgmt: Retransmission v v
TCP-ROME [59] Scheduling: Paths v v v
TCP VEGAS* [60] DP Mgmt: Congestion Control v v v v
TCP 5G mmWave Ctxt Awa: Cross-layer v
Networks [61] DP Mgmt: Retransmission
Advanced 5G-TCP [62] | DP Mgmt: Congestion Control v v v
TCP BBR [63] DP Mgmt: Congestion Control v v v
Gambhava et al. [64] | DP Mgmt: Congestion Control v v v
Ctxt Awa: Cross-layer
Zhu et al. [B5] DP Mgmt: Congestion Control v v v
Luo et al. [66] DP Mgmt: Congestion Control v v
ASAP [67] Ctxt Awa: Cross-layer v
STRP [68] DP Mgmt: Retransmission v v
Scheduling: Packets
PrefCast [69] Ctxt Awa: IBN v
Park et al. [70] DP Mgmt: Retransmission v v
SCReAM [71] DP Mgmt: Congestion Control v v v v
Mittal et al. [72] Ctxt Awa: Cross-layer v v
L4S Architecture [73] | DP Mgmt: Congestion Control v v v
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Table 2.2: Comparison of protocol solutions: Multipath protocols

‘ KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
LISP-HA [74] Scheduling: Paths v v v
Scheduling: Paths
Yap et al. [73] Ctxt Awa: Application ‘ v ‘ v
Singh et al. [76] | Scheduling: Interfaces v v v
Gonzalez-Muriel Lo .
et al. [77] Scheduling: Interfaces ‘ v v ‘ v
MPTCP [78] TP Enh.: Extension for MC v v
Coding: Network Coding
NC-MPTPC (23] Scheduling: Paths ‘ v v ‘ v
Coding: Network Coding
FMTCP [79] Scheduling: Paths 7 7 7
Hurtig et al. [80] | Scheduling: Paths ‘ v ‘ v
QoS-MPTPC [81] | Scheduling: Packets v v
ADMIT [82] Coding: FEC | v v v | v
Scheduling: Paths
PR-MPTCP+ [&3] Ctxt Awa: Network 4 * ¢ * 4
MPFlex [84] Scheduling: Paths | v v |
Lee et al. [85] Scheduling: Paths v v
Multipath > D
PERT |[S6] Scheduling: Paths ‘ v v v ‘ v
Multipath . o B T
QUIC [87] TP Enh.: Extension for MC v v v v
MPRTP [88] TP Enh.: Extension for MC ‘ v v v ‘
TP Enh.: Extension for MC
EMSTP [89] Coding: FEC v v v
TP Enh.: Extensions for MC
MPMTP [90] Coding: FEC ‘ v v ‘ v v
HMTP [91] Coding: FEC v v v
MPMTP-AR [92] | Scheduling: Paths \ v v \
m2CMT [93] Scheduling: Paths v v v
A-CMT [94] Scheduling: Paths ‘ v v ‘ v

Table 2.3: Comparison of protocol solutions: Multicast protocols

KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
Zhu et al. [95] Scheduling: Paths v v v
Tsimbalo et al. [96] | Coding: Network Coding v ‘ v
Xiong et al. [97] Scheduling: Paths v v
. Coding: Network Coding
Chi et al. [98] DP Mgmt: Retransmission v v
Roger et al. [99] Ctxt Awa: Cross-layer v
ECast [100] DP Mgmt: Retransmission v ‘
. Ctxt Awa: Cross-layer
Wkt 6 elb |t DP Mgmt: Congestion Control U 4
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2.4.2 Network Support

Tables 2.5 and show the solutions presented for the technolo-
gies that provide network assistance in current and future networks. Edge
computing solutions typically reduce latency, due to the reduced distance
between the endpoints of communication, while SDN, NFV and ICN pro-
posals focus also mostly on decreasing the latency, but consider reliability
and throughput more extensively.

Table 2.4: Network support proposals: EDGE

KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
. Ctxt Awa: Cross-layer
Garcia et al. [102)[103] ‘ Slice Mgmt: Local }Br('ak()ut v
Zhang et al. [104] Slice Mgmt: Offloading v v
Ctxt Awa: Application
CASH [105] ‘ Ctxt Awa: Network v v v
Lee et al. [106] Slice Mgmt: Local Breakout v
Cattaneo et al. [107] ‘ Slice Mgmt: Local Breakout v ‘ v
Ctxt Awa: Network
Huang et al. [105] Ctxt Awa: Cross-layer I
Heinonen et al. [109] ‘ Slice Mgmt: EDGE Selection v ‘ v
Schiller et al. [110] DP Mgmt: Caching v v v
Yang et al. [I11] ‘ VNF MANO: Scaling ' ‘ v
Cziva et al. [112] VNF MANO: Plemt & Migr. v v
Nunna et al. [113] ‘ Ctxt Awa: Network v ‘
Dutta et al. [114] Slice Mgmt: Offloading v
Slice Mgmt: EDGE Selection
Taleb ct al. [115] VNF M%%NO: Plemt & Migr. v
Edgent [116] Slice Mgmt: Offloading v
Maier et al. [I17] | Slice Mgmt: Offloading v v v | v
Liu et al. [118] Slice Mgmt: Offloading v v v

Table 2.5: Network support proposals: SDN

KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
Pagé et al. [119] DP Mgmt: Traffic Shaping v
Costa-Requena e T T (T erefhre
et al. [120] DP Mgmt: Traffic Shaping v v v
Slice Mgmt: EDGE Selection
Wang et al. [121] Slice Mgmt: Offloading v v
q q Ctxt Awa: Network
LLefiétotintids &b alb (1 Slice Mgmt: Rerouting 7
. Ctxt Awa: Network
Awobuluyi et al. [46] Slice Mgmt: Rerouting v v v ‘
Slice Mgmt: EDGE Selection
Garg et al. [T23] Slice Mgmt: Offloading 7 7
Han et al. [124] Slice Mgmt: Controller Placement v ‘
G. Wang et al. [125] | Slice Mgmt: Controller Placement v
Slice Mgmt: Network stitching
Yap et al. [[26] Scheduling: Paths v v v ‘ v
RLMD [127] Slice Mgmt: Controller Placement v v
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Table 2.6: Network support proposals: NFV

Main Methods

Raza et al. [128][129]
Qu et al. [130]
Mekikis et al. [131]
Ding et al. [132]
Nascimento et al. [133]
Cho et al. [134]
Sun et al. [135]

Fan et al. [136]
Bekkouche et al. [137]

Valsamas et al. [138]
Yao et al. [139]

‘ NFV MANO: SC Optimization

| NFV MANO:

NFV MANO: Plemt & Migr.
NFV MANO: Scaling
NFV MANO: Redundancy

NFV MANO:
NFV MANO:
NFV MANO:
NFV MANO:
Slice Mgmt: EDGE Selection
Slice Mgmt: Offloading

NFV MANO: Plemt & Migr.

Plemt & Migr.

Redundancy

Slice Mgmt: Network Stitching

SC Optimization ‘
SC Optimization ‘

SC Optimization

KPI Other Parameters
Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
v v
v v v
v v v v
v
v
v v
v v
v
v v
v v
v v

‘ Slice Mgmt: Network Stitching ‘

Table 2.7: Network support proposals: ICN

KPI Other Parameters
Main Methods Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
q NFV MANO: Plemt & Migr.
Liang et al. [140] DP Mgmt: Caching ¢ 4 i
Tf:?ﬁfzge;: 43%' DP Mgmt: Caching v
Zhang et al. [144] DP Mgmt: Caching v
Sardara et al. [145] Ctxt Awa: Cross-layer v v v v
Dannewitz et al [146] | DP Mgmt: Caching v v
Wang et al. [147] Ctxt Awa: Cross-layer v v v
Vakilina et al. [148] DP Mgmt: Congestion control v v v v

2.4.3 Application Programming Interface

Table presents API contributions. The majority of API contributions
help reducing the latency, increasing the throughput and enhancing reliabil-

ity, sometimes at the cost of another KPIs.

Table 2.8: API proposals’

Main Methods

Jones et al. [49]

Trammell et al. [50]
Scharf et al. [149]
Hesmans et al. [150]
Hesmans et al. [151]

NEAT [152] [153]
TAPS [154]
Nielsen et al. [155]
Multi-sockets [156]
Msocket [157]
Socket Intents [158]

Chronos [159]
Belay et al. [160] [161]
Siddiqui et al. [162]

TP Enh.: Protocol Selection
Ctxt Awa: IBN

TP Enh.: Protocol Selection
Ctxt Awa: Cross-layer
Scheduling: Paths
Scheduling: Paths

Ctxt Awa: IBN

Ctxt Awa: Network

TP Enh.: Protocol Selection
TP Enh.: Protocol Selection
Scheduling: Paths

Ctxt Awa: Cross-layer

TP Enh.: Protocol Selection
TP Enh.: Protocol Selection
Ctxt Awa: IBN

Scheduling: Paths

Ctxt Awa: Cross-layer

Ctxt Awa: Cross-layer

Ctxt Awa: IBN

KPI Other Parameters
Low High High Partial HetNet
Latency Reliability Throughput | Reliability Support
* * * *
* * * * *
| v v
v v v
| v v v
* * * * *
‘ * * * * *
v v v
v v v v
* * * * *
‘ v v
v v
| v v
* * * * *

L A x indicates that the parameter can be addressed at the cost of another parameter
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2.5 Evaluation and Challenges

In this evaluation, we follow three classification criteria to report some con-
clusions: first, we analyse the combination of different enabling technologies;
then, we study the KPI concentrations and coverage according to each ap-
proach; and finally, we reflect on the different methods used in the literature.

2.5.1 Combination of Enabling Technologies

First, due to the overlap experienced while presenting different enabling tech-
nologies, Table was generated to achieve a better understanding. It
identifies the relationships between the enabling technologies and shows the
contributions that combine multiple enabling technologies. This table does
not include the category “single-path protocols” since it would not contribute
to the evaluation and would add a large number of unnecessary entries in
the table (every communication needs a protocol; thus, when it is not a mul-
tipath or multicast, it is usually single path). We also analyse the impact of
APT in the contributions separately.

Table 2.9: Proposals combining multiple enabling technologies

References Multipath Protocols Multicast Protocols EDGE SDN NFV ICN
|[111] [120] [110] [163] [131] [109] v v v
|106] [107] [112][114] [137] v v
|101] |95][97][100][127] v v
|[102] [108] [121] [123] v v
[126][46] v v
|130] v v v
[133] v v
|118] v v
[143] v v v
|144] v v
[148] v v v
|145] v v
[140] v v

The table content highlights the strong association between EDGE, SDN,
and NFV, with five contributions each on EDGE and SDN, EDGE and NFV,
and two on SDN and NFV, as well as six additional contributions combin-
ing all three. There is also a strong coupling between multicast protocols
and SDN, with five contributions combining both technologies. ICN shows
a strong link with other technologies, with five out of seven contributions
combined with other technologies, especially with EDGE.

API is commonly combined with many enabling technologies due to its
ubiquitous nature. In multipath protocols, API provides better control of
different paths and protocol decisions. Examples of such contributions are
NEAT [152), 153], TAPS [I54] and Schmidt et al. [I58]. Many other contri-
butions include API as a means of achieving the requirements without being
the main topic, such as Nunna et al. [I13], Taleb et al. [I15], Mahajan et
al. [I0I] and Sardara et al. [I45]. Overall, APIs have proven to be a valu-
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able approach to enhance latency and reliability. Many papers on the topic
assess increased reliability and decreased latency while also considering sup-
port for other KPIs and parameters as evaluated in Section[2.5.2] Therefore,
we consider API to be a promising topic for discussion in Section [2.6

2.5.2 KPI Coverage

Figure [2.3]summarizes the enabling qualities of each technology based on the
analyzed contributions in this work. Each technology is presented in a radar
chart that sets the line closer to the edges proportional to the percentage of
contributions that focus on that KPI. In general, the literature has a high
level of treatment of the latency KPI, followed by a medium-high level of
treatment of reliability. Throughput and HetNet support are parameters
frequently addressed, while partial reliability is not commonly a main point
of study in contributions aimed at enhancing the latency or reliability.

As enablers, APIs and multipath protocols are the approaches most fre-
quently used to address multiple KPIs. APIs address all parameters with at
least a medium-high level of coverage, while in multipath protocols, there is a
high level of work aimed at improving reliability, throughput, with a medium
level on addressing HetNet support and latency. Then, single-path protocols
and NFV also present a wide scope. In single-path protocols, latency and
throughput are the main points, but HetNet support and partial reliability
are also addressed a number of times; whereas NFV solutions focus mostly
on latency but also address reliability and HetNet support. Each remaining
technology has one or two differentiated main topics: reliability in multicast
protocols, latency and HetNet support in EDGE and ICN, and latency and
reliability in SDN.

All things considered, each enabling technology has its strengths and
weaknesses, which can be combined to achieve the desired requirements, as
will be discussed in Section

2.5.3 On the Common Methods and Techniques

Figure [2.4] provides a clear overview of the methods and techniques used to
achieve low latency and/or high reliability in existing literature One thing
learned from this picture is that they reuse and enhance existing mecha-
nisms to improve 5G, but there is some small novelty in the new mecha-
nisms for 5G. Many of the methods are classic versions of basic mechanisms
coming from fixed networks (congestion control or cross-layer) or techniques
used to optimize end-to-end communications in previous 4G mobile com-
munication networks (coding, context awareness, EDGE enhancements and
multi-connectivity). Only a small number are specifically focused on 5G,
like NFV or SDN methods, but they are also widely used in cloud (not wire-
less) environments. This first observation confirms that the core methods for
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Single-path protocols Multipath protocols
LOW LATENCY LOW LATENCY
HETNET . HIGH HETNET . HIGH
SUPPORT RELIABILITY SUPPORT RELIABILITY
PARTIAL HIGH PARTIAL HIGH
RELIABILITY THROUGHPUT RELIABILITY THROUGHPUT
Multicast protocols API
LOW LATENCY LOW LATENCY
HETNET . HIGH HETNET . HIGH
SUPPORT V RELIABILITY SUPPORT RELIABILITY
PARTIAL HIGH PARTIAL HIGH
RELIABILITY THROUGHPUT RELIABILITY THROUGHPUT
EDGE SDN
LOW LATENCY LOW LATENCY
HETNET HIGH HETNET HIGH
SUPPORT RELIABILITY SUPPORT RELIABILITY
PARTIAL HIGH PARTIAL HIGH
RELIABILITY THROUGHPUT RELIABILITY THROUGHPUT
NFV ICN
LOW LATENCY LOW LATENCY
HETNET HIGH HETNET . HIGH
SUPPORT RELIABILITY SUPPORT RELIABILITY
PARTIAL HIGH PARTIAL HIGH
RELIABILITY THROUGHPUT RELIABILITY THROUGHPUT

Figure 2.3: Mapping of the enabling technologies used to classify parameters

based on their contributions
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end-to-end solutions in different network technologies have some continuity
and there are improvements and adaptations to new networks, but 5G does
not mean a hard break when considering the latency and reliability. More
revolutionary techniques are probably in the radio access part, but they are
not part of the survey because we limit this survey to end-to-end solutions.

Data plane Management

Congestion Control Traffic Shaping Retransmission Caching
[60] [62] [63] [64] [66] [119] [120] Scheduling [57] [58] [61] [110] [140] [142]
[71] [73] [101] [65] |148] (68] [70] [98] [100] [144] [146]
Packets Paths Interfaces
169 [51] [59] [74] [75] [23] [79] (7] [77)

[80] [83] [84] [85]
[86] [92] (93] [94]

Coding 195”?7] [150] [_15‘1] Transport Protocol Enhancement
| [155] [158] [126] |
Network Coding FEC Extension for Protocol Selection
[23] [79] [96] [98] [82] [89] [90] [91] Multi-connectivity [49] [50] [153]

(78] [87] [88] [89] [90]
Context Awareness

[154] [156] [157]

-

Cross-layer
[61] [65] [67] [72] [99]
[101] [149] [156] [159]
[160] [102] [108] [145]
[14?']

Application Awareness
[75] [105]

IBN
[69] [49] [153] [158] [162]

Network Awareness
[83] [153] [105] [108]
[113] [122] [46]
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‘ ‘ ‘ NFV ‘ ‘
EDGE Offloading Local = \/ANO Controller ~ Rerouting oo™
Selection ' 11041 114] 116 Breakout 2] [125) [127]  (122] [ag]  Sthine
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(23] 137) 11171 18] [121]
[123] [137]
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[132] [136]
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[120] [133] [135] [136]

[134] [137] [140]

Figure 2.4: Classification of the literature according to the proposed
taxonomy
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The figure highlights the most popular topics, which include scheduling
paths, cross-layer techniques, congestion control, and EDGE support for
both offloading and selection. However, there are also some methods with
only a few related papers that we believe have more potential, especially
when combined with some of the more popular methods, such as automatic
scaling in the NFV domain. We discuss some of these promising research
topics from our perspective in the research section (Section .

2.6 Promising Research Topics

We have identified potential areas of research that may pose future chal-
lenges. One such area is edge computing, which plays a crucial role in reduc-
ing latency in communication. Despite advancements in protocols, technolo-
gies, and physical layers, there is still an inherent latency that comes with
distance. To minimize this latency, applications and services need to deploy
their instances in edge clouds closer to the user. However, this deployment
must be done efficiently, which calls for further technological innovation.

Another promising area of research is the development of a 5G end-to-end
self-organizing network. This would build upon the concept of self-organizing
networks, where networks configure themselves to adapt to user conditions.
The proposed solution involves a 5G network that can organize itself, with
applications self-organizing and selecting where to be deployed (e.g., in the
EDGE), and the network self-organizing and configuring NFV technologies
and SDN paths. This would require significant development across several
areas, including the creation of an orchestrator to reorganize services, flexible
protocols to change connections to different endpoints without affecting user
experience, and APIs to collect and offer contextual information to relevant
entities. Some interesting contributions that are leading the research in this
direction are Balevi et al. [164], Morocho-Cayamcela et al. [165], and the
aforementioned work of Eurecom [110].

The third main area for research is end-to-end protocols. In this context,
there are two primary areas of research that show great promise: multi-
connectivity and the use of more expressive APIs. One of the key methods
used for enhancing novel protocols is the scheduling of multiple paths. The
potential of multi-connectivity in enhancing different KPIs, including reli-
ability and latency, and the expansion of multi-homed devices has created
a rising interest for this advancement. However, existing multi-connectivity
solutions primarily rely on schedulers that determine how to use these paths.
We foresee potential in using multi-connectivity in a more intelligent way,
adapting the appropriate scheduling to the application requirements in each
case. In order to do so, we present the second promising topic, the use of
more expressive APIs that allow sharing context-information between lay-
ers. A more expressive API can expose network state information to the
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application and application preferences to the protocol. This exchange of
information, combined with an intelligent algorithm, can assist in the selec-
tion of key protocol configurations like the use of multiple paths, benefiting
both the application by meeting the specific requirements and the network
underneath by avoiding wasting resources. This thesis makes a contribution
to this research line on end-to-end protocols through the creation of a multi-
connectivity protocol that uses context awareness information to enhance its
operation. The upcoming chapters will provide a comprehensive overview of
the protocol and its development.
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SUMMARY: In this chapter, the Multi-connection Tactile Internet
Protocol (MTIP) is introduced. It describes the protocol packet struc-
ture, packet types and data transmission to support multiple connec-
tions. Moreover, this chapter also covers the recycling assumption that
MTIP considers for sequence numbers, as well as the MTIP API and
context information it supports.
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3.1 Overview of MTIP

The Multi-connection Tactile Internet Protocol is a transport protocol for
the remote control of Tactile Internet applications. The foundation of MTIP
is the use of multiple paths to send data in a redundant way. MTIP combines
this capacity with the use of context information to send latency-aware data
in a more reliable and flexible way. Figure [3.1] presents an overview of the
protocol in the TCP/IP stack.

T L s T R

Application Application
App preferences |?; Network Status [ App preferences | Network Status
Reception Dispatch Reception Dispatch
Algorithm TP Algorithm Algorithm MTIP Al;orithm
P P P P P P
Network Network Network Network Network Network
Access Access Access Access Access Access
i ee T :
............... SRS T T
........................... ST WIE T T

Figure 3.1: Sample scenario for MTIP applications

MTIP creates a link between a Tactile Internet device and a remote con-
troller. This link consists of multiple sublinks that represent independent
end-to-end connections through different wireless communication networks
such as 5G or 6G, as shown in Figure 3.2l MTIP is envisioned for current
modern networks with multi-homed devices and multiple path options [43].
Specifically, it is envisioned for large private networks, the typical environ-
ment of Tactile Internet use cases such as the remote control of industrial
machinery or manufacturing. MTIP makes use of the specific mechanisms
that private networks offer to function properly. These mechanisms include
security, such as ciphering at the air interface and secure GTP tunnels [166]
in the fixed part of the network, and synchronization, such as the Global
Navigation Satellite System (GNSS) and the Precision Time Protocol (PTP)
[167], which complement MTIP operation.
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Figure 3.2: Use of multiple sublinks in MTIP

3.2 The MTIP Packet

The packet structure of MTIP in Figure [3.3|builds on a lightweight UDP-like
header and includes additional fields to optimize it for the Tactile Internet
(shown in blue). Timestamps are used to manage packet deadlines, sequence
numbers ensure proper ordering and detect duplicates, and flags distinguish
between the two types of packets used on MTIP: data and control packets.

< 32 bits R
I‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIII’I
SOURCE PORT | DESTINATION PORT
LENGTH CHECKSUM
TIMESTAMP
FLAGS | SEQNUMBER

Figure 3.3: The MTIP header

3.2.1 Data Packets

Control packets contain the application data in their payload. They can be
sent from one or multiple sublinks, depending on application preferences.
On the receiving end, these packets go through the reception algorithm to
determine if they are relevant to the application layer. If DATA packets
carry the flag PRIO, they are sent directly to the application.

3.2.2 Control Packets

Control packets are identified by different flags and manage link operation.
They are sent from all available sublinks in two or three way handshakes
which are considered successful if at least one message of each type is re-
ceived at the correspondent endpoint. They do not go through the reception
algorithm to determine if they are relevant to the application layer. A sum-
mary of the different MTIP operations is shown in Figure [3:4]
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Figure 3.4: Main MTIP operations
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o LINK: Packets with the flag link share information about the available
source interfaces (IP and port pairs), in order to establish a link with
the remote endpoint. The result is the creation of a link, constituted

by multiple sublinks.

e PREF: Preference packets transmit information about the applica-
tion’s preferences to the other endpoint to ensure that they are syn-

chronized.
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o KPA: Keep alive packets are sent periodically to perform measure-
ments in the sublinks and keep the KPI databases updated in the
sublinks that are not in use.

e CHAR: Characterization packets also perform measurements of the
state of the network. However, these messages perform an exhaus-
tive characterization that can create a high overload due to the large
amount of packets sent, so the application is responsible for choosing
when to perform this kind of measurement.

e FIN: Fin packets close the communication. On receiving these mes-
sages, MTIP closes the link at both endpoints and frees all resources.

¢ ACK: Every time a data or control packet different than ACK is sent,
MTIP sends an ACK back to the same sublink, with the same se-
quence number. These packets carry two types of information in the
payload: information about the success or failure in the processing of
the packet and information about the latency in order to have synchro-
nized databases at each endpoint.

3.3 Data Transmission

MTIP offers various methods for data transmission. It can replicate data
across all available sublinks, leave the choice to the application, or use an
intelligent selection of sublinks through the MTIP sending algorithm. Using
all sublinks simultaneously could maximize certain KPIs such as reliability;
however, it would in most cases also result in a waste of network resources.
On the receiving end, packets go through a reception algorithm to evaluate
their relevance to the application layer. AN example Message Sequence
Chart (MSC) of MTIP’s data transmission is shown in Figure

MTIP does not define explicit methods for flow control or congestion
control beyond ensuring the order of messages to the applications. TI ap-
plications usually use short, latency-aware TI packets in a periodic pattern
where including artificial waiting periods for the packets could negatively
impact the low latency needs for TI.

3.3.1 The MTIP Sending Algorithm

The MTIP sending algorithm is able to adapt to conditions maximising the
KPIs and minimising the waste of resources. As shown in Figure 3.6 it
makes two decisions i) the amount of sublinks to use and ii) which sublinks
to use.

MTTIP starts sending data packets on all sublinks. Upon the reception of
ACK packets, it evaluates if too many duplicate packets are being received
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Figure 3.5: Example MSC of MTIP’s data transmission
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Figure 3.6: The MTIP sending algorithm
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or if too many packets are lost or late. It makes so comparing the received
packets with the percentage thresholds defined by the application in the
duplicate threshold and loss-late threshold. Based on this, MTIP
reduces or increases the number of sublinks in use, respectively. Then, MTIP
assess which specific sublinks should be used for transmission by ranking the
available sublinks. The application indicates whether this ranking should
be done taking into account just the latency of the sublinks (100% latency
weight), just the reliability (0% latency weight), or a weighed mean using
both KPIs. The latency and the reliability of the sublinks are characterized
by network measurements as defined in Section

3.3.2 The MTIP Reception Algorithm

The MTIP reception algorithm is presented in Figure [3.71 This algorithm
checks three main points before sending the data to the application: i) the
data does not arrive late, ii) the data has not already been received, and iii)
the data is in the expected order.

Packet
received

Packet is late ~Check ™~ _Packet is ontime
timestamp
Packet is a duplicate Check Packet is new
eq numbe
Packet out of order " Check™_Packet expected
seq numbe)
h 4 A A

4
. Send to
Discard packet Store packetf--------------un- > ne
P P Send before application
deadline
| Send back |
” ACK N

Figure 3.7: The MTIP reception algorithm

To check i), MTIP uses the timestamp on the packets to calculate the
latency of each packet and compares it to the maximum latency that the
application supports. To check ii) and iii), MTIP checks the sequence number
of the packets, since duplicate packets share the same sequence number and
new packets increment the number sequentially. It is important to note that
MTIP saves information about the packets that has already received, so
when a packet arrives at the receiving side, its sequence number is checked
against a list that holds the sequence numbers of already received packets.
Additionally, if a packet is out of order, MTIP stores it until the missing
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packet is received or until it is considered lost. A packet is considered lost
when the deadline for the next packet is close to be met (refer to [168] for
further information about multipath packet expiration). The deadline of a
packet is calculated using the timestamp of the packet and the application
preference on the maximum latency supported.

3.3.3 Recycling assumption

The specific purpose of sequence numbers in MTIP is to avoid reorder and
duplication when sending the data to the consumer application. Like in all
protocols that use sequence numbers, their range is finite due to the ac-
tual limit of the protocol header, and some recycling is needed. We must
ensure that the recycled numbers cannot disturb the correct functioning of
the protocol, avoiding a negative impact in low-latency applications. Hence,
MTIP cannot benefit from the sliding window feature of other protocols like
TCP to avoid a quick recycling of sequence numbers. We need the following
premise when designing the cyclic sequence numbers in MTIP (the recy-
cling assumption): the valid maximum latency supported by a packet is
always much lower than the time needed to recycle the sequence numbers.
So, even if two packets with the same sequence number are present at the
consumer buffer, one of them will be discarded as a late packet. Note that
this is a realistic assumption as shown in Table [I.I, where the worst sce-
nario for recycling would be the one with the maximum supported latency
of 100ms. With 16-bit sequence numbers, MTIP can support a maximum
of 216 control actions in that 100ms slot to avoid two packets on time with
the same sequence number. This translates into sending a maximum of one
action every 0.0015ms (655360 packets/s). In [I], we observe that this is a
reasonable data rate for TI applications like tele-operation or automotive,
which present the most extreme case with an action every 0.25ms (4000
packets/s). In any case, longer sequence numbers could be used in specific
applications at the cost of increasing the header.

3.4 Context Awareness

MTIP uses external information to offer an enhanced service. This informa-
tion is separated into two categories: network and application awareness.

3.4.1 Network Awareness

MTTIP collects information about the state of the network through data pack-
ets and control packets (Keep alive and Characterization). This information
is stored as network KPIs for each sublink (both downlink and uplink). La-
tency and reliability are the main KPIs due to their importance in most TI
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communications; however, context information itself can be particularized in
different implementations.

e Latency KPI: When a packet arrives, MTIP calculates on the go the
latency of the sublink using the timestamp on the packet and current
time and synchronizes this information through ACK packets. Due to
possible instability in the network, this information is stored using a
weighted mean and a factor a.

stored_latency + (new _latency * )
1+a

latency =

e Reliability KPI: MTIP can measure packet loss using sequence num-
bers and ACK packets. Due to possible instability in the network, the
information is stored following a cumulative moving average, so packet
loss is measured by the percentage of packet losses in the last packets.

3.4.2 Application Awareness

MTIP is aware of application preferences through the application program-
ming interface. These preferences can be separated into two main categories.

¢ Communication preferences: Communication preferences inform
MTIP about application transport-service requirements, e.g., the max-
imum acceptable one-way latency, the duplicate threshold, the loss-late
threshold and the latency weight.

e Protocol configurations: Protocol configurations define how MTIP
works internally. These configurations are part of MTIP implementa-
tion but MTIP can choose to expose them to the application. Some
protocol configurations are the interval between Keep Alive packets,
the number of relevant packets that are used for the algorithms and
the factor v used in the latency KPI.

3.4.3 The API

MTIP presents a Socket-like API to manage both MTIP operation and con-
text awareness. Table presents the set of functions used to manage the
link and the data transmission. These functions follow traditional TCP and
UDP socket conventions. Table presents the set of functions used to
describe preferences and obtain feedback. The operation of the functions is
described in the following subsections. However, the specific details of the
current implementation developed for this thesis can be found in Section

and Appendix
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Table 3.1: MTIP API functions to manage link and data

Function Description

mtip_socket() Creation of the socket.

mtip bind() Bind of the IP and port pairs.
mtip link() Establishment of a link.

mtip send() Data sending.

mtip_receive() Reception of data.

mtip _close() Closing the link (active).
mtip_finished() Closing the link (passive).

Table 3.2: MTIP API functions to manage preferences and feedback

Function Description
mtip preferences() | Set communication preferences.
mtip feedback() Get information on network measurements.

3.4.3.1 Creation of the socket

To start a connection, the function mtip_socket needs to be executed. This
function returns a descriptor that will be used to identify the socket in future
operations. It supports an optional parameter to express any socket options
exposed by the implementation.

1 int mtip_socket (int options)

Listing 3.1: mtip socket

3.4.3.2 Bind sublinks

To receive packets in a socket, IP addresses and ports need to be bound.
Since MTIP can support multiple sublinks, a bind for each origin address
and port should be made.

1 int mtip_bind(int sd, char *addr, int port)

Listing 3.2: mtip bind

3.4.3.3 Link establishment

In order to establish a link between endpoints and exchange the information
about the available IP addresses and ports, both endpoints should execute
mtip_link. The controlled device must execute mtip_link in DEVICE mode,
to wait and listen to a connection, while the remote controller must initiate
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in CONTROLLER mode, to initiate the connection. The outcome of this func-
tion is a socket successfully linked and ready to exchange data.

I int mtip_link(int sd, uint8_t mode, char *addr, int port)

Listing 3.3: mtip_link

3.4.3.4 Reception of data

MTIP offers a function mtip_receive to set a callback for the reception of
data. This callback is a function that will be executed each time a new mes-
sage is received in the application. The information that can be retrieved in
this call consists of the data of the message and the timestamp information.
The timestamp data can be used optionally in cases that the application
require it.

| int mtip_receive (int sd, void (*callback) (char *, double))

Listing 3.4: mtip receive

3.4.3.5 Data sending

MTIP uses the function mtip_send to send data from its set of source in-
terfaces to the previously linked destination. Specific selection of sublinks
will be performed using the preferences exposed by the application with
mtip_preferences. Application can select flag PRIO to mark the packet as
urgent as described in Section

I int mtip_send(int sd, char #*message, int flag)

Listing 3.5: mtip send

3.4.3.6 Closing the link

When an endpoint closes the link, the connection closes in both endpoints,
freeing all resources. This operation is started using the function mtip_close.
However, MTIP also offers the function mtip_finished to define a callback
that will be executed if the other endpoint closes the connection, in the cases
where the application needs to act accordingly.

I int mtip_close(int sd)

Listing 3.6: mtip_close
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1 int mtip_finished(int sd, void (*xcallback) ())

Listing 3.7: mtip_finished

3.4.3.7 Preferences

Application can set preferences on the socket according to its demands.
For this purpose, MTIP offers the function mtip preferences. The prefer-
ences that can be exposed with this function includes both communication
preferences of tha application and protocol configurations that depend
on the implementation.

1 int mtip_preferences(int sd, char *prefs)

Listing 3.8: mtip_finished

3.4.3.8 Feedback

MTIP offers a function to obtain information about the link and the char-
acterization of the sublinks. The application can demand different types of
feedback information depending on the implementation.

I int mtip_feedback(int sd, char *&feedback, int type)

Listing 3.9: mtip finished

3.4.3.9 Examples

In Listings [3.10] and we provide a simplified example of the use of
MTIP’s API in C language. Listing presents a remote controller ap-
plication that tunes the MTIP algorithm and sends commands to the other
endpoint, while Listing represents a controlled device that is receiving
and processing these commands. Extended examples with additional con-
siderations on current MTIP implementation are presented in Appendix [B]
and accessible in [169].
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#define IP_1 "10.0.0.2"
#define IP_2 "11.0.0.2"
#define IP_REMOTE "10.0.0.1"
#define PORT 1111

#define SIZE 100

int main () {
/* Creation of the socket */
int socket_descriptor = mtip_socket();

/* Binding interfaces */
mtip_bind (socket_descriptor ,IP_1,PORT);
mtip_bind(socket_descriptor ,IP_2,PORT);

/* Configuring link preferences */
char preferences_json[SIZE] = "{\n"
" \"maxLatency\": 1le+7,\n"
" \"duplicateThreshold\": 20,\n"
" \"losslateThreshold\": 5,\n"
" \"latencyWeight\": 50"
"}

mtip_preferences (socket_descriptor, preferences_json);

/* Linking socket */
mtip_link (socket_descriptor, MTIP::Mode::CONTROLLER,
< IP_REMOTE, PORT);

/* Sending information */
char msg[SIZE] = "COMMAND";
mtip_send(socket_descriptor, msg, MTIP::Flag::DATA);

/* Further execution... */

/* Obtaining feedback */

char feedback [SIZE];

mtip_feedback(socket_descriptor, feedback, MTIP::GENERAL) ;
printf ("Feedback: %s\n", feedback);

/* Closing link x*/
mtip_close(g_socket_descriptor);

Listing 3.10: Example controller application using MTIP
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1 #define IP_1 "10.0.0.1"

2 #define IP_2 "11.0.0.1"

3 #define IP_REMOTE "10.0.0.1"
4 #define PORT 1111

5 #define SIZE 100

7 void reception_callback(char xorder);

9 int main(){
10 /* Creation of the socket */
11 int socket_descriptor = mtip_socket ();

13 /* Binding interfaces */
14 mtip_bind(socket_descriptor ,IP_1,PORT);
15 mtip_bind(socket_descriptor ,IP_2,PORT);

17 /* Configuring reception function x*/
18 mtip_receive(socket_descriptor, reception_callback);

20 /* Linking socket */
21 mtip_link(socket_descriptor, MTIP::Mode::DEVICE, NULL, O0);

23 /* Further execution... x*/

24 }

25

26 void reception_callback(char *order) {
27 /* Processing command... */

28 printf ("Received: %s\n", order);

20 }

Listing 3.11: Example device application using MTIP
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4.1 Formal Analysis and Verification of MTIP

The main challenge after the design of MTIP is to guarantee the correctness
and performance of the algorithms to send and to receive packets in MTIP.
We address the automated analysis and verification of correctness and statis-
tical performance combining the two well known tools SPIN and UPPAAL as
complementary environments to cover all the analysis and verification work.

The tool SPIN is a model checker developed by G. Holzmann [170] for the
logical verification of concurrent software. Since its origin, it has been utilized
in a number of applications and protocols [I71], [172] 173], still being nowa-
days a powerful tool used to verify modern systems [174] [I75], I76]. SPIN’s
effectiveness lies in its ability to verify the absence of deadlocks, non-progress
loops, and complex properties described using Linear Temporal Logic (LTL).
However, SPIN does not support performance analysis. UPPAAL is also a
model checking tool that has been used to analyse both traditional and novel
communication protocols [177, 178, 179, 180]. UPPAAL supports stochastic
timed automata, which allows the analysis performance-related properties
defined using TCTL (Timed Computation Tree Logic). In order to perform
a comprehensive formal analysis and verification, we evaluate MTIP from
two perspectives, the correctness evaluation with SPIN and the evaluation of
statistical performance with UPPAAL.

4.2 Background: Tools for Modeling and Analysis

In this section, we provide the description of the tools SPIN and UPPAAL.

4.2.1 PROMELA: the Modeling Language of SPIN

In what follows, we summarize the main characteristics of PROMELA, the
modeling language of SPIN. A more extensive description of the language
can be found in [I8T]. We use a simplified example of MTIP’s PROMELA
code in Listing and refer to its lines of code to present the language.
Typically, a PROMELA program consist of several processes that exe-
cute concurrently interleaving their instructions. Processes communicate via
shared variables or channels. Listing contains an example of how global
constants, variables and channels can be defined in PROMELA. As can be
observed, the syntax is similar to that of C, although new data types appear
such as bool and byte (lines 3 and 4). Since the use of memory in models
is vital for the later analysis process, PROMELA provides data types able to
adapt to the real variable sizes. In contrast, some other types (such pointers
and floating point) are not allowed. Line 5 show how enumerated types are
declared in PROMELA. Additionally, lines 6 and 7 of show, respectively, an
array of asynchronous channels (sublink is an array of MAXSBL buffers of size
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MAXSEQ+1) and a global synchronous channel (source of size 0). PROMELA
uses the CSP symbols "!" and "?" to respectively denote the operators for
sending and receiving data via channels (as in line 12 of and line 24 for
example). Processes are declared using the reserved word proctype (as in
Line 10). The word active in the proctype declaration means that there
must be an instance of this type of process from the beginning of the model
execution.

We now discuss the subset of PROMELA sentences used in the MTIP
model. PROMELA sentences can be classified as basic or composed. Basic
sentences are the atomic instructions of the language such as assignments,
Boolean expressions and operations on channels. Boolean expressions in
PROMELA are used differently from other languages. A Boolean expression is
an instruction, but it is only executable if it is evaluated to true. This special
way of dealing with Boolean expressions makes it easy to model process
synchronization by shared variables in the language. Basic instruction skip
is commonly used in the language as being equivalent to true. In addition,
assignments are always executable and operations on channels are executable
if it is allowed by the state of channels. The executability of basic instructions
is key to synchronizing processes in the language.

The rest of PROMELA sentences are composed by combining several basic
sentences. For instance, control flow sentences are composed of the reserved
word if/do followed by several branches (each one starting with symbols
"::") and the reserved word fi/od at the end. Each branch starts with a
basic sentence which determines the branch executability (see lines 12 and
40). Usually, we say that a branch is open when its first basic sentence
is executable. When a control sentence is to be executed, one of its open
branches is selected in a non-deterministic manner to continue the execution.
If no branch is open, then the control sentence suspends. Thus, for instance,
the do instruction of line 24 is executable iff instruction source?data is
executable or, equivalently, iff the synchronization via channel source can
be carried out. In case it cannot, process sender blocks at line 24 until it
can proceed with the communication. As shown in line 47, the last branch
of a control if/do sentence can start with the reserved word else. In this
case, the sentence never suspends since the else branch is selected when all
the other branches are closed. if/do sentences can also be combined with
channel pool operations, as in line 42. The channel poll operation resembles
a receive statement, but with square brackets enclosing the message field
list. It returns true or false, indicating the executability of the associated
receive operation. The pool operation might use the underscore symbol
to represent a global, predefined, write-only, integer variable, which serves
as temporary storage for scratch values.
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1 #define MAXSEQ 3
2 #define MAXSBL 2
3 bool rr, rb
i byte nr, nb, nlr, nlb
5 mtype = { none, red, white }
6 chan sublink [MAXSBL] = [MAXSEQ+1] of {mtype,byte,byte}
7 chan source = [0] of { mtype }
g byte timebuffer [MAXSEQ+1];
9
10 active proctype Source(){
11 do
12 source ! white
13 :: source!red —> break;
14 od
15 do
16 :: source ! white
17 od
18 }
19
20 active proctype Sender() {
21 byte SeqNum, x;
22 mtype data;
23 do
24 source?data —>
25 atomic{ (timebuffer [SeqNum|]==FREE) —>
26 timebuffer [SeqNum]|=1;
27 sublink [0]! data, SeqNum;
28 sublink [1]!data, SeqNum;
29 increasetime () ;
30 }
31 progress: inc (SeqgNum) ;
32 od
33 }
34
35 active proctype Receiver () {
36 byte ExpectedNum, rcpbuffer [MAXSEQ+1];
37 do
38 atomic{
39 if
40 ExpectedNum =— 0 —> rcpbuffer [MAXSEQ|=none;
41 if
12 :: sublink [0]?[_,0,ONTIME| —> SublinkNum=0;
43 sublink [1]?[_,0 ,ONTIME| —> SublinkNum=1;
44 timeout —>
15 increase: ExpectedNum = ExpectedNum = -1
46 fi
a7 else — rcpbuffer [ExpectedNum—1]=none;
48 fi

(..)

Listing 4.1: Example of PROMELA syntax
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Atomic is a very useful composed sentence provided by the language. It
is used to define as atomic a sequence of instructions, as shown in line 25. In
this case, if the Boolean expression timeBuffer [seqNum]==Free is true, the
rest of instructions nested in the atomic are executed as an atomic block. It
is important to clarify that if some instruction inside the atomic suspends,
the atomic breaks to avoid the system deadlock.

SPIN provides the timeout sentence, which is dealt with as a Boolean
expression that is true only when no other program instruction is executable.
It is useful to model situations where a process detects inactivity and decides
to act to avoid the system deadlock. It is worth noting that SPIN does not
support time; however timeout can be used as a high level abstraction of
a timer. The second tool used in this paper, UPPAAL, supports modelling
timed automata.

Finally, PROMELA sentences can be labelled using an identifier followed
by symbol “:”. For instance, increase in Line 45 is a label of the assignment
sentence in that line. Labels are useful to describe properties that need to
express whether a process has reached a certain program counter as shown
in Section There are some predefined labels. For instance, labels that
start with progress (Line 31 of Listing are used to detect non-progress
cycles. A non-progress cycle is an unproductive interleaving of processes that
never reach an instruction labelled as progress.

4.2.2 Timed Automata: the Modelling Language of UPPAAL

UPPAAL is a toolbox for verification of real-time systems jointly developed
by Uppsala University and Aalborg University [182]. An UPPAAL model is
a network of the so-called timed automata which execute in parallel, com-
municate and synchronize each other via shared variables and synchronous
channels. Channels may also be declared as broadcast to distribute a message
to more than one automaton. Each automaton is composed of locations (the
automaton states) and transitions. It can also have local variables to store
the local automata configuration. Besides the discrete variables common in
computational systems, timed automata of UPPAAL may also contain the so-
called clock variables which are real-valued and dense variables whose values
evolve synchronously with time.

Figure [4.1] shows the timed automaton of a MTIP sender process in UP-
PAAL to exemplify the main components of the language. Locations are writ-
ten as circles in the automaton (for instance, Initial, or WaitingForReset)
while the arrows are the transitions. Observe that the initial automaton lo-
cation (Initial) is represented with a double circle. In this automaton, vari-
able clockTime is a global clock used to register the global time. Locations
can have invartants which correspond to Boolean expressions that have be
true while the automaton is at the corresponding location. For instance, the
location ReadyToSend has clockTime<=TIMELIMIT && clockTime<=sndTime
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+ 1 as invariant. This means that the automaton may stay at ReadyToSend
while clockTime is less or equal to TIMELIMIT and sndTime + 1. Thus,
the automaton has to transit to another location at the latest when ex-
pressions clockTime=TIMELIMIT or clockTime =sndTime + 1 become true;
otherwise, the automaton blocks.

WaitingForReset
clockTime==TIMELIMIT Reset?
&& sndTime+1>TIMELIMIT sndTime=0
12 " T2
o = 1:2 clockTime==TIMELIMIT &&
Initial Sync! ) _ ) wolper==4 SourceEnd
@ CloxKTime=0. snoTime=0 ReadyToSend (}E'DE"T”“E<‘5””T”“E‘1 sourceEnd=1 8

receiverend
IsublinksAreFull() &&
clockTime ==sndTime &&
sndTime+1<=TIMELIMIT

.
}LSending
€
wolper==0 wolper==1 wolper==3
wolper==2 sndData=RED sndData=BLUE
wolper==4 wolper++ wolper++
sndData=WHITE
SelectingWhite SelectingRed SelectingBlue
\U:E;r: sbiterator==c_sbINum
e = toSublinks sbliterator=0
WolperSelected \( /C‘\ J sndTime++

sbllterator<c_sbiNum 848
sbiLoc[sbliterat =1
ToSublink[sbliterator]!
sbilterator++

Figure 4.1: Example of UPPAAL syntax

In addition, automata transitions can be decorated with different ele-
ments. A transition may have a guard that is a Boolean condition. An
automaton can only take a transition if its guard evaluates to true. For
instance, in Figure [£.1] transition from ToSublinks to ReadyToSend can be
executed only if the guard sblIterator==c_sblNum is true. A transition
may also have a synchronized condition which is expressed via an opera-
tion on a synchronized channel. For instance, the transition from location
WaitingForReset to ReadyToSend can only take place if the synchronization
via channel Reset is available. Observe that the operations on channels are
written using the CSP notation as in PROMELA. As commented above, this is
the natural UPPAAL mechanism for synchronizing different timed automata
in the system. Finally, transitions can also be used to update some variables.
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For instance, the transition from Sending to SelectingRed updates variable
sndData to RED and increases variable wolper by one. Clock variables can
be reset in transitions (for instance, variable clockTime is initialized in tran-
sition from location Initial to ReadyToSend). Finally, it is worth noting
that a transition cannot be executed if the invariant of the remote location
is false.

Intuitively, the execution of a network of timed automata proceeds as
follows. All network automata start at their initial location (there must be
exactly one for each automaton). The network can evolve in two ways: (1)
by means of a continuous network transition, where the time of all clocks
increases simultaneously and (2) by means of a discrete network transition,
when one (or several) automaton executes a transition. It is important to
note that discrete transitions are instantaneous, meaning that their execu-
tion involves no time passing. Observe that when a transition contains a
synchronization via a channel, it has to be executed simultaneously by all
the automata involved in the synchronization. The network blocks when it
is not possible to execute either a continuous or a discrete transition.

Note that in a timed automata network, there are several sources of non-
determinism that may produce a non-numerable set of different behaviors.
For instance, an automaton may take a transition at any moment during the
time interval in which both the invariant and the transition guard are true
and the transition synchronization, if it exists, is available. In addition, if
several discrete transitions are possible, the system may evolve selecting any
of them.

UPPAAL provides several mechanisms to manage non-determinism. One
of them is to declare locations as committed which is denoted placing a C
letter inside the location. When some automaton of the network is at a
committed location, no continuous transition can be carried out, since the
transitions from committed locations are executed with priority. Committed
locations allow executing a sequence of transitions atomically (as sentence
atomic in SPIN). For instance, in previous Figure the sequence of dis-
crete transitions from Sending to SelectingRed, then to WolperSelected,
to ToSubLinks, etc. are atomically executed since all these locations are
committed.

4.2.3 Specification of Properties with Temporal Logic

Tools sPIN and UPPAAL accept the properties described using two different
subsets of the temporal logic CTL*. Properties in SPIN are written using
the linear temporal logic, while in UPPAAL, a simplified version of the timed
computational tree logic (TCTL) is used. TCTL is a real-time variant of CTL
aimed at expressing properties of timed automata. Both LTL and TCTL share
the Boolean and temporal operators and quantifiers, although they differ in
how formulae can be constructed.
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Formulae in LTL and TCTL are constructed from a generic set of atomic
propositions which can be evaluated on system states. In practice, the atomic
propositions used in SPIN and UPPAAL are the Boolean expressions allowed
by their respective input modelling languages. Anyway, if s is a state and p
an atomic proposition, we denote with s - p that s satisfies proposition p.
Atomic propositions can be combined by Boolean operators such as nega-
tion !, disjunction ||, conjunction && and implication —. The formulae
constructed only using atomic propositions and Boolean operators (for in-
stance, p||g or p&&!q) are called state formulae, since they can be evaluated
on single states. In LTL, a trace 7 satisfies a state formula when its initial
state satisfies it. Similarly, in TCTL, a computational tree satisfies a state
formula when it is satisfied by its root state s.

Regarding temporal operators, we first introduce temporal operators in
the context of LTL and then explain how they are used in TCTL. Operator
eventually, written as <>, is used to describe properties that must hold at
least once in the future. Operator always, written as [], is used to describe
properties that must always hold in the future. With operator always, it is
possible to write the safety and invariant properties to be held on systems.
In contrast, operator eventually is used to build liveness properties. For
instance, the property “variable x is never negative” is an invariant which
can be written as []1(x >= 0). Similarly, “variable x takes sometimes a non
negative value” is a liveness property written as <>(x >= 0). In LTL, we can
nest temporal operators to construct more sophisticated properties. For in-
stance, “whenever the producer sends a message, then the receiver will read it
eventually” is a liveness property written as [] (send — <> read). In SPIN,
it is very common to use labels to detect whether an execution has passed
through a given instruction. For instance, LTL property <>receiver@o_r
expresses that process receiver has to execute instruction o_r at least one.
Property []<>receiver@o_r is a bit more complicated. It is a liveness prop-
erty that is held by the system only if process receiver executes instruction
o_r infinitely often. LTL operator until (written as U) is used to express more
complicated properties that may involve both safety and liveness. In particu-
lar,; ¢1 U ¢9 holds iff formula ¢o occurs in the future, from the current state
(the liveness component) and, meanwhile, ¢; is always true (the safety com-
ponent). For instance, the property net_state=INIT U ([] net_state ==
ONTIME) can be used to describe a network that once it has been initialized,
all packets always arrive on time.

Universal A and existential E quantifiers are dealt with differently in LTL
and TCTL. LTL does not explicitly use quantifiers since it is assumed that all
formulae are universally quantified implicitly. In contrast, in TCTL, temporal
operators must always be written along with a quantifier. Thus, only consid-
ering the temporal operators eventually (<>) and always ([1), we have four
possible operators in TCTL: A<>, E<>, A[], E[]. The other combined opera-
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tors are defined similarly. In TCTL, invariants are written using operator A[],
while liveness can be expressed using both A<> and E<>. For instance, the
property “in all paths, variable x sometimes takes a non-negative value” could
be specified as A<> (x>= 0). In addition, property “in all paths, whenever
the producer sends a message then, in all possible future paths the receiver
will eventually read it” can be written as A[] (send — A<>read). It is worth
noting that LTL and TCTL are temporal logics with different expressiveness.
For instance, TCTL property A[] (send — E<>read) (“in all paths, when-
ever the producer sends a message then there exists at least a possible future
path where the receiver will eventually read it.”) cannot be expressed in
LTL due to the use of quantifier E. Inversely, LTL property <>[] (x>=0) that
expresses that “in each execution, there exists an state from which variable
x is always non-negative” cannot be written in TCTL due to the use of the
two nested temporal operators. TCTL formula A<>A[] (x>=0) is similar, but
it is not equivalent to LTL formula <>[] (x>=0).

To finish the section, it is important to note that both SPIN and UPPAAL
limit the type of temporal properties to be analysed on systems. In the case
of SPIN, operator next is not included since it is mostly useless due to the non-
deterministic interleaving of processes. UPPAAL supports the analysis of a
subset of TCTL formulae. Thus safety properties can be described only using
formulae such as A[1¢, E[]p; reachability properties can be written as E<>¢;
and liveness properties can only have two forms: unconditional liveness A<>y
and conditional liveness A[] (w1 — A<>g9) written as p1-->po in UPPAAL.
In all these formulae, ¢ stands for a state formula. The analysis of deadlock
is implemented as a verification option in SPIN, while UPPAAL defines the
keyword deadlock that is satisfied by all deadlocked states. Thus, formula
A[] (not deadlock) can be used to verify that systems are deadlock-free in
UPPAAL.

4.2.4 UPPAAL SMC

We now discuss the main features of UPPAAL SMC, an extension of tool
UPPAAL able to carry out statistical model checking (SMC) on networks of
timed automata supported by UPPAAL.

Model checking is an exhaustive technique which may not be suitable to
analyse complex systems that are subject to a stochastic nature. This is the
case of most communication protocols which display an inherent probabilis-
tic behavior with respect to various aspects such as delays in the message
emission or possible message loss. For these systems, the correctness of some
properties, such as performance, cannot be guaranteed 100%. Statistical
model checking combines model checking and testing techniques with statis-
tic results to conclude whether a system satisfies a property with a degree
of confidence which may be enough to be sure that the system behaves as
expected.
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UPPAAL automata and TCTL properties can be enriched with statistical
annotations before being simulated and analysed by UPPAAL sMC. We now
summarize the features used to model MTIP. One of the key points to sim-
ulate a stochastic timed automaton (STA) is to decide the automaton delay
in each location. When the location has a time bounded invariant, UPPAAL
SMC associates it with an uniform probability distribution, meaning that it
is equally probable to leave the location at any point of the location time
interval. However, when the location has an unbounded time invariant, UP-
PAAL SMC gives it an exponential distribution whose rate is provided by a
rational number of the form a:b decorating the location. For instance, lo-
cation ReadyToSend of the automaton of Figure has associated value %;
which is the rate of the location’s exponential probability distribution. In an
STA network, each automaton races with the rest to leave its current loca-
tion following its probability distribution function. The winner automaton
jumps to another location. Transitions can also be decorated with constant
values, meaning the probability that the automaton chooses the transition
to leave the location. For instance, in the part of a sublink automaton rep-
resented in Figure [£.2] values 100—c_lossTendency and c_lossTendency
have been added to the two transitions from NonEmpty to PacketSent to
represent that the probability of losing and not losing a packet are respec-
tively C‘1°szoeéldency and 10°'°‘1°1505()Tendency, c_lossTendency being a constant
defined in the model.

Regarding the properties, UPPAAL SMC accepts all the TCTL formulae
accepted by UPPAAL discussed above, along with new formulae related to the
stochastic interpretation of timed automata. In particular, in this paper, we
have used properties of the form Pr [<=N]<>¢ which constitute the so-called
hypothesis testing, in the sense that they are asking if the probability of
formula ¢ is true before the global system clock reaches time N. To reach
this value, the implementation of UPPAAL SMC is based on the probability
estimation algorithm [I83| that computes the number of runs needed to
produce an approximated value of the probability, with an error of +¢ and
a confidence of 1 — «a;, € and « being two constants that can be configured in
the tool.

4.3 Modeling Decisions

The main difficulty to use model checking is how to build an abstract model
of the protocol that represents the relevant behaviors, but at the same time
can be analyzed with the available resources (mainly system memory). As ex-
plained by G. Holzmman in [I70], the protocol model for verification should
only reflect the details to conclude that properties verified in the model are
also satisfied in the real protocol. In addition, removing unnecessary details
contributes to mitigate the state explosion problem. Practical rules for mod-
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(100-c_lateTendency):100
NotEmpty
dstLoc==
sblLoc[id]=0
pmm O-----\
(100-c_lossTendency) : : c_lossTendency
FromSublink[id]! : : FromSublink[id]!
sbiData=dataFrontBuffer(), « sbIData=LOST,
sblTime=timestampFrontBuffer(), | sblTime=timestampFrontBuffer(),
extractFrontBuffer() ! ! extractFrontBuffer()

N L -
PacketSent

Figure 4.2: Example of UPPAAL syntax for sSMC

eling include avoiding redundancy, sinks, sources, filters, or counters [184].

In our models of MTIP, such abstractions should additionally consider
the size of relevant parameters such as application layer data, sequence num-
bers, timestamps and sublinks. This section provides our design decisions
regarding these aspects.

4.3.1 Wolper Test for Application Data

One major challenge when modeling MTIP is to decide how much application
layer data should be sent over MTIP to preserve the correctness properties.
This problem was already addressed by G. Holzmann [I70] using previous
results by P. Wolper [I85]. Wolper developed the “data independence test”
which reduces the amount of different data to be used to analyze the correct-
ness of one algorithm. He demonstrated that verification results are valid
for a given set of user data if the behavior of the underlying system manag-
ing these data does not depend on the specific set. G. Holzmann adapted
Wolper results to the case of end to end communication protocols in order to
verify correctness properties. Holzmann stated that three distinct data items
suffice for the typical correctness properties of flow control protocols (e.g.,
red data, blue data and white data), if they are sent in a sequence consisting
of one red and one blue message inserted randomly in an infinite sequence
of white messages. This number of minimum distinct data is independent of
other factors, such as the sequence number range or the window size.

An example of the semantics of a PROMELA code to implement the
Wolper test is presented in Listing [£.2] The first loop determines whether to
send white or red data in a non-deterministic manner. If red data is chosen,
the second loop is triggered. In the second loop, the decision is analogous,
this time with the option of sending white or blue data. If blue data is
selected, the process proceeds to the third loop, where the Wolper test is
concluded by sending white data.
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Figure [I.3) represents the equivalent in UPPAAL. It presents a loop that
starts sending white messages (Selecting White) until a non-deterministic se-
lection of UPPAAL increases the variable wolper. Then, it sends a red mes-
sage (SelectingRed) and returns to sending white messages (Selecting White).
At some point, the non-deterministic interleaving will increase the variable
wolper again, and it will send a blue message (SelectingBlue). Finally, it
concludes with an infinite sequence of white messages (SelectingWhite) and
the Wolper test is considered completed. As for model checking, this code,
as well as the PROMELA code, will be executed in an exhaustive manner
(interleaving with the rest of the MTIP model), to ensure that all possible
infinite sequences of white, red and blue messages are sent.

mtype { red, white, blue };
char source = [0] of { mtype };

N

active proctype Source(){

5 do

6 :: source! white

7 :: source!red —> break;
8 od

9 do

10 :: source! white

11 :: source!blue —> break;
12 od

13 end: do

14 :: source ! white

15 od

Listing 4.2: The Wolper test in PROMELA

[ }l\ Sending
<

A i D B

(! Il I wolper== WLHpET==.0
sndData=RED sndData=BLUE

==4 wolper++ wolper++

wolper=
i sndData=WHITE !
@ SelectingWhite @ SelectingRed @ SelectingBlue

wolper<4
\wolper++ A -© )

WolperSelected \L/

Figure 4.3: Part of the sender automaton in UPPAAL: the Wolper test
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4.3.2 Sequence Numbers

Following the recycling assumption, we need to find a valid abstraction to
reduce the 2'6 available sequence numbers in MTIP to a reasonable size for
a formal verification. Our goal is to accurately model and manage various
scenarios that can occur in an MTIP link, including duplicate packets, packet
reordering, packet loss, and late packets.

To achieve this, we take an incremental approach to determine a reason-
able size for the sequence numbers. Firstly, we need at least one sequence
number to detect duplicate packets. If the receiving side receives this se-
quence number twice, it can flag the packet as a duplicate. If we want to
model packet reordering, we need at least two differentiated sequence num-
bers to enable the protocol to identify unexpected orders during processing.
Additionally, to represent gaps in received data, we need an extra sequence
number to abstract the previous situation plus some application data being
lost. Finally, if we want to incorporate late application data, we need an
additional sequence number. Therefore, to model the most extreme case
where different application data is duplicated, reordered, lost, and late, we
need a minimum of four sequence numbers to ensure that the protocol can
recover from this scenario effectively. Figure [£.4] displays an example that
depicts this abstraction. It shows a sequence of white, red and blue data sent
over a link (constituted by multiples sublinks) and received at a destination
endpoint. In green, it shows duplicated, reordered, lost and late data us-
ing 16-bit sequence numbers, while in yellow it shows how this scenario will
translate into 4-bit sequence numbers in order to be effectively abstracted.

Late Reorder Loss Duplicate

216 seq nums: 1. s =
wiw)w)ie (wwi(w]ir (w]w)w] -

=

-~ WwwRIWWwwwlwlw(e)w) - - Wwl:

22 seq nums: ) AT

WEWE]

SOURCE DESTINATION

Figure 4.4: Example of the abstraction of sequence numbers for the models

4.3.3 Sublinks

The use of several sublinks can provoke packet reorders (unexpected sequence
number received) and duplicates (same sequence number received from sev-
eral sublinks) at the receiving side. It is clear that we need at least two
sublinks to model reorders and duplicates. The question is whether more
than two sublinks add any added value compared to two sublinks. Regard-
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ing the correctness properties, adding more sublinks would generate longer
reorders and more duplicates, but the states generated with two sublinks
are enough to check MTIP’s ability to manage these situations. However, in
terms of performance properties, even if two sublinks are enough, it is inter-
esting to explore the impact of additional sublinks in the protocol’s trade-off.
Therefore, in our UPPAAL model, we use three sublinks.

4.3.4 Modeling Time

MTIP uses timestamps to control its operation, so some kind of time must
be used when modeling. The approach taken to model time in SPIN different
from the one in UPPAAL. Since SPIN does not support timers, some kind of
operation must be implemented to model time. This operation uses variables
to model time and is described in detail in Section £4.21 On the other
hand, UPPAAL supports clock variables that effectively model time. However,
these clock variables cannot be read or written from them, so we need to
use additional variables to extract the timestamps. In both cases, even if
the model of time differs, the variables should not grow uncontrollably to
avoid state explosion but, at the same time, should be sufficient to allow the
presence of packets that are still on time and packets that are late in the
sublinks.

We use an incremental approach for modelling time. In the PROMELA
Model A, we use a static approach with two defined timestamps ONTIME and
LATE. In the PROMELA Model B, we use a counter that increases the times-
tamp of each active packet in a non-deterministic manner every time a new
packet is sent. We use three values 1, 2 and 3 as the units to represent time
(0 means that the tag is free and can be reused). Value 1 represents no fur-
ther time progress than the minimum round trip time, modeling ideal speed
in the channel for a while. Value 3 means the channel substantially wors-
ens for a while, provoking reaching the deadline (packets arrive late). Value
2 means a chance for normal transmission, allowing packets to accumulate
delay gradually. In the UPPAAL model, we use incremental variables for the
timestamps (sndTime and rcvTime) to model both time and sequence num-
bers and we set the TIMELIMIT to the limit studied for sequence numbers of
four. This abstraction does not limit behaviors, since losses would simulate
periods without sending data and replicates the behavior of TI applications
that normally send data in a constant and periodic manner [1] (e.g., 1KHz).
However, in a real implementation where timestamps are used to measure
the specific end-to-end latency of each packet and packets might be sent
with small variations in the period, it is necessary to use the complementary
sequence numbers to ensure MTIP operation in a fail-safe manner.
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4.4 Correctness Analysis of MTIP with SPIN

In this section, we present the correctness properties of MTIP, the models de-
veloped PROMELA language and the verification of the correctness properties
of the protocol with the SPIN tool.

4.4.1 MTIP Correctness Properties

Regarding correctness properties, MTIP operation can be separated into four
premises that must be satisfied at all times. For a better understanding, in
this section, data at the application level will be referred as messages, while
data at the transport level will be referred to as packets. The four correctness
properties of MTIP are the following.

e P1: Application never receives duplicate messages.

e P2: Application never receives messages that have met their deadline
(packets that are considered late).

e P3: Application never receives out-of-order messages.

e P4: Every packet that is not a duplicate or late is forwarded to the
application.

4.4.2 The PROMELA Models for MTIP

We follow an incremental approach to modeling and verification with two
models of MTIP that exhibit different levels of abstraction. The first model
(A) is suitable to verify properties P1, P2 and P3. The second model (B) is
oriented to property P4, but also can be used for the others. The structure
of the two models is represented in Figure [4.5] Both models contain the two
processes sender and seceiver, two unidirectional communication channels
representing two sublinks and one application sending user data (process
source). Note that the models contain some elements not used in a real
implementation, but they are feasible abstractions that do not modify the
’s real logic. In particular, we need to address the problem of modeling
time in a language that does not support timers but instead the timeout
construction to recover from packet lost. We also need to reduce the range
of variables like sequence numbers to keep the model verifiable with the
available memory. The main difference between the models resides in how
they address this modeling of time, with model B implementing a more rich
and complex management of time. In the following, we provide the details of
the two models, the justification of the abstraction decisions and a simulation
trace.
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4.4.2.1 Description of the Model A

The main components of the model are the two processes sender and receiver
using two unidirectional sublinks. The data structures, constants and the
sender process are defined in Listing [4.3] sender is modeled with a loop
getting data from the channel source and sending it in a non-deterministic
way using only sublink 0 (lines 20 to 23), only sublink 1 (lines 24 to 27),
the two sublinks (lines 28 to 35) or none of them (line 36). Selecting no
sublinks when sending is a low cost way to model packet loss. With this
non-deterministic selection at the sender, we are offering, in practice, any
combination to the receiver. Each packet sent includes its corresponding
sequence number (range 0 to 3) and the abstraction of the timestamp in-
formation (ONTIME or LATE). With the loop in the sender, each packet is
managed to have any potential behavior when travelling in the network, two
ONTIME packets being the best case and two lost packets the worst.

There are some details in the model to save resources during verification,
like the use of atomic blocks, the use of the synchronous channel source
that models the Wolper test (see Listing , or the inclusion of the sen-
tence (ExpectedNum != SeqNum) in line 39 as blocking point. This last
sentence acts as a guard to suspend the sender process in case of attempt
to send a new packet with the same sequence number already in transit to
the receiver. This not feasible in a real implementation, but it is a valid
abstraction due to the recycling assumption.

The process receiver executes an infinite loop with two parts. In the
first part (Listing , it executes one of the 4 blocks depending on the
expected sequence number. Each block has the same behavior as the one
in lines 18 to 28: if the expected packet is available ONTIME, the sublink is
selected (in a non-deterministic manner if it is available on both). If ONTIME is
not available, then the timeout in line 21 moves to read LATE packets. Again,
if no LATE packets arrive, a second timeout in line 25 informs on packet lost,
increases the counter of the expected sequence number and continues the
loop to receive a new packet (line 11).

In the second part (Listing , the received packet is processed. The
packets on time are inserted in the structure rcpbuffer[] (line 8), in or-
der to control duplicate copies, and they are consumed provided there are
no subsequent copies of a previous received packet with the same sequence
number (line 9). Note that we also update a number of variables (nr, nb,
rb, nlr, nlb) that refer to the reception of blue or red data and that will
only be used for checking properties as described in Section [£.4.3]



64

CHAPTER 4. Modeling and Verification of MTIP

#define MAXSEQ 3

#define MAXSBL 2

#define ONTIME O

#define LATE 1

#define inc(x) x = (x+1)%(MAXSEQ+1)
bool rb

byte nr, nb, nlr, nlb

mtype = { none, red, white, blue }

byte ExpectedNum;
chan source = [0] of { mtype }
chan sublink [MAXSBL] = [MAXSEQ+1] of {mtype,byte,byte}

active proctype Sender (){

byte SeqNum; mtype data;

atomic{

do

source?data ->
if
if

sublink [0] !data, SeqNum, ONTIME;
:: sublink [0]!data, SeqNum, LATE;
fi
if
sublink [1]!data, SeqNum, ONTIME;
:: sublink[1]!data, SeqNum, LATE;
fi
if
sublink [0] !data, SeqNum, ONTIME;
:: sublink [0]!data, SeqNum, LATE;
fi
if
sublink [1] !data, SeqNum, ONTIME;
:: sublink[1]!data, SeqNum, LATE;

fi

true -> skip;
fi
inc (SeqNum) ;
(ExpectedNum!=SeqNum) ->

Listing 4.3: Model A (Global variables and sender)
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active proctype Source (){

source !white

:: sourcel!red -> break;
od
do
:: source!white

:: sourcel!blue -> break;
od
do
:: source!white
od

Listing 4.4: Model A (Source)

active proctype Receiver () {
byte RecvNum, RecvTime, LastNum, SublinkNum;
mtype RecvData;

int 1i;
byte rcpbuffer [MAXSEQ+1];
d_step{for(i : 0 .. MAXSEQ){rcpbuffer[il=none;}}
do
atomic{

rr=false;
rb=false;

Receving:
if
ExpectedNum == 0 -> rcpbuffer [3]=none;
else -> rcpbuffer [ExpectedNum-1]=none;
fi
if
ExpectedNum==0 ->
if
sublink [0]?[_,0,0NTIME] -> SublinkNum=0;
sublink [1]?[_,0,0NTIME] -> SublinkNum=1;
timeout ->
if
sublink [0]?[_,0,LATE] -> SublinkNum=0;
sublink [1]?[_,0,LATE] -> SublinkNum=1;
timeout -> ExpectedNum =
(ExpectedNum+1) % (MAXSEQ+1); goto Receving;
fi
fi
ExpectedNum==1 -> (...) //Analogous
ExpectedNum==2 -> (...) //Analogous
ExpectedNum==3 -> (...) //Analogous
fi
sublink [SublinkNum] ?RecvData ,RecvNum,RecvTime
}
C...)

Listing 4.5: Model A (Receiver part 1: Variables and Receiving)
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1 ...)

2 if

3 RecvTime==0NTIME -> //Case: Ontime

4 if

5 :: rcpbuffer [RecvNum] != none -> //Case: Duplicate
6 rcpbuffer [RecvNum]=none;

7 o else ->

8 rcpbuffer [RecvNum]=RecvData;

9 if //Consume Data

10 ::RecvData == red ->

11 nr++;

12 assert (!'rb) ;assert (nlr==0) ;assert (nr<=1) ;
13 :: RecvData == blue ->

14 nb++; rb=true;

15 assert (nlb==0) ;assert (nb<=1);
16 :: else -> skip;

17 fi

18 fi

19 :: else -> //Case: Late

20 if

21 :: RecvData == red -> nlr++;

22 :: RecvData == blue -> nlb++;

23 :: else -> skip;

24 fi

25 fi

26 od

27 }

Listing 4.6: Model A (Receiver part 2: Algorithm)

4.4.2.2 Description of the Model B

Model B is an alternative to Model A exposing more details on the man-
agement of time and potential reorder. Structure timebuffer[] in Model B
includes a counter per active sequence number that abstracts the time that
a packet has been on the network until it reaches the receiving side. Such
counter is increased every time a new packet is sent until a deadline is reached
(when no more updates are performed in order to avoid states in the model
checking process) or until the packet is consumed by the receiver (when the
entries in this structure become free). Listing presents the sender process
that always sends the packets using the two sublinks. Listing presents
the operation to increase time. The sentence (timebuffer [SeqNum]==FREE)
in line 17 of Listing [£.7] controls that a free slot in the structure is available
and could suspend the sender until the receiver frees space.




4.4. Correctness Analysis of MTIP with sPIN 67

1 #define MAXSEQ 3
2 #define MAXSBL 2
3 #define FREE O

i #define DEADLINE 3

5 #define inc(x) x = (x+1)%(MAXSEQ+1)
6 bool rr, rb

7 byte nr, nb, nlr, nlb

8 byte timebuffer [MAXSEQ+1];

o mtype = { none, red, white, blue, consumed}
10 chan sublink [MAXSBL] = [MAXSEQ+1] of { mtype, byte }
11 chan source = [0] of { mtype }

12

13 active proctype Sender () {

14 byte SeqNum, x; mtype data;

15 do

16 :: source?data -> atomic{

17 (timebuffer [SeqNum]==FREE) ->
18 timebuffer [SeqNum]=1;

19 sublink [0] !data, SeqNum;
20 sublink [1] !data, SeqNum;
21 increasetime () ;}

22 inc (SeqNum) ;

23 od

24 }

Listing 4.7: Model B (Global Variables and sender)

Listing contains the reception on the receiver process. The process
executes an infinite loop with a non-deterministic selection of the sublink
to read from every iteration (lines 18 to 21). Unlike the previous Model
A, where non-deterministic losses were implemented in the sender process,
in Model B we introduce an alternative approach where losses are optional
and implemented in the receiver process. Listing [4.10] shows this non-
deterministic selection and MTIP’s reception algorithm. Omnce a message
is successfully received from the channel, the sequence number RecvNum is
used to check if the packet is still on time (lines 9 and 41). The packets on
time are inserted in the structure rcpbuffer[] (line 18) in order to control
duplicate copies, and they are consumed provided there are no subsequent
copies of a previous received packet with the same sequence number (line 16
and 17).

Finally, controlbuffer[] is used to clean the previous rcpbuffer[]
and timebuffer[] when any sequence number is going to be reused by
the model’s sender process (see Listing [4.11). This structure and control
operations such as the one in line 17 of Listing are needed in the model
due to the limited amount of sequence numbers available in the models.
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I inline increasetime (){
2 atomic{ int time;
3 if
1 :: time=0;
5 :: time=1;
6 1 time=2;
7 fi
8 if
9 :: time>0 -> for (x : O .. MAXSEQ) {
10 if
11 :: timebuffer[x]1>0 && timebuffer [x]<DEADLINE->
12 if
13 :: (timebuffer [x]+time)>DEADLINE ->
14 timebuffer [x]=DEADLINE;
15 :: else -> timebuffer[x]= timebuffer[x]+time;
16 fi
17 :: else;
18 fi }
19 :: else;
20 fi }
21 }
Listing 4.8: Model B (Modeling time)
1 active proctype Receiver () {
2 byte RecvNum, RecvTime;
3 byte rcpbuffer [MAXSEQ+1], controlbuffer [MAXSEQ+1];
4 mtype RecvData;
5 #IFDEF LOSSES
6 byte LastNum=3;
7 #ENDIF LOSSES
8 int i;
9 d_step{
10 for (i : O .. MAXSEQ) {
11 rcpbuffer [i]l=none;
12 1
13
14 do
15 :: atomic{
16 rr=false;
17 rb=false;
18 if
19 :: sublink [0]?RecvData,RecvNum
20 :: sublink[1]7?RecvData ,RecvNum
21 fi
2 controlbuffer [RecvNum]++; }
23 ...

Listing 4.9: Model B (Receiver part 1: New Variables and Receiving)
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1 C...)
2 if
3 #IFDEF LOSSES
4 //LOST
5 #ENDIF
6 //NO LOST
7 RecvTime=timebuffer [RecvNum];
8 if
9 RecvTime <DEADLINE -> //Case: Ontime
10 if
11 RecvData == red -> ontime_red: skip;
12 RecvData == blue -> ontime_blue: skip;
13 :: else -> skip;
14 fi
15 if
16 :: rcpbuffer [RecvNum] != none -> //Case: Dup
17 else ->
18 rcpbuffer [RecvNum]=RecvData;
19 #IFDEF LOSSES
20 if
21 (LastNum+1) % (MAXSEQ+1)==RecvNum ->
22 LastNum=RecvNum; //No gap: consume
23 if
24 RecvData == red ->
25 nr++; rr=true; skip;
26 RecvData == blue ->
27 nb++; rb=true; skip;
28 else -> skip;
29 fi
30 rcpbuffer [RecvNum]=consumed ;
31 else -> skip; //Gap: Do not consume yet
32 fi
33 #ELSE
34 if //Consume data
35 RecvData==red-> nr++;rr=true; skip;
36 RecvData==blue->nb++;rb=true; skip;
37 :: else -> skip;
38 fi
39 #ENDIF
10 fi
41 else -> //Case: Late
42 if
13 RecvData==red->late_red: nlr++; skip;
44 RecvData==blue->late_blue: nlb++; skip;
15 else -> skip;
16 fi
a7 fi
48 fi
19 ...)

Listing 4.10: Model B (Receiver part 2: Reception Algorithm)
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1 ...)
2 if //Clean buffers for next round (reset)
controlbuffer [RecvNum]== 2 ->
1 controlbuffer [RecvNum]= 0;
5 #IFDEF LOSSES
6 if
7 ¢ else; skip;
8 :: (LastNum+1)%(MAXSEQ+1)==RecvNum ->
9 LastNum=(LastNum+1) % (MAXSEQ+1) ;
10 if
11 :: rcpbuffer [LastNum]!=none &&
12 rcpbuffer [LastNum] !=consumed ->
13 if
14 :: rcpbuffer [LastNum] == red ->
15 nr++; rr=true; skip;
16 :: rcpbuffer [LastNum] == blue ->
17 nb++; rb=true; skip;
18 :: else -> skip;
19 fi
20 rcpbuffer [LastNum]=none;
21 else -> skip;
22 fi
23 fi
1 #ENDIF

rcpbuffer [RecvNum]=none;

6 timebuffer [RecvNum]=FREE;
else;

fi

NN N

5

W N NN

Listing 4.11: Model B (Receiving part 3: Clean Buffers)

4.4.3 Simulation and Formal Verification

We use the tool SPIN to analyse the correct functioning of the models. Fig-
ure show examples of message sequence charts produced by SPIN sim-
ulations of the PROMELA models. After the simulations, we use SPIN to
exhaustively analyse if the models satisfy the expected properties. In Model
A, we use assertions while in Model B, we use the linear temporal logic
language. The reason behind this decision is the cost of checking temporal
formulas over Model A due to the huge number of states produced when
making the interaction of the internal automata representing the formula
and the actual processes. Another practical reason is to first use a more
invasive but closer way to define requirements in software designs. In parti-
cular, properties P1, P2 and P3 are represented in Model A in lines 12 and
15 of Listing [4.6] All these properties are satisfied, as reported in Table
in the row "Asserts". For Model B, we translate the properties presented in
Section into LTL and present them in Listing The formulas use
variables and labels defined to represent different states. Variables rr and rb
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represent that a red or blue message, respectively, has been forwarded to the
application. The labels receiver@ontime_red and receiver@ontime_blue
represent when packets are received on time by the protocol, while variables
nr and nb are used to count the amount of red or blue data on time received
by the protocol and the variables nlr and nlb are used to count the amount
of red or blue data that arrives late to the protocol.
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Figure 4.6: MSC generated from the PROMELA models by SPIN
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The LTL properties check red and blue data to be able to prove MTIP
properties, following the Wolper test. P1 checks the absence of duplicate
messages in the application, controlling that the application never receives
more than one red or blue data. P2 proves that the application never receives
messages that have met their deadline by checking that if all red or blue data
is late, they will not be sent to application. Then, P3 checks that no red
data reaches the application after the reception of a blue message, using the
Wolper test to prove the absence of out-of-order. Finally, P4 assesses that
if a packet arrives on time and no message of that color has reached the
application layer, the application will eventually receive that message.

1t1 P1{ []((nr<=1) && (nb<=1)) }
#IFDEF LOSSES

1t1 P2{ [](nlr==2 —> [|(nr==0)) && [](nlb==2 — []|(nb==0)) }
#ELSE

1t1 P3{ [|(nlr>0 — []!rr) && [|(nlb>0 — []!rb) }

#ENDIF

1t1 P3{ (rb — []!rr) }

[l
1t1 P4{ []((receiver@Qontime red && nr==0) — <>rr) &&
[[((receiver@ontime blue && nb==0}> <>rb)}

Listing 4.12: Correctness properties in LTL

We run the properties in SPIN to check the absence of errors and show the
results of the successful evaluations in Table The first column (States,
stored) shows the number of unique states identified by the verification pro-
cess (representing the actual size of the model in terms of states). The
second column (States, matched) displays the number of repeated states, or
states that have already been encountered. The combination of these two
columns (stored + matched) provides the total number of distinct transitions
executed, which can be used as a measure of the amount of work done to
complete the verification. The final column displays the total memory used
during each verification.

Table 4.1: Verification results of SPIN

Full statespace States, stored States, matched Memory usage (MB)
search No losses | Losses No losses | Losses No losses | Losses
No rLTL | 478333 6868279 | 453290 4224732 | 58.390 838.413
Model P1 815041 10808408 | 692337 6483193 | 111.929 1484.309
B P2 2496867 34606828 | 3646870 29482333 | 342.893 4752.525
P3 696317 8454045 | 628802 5280674 | 90.312 1096.487
P4 1198662 15651815 | 1043621 13331607 | 164.611 2149.450
Model | No LTL 12106416 10814529 1293.105
A Asserts 18499903 11939937 2117.146
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4.5 Performance Analysis of MTIP with UPPAAL

In this section, we present the performance properties of MTIP, the model
developed in the UPPAAL tool and verification of the performance properties
of the protocol.

4.5.1 MTIP Performance Properties

MTTIP performance properties define the performance of the protocol accord-
ing to application preferences. While using all sublinks to send duplicate data
at all times is usually the most beneficial in terms of maximising some KPIs,
especially those related to reliability, it would also incur in an excessive use
of the resources that could affect both the network and the Tactile Internet
devices. This trade-off can be separated in two performance properties:

e P5: The use of more sublinks tends to result in more correct messages
received.

e P6: The use of more sublinks tends to result in more duplicate packets
received.

In order to address this trade-off between resource consumption and the
target KPIs, MTIP exposes an API where the application can indicate its
preferences. MTIP uses this information, plus network measurements, to
select which sublinks should be used to send data. In this section, we study
the impact on the trade-off of using a different number of sublinks.

4.5.2 The UPPAAL Model

The UPPAAL model developed for MTIP is represented in Figure [4.7 The
model is equivalent to the last model presented in PROMELA, with the main
difference of not using additional variables to abstract time, since UPPAAL
directly supports real-time clocks.

__________ e S
v : .
Sender Sublink  SublinkBuffer Receiver '
- rcpBuffer
data Sublink sublinkBuffer revData
sndTime Sublink  SublinkBuffer revTime
> >

Figure 4.7: Simplified graphical view of the UPPAAL model
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The sender automaton is shown in Figure [I.8] It is constituted by a
main loop (bottom part) that continuously sends data through the different
sublinks (indicated by the configurable value of ¢_sb1Num). This data follows
the Wolper test, which is directly implemented in the sender automaton,
and includes a timestamp sndTime in each packet. In the top part of the
automaton, we can see the functionality to reset the value of sndTime when
the TIMELIMIT is reached in all parts of the model.

WaitingForReset
clockTime==TIMELIMIT Reset?
&& sndTime+1>TIMELIMIT sndTime=0
1:2 . 1:2
_ 1:2 clockTime==TIMELIMIT &&
Initial Sync! ) _ ) wolper==4 SourceEnd
@ clockTime=0, sndTime=0 Readylosend £ clockTime==sndTime+1 sourceEnd=1
O
receiverend
IsublinksArerull() &&
clockTime ==sndTime &&
sndTime+1<=TIMELIMIT
A
-
( }L Sending
&
wolper==0 wolper==1 wolper==3
wolper==2 sndData=RED sndData=BLUE
wolper==4 wolper++ wolpers+
sncFDatafw”-leTE
Selectingwhite SelectingRed SelectingBlue
\\;:E:r: sbliterator==c_sbIiNum
- @ toSublinks sbliterator=0
WolperSelected \( ) J sndTime++

sbilterator=c_sbiNum &&
sbiLoc[sbliterator]==1
ToSublink[sbliterator]!
sbliterator++

Figure 4.8: Sender automaton

The sublink automaton, presented in Figure is responsible for sim-
ulating channel operation. It has two main locations, Empty and notEmpty.
The sublink initiates synced with all the other automata and stays at the
location Empty. When the sender wants to send some data to the other
endpoint, it uses the sublink automaton, which receives the data and stores
it with its timestamp in a circular buffer. Then, the sublink automaton
progresses to the notEmpty location, where it can keep receiving data until
it is full or has the opportunity to send the packet (data and timestamp)
to the receiver automaton in a non-deterministic manner. The time it
takes the automaton to leave this location is configured by the exponential
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rate c_lateTendency, a variable that indicates the probability that the au-
tomaton will leave the location. The data can be successfully sent to the
receiver automaton, or the packet can be lost during the sending process.
The selection of how data are sent is also non-deterministic at first; however,
a variable c_lossTendency has been added in order to control the losses in
terms of probability and study the impact of the use of multiple sublinks.
Note that variables such as dstLoc or sblLoc are necessary since UPPAAL
SMC only supports broadcast channels for synchronization, as described in
[186]. The sublink automaton also has an operation that forces discarding
every packet that is left in the queues when the clock needs to be reset by
the receiver endpoint, since those packets will have already reached the
deadline.

Initial

©

Sync?
empty[id]=isEmptyBuffer(),
full[id]=isFullBuffer(),
sblLoc[id]=1, fulllid]=isFullBuffer(),
initializeBuffer() empty[id]=isEmptyBuffer(),
sblLoc[id]=1
Empty /2
12
ToSublink[id]?
empty[id]=0,
fisFullBuffer() insertBuffer(sndTime,sndData)
ToSublink[id]? .
insertBuffer(sndTime,sndData) (100-c_lateTendency):100 isEmptyBuffer()
1 NotEmpty
fulllid]=isFullBuffer() .
5 ResetingToEmptyState
J o
( F Empty?
orceEmpty?
dstloc==1
sblloclid]=0  €MPYBuffer(
pmm O-----
(100-c_lossTendency) | { c_lossTendency
FromSublink[id]! : : FromSublink[id]!
sblData=dataFrontBuffer(), « sbIData=LOST,
sbITime=timestampFront$uffer(), | sblTime=timestampFrontBuffer(),
extractFrontBuffer() : : extractFrontBuffer()
s < — — -
PacketSent

lisEmptyBuffer() isEmptyBuffer()
sblLoc[id]=1

Figure 4.9: Sublink automaton

The receiver automaton (Figure has the following tasks. First,
it initiates the synchronization with all the automata (left part). Then, it
waits for packets to be received from any sublink. When packets are received
(bottom part), it checks if the packet is a duplicate, on time, late or lost and
it only saves it in the buffer if it is an accepted packet according to the
MTIP receiving algorithm explained in Section [4.4.1] Note that there are
additional variables and labels in the form of location names that will be
used to check formal properties in Section [4.5.3] The locations r_r and
r_b check for red and blue data in the application while the variables a_r
and a_b are used to count the amount of red and blue messages in the
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application. Then, the variables o_r, 1_r and d_r are used respectively to
check the amount of on time, late or duplicate red data in the protocol,
with the equivalent variables for blue data o_r, 1_r and d_r. Finally, the
receiver automaton is in charge of resetting the clock when it reaches the
TIMELIMIT plus the maximum DEADLINE allowed for the packets (right-top
part). This operation begins with the application consuming the buffer and
saving relevant information for the formal validation. When this operation
concludes, the clock is reset, along with other complementary variables. All
automata keep working following the Wolper test.
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Figure 4.10: Receiver automaton
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Listing [4.13] contains the values of the constants used in the model, vari-
ables for the formal verification (denoted by underscores) and the initial
values of the configurable variables (starting with ¢ ) that will be used later
to study the performance properties with UPPAAL sMC. The different func-
tions shown in the model have self-explanatory names; however, the full code
of the model can be found in [169].

1 //Constants (Wolper)
2 const int LOST = O0;
3 const int WHITE = 1;
i1 const int RED = 2;

5 const int BLUE = 3;

7 //Constants (and limits)

8 const int TIMELIMIT = 4;

9 const int MAXBUF = TIMELIMIT;
10 const int MAXSBL = 3;

11 const int DEADLINE = 3;

12 const int EMPTY = O0;

14 //Variables for formal verification
15 int a_r, a_b;
16 int o_r, o_b;
17 int 1l_r, 1_b;
18 int d_r, d_b;

20 //Configurations for SMC
21 int c_sblNum=3;

22 int c_lossTendency=50;

23 int c_lateTendency=50;

Listing 4.13: Global declarations

4.5.3 Simulation and Formal Verification

We first run a simulation, shown in Figure[4.11] to check the model’s expected
behavior (i.e., Figure [3.5). Then, we proceed with the formal verification.
Although the model is based on the previous models in PROMELA which
have already been checked, we translate the correctness properties of MTIP
to TCTL to assure that the behaviors of this new model correlates with the
one of the protocol. In Listing[4.14] we show the properties in TCTL language
(with r being the receiver) and in Table[4.2]the verification of the formulas.
The translation of the properties is made to comply with the differences of
the languages (e.g., Al] instead of []), and the limitations of the language used
by UPPAAL, since lead to (--> or A[](p imply A<> q)) is the only TCTL
operator allowed in UPPAAL with two nested temporal operators. Specifically,
properties 2 and 4 are straightforward equivalent, but property 1 formula now
expresses that if all packets arrive late, the application will not receive them,
and the formula for property 3 checks that no red data is received in the
application if blue data has been received.
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tetl P1 { A[] not ((1_r = c_sblNum && a r > 0)
| (1_b=c_sblNum && a_b > 0)) }

tctl P2 { A]] ((a.r<=1) && (a_b<=1)) }

tctl P3 { A[] not (r.r r && a b>0) }

tctl P4 red { (o_r —=1&& a_r — 0) —> r.1_1 }

tctl P4 blue{ (o_b — 1&& a_b — 0) —> r.r_b }

Listing 4.14: Correctness properties in TCTL

Table 4.2: Verification results in UPPAAL

States, stored | States, matched | Memory usage
General 42105198 133566430 7581.232 MB
P1 42105198 133566430 7588.732 MB
P2 42105198 133566430 7588.732 MB
P3 42105198 133566430 7588.944 MB
P4 red 42105198 227928967 10735.344 MB
P4 blue 42105198 235998863 10933.564 MB

After evaluating the correctness of MTIP with UPPAAL, we proceed to
study the performance properties. We measure the impact of the config-
urable properties (i.e., c_sblNum, c_lateTendency and c_lossTendency),
modifying the number of sublinks and the probability of losses and late
packets. The first set of properties (P5) are meant to test the probability of
receiving the messages successfully, while the second set (P6) measure the
resource waste in terms of duplicate messages. The properties are shown in

Listing

tctl P5 red { Pr[<=100] (<> a_r > 0) }
tctl P5_ blue{ Pr[<=100] (<> a_b > 0) }
tctl P6_red { Pr[<=100] (<> d_r > 0) }
tctl P6_ blue{ Pr[<=100] (<> d_b > 0) }

Listing 4.15: Performance properties in TCTL

We evaluate the use of 1, 2 or 3 sublinks under configurations of 0 to
100 loss and late tendencies (in 10-sized steps). The heatmaps displaying
the results of the first property evaluation can be found in Figure [4.12] and
the heatmaps for the second property evaluation can be found in Figure
These graphs present the average results of validating the properties
in a time that assures that the completion of the experiment (Pr[<=100]
(<> receiverEnd == 1)) occurs in [0.990031,1] with confidence 0.99. To
facilitate comparison between the two sets of heatmaps, blue has been used to
indicate a positive outcome for the performance property, while red indicates
a negative outcome.
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By evaluating the performance properties, we can extract the following
conclusions. First, in performance property P5, the colours of the graphs
suggest that the use of more sublinks enhances the communication. More
green and blue colours can be seen with two and three sublinks. However,
if the scenario is poor (see LossTendency 100% and LateTendency 100%)
the communication cannot be improven by the use of more sublinks, since
all sublinks in use appear to be faulty. Performance property P6 shows an
analogous behavior. In this case, we see that using more sublinks generally
worsen the property. This is due to the fact that using more sublinks usually
reflects in receiving more duplicates and having more resource waste. The
trade-off of the performance properties of MTIP resides then in finding a
sufficient configuration for the application requirements. For instance, if the
requirements set a minimum of 0.9 probability of arrival of a red data under a
scenario of 0% loss and 20% late tendencies, the graphs shown in Figure [4.12
displays that this can be achieved with two and three sublinks. However,
if the the maximum resource waste is set to 0.7, the graphs in Figure [{.13]
show that the use of two sublinks is the only one that can comply with both
requirements, even if the use of three sublinks provides more reliability.



Chapter 5

Implementation and
Evaluation of MTIP

CONTENTS
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SuUMMARY: This chapter presents the implementation and evalua-
tions performed on MTIP, which were conducted in both a simulated
environment and a real 5G testbed at University of Malaga [I87]. The
chapter also details the use cases and scenarios under test and provides
an analysis of the results obtained.
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5.1 Implementation

An MTIP link begins in the CLOSED state. Once the sublinks have been
bounded and the link handshake has been completed, it enters the LINKED
state, where the data exchange can start. At the end of a transport ses-
sion, the MTIP link is closed, which is done similarly to TCP, i.e., via a
FIN WAIT state.

Active Open Pgsps;i:e
Send LINK CLOSED
LISTEN
Y
Receive LINK
LINK Store Ifaces
Send LINK/ACK
Y
Receive
Reaeive LISTEN_ACK
Store lfaces
Send ACK f
R ACK
—>» LINKED coelve
Receive
FIN_ACK MTIP_CLOSE Receive FIN Receive ACK
Send ACK Send FIN Send FIN_ACK Delete Objects
Delete Objects

Figure 5.1: The MTIP state machine

The implementation structure of MTIP is shown in Figure [5.2] and can
be summarized as follows. When a link has been established and both end-
points have synchronized their information about the sublinks, the data plane
uses the different data sublinks (DS) to send the application data (following
the algorithm presented in Section with the application preferences pre-
sented in Section [3.4)). The control plane or monitoring entity (MTICP) uses
different ports to monitor the status of the sublinks and sends Keep Alive
messages through control sublinks (CS) when the data sublinks are idle, to
keep network KPIs up to date.
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".CAppIication: Controller.: \ ¢ Application: Device |
‘4 API C/C++: MtipApi ‘ API C/C++: MtipApi
\’ Protocol: MTIP instance \ Protocol: MTIP instance
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:: e _;,._:,.:,_;,
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Figure 5.2: MTIP implementation structure

Figures and present the interconnection of these classes
with the main MTIP data structures. It is important to note that all
classes inherit from QObject, since they rely on Qt inter-process commu-
nication [188]. Moreover, they also inherit from Debug, a class developed
to show debug messages in a cohesive way. An example of a MTIP log is
provided in Figure We observe similarities between MTIP and MTICP
classes. Both classes execute in parallel and use communication preferences
and protocol configurations to tune their operation. These similarities are
also shown between DS and CS classes, since both are used to send packets
through different interfaces. DS are managed by MTIP to send information
and are in charge of measuring and storing the status of the sublink, while
CS are managed by MTICP and make use of the application preferences
stored in MTIP class to send KPA packets.

5.1.1 Context awareness

The code developed also implements the API presented in Section and
detailed in Appendix [B] Table lists the communication preferences that
the application can expose, a short description (further information in Sec-
tion , the accepted values and the specific default values defined in
current implementation. Table [5.2] enumerates the characterization informa-
tion that the application can retrieve from MTIP in current implementation.
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Interface DataSublink:: Characterization
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X -
“, -

Figure 5.5: DS collaboration diagram

L0bject Debug MTIP::MTIF Options MTIP::MTICPCaonfigurations

A 3 «

M \mtip_options{ ’ 'Fmticp_conﬂguratinns
N -
Interface MTIF'::PrutuénlCnhﬂguratiuns MTIPpacket
« .4 4
| interface_ta_send_from ~ ’prutncul_cunﬁguratinns(‘ = KPA_packet

Figure 5.6: CS collaboration diagram
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1 [MTIP] ----------- MTIP Initialization
2 [MTIP] ----------- BIND Interface
3 [PATH:INTERFACE] - Bind: "18.11.64.193" 3333
4 [MTIP] ----------- BIND Interface
5 [PATH:INTERFACE] - Bind: "1@8.11.64.287" 3333
6 [MTIP] ----------- BIND Interface
7 [PATH:INTERFACE] - Bind: "18.11.64.187" 3333
8 [MTIP] ----------- BIND Interface
9 [PATH:INTERFACE] - Bind: "1@.11.88.1" 3333
18 [MTIP] ----------- Preferencas Updated
11 [MTIP] ——-----———- LINK Starting
12 [MTIP] =-------=-- LINK active
13 [MTIP] ----------- Created -> [SeqNum] 8 [Timestamp] 16674654177485745%2 [Flag]
FLAG_LINK [Payload] "[\n {\n \"CONTROL_PORT\": 4444,%\n \"IPAM: \"18.11.64.
193%",\n \PORT\": 3333\n }i\n {\n \COMTROL_PORT\": 4444 ,\n
ATIPYT: \"18.11.64.2087\",\n \"PORT\": 3333\n }a\n {\n A "CONTROL_PORTA":
4444 \n VIR ZU1e.11.64.1870",\n VPORTA: 3333\n b\n {hn
N\"CONTROL_PORTA™: 4444 %\n AUIPYTD N"18.11.88.147,\n \"PORT\": 3333\n Hnlin®

14 [PATH:INTERFACE] - Sent from: "18.11.64.193" 3333 to: "10.11.23.3" 3333

15 [PATH:INTERFACE] - Sent from: "18.11.64.287" 3333 to: "16.11.23.53" 3333

16 [PATH:INTERFACE] - Sent from: "18.11.64.187" 3333 to: "16.11.23.53" 3333

17 [PATH:INTERFACE] - Sent from: "18.11.88.1" 3333 +to: "18.11.23.5" 3333

18 [PATH:INTERFACE] - Received Message from: "18.11.23.5" 2333 to: "18.11.64.183" 3333

19 [MTIP] ----------- Received LINK/ACK, sending ACK

28 [MTIP] ----------- Received -> [Seghum] @ [Timestamp] 16674654187380895098 [Flag]
FLAG_LINKACK [Payload] "[\n {in \"CONTROL_PORT\": 4444,\n VIRV V18,11,
23.54",\n A"PORTA": 3333\n }:\n {\n AUCONTROL_PORTA™: 4444, \n
AUIPYT: \M18.11.28.54",\n AUPORTA: 3333\n An {\n \CONTROL_PORT\": 4444,
\n AUIPYT: \"18.11.684.54",\n \"PORTY": 3333\n }.\n {\n
\"CONTROL_PORT\": 4444,\n AVUIPVTD \U18.11.66.5\",4\n \"PORT\": 3333\n nlin”

21 [PATH:DATASBEL] --- Creation of new Data Sublink "18.11.64.123" 3333 "18.11.23.3" 3333

22 [PATH:DATASBEL] --- Creation of new Data Sublink "18.11.64.287" 3333 "18.11.28.3" 3333

23 [PATH:DATASBL] --- Creation of new Data Sublink "1@.11.64.187" 3333 "1@.11.64.3" 3333

24 [PATH:DATASBEL] --- Creation of new Data Sublink "18.11.88.1" 3333 "18.11.66.5" 3333

25 [MTIP] ----------- Calculating latency: [Received  1667465418728895998 ] [Timenow
1667465418736453684 ] [Latency 6257248 ] [ 6.35725e+486 ; -6.25725e+486 ]

26 [MTIP] ----------- Created -> [SeqNum] © [Timestamp] 6357248 [Flag] ACK

27 [PATH:DATASBL] --- Sending...

28 [PATH:INTERFACE] - Sent from: "18.11.64.193" 3333 +to: "18.11.23.3" 3333

29 [PATH:DATASBL] --- Sending...

38 [PATH:INTERFACE] - Sent from: "18.11.64.287" 3333 +to: "108.11.28.3" 3333
31 [PATH:DATASBEL] --- Sending...

32 [PATH:INTERFACE] - Sent from: "18.11.64.187" 3333 to: "18.11.64.3" 3333
33 [PATH:DATASBL] --- Sending...

34 [PATH:INTERFACE] - Sent from: "18.11.86.1" 3333 to: "18.11.66.5" 3333
35 [MTIP] ----------- LINK completed

Figure 5.7: Example of MTIP debugging log
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Table 5.1: Communication preferences
.. Accepted values Defau.l ¢
Communication . . value in
Description in current
preference . . current
implementation .
implem.
It selects the algorithm that 0: Use all st}bhnks
L . (fixed selection)
is going to be used for the .
. . 1: Use one sublink
selection of sublinks. The (fixed selection)
Algorithm mode (AM) sublinks nnght .bc sc%octcd 2: Use best (N) sublinks 3
by the application (fixed . .
selection) or dynamically (dynamic selection)
o 3: Use the MTIP Algorithm
by the protocol. . .
(dynamic selection)
It selects the sublink that
is in use (in the case of 0 to the maximum number
Number of sublinks (N) AM 1) or the number of o ’ 0
. . of sublinks available
sublinks that should be in
use (in the case of AM 2).
It defines the maximum
-to-end le vy of th
Maximum latency (deadline) end torend atency of the 0 to 1e9 nanoseconds (ns) 1e7 ns
packets, namely the
deadline.
It defines the maximum
percentage of duplicate
Duplicate threshold (DT) packej'ts that th'e MTIP 0 to 100 % 50
algorithm considers
reasonable (only used in
AM 3).
It defines the maximum
percentage of loss or late
ackets that the MTIP
Loss-late threshold (LT) packets that the 0 to 100 % 10
algorithm considers
reasonable(only used in
AM 3).
It defines how the sublink
ranking must be calculated,
using just reliability
measurements (LW 0),
Latency weight (LW) using only latency 0 to 100 % 100

measurements (LW 100),
or using a weighted mean
of both measurements
(LW from 0 to 100).

Table 5.2: Feedback information

Feedback Description Value
Network information, measured | Network information (sublink ID, IP
latency (ingress, egress) and and ports), latency (nanoseconds) and
General - . L
measured reliability (ingress, reliability (% of packets successfully
egress) for each sublink. forwarded to the application).
. Pack i li 1
Sending Status of each packet sent. acket on tnnei duplicate, late
or ack not received.
Pack i li 1
Receiving | Status of each packet received. acket on tlme., duplicate, late
or ack not received.
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5.2 Evaluation in a Simulation Environment

First, we study the impact of different configurations of the MTIP algorithm
in a simulation environment. This environment comprises a virtual topology
generated by the Mininet tool [38] and different scenarios impaired with
Netem rules with the tc tool [39).

5.2.1 Topology and Scenarios

The topology under test consist on two endpoints connected by four sublinks
as presented in previous Figure [3.2] Packets are sent at the typical Tactile
Internet rate of 1kHz [I] with a latency limit of 10ms. We study the impact of
the main parameters of the MTIP algorithm, i.e. the loss-late threshold,
the duplicate threshold and the latency weight (as previously presented
in Figure of Section . We measure the impact on the main trade-
off of the algorithm: the reliability, counting lost and late packets, versus
the resource waste, in terms of duplicate packets. In order to showcase this
trade-off, we have created the metric trade-off which shows a lower value
when the case is more beneficial. The metric is configurable, in this case
we have considered the values of the trade-off metric with Weight = 0.05.
This value represents the importance of wasting resources, shown by the
number of duplicate packets, set to a 5% compared to the importance of
receiving correct messages. However, the decision on the concrete value of the
metric would depend on the specific target application and the importance
of reliability versus network overload that the developer assigns to that case.

Losses + (Duplicates x* Weight)
1+ Weight

Trade-of f =

We consider three scenarios that differ in the choice of the impaired KPI:

e Delay scenarios emulate delays in the lower layers of the proto-
col stack. These delays could be caused by different configurations,
such as the acknowledged mode of the Radio Link Control proto-
col (RLC) [189], which provides higher reliability at the cost of longer
delays. Delay scenarios explore cases with significant delay variation
and no losses.

e Loss scenarios emulate lower-layer losses, e.g., losses caused by the
unacknowledged mode of RLC. Loss scenarios explore cases with losses
but with no significant delay variations.

e Mixed scenarios are the most realistic of the three types of scenarios.
They present the case of having both delay variation and losses caused
by balanced configurations of lower layers.
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All scenarios change their conditions every second. However, we create
three variants of each scenario: one with good conditions on all paths, one
with dynamic conditions on all paths, i.e., paths that change from good to
poor conditions and vice versa, and one with poor conditions on all paths, in
order to showcase a extremely bad situation. To have some reference values
on the worst and best-case scenarios, we characterize the scenarios using
MTIP over the paths separately, showing the average value, and then using
MTIP redundantly on all paths simultaneously. We show the results of this
characterization in Table It is important to note that the percentage
shown in the table is the amount of late and lost packets that do not reach the
application layer. In delay scenarios, the percentage represents the fraction
of packets whose transfer time is larger than 10 ms, typical TI deadline [IJ;
in loss scenarios, the percentage denotes actual packet losses; while in mixed
scenarios, the percentage is a combination of packets that are late and lost.

Table 5.3: Characterization of the testing scenarios

Delay Scenarios Loss Scenarios Mixed Scenarios
Good Dyn. Poor | Good Dyn. Poor | Good Dyn. Poor
One Path | 0.12% 9.72% 16.30% | 0.86% 3.89% 10.52% | 1.92% 11.58% 25.02%
All Paths | 0.01% 0.02% 0.02% | 0.00% 0.01% 0.02% | 0.07% 0.06%  0.89%

5.2.2 Results and Discussion
5.2.2.1 Loss-late and Duplicate Thresholds

In Figure[5.8] the loss-late threshold is modified with a fixed duplicate thresh-
old in the top part, and then, the duplicate threshold is modified with a fixed
loss-late threshold in the bottom part.

The behavior of the modification of the two thresholds is analogous, with
more restrictive thresholds (low loss-late thresholds or high duplicate thresh-
olds) causing causing less losses at the cost of more redundancy and vice-
versa. In terms of the trade-off, we observe that, in general, if the scenario
is good, it benefits from reducing duplicates, while in worse scenarios, it de-
pends on the specific case. For instance, in the mixed scenario (poor), both
0% and 5% loss-late threshold configurations are considered better than the
10% configuration. This is because the scenario is so impaired that setting
a 10% configuration leads to a disproportionate increase in lost-late packets,
outweighing the reduction in duplicates.
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5.2.2.2 Latency Weight

In Figure [5.9] we fix the values of the loss-late and duplicate thresholds to
have a scenario prone to losses and evaluate the effect of the latency weight
parameter. The results indicate that selecting sublinks based on latency
alone (100%) or a combination of latency and reliability is more advantageous
than solely considering reliability (0%). Since reliability is already improved
by using multiple sublinks, it is usually beneficial to include the latency KPI
as well in the selection of the sublinks.

Mixed (poor) Mixed (dynamic) Mixed (good)
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0.70
060 1 * .

LA T ] .
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0.40 4 . Fraction of Duplicate Packets
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Figure 5.9: Effect of the latency weight on lost-late and duplicate packets

In Figure we can see why this effect has a larger impact in good
scenarios. In situations where conditions are less favorable, more sublinks
tend to be used, making the specific ranking less crucial.

5.3 Evaluation in a Real Environment

In this section, we present a more realistic evaluation in a 4G/5G testbed
with a real industrial robot in order to check the validity of our previous
simulated evaluation. First, we describe the testbed, then the scenario under
evaluation and finally, the results and discussion.

5.3.1 5G Testbed and Topology

For our evaluations, we make use of the experimental platform for 5G and
6G mobile networks Victoria Network [I87], located at the University of
Malaga. The platform is managed by the MORSE group at the Institute
of Technology and Software Engineering of the University of Malaga (ITIS)
and is a key European reference for the success of 16 projects of the FP7,
H2020 and Horizon FEurope programmes, as well as support for numerous



94 CHAPTER 5. Implementation and Evaluation of MTIP

GOOD SCENARIO

|
|

DYNAMIC SCENARIO

-
i

Sublink

M ()] =N
l
I

POOR SCENARIO

P W B

0 2500 5000 7500 10000
Packet Number

Figure 5.10: Sublinks selected during a communication in different scenarios

national projects. Currently, this infrastructure covers part of the Teatinos
campus of the University of Malaga and has connections to different areas
of the province of Malaga thanks to agreements with Telefonica and Malaga
City Council. Victoria Network consists of all the elements to create end-
to-end private 5G networks with commercial and experimental equipment,
including terminals, base stations, virtualized 5G cores, application servers,
measurement instruments, and the capacity to create SIM cards, among
other features.

The architecture of the testbed can be abstracted in two main layers, the
physical infrastructure layer and the management and orchestration layer.
The physical infrastructure layer involves the the end-to-end components
and the underlying network. In our evaluation, these are constituted by the
end devices, multi-radio access technologies modems, a multi-probe anechoic
chamber and multiple antennas and core networks with synchronization and
security capabilities. These network elements are displayed in Figures [5.11
and The management and orchestration layer enables the management
of virtualized elements and these traditional network systems, configuring
independent connections through shared components. Specifically, it allows
the creation of the four differentiated sublinks that will be used in our tests:
4G, 5G NSA, 5G NSA with special QoS class identifier priority and 5G SA.
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Figure 5.11: Antennas and core networks used for our evaluation
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Figure 5.12: Additional elements used for our evaluation

5.3.2 Use Case: Remote Control of an Industrial Robot

The case study in our tests represents a Tactile Internet remote control
of an industrial robot that needs to move within a specific time frame in
coordination with other robots on the assembly line. It must work reliably
but always within a time frame, as any movement after a deadline can lead
to accidents or damage to important devices. The data characteristics of this
application are similar to those of the emulated evaluation, where an order
to move the robot is sent with a 10 ms deadline. In our evaluations, we use
the Husky Clearpath [I90] shown in Figure This robot runs the the
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Robot Operating System (ROS) [191] to send and control the commands, so
a proxy setup has been created to encapsulate ROS messages over MTIP for
the communication. Figure [5.14] shows the resulting communication setup.

Figure 5.13: The Husky Clearpath robot used in the testbed evaluation

Application - ROS (HTTP/TCP) Application - ROS (HTTP/TCP)
MTIP MTIP
IP IP IP P IP IP IP IP
Network | Network | Network | Network Network | Network | Network | Network
Access | Access | Access | Access Access | Access | Access | Access
...... F 7 - T
""" 5GNSA
..................... TTEGNSAPRIO e
5G SA

Figure 5.14: Communication setup between the controller and the robot
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The scenarios and measurements used to evaluate MTIP in the real en-
vironment present a similar approach as in the emulated environment. Re-
garding the scenarios, there is regular scenario that introduces the normal
operation of the network without any kind of additional impairments. Since
the network has stably low losses but variability in the delay, this scenario
is comparable to the previous delay scenarios of the emulated evaluation.
Then, there is a impaired scenario which is more comparable to the mized
scenarios. This scenario includes additional losses impairments generated by
a multi-Probe Anechoic Chamber to create more challenging radio conditions
and replicated for multiple tests with the network emulation tool netem [39].
Both scenarios are dynamic, since a real network always presents certain
variability. The characterization of the scenarios are presented in Figures

E15 and E16

B Packets late or lost
8 Packets late
e Packets lost

[}
-

+

T LA

All Paths Path 5G SA  Path 5G NSA Prio Path 5G NSA Path 4G

% of Fiac kets

~
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Figure 5.16: Characterization of the impaired scenario
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We evaluate the performance of MTIP at the transport and application
layers. The transport layer measurements are similar to those conducted in
the emulated environment, assessing the impact of MTIP’s algorithm pa-
rameters on duplicates, late and lost packets, and the trade-off metric. At
the application layer, accuracy is measured in terms of the percentage of
robot actions correctly processed by the robot, while efficiency is measured
through the trade-off metric. The combination of both measurements pro-
vides a comprehensive analysis of the most favorable cases. The results of
the evaluation are provided in the following subsection.

5.3.3 Results and Discussion
5.3.3.1 Loss-late and Duplicate Thresholds

Figures[5.17al and [5.17b| show the number of duplicates and lost or late pack-
ets when modifying the thresholds in the regular scenario. The behavior is
similar to that observed in the emulated scenario, where an increase in dupli-
cate packets leads to a decrease in loss-late packets due to redundancy, and
vice versa. As the scenario is not ideal, some redundancy shows to be ben-
eficial. Both evaluations indicate that keeping duplicate packets at around
20/25% can be advantageous (i.e., the case of 80% Duplicate threshold and
the case of 0% Loss-late threshold). In the impaired scenario (see Figures
[5.18a) and [5.18b|), decreasing the number of duplicate packets too much in
both evaluations leads to a higher and less desirable trade-off metric (such
as with an 80% Duplicate threshold or a 20% Loss-late threshold). In this
scenario, having a higher number of duplicate packets (around 50%) appears
to be more beneficial since the scenario is more susceptible to losses and can
benefit from a higher level of redundancy.

5.3.3.2 Latency Weight

The result of the evaluation of the latency weight presented in Figure [5.19]
shows that the different configurations of the parameter do not greatly af-
fect the trade-off metric in general. In the impaired scenario, using latency
measurements (25%-100%) can reduce the number of duplicate packets, but
this does not enhances significantly the trade-off metric since it incurs in
few, but some losses that also impact in the metric. Moreover, as shown in
Figure [5.20] the impaired scenario tends to use more sublinks, so the selec-
tion of the latency weight and thus, the ranking of sublinks is not critical
in this case. In the regular scenario, the difference is more noticeable in the
trade-off metric, showing that using only reliability measurements (0%) can
be less convenient than using latency measurements as well. However, since
the scenario is dynamic and the losses and late packets are not numerous
and can occur in any of the sublinks, once a sublinks is generally stable, the
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ranking is no longer as critical. This is shown in Figure [5.21] which presents
examples of different iterations of the tests in the regular scenario.
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Figure 5.21: Example of sublinks used in the regular scenario

Figures [5.22] and [5.23] show the accuracy and the trade-off metric under the
different configurations in the regular and impaired scenarios. In the regular
scenario, we note that the most accurate case is the one of the duplicate
threshold 100%, which receives 100% of the actions accurately in most of the
iterations. However, the trade-off metric shows that it is the least efficient.
The best balance between accuracy and efficiency was achieved with a loss-
late threshold of 0%, with more than 99% of mean accuracy and a low trade-
off metric. In the impaired scenario, the duplicate threshold of 100% was once
again the most accurate. Nevertheless, the configuration with a duplicate
threshold of 90% was the best in terms of efficiency while maintaining close
to 99% of mean accuracy.
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6.1 Conclusion

In this thesis, we have presented the Multi-connection Tactile Internet Pro-
tocol. MTIP is a transport protocol for the remote control of Tactile Internet
applications with stringent requirements such as industrial control and the
remote control of drones and cars. The development of MTIP was driven by
the need for a protocol that can effectively handle the unique challenges of
these types of application, including low latency, high reliability, and exploit-
ing current advances, such as the ability to operate over multiple networks.
MTIP’s ability to enhance communication is achieved through the use of
multiple paths, namely sublinks. MTIP uses context-aware information to
make decisions about the best sublinks for which to send redundant data.
Specifically, it uses application preferences and measurements on the sub-
links to send duplicate copies of the application commands simultaneously
through multiple sublinks.

MTIP utilizes timestamps and sequence numbers to manage this oper-
ation, allowing it to identify both duplicate and undesirable late packets.
In order to ensure the correctness and performance of the MTIP data ex-
change algorithms, several models were developed for verification purposes.
To this end, two powerful modeling tools, SPIN and UPPAAL, were utilized.
The first tool, SPIN, was used to perform a correctness analysis of the data ex-
change algorithms. Through this analysis, it was demonstrated that MTIP is
capable of effectively managing duplicate packets, late packets, out-of-order
packets, and packet losses. In addition to the one performed with the SPIN
tool, a complementary performance analysis was conducted using the UP-
PAAL tool and Statistical Model Checking. The goal of this analysis was to
evaluate the impact of using more sublinks on the percentage of correctly
received packets, as well as the percentage of duplicate packets. In general,
the use of the tools SPIN and UPPAAL provided valuable information on the
performance and correctness of MTIP data exchange algorithms. As a result,
we were able to proceed with the implementation and evaluation of MTIP.

We implemented a first version of the protocol using C/C++ and the
Qt library in the Linux OS. We tested the implementation in a simulated
environment to assess its expected behavior and analyse the impact of the
different configurations of the protocol in the selection of sublinks and the
percentage of packet losses. Following the simulated environment testing, we
conducted an evaluation on a real 5G testbed using an industrial robot. Both
evaluations provided valuable insights into the performance and effectiveness
of MTIP. In particular, we observed that more restrictive thresholds tend to
result in more duplicate packets but fewer losses, making this configuration
more suitable for worse network environments. Conversely, less restrictive
thresholds tend to reduce duplicates at the cost of some losses, a scenario
that may be recommendable if any of the underlying sublinks is mostly stable
and reliable through the connection.
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In conclusion, the development of the Multi-connection Tactile Internet
Protocol presents a significant contribution to the field of Tactile Internet
applications. The protocol’s utilization of multiple paths provides a more ro-
bust and reliable communication method, while the use of context-awareness
enables the effective use of MTIP in a wide range of Tactile Internet applica-
tions. Overall, the development and evaluation of MTIP have demonstrated
its potential for Tactile Internet applications, thereby laying a foundation
for future advancements in this field.

6.2 Future Work

Regarding the future work, there are several open research topics that require
further investigation.

Implementation and evaluation of MTIP in mobile devices At
present, the evaluation of MTIP has been limited to the Linux OS, although
it has also been successfully ported to Mac OS. An area of interest for fur-
ther research would be exploring the adaptation of MTIP to mobile phones.
Given that mobile phones are typically equipped with multiple network in-
terfaces such as WiFi and cellular connections, this renders a promising area
for the protocol. Following the research conducted on MPTCP [192] [193],
there is potential to adapt MTIP for use on mobile phones and evaluate its
performance in this context.

Evaluation of MTIP with Non-Terrestrial Networks In recent years,
there has been a growing interest in Non-Terrestrial Networks (NTN) in the
context of cellular networks [194] [195]. With the proliferation of new tech-
nologies and the increasing demand for connectivity and data transfer, NTN
have become critical components of our global communication infrastruc-
ture. It is worth noting that the 3GPP has included these systems in the 5G
and the new 6G architecture [196] [197]. Moreover, novel phones are going to
support this capability as well [198] 199]. Multi-connectivity is an enabler
for such communications, and we believe that MTIP could be used in this
scenario. Particularly, in hazardous environments with bad access and con-
nectivity and using low orbit satellites, which have the potential to maintain
low latency levels. Therefore, exploring the application of MTIP in these
contexts presents a promising area for future research.

Further evaluation and enhancements of MTIP Future work in the
scope of automated verification will address performance aspects in different
wireless scenarios, following the run-time verification approaches described
in [200] and [201]. For this purpose, we will work with actual traces of
the MTIP protocol generated in our experimental 5G network presented



108 CHAPTER 6. Conclusion and Future Work

in [202]. This approach will allow us to gain a deeper understanding of
MTTIP’s performance in different wireless scenarios and will pave the way for
further advancements in the field of Tactile Internet applications

Moreover, in our evaluation of MTIP’s implementation, we assess the
impact of the three main parameters of the algorithm to select the sublinks.
However, MTIP implementation is tuned with additional parameters that we
have yet to explore the impact, such as the alpha factor to consider previous
measurements or the amount of packets used to measure the reliability of a
sublink. Additionally, we need to assess the impact of using CHAR pack-
ets and including additional network measurements in MTIP algorithms.
To optimize the performance with these additional parameters and measure-
ments, it may be necessary to investigate the application of machine learning
or artificial intelligence solutions that can learn from the network.

6.3 Publications and Projects

The following subsections present the publications and activities related to
this thesis.

6.3.1 Journals and International Conferences

e J1: D. Rico and P. Merino, "A Survey of End-to-End Solutions for Re-
liable Low-Latency Communications in 5G Networks" in IEEE Access,
vol. 8, pp. 192808-192834, 2020, doi: 10.1109/ACCESS.2020.3032726

e J2: D. Rico, K.-J. Grinemmo, A. Brunstrom and P. Merino, "Per-
formance Analysis of The Multi-connection Tactile Internet Proto-

col over 5G" in Journal of Network and Systems Management, doi:
10.1007/s10922-023-09737-0

e C1: D. Rico, M.M. Gallardo, and P. Merino. “Modeling and verifica-
tion of the Multi-connection Tactile Internet Protocol” in Proceedings
of the 17th ACM Symposium on QoS and Security for Wireless and
Mobile Networks (Q2SWinet "21). Association for Computing Machin-
ery, New York, USA, 2021, 105-114, doi: 10.1145/3479242.3487328

e C2: A. Diaz Zayas, D. Rico, B. Garcia, and P. Merino. “A Coordi-
nation Framework for Experimentation in 5G Testbeds: URLLC as
Use Case” in Proceedings of the 17th ACM International Symposium
on Mobility Management and Wireless Access (MobiWac '19). Asso-
ciation for Computing Machinery, New York, NY, USA, 71-79, doi:
10.1145/3345770.3356742

e C3: D. Rico, K.-J. Grinemmo, A. Brunstrom and P. Merino, "Im-
plementation and evaluation of the Multi-connection Tactile Internet
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Protocol and API" in 2022 IEEE/IFIP Network Operations and Man-
agement Symposium (NOMS ’22), Budapest, Hungary, 2022, pp. 1-6,
doi: 10.1109/NOMS54207.2022.9789842

6.3.2 Publications Under Review

e P1: D. Rico, M.M. Gallardo, and P. Merino. "Verification of a multi-
connectivity protocol for Tactile Internet applications" (submitted, un-
der review).

6.3.3 Other Dissemination Activities

e D1 - Poster presentation: A. Diaz Zayas, D. Rico, B. Garcia,
and P. Merino. “A Coordination Framework for Experimentation in
5G Testbeds: URLLC as Use Case”, poster presentation in the 22nd
ACM International Conference on Modeling, Analysis and Simulation
of Wireless and Mobile Systems (MSWIM ’19), Miami Beach, USA,
Nov. 2019.

e D2 - Oral presentation: D. Rico, and P. Merino, "Ultra Reliable Low
Latency Communications: A state of the art review", in Proceedings of
the XXVI Jornadas de Concurrencia y Sistemas Distribuidos (JCSD
'19) Zaragoza, Spain, Jun. 2019.

e D3 - Oral presentation and publication: A. Diaz-Zayas, D. Rico,
B. Garcia, and P. Merino, "Marco de Trabajo para la Coordinacion de
Testbeds 5G: URLLC como Caso de Uso", in Proceedings of the XIV
Jornadas de Ingenieria Telemdtica (JITEL '19) Zaragoza, Spain, Oct.
2019. doi: 10.26754/uz.978-84-09-21112-8

e D4 - Oral presentation: D. Rico, A. Brunstrom, K-J. Grinemmo,
and P. Merino, "Implementation and evaluation of the Multi-connection
Tactile Internet Protocol and API", in Proceedings of the XXVIII
Jornadas de Concurrencia y Sistemas Distribuidos (JCSD '22) Avila,
Spain, Jun. 2022.

6.3.4 Related Projects and Funding

e P1: FPU, Ministry of Science, Innovation and Universities of Spain
under grant agreement FPU17/04292.

e P2: 5GENESIS, European Union’s Horizon 2020 research and inno-
vation programme under grant agreement No 815178.

e P3: EuWireless, European Union’s Horizon 2020 research and inno-
vation programme under grant agreement No 777517.
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e P4: RFOG, Ministry of Science, Innovation and Universities of Spain
grant agreement RT12018-099777-B-100.

¢ P5: EVOLVEDS5G, European Union’s Horizon 2020 research and
innovation grant agreement No. 101016608.

e P6: 5G+TACTILE 1, Ministry of Economic Affairs and Digital
Transformation of Spain, UNICO I+D, under gran agreement TSI-
063000-2021-11.

e P7: 6G-SANDBOX, European Union’s Horizon Smart Networks
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Appendix A

Resumen en Espanol

A.1 Introduccion

A.1.1 Motivacion

Internet Tactil (IT) se refiere a la red que permite a los humanos interactuar
a distancia con otros humanos o con maquinas mediante la transmisiéon en
tiempo real de informacion haptica (tacto, movimiento, vibracion, fuerzas,
etc.). Algunos ejemplos de casos de uso de Internet Téctil son el control
remoto de alta precisiéon de robots, coches o drones. Estos casos de uso
y sus aplicaciones imponen requisitos estrictos en términos de indicadores
de rendimiento (KPI) como la latencia o la fiabilidad. En la Tabla se
muestran los casos de uso més relevantes y sus requisitos. La naturaleza
movil de gran parte de los dispositivos implicados en estas comunicaciones
provoca que las comunicaciones inaldmbricas sean una parte fundamental
de la infraestructura necesaria. Por ello, las redes moviles y los protocolos
extremo a extremo deben evolucionar para dar soporte a estos requisitos del
IT.

Esfuerzos recientes en el diseno de redes 5G han adaptado estos requisitos
con la definicién de comunicaciones de baja latencia ultra fiables (URLLC).
Sin embargo, la pila TCP/IP clasica sigue siendo la principal interfaz con
la red 5G. Esta pila, constituida por protocolos de transporte como TCP y
UDP, fue definida hace mas de 40 anos y, a pesar de las continuas mejoras,
sus dominios de aplicacién se encuentran muy lejos de los de estas aplica-
ciones criticas. Por ejemplo, TCP se disené para ofrecer una fiabilidad del
100% que puede provocar grandes latencias, mientras que UDP no incluye
ningtn mecanismo de calidad especifico y, por tanto, no proporciona ninguna
mejora de la fiabilidad. Variantes de estos protocolos clasicos que propor-
cionan contribuciones més cercanas a los requisitos del Internet Tactil son
el protocolo de transporte en tiempo real (RTP) [26] y extensiones como
el MPRTP [27]. Sin embargo, estos protocolos se centran en ofrecer servi-
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Tabla A.1: Casos de uso del Internet Téctil, KPIs y consideraciones

Caso de uso
del Internet Latencia Fiabilidad Otras consideraciones
Tactil

1

TP: Pequeno (40-250 bytes)

SC?EEEZICH " ;Illgﬁcgtameme 99.99%- VD: Baja (1-10 Mbps)
ndustr 1-100ms (dinamico) 99.9999% AS: Pequena (cientos de metros)
St S \dinarico OAC: Jitter bajo (1-100us)
TP: Medio (50-1000 bytes)
Conduccién 0.5-2ms (vital) 99.9%- VD: Media (1-25 Mbps)
remota 5-10ms (dinamico) 99.999% AS: Alta (Kilometros)
OAC: Enlaces inalambricos
TP: Pequeno (40-250 bytes)
Control de 0.5-2ms (cinestésico) 99.9%- VD: Baja (1-10 Mbps)
drones 10ms (taactil) 99.999% Zona de servicio: Alta (Kilometros)
OAC: Enlaces inalambricos
TP: Medio (50-1000 bytes)
Teleoperaciones o VD: Baja (~1 Mbps)
quirtirgicas 5-10ms 99.9999% AS: Alta (Kilometros)
OAC: Alta disponibilidad (99,999%)
Realidad TP: Alto (800-1500 bytes)

5-10ms 99.99% VD: Alta (30-1000 Mbps)
AS: Variable

virtual

! Tamafio de Paquete (TP), Velocidad de Datos (VD), Area de Servicio (AS) y
Otros Aspectos Clave (OAC)

cios multimedia en tiempo real con grandes cantidades de datos, en lugar
de paquetes de tamano limitado con estrictos plazos de entrega como son
habituales en el control remoto de aplicaciones del Internet Tactil.

Es por ello que se han desarrollado algunas extensiones de estos protoco-
los en tiempo real, como Smoothed SCTP [30], y nuevos protocolos para el
control remoto, como IRTP [31I] o ETP [32] (mas ejemplos en [33] 34]). No
obstante, la mayor parte de estos protocolos de transporte no aprovechan
los avances de las nuevas redes moviles, especialmente una de las tendencias
clave en los nuevos protocolos de transporte: el uso de la multiconectividad
(mas informacion sobre evolucion de las redes en [18,[35]). Ademas, estos pro-
tocolos usualmente carecen de la flexibilidad necesaria para adaptarse a los
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requisitos especificos de cada caso de uso, e incluyen prestaciones adicionales
que no son necesarias para el IT e, incluso, podrian ser contraproducentes
anadiendo complejidad y sobrecarga.

En conclusioén, las aplicaciones del Internet Téactil necesitan un protocolo
de transporte que pueda adaptarse a los requisitos especificos de cada caso
de uso y, al mismo tiempo pueda aprovechar todo el potencial de las redes
subyacentes. En este contexto, presentamos MTIP, el protocolo de multi-
conectividad para el Internet Téctil (The Multi-connection Tactile Internet
Protocol).

A.1.2 Preguntas de Investigacion y Contribuciones

El objetivo principal de este trabajo de tesis es explorar la viabilidad de
protocolos de transporte para comunicaciones fiables de baja latencia. Para
ello, la tesis se basa en varias preguntas de investigacién. En esta seccién, se
presentan las preguntas de investigacién y las contribuciones que trabajan
en ofrecer respuestas a las mismas.

e Pregunta 1 (P1): ;Cuéles son los nuevos casos de uso de comunica-
ciones fiables de baja latencia y cuéles son sus requisitos en términos
de KPIs?

e Pregunta 2 (P2): ;Cuales son las principales soluciones y tecnologias
extremo a extremo en las nuevas redes celulares (como 5G) para so-
portar comunicaciones fiables de baja latencia?

e Pregunta 3 (P3): ;Estan preparados los protocolos de transporte tradi-
cionales para a soportar las nuevas comunicaciones fiables de baja la-
tencia?

e Pregunta 4 (P4): ;Cémo pueden los nuevos avances mejorar un proto-
colo de transporte para ofrecer un mejor servicio a las comunicaciones
fiables de baja latencia?

e Pregunta 5 (P5): ;Qué rendimiento puede obtenerse con un protocolo
de transporte para aplicaciones fiables de baja latencia?

Con el fin de abordar estas preguntas de investigacion, el trabajo de tesis
cuenta con diferentes contribuciones que se basan y amplian la literatura
existente sobre el tema, dando lugar a un conjunto de trabajos publicados.

e Contribucion 1 (Cl): Para abordar las cuestiones P1, P2 y P3, re-
alizamos un estudio exhaustivo del de las soluciones de extremo a ex-
tremo para comunicaciones fiables de baja latencia, identificando areas
de investigaciéon relevantes y tecnologias habilitadoras como la multi-
connectividad o el uso de informacién de contexto a través de interfaces
de programacion (API).
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e Contribucion 2 (C2): Para responder a la P4, tomamos nuestros conoci-
mientos previos de la C1 y disenamos un protocolo de transporte para
comunicaciones fiables de baja latencia: el protocolo de multiconec-
tividad para el Internet Téctil (MTIP). Este protocolo se basa en tec-
nologias habilitadoras estudiadas, como la multiconectividad y el uso
de informacién de contexto, para transportar comandos de control re-
moto de aplicaciones de Internet Tactil.

e Contribucion 3 (C3): Continuando el trabajo de la C2, identificamos
las principales propiedades que definen el protocolo y creamos mo-
delos formales para realizar una verificacién exhaustiva de su fun-
cionamiento.

e Contribucion 4 (C4): Abordando la P5, desarrollamos una imple-
mentacion del protocolo y el API para exponer las capacidades del
protocolo de forma flexible a las aplicaciones.

e Contribucion 5 (C5): Completando la C4, realizamos una evaluacion
del rendimiento del protocolo mediante simulaciones y experimentos en
el mundo real. Para el entorno simulado, utilizamos las herramientas
Mininet [38] y Netem [39] para crear una topologia con miltiples rutas
y estudiar el impacto de distintas configuraciones del protocolo. Para
los experimentos en entorno real, utilizamos una plataforma de prue-
bas disponible en la Universidad de Malaga [40] que posee multiples
conexiones celulares (como 4G, 5G NSA y 5G SA) para profundizar en
el impacto de las distintas configuraciones del protocolo.

Las contribuciones han resultado en seis trabajos de investigacion, los
cuales se relacionan con las preguntas y las contribuciones como se muestra

en la Figura

A.2 Antecedentes: Soluciones Extremo a Extremo
de Baja Latencia y Fiabilidad en Redes 5G

El primer trabajo derivado de esta tesis se incluye en el Capitulo [2| En él
se presenta un estado del arte de las tecnologias y soluciones de extremo
a extremo para mejorar las comunicaciones fiables y de baja latencia. En
primer lugar, se distinguen 3 lineas de investigacién para mejorar las comu-
nicaciones: la mejora de los protocolos de extremo a extremo, los avances
en las redes actuales y el uso de la informacién contextual para mejorar la
comunicacion.

Se evaltan soluciones novedosas dentro de cada area de investigacion,
analizando indicadores clave de rendimiento como la fiabilidad, la latencia y
rendimiento, asi como otros parametros relevantes, como la fiabilidad parcial
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T1

P4 C4 — T5

P5 » G5 T6

Figura A.1: Relacién entre las preguntas de la investigacién, las contribu-
ciones y los trabajos resultantes

y el soporte de redes heterogéneas. A continuacién, se analizan los métodos
y técnicas utilizadas para mejorar el rendimiento de estas tecnologias habili-
tadoras. Finalmente, se identifican lineas de investigacién relevantes para el
desarrollo de nuevos protocolos de baja latencia y fiabilidad como son el uso
de multiples caminos o informacién de contexto a través de APIs.

A.3 The Multi-connection Tactile Internet Protocol

En el Capitulo [3]se el protocolo de multiconectividad para el Internet Téactil
(MTIP). MTIP es un protocolo de transporte para el control remoto de
aplicaciones de Internet Téctil. MTIP esti disenado para redes privadas
grandes, entorno tipico de casos de uso del I'T como el industrial, que incluyen
mecanismos de seguridad y sincronizacién. La base de MTIP es el uso de
multiples subenlaces o caminos independientes extremo a extremo (4G, 5G
0 6G) para enviar datos de forma redundante, como se muestra en la Figura
[A72] MTIP combina esta capacidad con el uso de informacion contextual
para enviar datos de forma adaptédndose a las necesidades de la aplicacion.
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:  ENLACE

Figura A.2: Uso de multiples subenlaces en MTIP

Los algoritmos de envio y recepciéon de paquetes en MTIP estan repre-
sentados en las Figuras y[A74 En el envio, el protocolo selecciona qué
subenlaces utilizar para duplicar paquetes y obtener un mejor rendimiento
gracias a la redundancia. Esta decision la realiza en dos fases. En una
primera fase evaltia si en el receptor se estdn recibiendo demasiados paque-
tes duplicados o si se estan perdiendo o retrasando demasiados paquetes.
Los limites que regulan esta decisiéon estan dados por los pardmetros con-
figurables duplicate threshold y loss-late threshold. En funcién de
esta evaluacién, MTIP reduce o aumenta el niimero de subenlaces en uso,
respectivamente. A continuacion, MTIP evaltia qué subenlaces especificos
deben utilizarse para la transmisiéon. En esta operaciéon, usa el pardmetro
latency weight para clasificar los subenlaces en términos de medidas de
latencia (100% latency weight), fiabilidad (0% latency weight), o una
media ponderada de los mismos. MTIP obtiene los parametros gracias a
exponer el API a la aplicacién mientras que obtiene la caracterizacion de los
subenlaces gracias a medidas de la red, utilizando informacién de contexto
de tanto capas superiores como capas inferiores al protocolo. El API y su
documentacion esta accesible en [169].

> Duplicate Threshold > Loss-Late Threshold

Incrementa
subenlaces (N)

Decrementa
subenlaces (N)

Actualiza el ranking de

Ly sublinks en funcion de  |—— ]
Latency Weight

\ 2 — i
Selecciona los N mejores
sublinks del ranking

Figura A.3: Algoritmo de envio de MTIP

En la recepcién, MTIP realiza tres comprobaciones antes de enviar los
datos a la aplicacién. En primer lugar, utiliza las marcas de tiempo de
los paquetes para descartar paquetes que llegan con més retraso del que
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Paquete
recibido

Llega tarde Llega a tiempo

¢ N° de
ecuencia?

Es un duplicado Es nuevo

A 4 A A 4
Descarta Almacena [ Envia a la
paquete paquete Envia antes aplicacion

del limite
»{ Envia ACK [«

Figura A.4: Algoritmo de Recepcién de MTIP

la aplicaciéon define. En segundo lugar, utiliza los ntimeros de secuencia
para comprobar que el paquete recibido no es un paquete duplicado, ya
que los paquetes duplicados comparten nimero de secuencia. Finalmente,
comprueba que el paquete recibido no esté fuera de orden y puede enviarse
a la aplicacién. Si se detectase un reorden, el paquete quedaria en espera
hasta que llegara el paquete perdido o se acercara el retraso limite que la
aplicaciéon ha estipulado.

A.4 Analisis Formal y Verificacion de MTIP

El principal reto tras el diseno de MTIP es garantizar la correcciéon y el
rendimiento de los algoritmos para enviar y recibir paquetes en MTIP. En el
Capitulo [4] abordamos el analisis y la verificacion automatizados de MTIP
combinando las herramientas analisis y verificacién SPIN y UPPAAL. SPIN
es un verificador de modelos desarrollado por G. Holzmann [I70] para la
verificacion logica de software concurrente. Desde su origen, se ha uti-
lizado en una serie de aplicaciones y protocolos [171l 172, 173|, siendo hoy
en dia una poderosa herramienta utilizada para verificar sistemas moder-
nos [174, 175, 176]. El potencial de sPIN radica en su capacidad para verificar
la ausencia de bloqueos, bucles y propiedades complejas descritas mediante
Logica Temporal Lineal (LTL). Sin embargo, SPIN no soporta anélisis de
rendimiento ni modela el paso del tiempo. UPPAAL es también una he-
rramienta de comprobacién de modelos que se ha utilizado para analizar
protocolos tanto tradicionales como novedosos [177, [I78], 179, [I80]. UPPAAL
utiliza autématas temporizados que permiten el analisis de propiedades rela-



140 APPENDICES

cionadas con el rendimiento definidas mediante TCTL (Timed Computation
Tree Logic).

Para realizar un analisis formal y una verificacion exhaustiva, evaluamos
MTIP desde dos perspectivas, la evaluacién de la correccién con SPIN y la
evaluacion del rendimiento estadistico con UPPAAL.

A.4.1 Analisis Formal de Correccién

En cuanto a las propiedades de correccion, el funcionamiento de MTIP puede
separarse en cuatro premisas que deben cumplirse en todo momento. Las
cuatro propiedades de correccion de MTIP son las siguientes.

e P1: La aplicacién nunca recibe mensajes duplicados.

e P2: La aplicacién nunca recibe mensajes que hayan cumplido su plazo
de entrega (paquetes que se considera que han llegado demasiado tarde).

e P3: La aplicacién nunca recibe mensajes fuera de orden.

e P4: Todo paquete que no llegue duplicado o retrasado al protocolo, se
enviara a la aplicacién.

Para evaluar estas propiedades se han creado dos modelos en PROMELA,
el lenguaje de modelado para SPIN, accesibles en [169]. La diferencia entre los
modelos reside en la forma de modelar las marcas de tiempo, con un primer
Modelo A, que implementa dos estados (paquete a tiempo y paquete tardio)
y un Modelo B que implementa el tiempo de manera mas gradual. Ambos
modelos utilizan el test de Wolper, el cual demuestra que el uso de tres ele-
mentos de datos distintos (por ejemplo, rojo, azul y blanco) en una secuencia
de un mensaje rojo y otro azul insertados aleatoriamente en una secuencia
infinita de mensajes blancos, es suficiente para evaluar las propiedades de un
modelo de un protocolo. De esta manera, traducimos las propiedades a las
mostradas en a las siguientes. La propiedad P1 comprueba la ausen-
cia de mensajes duplicados en la aplicacién, controlando que la aplicacion
nunca recibe mas de un mensaje rojo o azul. P2 comprueba que la apli-
cacién nunca recibe mensajes que hayan cumplido su plazo, controlando que
si todos los datos llegan tarde, no se envian a la aplicacién. A continuacion,
P3 comprueba que ningin dato rojo llega a la aplicacion tras la recepcion
de un mensaje azul, utilizando el test de Wolper para demostrar la ausencia
de fuera de orden. Por ultimo, P4 evalta que si un paquete llega a tiempo y
ningin mensaje de ese color ha llegado a la capa de aplicacién, la aplicacién
recibira finalmente ese mensaje.
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1t1 P1{ [] ( (nr<=1) && (nb<=1) ) }
#IFDEF LOSSES
1t1 P2{ [] (nlr==2 — [|(nr==0)) && [| (nlb==2 —>[](nb==0))}

#ELSE

1t1 P2{ [] (nlr>0 — []!rr) && [] (nlb>0 — []!rb) }
#ENDIF

1t1 P3{ (rb — []!rr) }

[
1t1 P4{ [] ((receiver@ontime red && nr==0) — <>rr) &&
[l ((receiver@Qontime blue && nb==0}—> <>rb)}

Codigo A.1: Propiedades de correcion en LTL

Ejecutamos las propiedades en SPIN para comprobar la ausencia de er-
rores y mostramos los resultados de las evaluaciones en la Tabla La
primera columna (estados almacenados) muestra el nimero de estados tni-
cos identificados por el proceso de verificacion, la segunda columna (estados
coincidentes) muestra el nimero de estados repetidos, o estados que ya se han
encontrado y la tltima columna muestra la memoria total utilizada durante
cada verificacion.

Tabla A.2: Resultados de verificacion en SPIN

Busqueda en el Estados almacenados Estados coincidentes Uso de memoria (MB)
espacio de estados | No pérdidas | Pérdidas | No pérdidas | Pérdidas | No pérdidas | Pérdidas
No LTL | 478333 6868279 453290 4224732 58.390 838.413
Modelo P1 815041 10808408 | 692337 6483193 111.929 1484.309
B P2 2496867 34606828 | 3646870 29482333 | 342.893 4752.525
P3 696317 8454045 628802 5280674 90.312 1096.487
P4 1198662 15651815 | 1043621 13331607 | 164.611 2149.450
Modelo | No LTL 12106416 10814529 1293.105
A Asserts 18499903 11939937 2117.146

A.4.2 Analisis Formal de Rendimiento

Las propiedades de rendimiento de MTIP definen el rendimiento del pro-
tocolo segiin las preferencias de la aplicacion. Mientras que utilizar todos
los subenlaces para enviar datos duplicados en todo momento suele ser lo
més beneficioso para maximizar algunos KPIs, especialmente los relaciona-
dos con la fiabilidad, también incurriria en un uso excesivo de los recursos
que podria afectar tanto a la red como a los dispositivos de Internet Téctil.
Estas propiedades de rendimiento pueden resumirse en las siguientes:

e P5: El uso de més subenlaces tiende a resultar en mas mensajes cor-
rectos recibidos.

e P6: El uso de mas subenlaces tiende a resultar en més paquetes du-
plicados recibidos.

Para resolver esta disyuntiva entre el consumo de recursos y los KPI ob-
jetivo, MTIP expone una interfaz de programacién de aplicaciones en la que
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la aplicacion puede indicar sus preferencias. A continuacion, MTIP utiliza
esta esta informacion, ademés de las mediciones de red, para seleccionar qué
subenlaces utilizar para enviar datos. En esta seccién, estudiamos el impacto
de utilizar diferente nimero de subenlaces en este balance.

Para el anélisis formal de rendimiento, hemos elaborado un modelo en
UPPAAL accesible en [169]. El modelo es analogo al realizado en SPIN, con la
principal diferencia que en UPPAAL los autématas pueden definir relojes para
controlar el paso del tiempo. En primer lugar, se realiza una comprobacién de
las propiedades de correcciéon de este modelo. Estas propiedades se muestran
en el Codigo y son equivalentes a las de SPIN. Los resultados de la
validacion se presentan en la Tabla

tctl P1 { A[] not ((1_r = c_sblNum && a_r > 0)
| (1_b = c sblNum && a b > 0)) }

tctl P2 {A]] ((ar<=1)&& (a_b<=1)) }
tctl P3 { A[] not (r.r r && a b>0) }

tctl P4 rojo{ (o_r — 1&& a_r — 0) —> r.r_r }
tctl P4 _azul{ (o_b—=—=1&& a_b— 0) —> r.r_b }

Cédigo A.2: Propiedades de correcién en TCTL

Tras la comprobacién de correcion, definimos dos conjuntos de propiedades
para en anélisis de rendimiento basadas en el test de Wolper. El primer
conjunto de propiedades (P5) pretende comprobar la probabilidad de éxito
(recibir paquetes rojos y azules), mientras que el segundo conjunto (P6),
evalia el desperdicio de recursos (recibir duplicados rojos y azules). Las
propiedades se muestran en el Cédigo

Tabla A.3: Verification results in UPPAAL

Estados almacenados | Estados coincidentes | Uso de memoria
General 42105198 133566430 7581.232 MB
P1 42105198 133566430 7588.732 MB
P2 42105198 133566430 7588.732 MB
P3 42105198 133566430 7588.944 MB
P4 rojo 42105198 227928967 10735.344 MB
P4 azul 42105198 235998863 10933.564 MB
tctl P5 rojo{ Pr[<=100] (<> a_r > 0) }
tctl P5 azul{ Pr[<=100] (<> a_b > 0) }
tetl P6:roj0{ Pr[<=100] (<> d_r > 0) }
tctl P6_azul{ Pr[<=100] (<> d_b > 0) }

Codigo A.3: Propiedades de rendimiento en TCTL

Evaluamos el uso de 1, 2 y 3 subenlaces bajo configuraciones de 0%
a 100% tendencia a pérdidas (loss tendency) y tendencia a retrasos (late
tendency) en cambios de 10% en 10%. Los mapas de calor que muestran los
resultados de la evaluacién de P5 se encuentran en la Figura y de P6

en la Figura
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Al evaluar las propiedades de rendimiento, podemos extraer las siguien-
tes conclusiones. En primer lugar, en las propiedades de rendimiento P5,
los colores de los graficos sugieren que el uso de més subenlaces mejora
la comunicaciéon. Sin embargo, si el escenario es deficiente (véase tenden-
cia de pérdidas 100% y tendencia de retrasos 100%), la comunicacion no
puede mejorarse mediante el uso de un mayor nimero de subenlaces. Las
propiedades de rendimiento P6 muestran un comportamiento analogo. En
este caso, vemos que el uso de mas subenlaces suele empeorar la propiedad.
Esto se debe al hecho de que utilizar mas subenlaces suele reflejarse en més
duplicados y un mayor desperdicio de recursos. El balance de las propiedades
de rendimiento de MTIP reside entonces en encontrar una configuracion su-
ficiente en términos tanto de fiabilidad como de desperdicio de recursos para
los requisitos de la aplicacion.

A.5 Implementaciéon y Evaluacion de MTIP

Tras el modelado de MTIP, se ha desarrollado en C/C++ una primera im-
plementacion de MTIP y del API, y se ha realizado una evaluaciéon en un
entorno de simulacion y real. En el el Capitulo |5 se describen los detalles.

A.5.1 Evaluacion en Entorno Simulado

En primer lugar, estudiamos el impacto de diferentes configuraciones del
algoritmo de MTIP en un entorno de simulacién. Este entorno esta consti-
tuido por una topologia virtual virtual generada por la herramienta Mininet
[38] v diferentes escenarios con reglas Netem [39]. La topologia consiste en
dos extremos conectados por cuatro subenlaces. Los paquetes se envian a
la tipica velocidad de Internet Tactil de 1kHz con un limite de latencia de
10ms. Estudiamos el impacto de los principales pardmetros del algoritmo
MTIP, es decir, los umbrales duplicate threshold, loss-late threshold
y el pardmetro latency weight, en el principal compromiso del algoritmo:
la fiabilidad, contando los paquetes perdidos y tardios, frente al desperdicio
de recursos, en términos de paquetes duplicados.

Los resultados se muestran en las Figuras[A.7]y[A 8 Los graficos sugieren
que un loss-late threshold bajo o un duplicate threshold alto provo-
can un mayor numero de paquetes duplicados y menos pérdidas, ya que, en
estos casos, es més probable que MTIP aumente el ntiimero de subenlaces, y
viceversa en el caso opuesto. En cuestiéon de latency weight, observamos
que valores altos del pardmetro, los cuales utilizan medidas de latencia para
seleccionar los subenlaces por los que enviar datos, suelen ser més benefi-
ciosos que tnicamente utilizar medidas de fiabilidad para los subenlaces.
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Mixed (poor) Mixed (dynamic) Mixed (good)
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0.0
0.04
0.03
0.02
0.01
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Figura A.8: Efecto de latency weight en los paquetes perdidos y duplicados

A.5.2 Evaluacion en Entorno Real

Para la evaluacién en un entorno real, hacemos uso del laboratorio Morse
[40], ubicado en la Universidad de Malaga (UMA). El laboratorio ofrece una
infraestructura que despliega una red totalmente privada, asi como un marco
de coordinacion para la gestion de los elementos de red fisicos y virtuales. La
configuracién consiste en un ordenador que acttia como controlador remoto y
un segundo ordenador que acttia como dispositivo a bordo de un vehiculo ter-
restre no tripulado (UGV). Cuatro redes diferentes los conectan: una red 4G,
una red 5G NSA, una red 5G NSA con prioridad especial y una red 5G SA.
El robot utilizado en las pruebas es el robot Husky Clearpath [190]. El robot
Husky es un UGV de tamafio medio que ejecuta el Sistema Operativo para
Robots (ROS) [191]. Para ejecutar aplicaciones ROS sobre MTIP, creamos
una configuraciéon proxy que encapsula los mensajes ROS sobre MTIP. La
Figura presenta la configuraciéon del entorno de comunicacion.

Aplicacién - ROS (HTTPITCP) Aplicacidn - ROS (HTTPITCP)
MTIP MTIP
P P P P P P P P
Acceso | Acceso | Acceso | ACCeso Acceso | Acceso | Acceso | Acceso
red red red red red red red red
EEREERE ' 46
5G NSA
e e eara e i 5G NSA PRIO i eeeeaeeaeens .

5G SA

Figura A.9: Configuracién de la comunicacion entre el controlador y el robot
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La evaluacién es anéloga a la realizada en el entorno simulado, estu-
diando el efecto de los parametros en un entorno con pérdidas despreciables
(escenario normal) y un entorno con pérdidas anadidas (medidas utilizando
una camara anecoica). Los resultados, que se muestran en las Figuras
y [AI1] complementan la evaluacion previa, observandose que los umbrales
mas restrictivos tienden a dar lugar a méas paquetes duplicados pero menos
pérdidas, lo que hace que esta configuracién mas adecuada para entornos
de red peores. Por el contrario, los umbrales menos restrictivos tienden a
reducir duplicados a costa de algunas pérdidas, situacién que puede ser re-
comendables en redes més estables.

L om g

|

100 B p. duplicados

W P. tarde o perdidos
75 Paquetes tarde

® Paquetes perdidos
* Métrica

.
0 L I——

% de Paquetes
2
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8

il w 15
@ (]
g 8
@ L
3 10 3 10
o o
g g
5 ¢ B ¢
p * - . Emm  =g=
c\D 0 —esss— -—— O\U 0 e -

Métrica balance
N w B o
Métrica balance
N oW e o

* *
* i *
100% 90% 80% 0% 10% 20%
(a) Duplicate threshold (b) Loss-late threshold

Figura A.10: Impacto de los umbrales el escenario normal

El resultado de la evaluaciéon de la latency weight (Figura mues-
tra que las distintas configuraciones del parametro no afectan en gran medida
al balance entre mensajes recibidos con éxito y paquetes duplicados. El es-
cenario con problemas tiende a utilizar casi todos los subenlaces, por lo que
la seleccion de los subenlaces en concreto no es critica en este caso. En el
escenario normal, la diferencia es algo mas notable, sin embargo, dado que
el escenario es dindmico y las pérdidas y paquetes tardios no son numerosos,
una vez que un subenlace es generalmente estable, la clasificacién ya no es tan
critica. Estos comportamientos son observables en las Figuras y
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Figura A.11: Impacto de los umbrales el escenario con pérdidas
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Figura A.12: Impacto de latency weight en los escenarios
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0 50 100 150 200 250

Subenlace

0 50 100 150 200 250

0 50 100 150 200 250
NO de Paquete

Figura A.13: Ejemplo de uso de subenlaces en el escenario con pérdidas
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Figura A.14: Ejemplo de uso de subenlaces en el escenario normal
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En el escenario real, se realiza una evaluacién adicional para evaluar la
precision a nivel de aplicaciéon. Las Figuras y muestran el por-
centaje de 6rdenes recibidas correctamente a nivel de aplicacién y la métrica
que mide el balance con el desperdicio de recursos. En ambos casos, ob-
servamos que el caso mas preciso no es siempre el mejor en términos del
balance. Siendo interesante seleccionar configuraciones con menor precisiéon
si se desea controlar el malgasto de recursos.

- 100 —ee— - ?100 T
S - "
ce b Sw N W
% EE e
e % ° % ¢
- ¢ - ¢
S o < o
0 0
5% 5 e
g 90 g 90
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§ ]
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2 = 2 —~ *
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Figura A.15: Precision y balance en el escenario normal
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Figura A.16: Precision y balance en el escenario con pérdidas

A.6 Conclusiéon y Futuro Trabajo

En esta tesis, hemos presentado el Protocolo de Multiconectividad para el
Internet Téctil (MTIP). MTIP es un protocolo de transporte para el con-
trol remoto de aplicaciones de Internet Tactil con requisitos estrictos como
el control industrial industrial y el control remoto de drones y coches. La
capacidad de MTIP para mejorar la comunicacién se basa en el uso de multi-
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ples caminos (subenlaces) e informacion de contexto para tomar decisiones
sobre el uso de estos subenlaces.

Para garantizar la correccién y el rendimiento de los algoritmos de in-
tercambio de datos de MTIP, se desarrollaron varios modelos con fines de
verificacion. En primer lugar, la herramienta, SPIN se utiliza para realizar un
analisis de la correccion de los algoritmos de intercambio de datos. Seguida-
mente, se realizé un analisis de rendimiento complementario utilizando la
herramienta UPPAAL. El objetivo de este andlisis es evaluar el impacto del
uso de mas subenlaces en el porcentaje de paquetes recibidos correctamente,
asi como en el malgasto de recursos por utilizar mas subenlaces de los nece-
sarios. Tras el modelado, se realiz6 una implementacién del protocolo uti-
lizando C/C++ y en el sistema operativo Linux. Esta implementacion ha
sido evaluada en un entorno simulado y en un entorno 5G utilizando un robot
industrial. En las evaluaciones se estudian céomo afectan diferentes configu-
raciones del protocolo concretas en las decisiones del uso de los subenlaces,
y se comprueba que configuraciones que utilizan una mayor redundancia son
beneficiosas en entornos con mayores pérdidas, y viceversa.

En conclusién, el desarrollo del protocolo de multiconectividad para el
Internet Téctil (MTIP) supone una contribucién significativa al campo de
las aplicaciones de Internet Téctil. La utilizacién de miltiples subenlaces por
parte del protocolo proporciona un método de comunicacién més robusto y
fiable, mientras que el uso de la informacién de contexto permite el uso eficaz
de MTIP en una amplia gama de aplicaciones de Internet Téctil.

Para el trabajo futuro, se han identificado diversas areas de investigacion
relevantes. En primer lugar, se encuentra la implementaciéon y evaluaciéon
de MTIP en dispositivos moéviles. Estos dispositivos son especialmente im-
portantes en el ambito de la multiconectividad, ya que estan equipados con
multiples interfaces de red (como wifi y celular). Por otro lado, la reciente
proliferacion de la combinacion de redes no terrestres y celularess [194] [195]
también se muestra como un area de interés para la evaluaciéon del proto-
colo. Por ultimo, se plantea la realizaciéon de una evaluacién mas exhaustiva
del protocolo. Esto incluye aspectos de rendimiento en diferentes escenar-
ios inaldmbricos, como se plantea en [200] 201], asi como la exploracion del
efecto de configuraciones adicionales del protocolo en la optimizacion del
rendimiento. Para ello, puede ser necesario aplicar soluciones de aprendizaje
automaético o inteligencia artificial que puedan aprender de la red.
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Appendix B

MTIP Implementation Details

This section presents MTIP implementation details with the API documen-
tation and examples of remote control applications. This information is
openly accessible in a in [169].

B.1 API

This section presents the API functions in a typical order of usage and the
available options in current version.

B.1.1 Create a new socket

int mtip_socket(int options)

e @Qparam options: OPT_NOT_FULLMESH (Disable connection fullmesh),
OPT_NOT_MONITOR (Disable MTICP), OPT_FULL_DEBUG (Disable debug
information).

B.1.2 Bind sublinks
int mtip_bind(int sd, char *addr, int port)
e @param sd: socket in use.

e @param addr: address to bind.

e @param port: port to bind.

B.1.3 Create a link
int mtip_link(int sd, uint8_t mode, char *addr, int port)

e @param sd: socket in use.

155
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e @param mode: CONTROLLER (to connect), DEVICE (to listen).
e @param addr: address to link.

e @param port: port to link.

B.1.4 Set preferences

int mtip_preferences(int sd, char #*prefs)

e @param sd: socket in use.

e @param prefs: preferences as described in Section [B.2.2]

B.1.5 Set callback for receiving data
int mtip_receive(int sd, void (*callback) (char *, double))
e @param sd: socket in use.
e @param callback: function to callback when data arrives.
- @param char *: message data.

- @param callback: timestamp information.

B.1.6 Set a callback for when the connection finishes

int mtip_finished(int sd, void (*callback)())
e @param sd: socket in use.

e @param callback: function to callback when the connection finishes.

B.1.7 Send data

int mtip_send(int sd, char *message, int flag)
e @param sd: socket in use.

e @param flag: FLAG_DATAPRIO (data with priority), 0 (normal data).

B.1.8 Get feedback

int mtip_feedback(int sd, char x&feedback, int type)
e @param sd: socket in use.

e @param feedback: feedback information as described in Section [B.2.1]

e @param type: GENERAL (characterization of each sublink).
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B.1.9 Close Socket
int mtip_close(int sd)

e @param sd: socket in use.

B.2 Context information
Context information refers to the communication preferences that can be set

in mtip_preferences and the feedback information that can be retrieved
from mtip_feedback.

B.2.1 Feedback information

The application can obtain the feedback information presented in Table

Table B.1: Feedback information

Feedback Description Value
Network information, measured | Network information (sublink ID, IP
latency (ingress, egress) and and ports), latency (nanoseconds) and
General e 1
measured reliability (ingress, reliability (% of packets successfully
egress) for each sublink. forwarded to the application).
Pack i li 1
Sending Status of each packet sent. acket on time, duplicate, late

or ack not received.
Packet on time, duplicate, late
or ack not received.

Receiving | Status of each packet received.

B.2.2 Communication preferences

The application can set the communication preferences presented in Ta-

ble B2
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Table B.2: Communication preferences
s s Accepted values Defau} b
Communication .. . value in
Description in current
preference . . current
implementation .
implem.
It selects the algorithm that 0: Use all Sl}bhnks
L (fixed selection)
is going to be used for the .
. . 1: Use one sublink
selection of sublinks. The (fixed selection)
Algorithm mode (AM) sublinks might be selected e selecto . 3
N ) 2: Use best (N) sublinks
by the application (fixed . .
selection) or dynamically (dynaric selection)
i) i ot ”1 3: Use the MTIP Algorithm
¥ 41e Protocol. (dynamic selection)
It selects the sublink that
is in use (in the case of 0 to the maximum number
Number of sublinks (N) AM 1) or the number of ¢ i)l' k * Jabl 0
sublinks that should be in O Subinks avatiable
use (in the case of AM 2).
It defines the maximum
. . end-to-end latency of the
Maximum latency (deadline) 0 to 1e9 nanoseconds (ns) le7 ns
packets, namely the
deadline.
It defines the maximum
percentage of duplicate
Duplicate threshold (DT) packefts that th.e MTIP 0 to 100 % 50
algorithm considers
reasonable (only used in
AM 3).
It defines the maximum
percentage of loss or late
Loss-late threshold (LT) packets that the MTIP 0 to 100 % 10
algorithm considers
reasonable(only used in
AM 3).
It defines how the sublink
ranking must be calculated,
using just reliability
measurements (LW 0),
Latency weight (LW) using only latency 0 to 100 % 100

measurements (LW 100),
or using a weighted mean
of both measurements

(LW from 0 to 100).

B.3 Application examples

To showcase an example of the use of MTIP API, Listing presents a re-
mote control application while Listing shows the code for a controlled de-
vice application. The applications communicate through a link that consists
on two differentiated sublinks. The code shows the use of MTIP extracting
the API from a dynamic library and using the Qt library [I88].
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/ * %

@file Device.cpp

@author Delia Rico (deliarico@uma.es)
@brief Example device using MTIP with two
@version 1.0

@date 2023-01-31

Qcopyright Copyright (c) 2023

¥ X X X X X X ¥ *

#include <QCoreApplication>
#include <QDateTime >
#include <QHostAddress>
#include <QString>

#include <QNetworkInterface>

7 #include <iostream>

#include <thread>
#include <dlfcn.h>
#include <stdio.h>
#include <math.h>
#include <inttypes.h>
#include <sys/time.h>
#include "../MTIP/MTIP.h"

; /%% Buffer size *x*/

#define PREF_SIZE 260

/** Number of messages to be sent x*/
#define NUM_OF_MESSAGES 10000

/** IP and ports */
#define IP_1 "10.0.0.1"
#define IP_2 "11.0.0.1"
#define PORT 1111

/**x Connection x/

void reception_callback(char xorder , double
void finished_callback();

void get_my_ip(char **theIP);

int g_socket_descriptor;

/** Message */

int g_signal_created [NUM_OF_MESSAGES];
double g_times [NUM_OF_MESSAGES];

using namespace std;

int main(int argc, char *xargv[]) {

QCoreApplication app(argc, argv);
char *my_ip;

sublinks

time) ;




160 APPENDICES
54 /* Extract API from a dynamic library */
55 void* handle = dlopen("1ibMTIP.so", RTLD_LAZY);
56
57 int (*mtip_socket) (int);
58 int (*mtip_bind) (int, char *, int);
59 int (*mtip_link) (int, uint8_t, char *, int);
60 int (*mtip_preferences) (int, char *);
61 int (*mtip_receive) (int, void (%) (char *, double));
62 int (*mtip_finished) (int, void (%) ());
63 mtip_socket = (int (%) (int))
— dlsym(handle, "mtip_socket");
64 mtip_bind = (int (*) (int, char *, int))
— dlsym(handle, "mtip_bind");
65 mtip_link = (int (%) (int, uint8_t, char *, int))
— dlsym(handle, "mtip_link");
66 mtip_preferences = (int (%) (int, char *))
— dlsym(handle, "mtip_preferences");
67 mtip_receive = (int (%) (int, void (%) (char *, double)))
— dlsym(handle, "mtip_receive");
68 mtip_finished = (int (%) (int, void (*) ()))
— dlsym(handle, "mtip_finished");
69
70 get_my_ip (&my_ip) ;
71 g_socket_descriptor = mtip_socket (OPT_NOT_FULLMESH |
<~ OPT_FULL_DEBUG) ;
72
73 if (g_socket_descriptor == -1) {
74 perror ("Error opening socket");
75 exit (1) ;
76 }
78 if (mtip_bind(g_socket_descriptor ,IP_1,PORT) == -1) {
79 perror ("Error binding socket");
80 exit (1) ;
81 }
82
83 if (mtip_bind(g_socket_descriptor ,IP_2,PORT) == -1) {
84 perror ("Error binding socket");
85 exit (1) ;
86 T
87
88 free(my_ip);
89
90 char preferences_json[PREF_SIZE] = " {\n "
91 " \" latency \": 1le+7 ,\n "
92 " \" duplicateThreshold \": 20 ,\n "

" \" losslateThreshold \": 5 ,\n "
" \" latWeight \": 50"
n } " .

if (mtip_preferences(g_socket_descriptor,

<> preferences_json) == -1) {
perror ("Error adding preferences to the socket");
exit (1) ;
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100
101
102

103
104
105
106

107

108
109
110
111

119

120

129

}

}

if (mtip_receive(g_socket_descriptor,

— reception_callback) == -1) {
perror ("Error adding reception callback");
exit (1) ;

}

if (mtip_finished(g_socket_descriptor,

< finished_callback) == -1) {
perror ("Error adding finished callback");
exit (1) ;

}

if (mtip_link(g_socket_descriptor, MTIP::Mode::DEVICE,
< NULL, 0) == -1) {

perror ("Error opening link in listen mode");

exit (1) ;
}

return app.exec();

void reception_callback(char *order, double time) {

printf (" --- e e \n");
printf ("Received in APP: Y%s\n", order);
printf (" ----m o \n");
g_times [atoi(order)] = time;
g_signal_created[atoi(order)] = atoi(order);

130 void finished_callback () {

131
132
133
134

135
136
137

138

}

printf ("Time, Amplitude\n");
for (int i = 1; i < NUM_OF_MESSAGES; ++i) {
printf ("%.01f,%d\n", g_times[i], g_signal_created[i
— 1);
}
fflush(stdout) ;

130 void get_my_ip (char **the_ip) {

140

141
142

143

145

const QHostAddress &localhost = QHostAddress(
<> QHostAddress::LocalHost);

for (const QHostAddress &address: QNetworkInterface::
<+ allAddresses()) {
if (address.protocol() == QAbstractSocket::
<~ IPv4Protocol && address != localhost) {
gDebug () << address.toString();
*the_ip = (char #*) malloc((address.toString().
— size()) * sizeof (char));
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146 strcpy (*the_ip, address.toString().toLocal8Bit
— () .data());
147 }
148 }
149 }
Listing B.1: Example device application using MTIP and Qt
IVA
2 * @file Controller.cpp
3 * Qauthor Delia Rico (deliarico@Quma.es)
4 * @brief Simple controller using MTIP with two sublinks
5 * Qversion 1.0
6 * Q@date 2023-01-31
7 %
8 * Q@copyright Copyright (c) 2023
9 *
10 */

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27

29
30
31
32
33
34

36
37

39
40
41

43
44
15

45

46

#include <QCoreApplication>
#include <QDateTime >
#include <QHostAddress>
#include <QString>

#include <QNetworkInterface>
#include <iostream>
#include <thread>

#include <dlfcn.h>

#include <unistd.h>
#include <stdio.h>

#include <sys/time.h>
#include <signal.h>
#include "../MTIP/MTIP.h"

/** Buffer size *x*/
#define PREF_SIZE 260

/** Number of messages to be sent */
#define NUM_OF_MESSAGES 10000
#define MAX_SIZE 15

/** Time interval for messages (ms) x/
#define TIME_INTERVAL 10

/** IP and ports x/

#define IP_1 "10.0.0.2"
#define IP_2 "11.0.0.2"
#define IP_REMOTE "10.0.0.1"
#define PORT 5555

#define PORT_REMOTE 1111

/** Connection */

void reception_callback(char *order, double time);
void send_message (int signum) ;

int (*mtip_send) (int, char *, int);
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47 int (*mtip_feedback) (int, char *&, int);
48 void get_my_ip (char **the_ip);

49 int g_socket_descriptor;

50 bool g_is_sending;

2 /xx Timer */
53 int set_ticker(long n_msecs);
54 int stop_ticker () ;

56 /** Message */

57 int g_signal_amplitude = 0;

58 int g_signal_created [NUM_OF_MESSAGES];

50 struct timespec g_times[NUM_OF_MESSAGES];
60 int get_amplitude () ;

62 using namespace std;

64 int main(int argc, char *xargv[]) {

66 QCoreApplication app(argc, argv);
67 char *my_ip, *feedback;

68 int link_opened = -1;

0 /* Extract API from a dynamic library */
1 void* handle = dlopen("1ibMTIP.so", RTLD_LAZY);

int (*mtip_socket) (int);

int (*¥mtip_bind) (int, char *, int);

int (*mtip_link) (int, uint8_t, char *, int);
int (*mtip_preferences) (int, char *);

S BTN )

S B TS BEN TN BN S S B |

7 int (*¥mtip_receive) (int, void (%) (charx, double time));
8 int (*mtip_close) (int);
9 mtip_socket = (int (%) (int))
— dlsym(handle, "mtip_socket");
80 mtip_bind = (int (%) (int, char *, int))
— dlsym(handle, "mtip_bind");
81 mtip_link = (int (*)(int, uint8_t, char *, int))
— dlsym(handle, "mtip_link");
82 mtip_send = (int (%) (int, char *, int))
— dlsym(handle, "mtip_send");
83 mtip_preferences = (int (*) (int, char %))
— dlsym(handle, "mtip_preferences");
84 mtip_feedback = (int (%) (int, char #*&, int))
— dlsym(handle, "mtip_feedback");
85 mtip_receive = (int (%) (int, void (%) (char *, double)))
— dlsym(handle, "mtip_receive");
86 mtip_close = (int (%) (int))
— dlsym(handle, "mtip_close");
87
88 get_my_ip (&my_ip) ;
89 g_socket_descriptor = mtip_socket (OPT_NOT_FULLMESH |

<> OPT_FULL_DEBUG );
90
91 if (g_socket_descriptor == -1) {
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92 perror ("Error opening socket");
93 exit (1) ;
94 }
95
96 if (mtip_bind(g_socket_descriptor ,IP_1,PORT) == -1) {
97 perror ("Error binding socket");
98 exit (1) ;
99 }
100
101 if (mtip_bind(g_socket_descriptor ,IP_2,PORT) == -1) {
102 perror ("Error binding socket");
103 exit (1) ;
104 }
105
106 char preferences_json[PREF_SIZE] = " {\n "
107 " \" latency \": le+7 ,\n "
108 " \" duplicateThreshold \": 20 ,\n "
109 " \" losslateThreshold \": 5 ,\n "
110 " \" latWeight \": 50"
111 DR 0 og
112
113 if (mtip_preferences(g_socket_descriptor,
> preferences_json) == -1) {
114 perror ("Error adding preferences to the socket");
115 exit (1) ;
116 }
117
118 if (mtip_receive(g_socket_descriptor,
< reception_callback) == -1) {
119 perror ("Error adding reception callback");
120 exit (1) ;
121 }
122
123 while (link_opened < 0) {
124 link_opened = mtip_link(g_socket_descriptor,MTIP::
<> Mode::CONTROLLER, IP_REMOTE, PORT_REMOTE);
125 3
126
127 free(my_ip);
128
129 signal (SIGALRM, send_message) ;
130 if (set_ticker (TIME_INTERVAL) == -1) {
131 perror("set_ticker");
132 } else {
133 g_is_sending = true;
134 while (g_is_sending) {
135 pause () ;
136 }
137 }
138
139 printf (" -----m o e e \n") ;
140 printf ("FINISHED.\n");
141 printf (" -----m o e \n");
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143 sleep(3);

144

145 if (mtip_feedback(g_socket_descriptor, feedback, MTIP::
— GENERAL) == -1) {

146 perror ("Error getting feedback");

147 exit (1) ;

148 }

149

150 fprintf (stdout, "Feedback: %s", feedback);

151 free(feedback) ;

152 sleep (1) ;

153

154 if (mtip_close(g_socket_descriptor) == -1) {

155 perror ("Error closing");

156 exit (1) ;

157 ¥

158

159 return app.exec();

160 }

161

162 void reception_callback(char *order, double time) {

163

164 printf (" --- s e e \n")

165 printf ("Received in APP: Y%s\n", order);

166 printf (" ----m oo \n");

167

168 }

169

170 void send_message (int signum) {

171

172 if (g_signal_amplitude >= (NUM_OF_MESSAGES - 1)) {

173 stop_ticker ();

174

175 if (g_is_sending) {

176 g_is_sending = false;

177 for (int i = 1; i < NUM_OF_MESSAGES; ++i) {

178 printf("%11d.%.91d,%d\n", (long long)
< g_times[i].tv_sec, g_times[i].tv_msec,
< g_signal_created[il]);

179 fflush(stdout) ;

180 }

181 }

182 } else {

183 g_signal_amplitude++;

184 char *msg = (char *) malloc(sizeof (char) * MAX_SIZE
< ); /* deleted after sending x/

185 sprintf (msg, "%d", g_signal_amplitude);

186 timespec_get (&g_times[g_signal_amplitude], TIME_UTC
— )

187 g_signal_created[g_signal_amplitude] =
> g_signal_amplitude;

188 mtip_send(g_socket_descriptor, msg, 0);

189 }

190 }
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191
192

193

194

195

196

197

198

199

200

void get_my_ip (char **the_ip) {
const QHostAddress &localhost = QHostAddress(
<> QHostAddress::LocalHost);

for (const QHostAddress &address: QNetworkInterface::
<5 allAddresses()) {

if (address.protocol() == QAbstractSocket::
< IPv4Protocol && address != localhost) {
gDebug () << address.toString();
*the_ip = (char *) malloc((address.toString().
5 size()) * sizeof (char));
strcpy (*the_ip, address.toString().toLocal8Bit
— () .data());
}

/ * %
¥ Valid for less than 1 sec
*/

int set_ticker (long n_msecs) {

struct itimerval new_timeset;
long n_sec, n_usecs;

n_sec = 0;

n_usecs = n_msecs * 1000L;

new_timeset.it_interval.tv_sec = n_sec;

new_timeset.it_interval.tv_usec = n_usecs;

new_timeset.it_value.tv_sec = n_sec;

new_timeset.it_value.tv_usec = n_usecs;

return setitimer (ITIMER_REAL, &new_timeset, NULL);
}

int stop_ticker () {
struct itimerval new_timeset;
new_timeset.it_interval.tv_sec = 0;
new_timeset.it_interval.tv_usec = 0;
new_timeset.it_value.tv_sec = 0

5
new_timeset.it_value.tv_usec = 0;

return setitimer (ITIMER_REAL, &new_timeset, NULL);

Listing B.2: Example controller application using MTIP and Qt
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