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Abstract

The integration of robotics and mobile networks (5G/6G) through the Internet of Robotic
Things (IoRT) is revolutionizing telemedicine, enabling remote physician participation in
scenarios where specialists are scarce, where there is a high risk to them, such as in conflicts
or natural disasters, or where access to a medical facility is not possible. Nevertheless,
touching a human safely with a robotic arm in non-engineered or even out-of-hospital
environments presents substantial challenges. This article presents a novel IoRT approach
for healthcare in or from remote areas, enabling interaction between a specialist’s hand
and a robotic hand. We introduce the IoRT-in-hand: a smart, lightweight end-effector that
extends the specialist’s hand, integrating a medical instrument, an RGB camera with servos,
a force/torque sensor, and a mini-PC with Internet connectivity. Additionally, we propose
an open-source Android app combining MQTT and ROS for real-time remote manipulation,
alongside an Edge—Cloud architecture that links the physical robot with its Digital Twin
(DT), enabling precise control and 3D visual feedback of the robot’s environment. A proof
of concept is presented for the proposed tele-robotic system, using a 6-DOF manipulator
with the IoRT-in-hand to perform an ultrasound scan. Teleoperation was conducted over
2300 km via a 5G NSA network on the operator side and a wired network in a laboratory on
the robot side. Performance was assessed through human subject feedback, sensory data,
and latency measurements, demonstrating the system’s potential for remote healthcare
and emergency applications. The source code and CAD models of the IoRT-in-hand
prototype are publicly available in an open-access repository to encourage reproducibility
and facilitate further developments in robotic telemedicine.

Keywords: Android; cloud robotics; Digital Twin; medical instruments; teleoperation

1. Introduction

The COVID-19 crisis served as a catalyst for the rapid advancement of Internet of
Things (IoT)-based healthcare technologies, enabling early infection detection, remote pa-
tient monitoring, and more efficient treatment and resource management. Examples include
connected thermometers, pulse oximeters, smart medical devices, and Bluetooth-enabled
contact tracing systems. In the aftermath, billions of IoT devices have been deployed
to support real-time hospital monitoring [1] and decentralized clinical trials, facilitating
remote patient tracking and diagnostics.
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Attaching heterogeneous tools such as grippers, cameras, test instruments, or force
sensors to the end-effector (EE) is a common practice in manipulation robotics. In this
context, authors in [2,3] developed a robot for COVID-19 oropharyngeal-swab sampling,
integrating a Micro-Pneumatic Actuator (MPA) on the EE.

However, a standardized solution for the integration and control of such tools across
most Compact Robotic Arms (CRAs) in remote scenarios is still lacking. This gap is
particularly critical in Search and Rescue (SAR) scenarios, where mobile manipulators are
essential for performing complex tasks in hazardous environments, reducing the need
for direct human intervention and minimizing risk. Examples include placing sensors on
victims for real-time monitoring [4] or performing medical procedures in the absence of a
specialized physician [5,6], especially remote areas. Telemedicine assumes a critical role
in this context because first responders encounter difficulties in making quick diagnostics
post-disaster, mainly attributed to the time needed for operational readiness [7,8] and
search and evacuation of victims. In addition, the surviving or unharmed local population
often conducts most of the initial exploration in the immediate aftermath of the event,
focusing on search rather than rescue [9]. Given the logistical challenges and the urgency of
providing aid, Uncrewed Aerial Vehicles (UAVs) are commonly used to deliver packages
containing essential supplies to isolated populations [10], such as water, food, clothing,
communication devices, and medical essentials, often accompanied by instructions. Most
medium UAVs used in these applications can carry and deliver a payload of 3 kg [11,12],
which may be a limitation depending on the needs. However, while UAVs primarily serve
as delivery systems for instrumentation and operational instructions, it is the Uncrewed
Ground Vehicles (UGVs), acting as mobile manipulators, that ultimately execute complex
tasks in the field, which could include some medical procedures.

Therefore, developing a plug-and-play mechanism that enables rapid tool attachment,
real-time connectivity, and compatibility with different robotic arms remains an unresolved
challenge in disaster scenarios. The main obstacles include the following;:

*  Designing a plug-and-play end-effector mechanism that ensures universal compatibil-
ity with any CRA.

*  Enabling the end-effector to automatically establish an Internet connection upon being
plugged in.

*  Implementing real-time monitoring of the manipulator’s environment while ensuring
safe robot control, minimizing risks during human interaction.

Regardless of whether the remote scenario involves the teleoperator’s location or
the environmental conditions where the robotic manipulator is deployed (e.g., in SAR
operations or isolated communities), once the medical tool is mounted on the robot’s EE,
two critical challenges arise.

First, it is essential to select an appropriate teleoperation interface and ensure a reliable,
low-latency communication link between the operator’s device and the robotic system. Any
delay or loss of information can compromise the precision required for medical procedures.

Second, the system must provide the teleoperator with a rich and accurate perception
of the robot’s surroundings. In particular, visual feedback should ideally include 3D per-
spective or depth information, enabling the operator to understand the spatial relationship
between the tool, the patient, and nearby obstacles. This situational awareness is critical to
perform safe and effective manipulations in complex or unstructured environments.

1.  Choosing a suitable human-robot interface for medical teleoperation.
A variety of manual control interfaces, ranging from traditional input devices such as
mice, keyboards, and joysticks, to more advanced options like haptic controllers, have
been employed in telemanipulation tasks involving robotic arms [13]. Beyond en-
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abling basic control, these interfaces increasingly aim to fuse physical and virtual
environments, allowing the teleoperator to receive multi-modal feedback such as force
cues, visual overlays, or spatial guidance, directly tied to the robot’s state or its sur-
rounding environment. Nevertheless, in medical teleoperation scenarios, the operator
is typically a healthcare professional with limited technical expertise and no direct en-
gineering support, often working in a non-specialized or resource-constrained setting.
To promote usability and broader adoption, the control interface should be portable,
maintain reliable connectivity, and be based on familiar consumer technologies such
as touchscreen tablets. These platforms not only reduce the learning curve but also
offer a direct and intuitive interaction model.

However, not all touch-based interactions are equally sensitive to latency [14]. In par-
ticular, dragging gestures, which involve continuous motion, are significantly more
sensitive than tapping, with just-noticeable difference thresholds as low as 11 ms in
direct-touch settings (where the user touches the screen they are observing), compared
to 69 ms for tapping in the same context. In indirect-touch configurations, where the
control surface is physically separate from the display (e.g., a touchpad controlling a
remote screen), the thresholds rise to 55 ms for dragging and 96 ms for tapping. These
findings emphasize the importance of minimizing latency, especially when using
direct-touch devices for continuous teleoperation tasks such as guiding a robotic arm
or navigating a camera feed.

In contrast to haptic interfaces, which are typically expensive, technically demanding,
and poorly suited for mobile or field applications, touch-based systems offer a more
practical and scalable solution. While haptics offer valuable force feedback, their
remote implementation is challenged by transmission delays and potential instability.
Authors in [15] employ Omega.7 haptic devices controlled via foot interfaces to allow
a single surgeon to operate two robotic assistant arms during laparoscopic procedures.
The system requires a dedicated physical setup, is not portable, and demands the
surgeon’s physical presence in the operating room. In contrast, tablets and other
consumer-grade touch devices support fast, reliable interaction and are well-suited for
real-world medical teleoperation, particularly when coupled with rich visual feedback
and low-latency communication.

The Internet of Robotic Things (IoRT) framework supports these requirements by
allowing operators to use lightweight user interfaces on common devices (e.g., tablets
or laptops) that connect to cloud services. Meanwhile, sensing, actuation, and local
computation are delegated to Edge devices located near the robot. This architecture
enables real-time data fusion, patient monitoring, and remote execution of physical
actions in a scalable and interoperable manner [16].

While many of the reviewed approaches rely on complex or immersive hardware,
it is important to recognize that teleoperation through more accessible interfaces,
such as touchscreen-based devices, can also yield high-quality datasets for Learning
from Demonstration (LfD) [17]. The key challenge becomes how to embed effective
multi-modal human-robot interaction (HRI) into these simpler platforms, especially in
remote or resource-constrained environments where deploying sophisticated systems
is not feasible.

Perception and Feedback for Remote Workspace Awareness.

The practical implementation of digital medicine increasingly depends on the inte-
gration of Digital Twins (DTs) and the IoRT [18]. A DT goes beyond being a simple
virtual replica. It establishes continuous, bidirectional communication with its phys-
ical counterpart, enabling real-time data collection, analysis, and monitoring. This
dynamic virtual model supports simulation-based optimization and significantly
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enhances robotic performance in real environments. A robot such as a CRA used in
remote surgery can be paired with a DT that visualizes its real-time state and position,
simulates trajectories before execution, and detects anomalies or potential collisions.
This virtual counterpart supports the human operator by enabling safer and more
informed decision-making during teleoperation.

DTs also provide valuable insights for a range of healthcare applications and ser-
vices [19-21], and their capabilities can be further expanded through Augmented
Reality (AR), which improves visualization and user interaction. In telemedicine,
DT-based shared control can deliver essential safety mechanisms, such as mitigating
the effects of network delays and offering virtual guidance via virtual fixtures [22,23].
Additionally, AR has been explored to boost the operator’s spatial understanding of
the robot’s workspace [24], though its effectiveness is strongly tied to the accuracy
and fidelity of the DT’s representation.

The integration of DTs and the IoRT in healthcare has led to the emergence of diverse
communication protocols between physical and virtual systems, as well as among multiple
robotic agents. Although frameworks such as the Robot Operating System (ROS) offer
standardized middleware for robotic communication, they fall short in addressing the
complexities of seamless integration between DTs and IoT devices. A unified framework
that ensures efficient data acquisition, processing, and cybersecurity is still missing. More-
over, there is a need for well-documented case studies to investigate these challenges and
identify viable, real-world solutions.

In high-risk environments, teleoperated robots require more than just pre-programmed
routines and data analysis. Also, they benefit from strategies that enhance operator ef-
fectiveness. DT servers support imitation learning, enabling robots to observe expert
human operators and autonomously replicate tasks. This scalable infrastructure can co-
ordinate multiple robots within a network, increasing responsiveness in time-sensitive or
critical situations.

This study introduces a tele-robotic system that combines IoT and DT technologies to
enable remote ultrasound examinations conducted by a medical specialist using a mobile
device over cellular networks. To ensure safe and effective operation, both the physical
workspace and its virtual representation (including a DT) are accessible. Key data such as
contact forces and the patient’s body position is continuously captured and transmitted
over a high-bandwidth, low-latency network, providing real-time feedback to the operator
and, when needed, to supporting personnel.

The proposed system integrates several interconnected components specifically de-
signed for a telemedicine use case: remote ultrasound scanning (see Figure 1). This work
addresses a gap in the current literature and offers the following key contributions:

* Introduction of an IoRT-in-hand device that integrates a compact RGB camera with
an embedded torch, two servos for camera orientation, an ultrasound scanner,
a force/torque sensor to measure interaction with the patient’s body, and a mini-
PC for processing and transmitting data from these IoT Edge components.

¢ Deployment of a DT hosted on a cloud server running VEROSIM, a 3D simulation
platform tailored for advanced robotic applications [25]. This DT provides the oper-
ator with a real-time 3D view of the patient within the workspace, complementing
the RGB video feed. The virtual environment allows for reviewing and validating
motion commands prior to execution on the physical system, thereby improving safety
and precision.

*  Development of an open-source Android application that integrates ROS nodes and
Message Queue Telemetry Transport (MQTT) clients. This app enables control of both
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the physical robotic manipulator and its DT within VEROSIM via MQTT, in line with
the programming approach proposed in [26].

* Implementation of an extended Internet of Cooperative Agents (IoCA) architecture [27]
to interconnect all system components in a cohesive and scalable manner.

¢ Execution of a series of real-world experiments to validate the IoRT-in-hand for tele-
robotic ultrasound using a smartphone. Initial tests were conducted in local mode to
characterize system behavior, followed by remote teleoperation trials between Malaga
(Spain) and Odense (Denmark), where the DT server was hosted.
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Figure 1. IoT application for ultrasound scanning in a geographically isolated health center. The pa-

tient needs to be diagnosed by a medical specialist who is not available in the area. A tele-robotic
echography is performed by the specialist using the proposed open-source app to control the robot
while performing the remote diagnosis. A view of both the virtual and real environments is available
on the smartphone screen since the smartphone can access to the DT hosted on an MEC center and
to the images provided by the RGB camera on the IoRT-in-hand. Analytics and data storage are
implemented in the Cloud. A high-bandwidth and low-latency network is chosen and setup for
the architecture.

To the best knowledge of the authors, no previous works have addressed these issues.

The rest of the article is structured as follows: Section 2 reviews related work. Section 3
describes the proposed tele-robotic mobile-based system, followed by Section 4, which
details the technical implementation. Section 5 discusses the experimental results obtained
between Spain and Denmark. Finally, Section 6 shows the lessons learned, and Section 7
presents the conclusions and future work.

2. Related Work

Robotic systems for telemedicine have gained increasing relevance in scenarios where
access to specialized care is limited. This section reviews related work in three key ar-
eas: remote control of medical manipulators, the design and integration of EE tools, and the
communication architectures supporting remote operation.

2.1. Remote Control Interfaces for Robotic Manipulators in Telemedicine

In 2001, the first transatlantic robot-assisted telesurgery was performed, involving
a laparoscopic cholecystectomy conducted from New York on a patient in Strasbourg,
using the ZEUS robotic surgical system (Computer Motion, Sunnyvale, CA, USA) [28].
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The surgical and patient stations were connected via a dedicated 10 Mbps optical fiber link
utilizing Asynchronous Transfer Mode (ATM) technology, resulting in a total latency of
approximately 155 ms. This delay falls well within the range tolerated by the human visual-
motor system, typically between 200 and 300 ms. A recent systematic review of clinical
telesurgery applications reports latency values between 28 ms and 280 ms, with delays
under this range generally considered safe for remote operation [29]. The latency achieved
in this early demonstration enabled both successful animal trials and a complication-
free human procedure, illustrating the technical and clinical viability of long-distance
robotic surgery.

The leader—follower methodology, in which the operator’s motions are directly mir-
rored by the remote robotic system in real time, has been widely adopted in telemedicine
applications due to its intuitive and responsive control scheme. In [30], a medical doctor
(MD) remotely performed auscultation, palpation, and ultrasound using a customized
end-effector developed by Franka Emika, highlighting the potential of precise, task-specific
robotic tools for remote diagnostics.

Beyond leader—follower systems, shared-control methodologies have been developed
to overcome challenges such as limited bandwidth, reduced situational awareness, or the
need for increased safety. These strategies combine human input with autonomous robotic
behavior to optimize task execution while minimizing cognitive and physical demand on
the operator.

One notable example is the Echo project and its successor, TESSA, which implement a
shared-control paradigm suited to environments with constrained connectivity and mini-
mal local expertise [31]. Originally designed to support astronauts aboard the International
Space Station (ISS), the system relies on basic probe positioning by the user, while ex-
pert radiologists on Earth guide the process remotely. Robotic telemanipulation assists
in maintaining precise positioning and enables safe and reliable ultrasound procedures.
Though not strictly a leader—follower model, TESSA exemplifies hybrid control where
responsibilities are distributed between human and machine. The technology has since
been adapted to terrestrial contexts such as oil rigs, correctional facilities, and rural clinics.

Shared control is a teleoperation paradigm in which control authority is dynamically
distributed between the human operator and the robot. Rather than directly executing
every user command, the robot interprets operator intent and blends it with autonomous be-
haviors such as obstacle avoidance or trajectory optimization, to improve task performance,
safety, and ease of use. This approach is particularly valuable in complex or uncertain
environments, where full manual control may be inefficient or error-prone. A represen-
tative implementation is presented in [32], where the authors enhance classical artificial
potential fields by introducing dynamic escape points and a soft constraint satisfaction
model. Their framework enables the robot to autonomously assist the user by navigating
around obstacles while maintaining adherence to the user’s intended direction.

An effective example of supervisory control is presented in [33], where the surgeon
defines high-level actions, such as needle entry and exit points, using a 3D point-cloud
interface, and the robot autonomously plans and executes the required trajectories. This
reduces reliance on direct manipulation and improves efficiency in constrained environ-
ments. The approach is extendable to tasks like cauterizing or stapling, and includes a
fast inverse kinematics algorithm to optimize arm positioning based on portal constraints.
Although developed in simulation, the system is being migrated to a physical Da Vinci
robot via ROS, with the aim of refining performance through real-world feedback.

Another relevant strategy in remote robot control is Programming by Demonstra-
tion (PbD), which enables robots to acquire skills directly from human demonstrations
instead of being programmed manually [34]. This paradigm is particularly suitable for
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telemedicine, where clinicians may lack robotics expertise but possess critical domain
knowledge. In [35], PbD is applied to robotic suturing through diffusion policy learning,
using expert demonstrations to teach complex needle-driving motions. To ensure safety in
uncertain or out-of-distribution scenarios, the system estimates epistemic uncertainty and
returns control to the human operator when needed. Additionally, control barrier functions
are used to enforce safety constraints throughout the execution. Experimental results in
simulation highlight the robustness of this approach in handling perturbations such as
dropped needles or unexpected patient motion, demonstrating that PbD can combine
intuitive task specification with autonomous execution and safety assurances—qualities
essential for high-stakes remote medical interventions.

2.2. Towards Smart End-Effector Tools for Minimally Invasive Robotic Medical Procedures

Minimally invasive robotic surgery requires precise and task-specific instruments
mounted on the robot’s end-effector. Depending on the medical procedure, such as laparo-
scopic operations (e.g., cholecystectomy [36], or hernia repair [37]), diagnostic sampling
for viral detection [3], cardiac valve repair [38], or oncology-related interventions, one or
multiple robotic arms may be employed. These are typically equipped with instruments
like forceps, scalpels, scissors, biopsy needles, tactile sensors [30], and various types of
cameras, transforming the EE into a specialized medical tool.

Despite their functionality, most EEs operate as isolated components without connec-
tivity to broader digital systems. This disconnect prevents the acquisition of critical data,
such as tool usage metrics, force profiles, or error occurrences, hindering both quantita-
tive performance analysis and the development of semi-autonomous or learning-enabled
systems. Integrating sensing and communication capabilities at the EE level could unlock
real-time monitoring, procedural feedback, and robot learning from prior interventions.

An example is presented in [39], where a 4-DoF end-effector was developed to perform
remote-controlled endoscopic procedures via a graphical user interface. The system also
featured a DT of a dual-arm setup to assist in otolaryngological diagnostics. However, its
application is limited to clinical environments. The device’s bulkiness, weight, and depen-
dence on cabled connections make it unsuitable for mobile or emergency scenarios such as
SAR. Furthermore, the approach does not address system recalibration under changing
operational contexts, an essential requirement for field-deployable telemedical robotics.

In IoRT applications, robotic systems rely on IoT end-devices to collect environmen-
tal data, enabling context-aware decision-making at the robot or network edge. These
architectures are particularly relevant in remote medical interventions, where real-time
responsiveness and system coordination are critical.

Leveraging IoT principles, the system described in [40] integrates a motion-tracking
device as an Edge component to monitor the surgeon’s hand proximity in real time. Based
on this input, virtual repulsive forces are computed to autonomously adjust the robot’s
elbow position, preventing unintended collisions and improving operator safety and
ergonomics—without requiring direct contact.

As we move toward 6G-enabled infrastructures, there is a growing demand for flex-
ible service routing and data-centric architectures capable of orchestrating distributed
resources across heterogeneous platforms. These paradigms prioritize efficient dataflows
and low-latency performance to support mission-critical applications such as remote robotic
surgery [41].

One relevant framework is the Internet of Cooperative Agents (IloCA) architecture [27],
which enables integration of heterogeneous sensor networks, mobile robots, and Edge
Computing nodes for field-deployable teleoperation. In this model, both human and
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robotic agents, or IoT sensors—and may execute computation locally, reducing the need to
offload data to cloud servers.

In mobile networks, situational awareness [42,43] denotes the ability to tailor services
based on an agent’s geolocation. Within IoCA, this concept extends beyond QoS to in-
clude available computational services and connectivity constraints. Network slicing and
dynamic resource allocation [44,45] are employed to ensure reliable performance across
agents operating under different 5G/6G slices.

To maintain situational awareness, real-time monitoring of network conditions such
as throughput and round-trip time (RTT) is crucial. These metrics are linked to each agent’s
Subscriber Identity Module (SIM) via mobile routers or smartphones. Positional data can
be gathered from onboard sensors (GPS, LiDAR, cameras) or robot localization systems
(e.g., SLAM). Additionally, multilateration techniques using WiFi, BLE, or UWB signals can
provide relative positioning, particularly in SAR or indoor scenarios [46].

Depending on the use case, precise geolocation enables agents to coordinate relative
to a mission reference point, such as a command center (SAR) or an ambulance (medical
deployment). Agents located further from the main 5G/6G base station typically experience
lower location awareness and increased latency, making cooperation between Edge nodes
essential for balancing computational loads and ensuring timely data delivery.

Human agents may take on different roles based on their location awareness: deploy-
ing IoRT devices, assisting the teleoperator, or performing local supervision. Teleoperators,
in particular, require the highest level of location awareness, as they demand real-time
interaction with both the physical and virtual components of the system.

3. Teleoperation System
3.1. Requirements

The main challenge lies in safely making physical contact with a human using a robotic
arm in non-engineered or even out-of-hospital environments. To address this, specific
requirements must be met across four key areas: standardization of the EE, mobile-based
teleoperation, Edge-Cloud continuum architecture, and sensory feedback delivery to the
remote operator.

EE instrumentation must be lightweight, portable, and standardized to allow quick
deployment and easy attachment to the robotic arm in the application scenario. The EN
ISO 9409-1 standard [47] provides guidelines for the mechanical interface of industrial
robots, specifically defining the dimensions and types of flanges used to connect tools
or EEs to robotic manipulators. Telemedicine use cases require end-effectors compatible
with a wide range of CRAs, including models such as the UR3e (3 kg payload), UR5e
(5 kg), UR10e (12.5 kg), and UR16e (16 kg) from Universal Robots (Odense, Denmark); the
LBR iiwa 7 R800 (7 kg) from KUKA (Augsburg, Germany); the Motoman HC10 (10 kg)
from Yaskawa (Kitakytisht, Japan); and the TM5 (7 kg) from Omron (Osaka, Japan). These
robotic arms are suitable for use in operating rooms [48], as well as in outdoor SAR scenarios
when mounted on large UGVs [4].

The IoRT-in-hand is a smart, detachable device designed to be mounted on the end-
effector of a robotic arm. It integrates an Edge Computing unit that serves as an entry point
for data from the application scenario, with onboard processing capabilities and Internet
connectivity, all embedded within a compact mechanical structure. As a modular smart
end-effector, the IoRT-in-hand must remain lightweight—under 3 kg—to ensure both safe
and precise control by CRA and the possibility of drone delivery in outdoor SAR operations.
Additionally, the device should establish a fast and reliable Internet connection as soon as
it is attached and powered on.
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Figure 2 shows the IoRT-in-hand, housed in a 3D-printed enclosure with dedicated
compartments for the components required to perform tele-robotic ultrasound. These
include a small RGB camera with integrated torch for subject illumination, two servos to
control the camera’s pitch and yaw, an ultrasound scanner for imaging, a force-torque
sensor to monitor interaction with the patient, and a mini-PC to process the data and
transmit it to the remote teleoperator. The complete CAD design of the enclosure is publicly
available in an actively maintained GitHub repository (https://github.com/Robotics-
Mechatronics-UMA /IoRT-in-hand (accessed on 20 June 2025)), which will be updated as
the prototype continues to evolve.

Mini-PC

troller

Camera

Ultrasound
probe

Figure 2. Design of the end-effector supporting the IoRT-in-hand.

The teleoperation is carried out from a mobile device, such as a smartphone, with-
out requiring additional accessories like smart glasses. This design allows any remote
physician to easily control the robotic system without relying on specialized engineering
tools. A key requirement is the availability of stable, low-latency communication with
sufficient bandwidth to stream images to the operator in real time. For this reason, both
ends of the system are expected to connect to networks with at least 5G capability, en-
suring low latency, and the smooth transmission of medium-resolution images without
interruptions. In this work, we evaluate the system under real-world conditions, with both
endpoints operating over commercial mobile networks, and therefore, subject to variable
traffic demand and performance fluctuations.

Depending on the characteristics of the application scenario, additional components or
IoT end-devices may be required within the robot’s workspace to interact with the IoRT-in-
hand. To support these interactions, both the visualization-potentially including augmented
reality—and the control interface are integrated into a Multi-access Edge Computing (MEC)
center, which is accessible from the smartphone. This setup enables the teleoperator to
perceive the environment in 3D and interact with the system efficiently.

In this work, arUco markers [49] are used as connected elements in the environment,
becoming part of the IoT once detected by the IoRT-in-hand. These fiducial markers are
useful not only for identifying objects and estimating their relative pose within the robot’s
surroundings, but also for enabling augmented reality overlays linked to the DT [50].
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The innovation presented here lies in using this virtual information to provide the operator
with a three-dimensional understanding of the robot’s workspace. The main challenge
is rendering both the physical and virtual environments on the smartphone screen to
deliver an integrated 3D perspective. To ensure low-latency operation, the system relies
on a distributed ROS-based architecture deployed in the cloud. Additionally, robot and
DT control commands can be issued through an MQTT broker, also hosted in the cloud.
This setup enables the smartphone to remotely access and control both elements over a
wide-area network (WAN) using ROS and MQTT.

3.2. Architecture

Once all IoT components are integrated into a detachable mechanism compliant with
the EN ISO 9409-1-50-4-M6 standard [47], they must be interconnected with both the mobile
device used for remote control and the MEC center hosting the DT server. To achieve this,
we propose an Edge-Cloud architecture (see Figure 3) that enables real-time cooperation
between the human operator and the robotic system, interconnected through ROS. This
architecture supports the digitalization of healthcare procedures and the deployment of
remote medical solutions.

Medical specialists are a limited and highly valuable resource, and it is crucial to
avoid exposing them to high-risk environments such as war zones, terrorist incidents,
or natural disasters. The proposed system addresses this by allowing medical procedures
to be performed remotely in scenarios where expert personnel are either unavailable or
cannot be physically present due to safety concerns or time constraints.
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Figure 3. Edge—Cloud architecture for tele-robotic manipulation.

3.2.1. The Feedback Information System

The following services are particularly important for supporting the teleoperator:
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*  Real-time visualization of the DT: This includes the display of virtual points associated
with ArUCo markers, enabling the mapping of both structured objects within the
robot’s workspace and specific parts of the patient’s body. To achieve this, reference
markers can be placed directly on the subject such as wearable bands, so that any
movement is reflected in the virtual environment.

*  Access to sensory data from the IoRT-in-hand: The operator can view real-time RGB
camera feeds and monitor the forces exerted by the end-effector.

¢ Control of end-effector motion: The system allows the teleoperator to command
Cartesian velocities to the end-effector remotely.

*  Real-time ultrasound visualization: Live ultrasound imaging is streamed to the opera-
tor to support remote diagnosis during tele-robotic procedures.

*  Safety pose management: At any time, the robot can be commanded to return to pre-
defined safety poses. These trajectories can be previewed in the virtual environment,
as the app developed enables DT control via MQTT commands.

All computing tasks involved in the system are executed remotely, outside the appli-
cation scenario. The proposed architecture distributes these tasks across multiple hosts
using a fog computing approach, allowing the IoRT-in-hand to be managed and controlled
without requiring local configuration. The device is designed to operate with a predefined
setup, enabling autonomous functionality once deployed. Core middleware components,
such as the ROS communication framework and the MQTT broker, are hosted in the cloud,
independent of their physical location. Meanwhile, the DT server is located in an MEC cen-
ter, which also manages the overall network infrastructure. All connections are established
through a VPN coordinated from the MEC center. System-level operations, such as testing,
networking, control, and monitoring, are integrated into a Fog Integration System (FIS).
The smartphone used to control the robot acts as a fog device within the MEC layer, even if
its physical location and Internet provider differ from those of the DT server.

The FIS encompasses all mission-critical tasks performed on dedicated computing
nodes located in remote network cells, including data monitoring, processing, remote
control of the CRA, and dataset generation. Within this framework, the MEC center hosts a
DT server capable of emulating the CRA’s movements in a virtual environment, created in
VEROSIM. This allows synchronization between the real robot and its virtual counterpart,
regardless of whether the control is autonomous or teleoperated. As a result, the remote
operator can observe the CRA’s actions in real time through the DT server, which streams
the virtual scene to the operator’s interface.

3.2.2. The Internet of Robotic Things

Within the main mobile cell, where the CRA has to perform the medical application,
there are two classes of Edge devices: the IoRT-in-hand, and the smartphones carried by
the medical assistants. Thus, smartphones can have different roles within the IoRT or
the FIS, depending on whether they act as information providers or remote processors
and task monitors, respectively. An Android app, based on the ROS-Mobile app [51], has
been developed (https:/ /github.com/Robotics-Mechatronics-UMA / Adhoc-ROS-Mobile
(accessed on 20 June 2025)), to integrate the capabilities of MQTT clients and ROS nodes on
a smartphone. Thus, the smartphone screen serves as a user interface for communication
between the CRA and the DT. The screen displays both the images from the camera in the
smart EE and the DT server, simultaneously providing two perspectives to the teleoperator.
Specifically, the bridge in the cloud allows the teleoperator to synchronize and control,
in real-time, either the DT or the CRA from the app. Thus, it is possible to move the DT
without seeing the physical robot, which allows the teleoperator to improve their skills.
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Moreover, any assistant using their smartphone can access to the images from the virtual
environment, specifically, the DT, and the onboard RGB camera (eye-in-hand).

The IoRT includes sensor networks distributed between the CRA, the assistants and
their workspaces, such as cameras, microphones, physiological and industrial sensors,
GPS, as well as other kinds of elements to include augmented reality capabilities. Fiducial
markers, such as, ArUCo markers are typically used to estimate the distances between the
end-effector and the objects within a structured environment. Moreover, we use them to
load extra virtual points around the DT, hosted on the MEC center.

All the devices distributed between the Edge and the Cloud have processing and
storage capabilities, and are connected to the CRA controller and to the IoRT-in-hand
through a VPN, being able to exchange information between the application scenario and
the FIS [52]. The most important information from the application scenario is related to the
CRA parameters, such as joint values, end-effector position, force and torque intensities on
the tip, processed images from the cameras, and transformation matrices.

3.2.3. Interoperability Between the CRA, IoRT-in-Hand, Android App, and DT Server

To ensure the safe movement of the CRA within the human subject’s environment,
the communication system must provide low latency and high bandwidth—requirements
that can be met by a 5G network. For this reason, a 5G connection is recommended to
link distant Edge and Fog devices. The core challenge is to remotely control the robot to
physically interact with the human using the IoRT-in-hand device, which demands smooth
and delay-free operation. In this context, minimizing latency in the video stream from both
onboard cameras is essential to provide responsive visual feedback during teleoperation.
To achieve this, efficient image compression codecs should be applied prior to transmission,
or streaming should be limited to situations where it is strictly necessary.

However, the captured RGB images do not need to leave the IoRT-in-hand device, since
the detection of ArUco markers—used to locate objects within the robot’s workspace—is
performed locally. This edge-side processing ensures minimal display latency, as the pose
estimation of the referenced objects is carried out directly at the [oRT-in-hand. The resulting
data is then transmitted in real time via MQTT to the DT server, allowing the teleoperator to
visualize virtual points corresponding to those objects within the shared digital workspace.
Data such as position, orientation, and transformation matrices are computed on the Edge
device and transmitted to the DT server using MQTT. These matrices are computed locally
using ArUco marker detection via OpenCV. The detected rotation and translation vectors
are converted into 4 x 4 homogeneous matrices, which are then chained with pre-calibrated
transformations to map the detected marker pose into the robot base frame. The pose of the
end-effector, obtained via an ROS topic, is also incorporated into the final transformation.
To improve robustness, a temporal median filter is applied over a sliding window before
publishing the resulting matrix via MQTT to the DT server.

In addition, the MQTT Extension for VEROSIM [53] enables the external client inte-
grated into the teleoperator’s smartphone to interact with the DT, while access permissions
can be configured to restrict other external clients from modifying property values. This
MOQTT plugin also facilitates communication between the virtual environment and the
physical world by detecting ArUCo markers. Both the physical robot and the DT can be
controlled via the Android application, which integrates external MQTT clients and ROS
nodes through an ROS-MQTT bridge [54], leveraging both timer-based and event-based
publishers, as well as subscribers. In this way, a mobile device such as a smartphone can
control both the DT and the CRA.

To address interoperability across heterogeneous communication standards, a cloud-
hosted ROS-MQTT bridge was implemented. This bridge enables forwarding messages
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from ROS subscriber nodes to MQTT topics, which are published by MQTT clients con-
nected to a broker — in our setup, a public Mosquitto broker deployed in the cloud. This
approach was selected specifically to overcome the limitations imposed by Network Ad-
dress Translation (NAT), which often impedes bidirectional ROS communication across
networks. By centralizing the message flow through a cloud-based MQTT broker, ROS
data can be exposed securely to any external client, bypassing the need for port forwarding
or static IP configuration.

Once ROS messages are forwarded via the bridge, MQTT clients running on the
onboard PC (attached to the IoRT-in-hand) publish the data externally over the WAN.
Any authorized external MQTT client can then receive the data by subscribing to the
appropriate topics (e.g., using a command such as mosquitto_sub -t /topic_from_ros
-h [MQTT_BROKER_IP]). This mechanism also allows the DT, hosted on a remote Verosim
server, to subscribe to real-time data streams using the aforementioned MQTT plugin,
ensuring seamless synchronization between the physical system and its virtual counterpart.
Thus, all components in the system communicate asynchronously via their native pub/sub
paradigms—ROS or MQTT—without requiring full protocol conversion.

The custom Android application developed for this system includes both MQTT
clients and native ROS nodes, enabling it to selectively publish and subscribe through
either protocol. For example, the app may publish physiological sensor data to the DT via
MQTT, while simultaneously sending motion commands to the robot via ROS. Importantly,
this architecture avoids unnecessary bridging of all external ROS topics to MQTT, allowing
selective and efficient data exchange. It also ensures compatibility with both ROS 1 and
ROS 2 environments.

In the ROS 1 case, this design eliminates the need for complex ROS-TCP configura-
tions that would otherwise require opening a wide range of ephemeral ports. For ROS 2
deployments, we employed Cyclone DDS as the middleware, configuring all nodes with
the same ROS_DOMAIN_ID (ID 0)—the default and immutable value on Android platforms
unless rooted (which was not desirable in our case). Further architectural details and
implementation clarifications have been added in this revised version of the manuscript.

The ROS communication infrastructure and the MQTT broker are hosted in the cloud,
and all components are interconnected via a Virtual Private Network (VPN) based on
ZeroTier, which eliminates the need for Network Address Translation (NAT). Thus, every
host is assigned an IP address within the same virtual network, being accessible through
ROS [55] and MQTT. In addition, the architecture requires the routers” ports for cameras
and DT application to be open.

Figure 4 summarizes the followed interoperability scheme to run the teleoperation
system. First, a medical assistant puts the IoRT-in-hand on the robot EE and switches it
on. After that, they calibrate the RGB camera and robot [56] if necessary. Usually, it is only
required for the first use of a specific workspace.

Assistant Assistant IoRT-in-hand IoRT-in-hand
Plug and play the RGB camera ArUCo markers Compute frames'
IoRT-in-hand - - - androbot -—-—--—> detectionfrom transformations
on the CRA calibration RGB camera
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Figure 4. System interoperability for remote teleoperation.
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Then, the IoRT-in-hand gathers information about the robot’s interaction with its
surroundings, including RGB and ultrasound images, forces at the end-effector, and ArUco
marker detections. Once fiducial markers are detected within the robot’s workspace, their
spatial poses are estimated in real time by composing a chain of transformations: from
the robot base to the EE, then to the camera, and finally to each detected marker. These
transformation matrices define the coordinate frame of each object and are transmitted to
the DT server (running VEROSIM), where they are visualized as virtual points anchored to
their corresponding frames.

Some of the markers are statically placed to reference fixed elements in the workspace,
while others are attached to the human subject using elastic bands. These dynamic markers
are identified by their known IDs and enable real-time tracking of the subject’s limbs.
Finally, the DT enables validation of the spatial configuration and planned motions before
safely teleoperating the CRA.

4. Robotized Telemedicine Implementation

For illustration and validation, we present a case study in which a robotic manipulator
is controlled in real time to perform a remote ultrasound scan. Next, the three major parts
of the architecture are described below: the application scenario within the main cell where
the CRA is; a remote cell, where the smartphone used for teleoperation is considered a
Fog-Edge device; and the FIS, where several fog devices coexist by exchanging information
with the application scenario and Cloud.

4.1. Application Scenario Setup

First, it is necessary to prepare the subject on a stretcher, and perform the eye-in-hand
(RGB camera) and robot calibrations. In principle, this only needs to be performed the first
time the IoRT-in-hand is placed on the EE of the CRA, unless environmental conditions
change drastically, and recalibration of the camera is necessary to ensure the accuracy of
the estimates. Thus, camera calibration is needed to obtain its parameters, and then be able
to apply AR, through the ArUCo markers.

For camera calibration, the implemented methodology is based on chessboard cali-
bration images, where it is necessary to obtain all the corner points inside the chessboard,
discarding the outer ones. The process involves capturing, at least, 10 images of the entire
chessboard, taken them in different planes to avoid degenerate case, from different angles
and positions, detecting the corners of the images, and then using optimization algorithms
to find the camera parameter values that best fit the observations. Then, for every cor-
ner point, a relationship between image and world points is achieved. The mentioned
parameters allow the camera to map real-world 3D points to 2D points in the image.

For guiding the robot to the target body surface, two straps with ArUCo markers are
adjusted to the subject (see Figure 5a, where a phantom is used for testing). The rest of the
workspace is mapped using a tip on the end-effector for the robot calibration. The virtual
environment has been emulated by referencing objects in the robot workspace, such as the
bed, the robot table and the relative distances to the objects. Every detail has been taken
into account while creating the virtual model and DT in VEROSIM.

Once the IoRT-in-hand is switched on, it is connected to a wireless network whose
credentials are saved in the Edge-¢ device configuration. After that, the ROS package is
launched automatically, since it is registered in the bash file. For this prototype, a mobile
network is the Internet source of the whole testing setup.

Regarding the rest of the IoRT, it includes the cameras worn by the medical assistants,
being the video stream available in the smartphone of the teleoperator via ROS.
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Each time an ArUCo marker is detected, its pose is sent to VEROSIM, via MQTT,
in order to establish a virtual point with the position and orientation referred to the object,
with respect to the camera’s reference system. In this way, the distances between the body to
be scanned and the ultrasound camera are estimated. Moreover, the feedback provided by
the force sensor gives the teleoperator an idea of whether or not he is touching the subject.

‘4\\ RGB camera

— —
Ultrasound
camera

'
| Phantom

(a) The IoRT-in-hand (b) Smartphone app (c) Real-time estimation of poses

Figure 5. Testing setup: The tele-robotic echography is tested on a phantom, being the DT syn-
chronized with the CRA. The transformation matrices are calculated on the Edge device, and poses
estimated are sent via MQTT to the DT server to display the virtual target points for the CRA.

The chosen CRA is the UR3 manipulator (Universal Robot, Odense, Denmark).
The work envelope is 500 mm, and the reach of all its joints is +360°, except for the last
one, which has infinite rotation. Its three wrists have a speed of 360°/s, while the first three
joints have a speed of 180°/s. Representative speed values for robotic medical interventions
are in the range 2-170 mm/s [57,58]. However, for remote operations, the maximum speed
of 30 mm/s has been set for safety reasons. The CRA controller is based on the real-time
data exchange library (https:/ /sdurobotics.gitlab.io/ur_rtde/ (accessed on 20 June 2025)).
The relative position of the CRA to the bed requires prior calibration. Additionally, this
allows the virtual environment to be preconceived and fully structured in the DT envi-
ronment. At the robot’s end, an Edge device is designed to include a 6-DOF force sensor
(OptoForce, Budapest, Hungary), a local edge, a camera servo stage, and an ultrasound
probe. The local edge is implemented using a Raspberry Pi 4B. The RGB images captured
by the camera are processed by the local Edge to detect the ArUCo markers, which enables
the determination of the relative position between the CRA and the patient. The servo stage
allows the camera to be controlled, changing the viewing angles. The edge device also
acquires ultrasound imaging and measures applied force. The vertical force is continuously
monitored, and a warning message is sent via MQTT if it exceeds a threshold value.

In addition to the applied force, the relative position is also streaming to the FIS via
MQTT in real time, thus being able to estimate and visualize the position of the ArUCo
markers both in the RGB image and in the virtual environment (see Figure 5). Meanwhile,
data generated by the physiological sensors on the patient are transmitted via MQTT if
they are lightweight enough to be sent efficiently. Here, we use a wearable device based
on a photoplethysmography (PPG) sensor and an ESP32 board to monitor heart rate and
transmit this data in real time.

Regarding the dataflow exchanged through subscriber/publisher ROS nodes, there
are the images captured by cameras worn by the medical assistants, the values of the robot’s
joints and pose messages, as well as the warnings sent to the teleoperator based on the
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readings of the force sensor located at the tip of the robotic arm. In addition, the virtual
joysticks (on the smartphone screen) with which the teleoperator interacts send the speed
commands to the robot controller to move it in the Cartesian coordinate system.

The application scenario (see Figure 5) consists of a bed on which the patient would
lie down. The local reference system of the ultrasound camera has been drawn in Figure 5a,
being the Y-Axis parallel to the bed. A table on which the CRA is placed is close to the
bed. The region of interest for ultrasound scanning is defined by two straps with ArUCo
markers and is covered by the robot workspace.

Finally, the TCP/IP protocol is used to transmit images taken by the RGB and ultra-
sound cameras, and the virtual environment where the DT is hosted. The necessary ports
are enabled on the routers of each network end.

4.2. Remote Cell

A human agent, usually an MD, teleoperates the CRA from a remote cell using a
smartphone. For this purpose, the ad hoc ROS-Mobile is designed with two displays.
The user can select to view video streaming hosted on the web, including IP camera
streams and ROS images from other smartphones [55]. The top display can show either
the ultrasound imaging or the DT scenario, determined by the two buttons on the left
upper corner (see Figure 5b). The bottom one displays real-time ROS images from any RGB
camera, such as those on assistants” smartphones. By this means, we aim to facilitate the
control of CRA for the teleoperator. In addition, the app allows the user to control the CRA
movement through two virtual joysticks. A dead man’s switch is enabled for both joysticks
to automatically return to zero when the user stops touching the mobile screen.

Moreover, a new ROS subscriber node is created to warn the user about the pressing
forces that the EE exerts on the patient. The pressing force is categorized into three lev-
els and represented by different colors (green for safe, yellow for caution, and red for
dangerous) to signify the potential discomfort that the patient may experience.

The local Edge device onboard the CRA hosts an ROS publisher node which sends a
value of type UInt8 (0, 1, or 2) depending on the measured forces on the ultrasound probe.
Two limits are established according to the patient’s pain. The color risk (green, yellow,
and red) associated with the measured pressure on the tip is shown on the smartphone
screen thanks to the new ROS subscriber (see Figure 5b) running in the ad hoc ROS-Mobile
app. In addition, the app includes a new tab associated with MQTT clients hosted on
the user’s smartphone to allow information exchange with other MQTT clients in the
tele-robotic system.

4.3. Digital Twins and Augmented Reality for the FIS

The FIS consists of three MEC centers: a health center, a data center, and a server
running the DT.

In the health center, the human agent is typically an MD whose role is to supervise the
teleoperation and provide diagnosis suggestions by watching the stream-back ultrasound
imaging and the patient’s physiological signals.

The data center collects and saves the data from both the remote cell and the application
scenario. Specifically, data generated during the experiments are saved in a rosbag. MQTT
topics and images transmitted via TCP/IP (https://motion-project.github.io/ (accessed on
20 May 2025)) are converted to ROS topics before being saved.

The DT runs in VEROSIM, a virtual testbed implementation for 3D robot simula-
tions [59]. It is constructed in a Cloud/Edge server where an human agent (typically an
engineer) is responsible for supervising the procedure. The DT receives MQTT messages
from the remote cell for synchronizing the posture between the CRA and the DT. By this
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means, the DT enables the human agent in the remote cell to assign multiple waypoints
and conduct a dry run in the virtual environment. Also, an interface based on Deskreen
(https:/ /github.com/pavlobu/deskreen (accessed on 20 May 2025)) is designed for cap-
turing the DT display and streaming it via TCP/IP. This allows the human agent in the
remote cell to visualize and gain more insights into the CRA movement from the virtual
environment in a different perspective.

5. Experiments and Results

Two types of telemedicine exercise experiments were conducted for the medical imple-
mentation of the proposed tele-robotic system. The first type was designed to characterize
the system based on a LAN, where multiple local teleoperations (LTs) were carried out to
test the different parts of the system. In the second type, a series of remote teleoperations
(RTs) were conducted between two laboratories located in Malaga (Spain) and Odense
(Denmark), with a VPN established between the two endpoints of the network. The end in
Malaga used a 5G network, while the end in Odense used a 4G-level network. Figure 5
illustrates the application scenario for both types of experiments, where the teleoperator
was the same person. The aim of these experiments was to measure five key parameters
to evaluate the feasibility of using our IoRT-in-hand in practical applications, including
forces on the end-effector, the number of warnings given to the teleoperator, time to do the
telemedicine, time in contact with the body, and latency between the network ends.

5.1. Evaluation Metrics

A well-designed teleoperation architecture should provide an intuitive user experience,
reducing the occurrence of operational errors. Taking the complex anatomical geometry into
account, controlling teleoperation remotely can be challenging for operators. The efficacy of
a teleoperation can be measured by the ability to quickly locate the target without exerting
excessive force on the patient’s body during the scan, which can be quantified by the
percentage of time spent performing the scan (7) compared to the total time (f;).

Y =1/t (1)

In addition, we define a penalty term () to include a weighted relevance on the number
of warnings triggered due to the exceeded pressing force on the body during tele-robotic
echography. Two warning thresholds are pre-set to indicate the maximum allowable force
exerted without causing the patient discomfort (yellow alert) or pain (red alert). Specifically,
() is defined as follows: a red warning counts four times higher risk than a yellow warning.

O =4 X wg+wy (2)
The final performance index is defined as ¢:

p=axyp—pxQ/(1-1p) (3)

where « and f are the weights for balancing the operational efficacy and the penalty due to
excessive pressure. After some practical considerations, the values of « and j are chosen
to be 230 and 0.25, respectively. This is not intended as a precise mathematical expression
but as a way of measuring the quality of teleoperations in percentage: ¢ € (0,100)[%]. It is
assumed that an MD performing a scan manually should achieve a 100%.
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5.2. Experiment 1: Characterization of a Local Implemented System

The aim of Experiment 1 was to test the tele-robotic system within the same LAN
network, except for a dedicated computer representing the cloud and the smartphone
used for LTs, which operated over a 4G network. The goal is to characterize the overall
performance of the system (using the ¢ index) when operating within the same LAN
network. The agents and MEC centers were connected to a WiFi-enabled router, and the
LAN was linked via a Virtual Private Network (VPN) to both the smartphone and the
cloud, where the ROS-based communication infrastructure and the MQTT broker were
deployed. The visualization of the DT, as well as the camera streams, functioned smoothly,
and the teleoperator was able to perform the LTs from a smartphone using its own mobile
data connection. The app retrieved all necessary data through the VPN. With this setup,
the maximum end-effector velocity associated with full joystick deflection was set to
30 mm/s to ensure safe operation of the robotic agent.

Table 1 presents the results from four consecutive LT runs (LT1, LT2, LT3 and LT4).
There was an improvement in the ¢ as the teleoperator gained experience with the app.
LT1 and LT2 had a similar duration and ¢. Subsequently, the same human agent performed
LT3 and LT4, reducing the t; and significantly improving the ¢, which was close to 100%.
After these runs, the teleoperator felt confident working at speeds even higher than the
operation limits set in the joystick app configuration.

Figure 6 shows the EE’s trajectories for the CRA during LT3, to illustrate what kind of
movements are performed by the system during Experiment 1. Before scan time, the EE lost
height (in blue) as it approached the phantom. During the scan time, two zig-zag sweeps
were performed (see Figure 6a), as seen in the X-axis movement (in red). At the beginning
and the end of these two scans (i.e., when contact started), some over-pressure occurred
(see Figure 6b), which triggered warnings on the smartphone’s screen, as indicated in
Figure 6¢. The start point in Figure 6¢,d represents the start of the CRA’s movement, while
the endpoint indicates a safe landmark for the patient, being chosen by the teleoperator as
a good moment in the return trajectory to stop the CRA.
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Figure 6. Results for LT3 (¢ = 62.07%).
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Table 1. Results for some LTs over the phantom.
Magnitude LT1 LT2 LT3 LT4
teleoperation time (%) [s] 180.67 178.72 132.43 130.46
Body contact time (7) [s] 55.88 4451 45.87 51.22
Contact time ratio () 0.31 0.25 0.35 0.39
Dangerous warnings (wg) 6 2 8 0
Caution warnings (wy) 15 6 14 4
Performance index (¢) [%] 57.02 52.62 62.07 88.66

5.3. Experiment 2: Remote Teleoperation on a Volunteer

The second type of experiment was conducted between two distant locations to
evaluate the tele-robotic system performance. In these experiments, the teleoperator and
the cloud were in Malaga, while the CRA, the DT, the subject and the assistants were in
Odense, 2300 km away. A series of RTs were conducted aiming to find the femoral artery on
the subject’s thigh (see Figure 7). For RTs, the maximum EE velocity was limited to 8 mm/s
because higher velocities gave rise to mistrust on the part of the teleoperator. The velocity
commands from the smartphone were always given at 60 Hz. However, the CRA’s behavior
was quite accurate up to 20mm/s, at which point the ROS buffer tended to saturate,
translating into discontinuous movement.

Table 2 presents the results from three consecutive RT runs (RT1, RT2, and RT3)
carried out on the same day by the same teleoperator as in LTs. On previous days, up to
fourteen remote tests were performed for operator training and developing data logging in
ROS bags. The table indicates that the teleoperator had previous experience with the app
interface and made fewer errors as the exercise was repeated. The noticeable decrease in ¢
in subsequent runs was due to the need for verbal interactions between the teleoperator
and the assistant to record the dataset synchronously during RTs. In addition, each new RT
run generated stress on both human agents, directly influencing ¢.

Table 2. Results for remote teleoperation trials over the subject’s thigh.

Magnitude RT1 RT2 RT3
teleoperation Time (t) [s] 135.42 152.01 190.06
Body contact time (7) [s] 42.26 52.39 66.02

Body time ratio () 0.31 0.34 0.35
Dangerous warnings (wr) 0 0 1
Caution warnings (wy) 0 2 5

Performance index (¢) [%] 71.77 78.51 76.44

Figure 8 shows the latency between devices at each end of the network. The imple-
mented code for controlling both the CRA and the DT, as well as retrieving information
from them, can be executed at either network endpoint. However, both processing and
latency performance improved when the code was executed near the CRA. Latency was
estimated as half of the round-trip time (RTT) measured using ICMP ping. The maximum
latency peak recorded was 318 ms (i.e., a round-trip time of 636 ms), while the minimum
was 43 ms (ping = 86 ms). The average latency during the RTs was 58 ms.



Sensors 2025, 25, 4972

20 of 29

— MASTER

pue or | .

[N ]
MQTT client
) #ROS
o -
N
MQTT

[[] Get DT pose

._'4 Get PR pose

Get
9 [ Previous
OT pose

Figure 7. RT for robotic ultrasound scan on the subject’s leg using the ad hoc ROS-Mobile. The inte-
grated MQTT client synchronizes the movements of both DT and RA.
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Figure 8. Ping values between the teleoperator and the application scenario during RT1, RT2 and
RT3. The mean value was 116 ms, the distance being 2300 km.

6. Discussion and Lessons Learnt

The proposed metrics offer an intuitive framework for quantifying teleoperation
performance by integrating operational efficiency with safety considerations. However,
the weighting scheme, particularly, the decision to penalize red alerts four times more
than yellow alerts, was derived from preliminary testing and practical insights. While this
reflects the greater clinical relevance of excessive force warnings, the approach lacks formal
clinical validation. Similarly, the coefficients used in the global performance index (x = 230
and B = 0.25) were selected empirically to balance time efficiency and safety, but their
optimality and clinical significance remain unverified.

The use of both MQTT clients and ROS nodes to control our IoRT-in-hand system
was driven primarily by integration constraints and modularity considerations. ROS is
a standard middleware in robotics research due to its powerful capabilities for real-time
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data streaming, robot control, and ecosystem of tools. However, one of our core software
tools, VEROSIM, did not have native support for direct ROS integration or ROS-based
data extraction. Instead, VEROSIM provided built-in mechanisms compatible with MQTT,
an industry-standard lightweight protocol widely used in IoT applications for reliable,
low-bandwidth messaging.

Rather than developing a complex ROS integration plugin from scratch for VEROSIM,
the decision to use MQTT was taken strategically to simplify and accelerate the integration
process. MQTT acted as a reliable and straightforward communication bridge, transmitting
critical simulation and monitoring data from VEROSIM to our ROS-based system compo-
nents. This approach reduced development complexity, promoted modularity, and allowed
independent testing and debugging of the simulation environment (VEROSIM) and robotic
control software (ROS). Additionally, MQTT provided benefits such as message persistence,
simple payload structures, robustness to unstable network conditions, and suitability for
cloud-based monitoring systems, complementing ROS functionalities effectively.

Although this design introduces a certain level of heterogeneity by combining two com-
munication protocols, the clear interface between ROS and MQTT components resulted
in a flexible and practical solution that proved robust in our experimental scenarios.
Future work may explore alternative integration solutions, such as direct ROS plug-
ins for VEROSIM or standardized middleware like ROSbridge, to further streamline
the architecture.

Furthermore, the use of an Android application capable of simultaneously integrating
MQTT clients and ROS nodes facilitated comprehensive testing of the interaction between
the simulation environment (VEROSIM) and ROS-based robotic components. This hybrid
design enabled remote operators to interact intuitively with the DT via MQTT without the
necessity of direct access to the ROS network, providing an extra security layer by isolating
the physical robotic equipment from external connections. Specifically, commands sent
remotely via MQTT were initially executed only on the DT, with actual movements on the
physical robot possible exclusively through ROS-based communication. Thus, physical
robot interaction was protected by requiring explicit acceptance into the ROS network
and confirmation by a human operator physically present at the robot’s location. In this
way, the combined MQTT-ROS architecture enhanced accessibility and usability for remote
testing, while ensuring operational safety for physical equipment.

Moreover, the modular design of the system opens the door to further extensions
aimed at improving runtime coordination and observability. For instance, exposing dedi-
cated ROS services to signal the start of robot motion or to manage teleoperation session
boundaries could support synchronized logging across distributed components, as well as
enable explicit operator authorization mechanisms. While such features were not included
in the current implementation, their integration would align naturally with the existing
architecture and enhance both temporal traceability and operational safety.

Studies have shown that latency begins to affect teleoperator perception from as low
as 10-20ms [60]. As it increases, its impact becomes more pronounced. For this reason,
operator training plays a critical role, as it can help mitigate the delays introduced by each
component of the system—such as the DT server, ROS network, MQTT broker, cellular
communication links, or onboard PC processing. Among these, communication latency
typically represents the most limiting factor. Nevertheless, once overall latency approaches
300-320 ms, the operator’s ability to maintain accurate control deteriorates significantly,
with fine manipulation and tracking performance becoming severely compromised.

Despite these constraints, the operational performance of the system proved resilient
to the combined effects of delay throughout the teleoperation loop. These include network
latency between the smartphone and remote servers (in our case, average RTT across trials
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was approximately 58 ms), touchscreen input latency (70 ms [14]), and processing delays
associated with onboard computing at the robot’s end-effector. Visual processing and
reaction time of the operator also contribute substantially to total delay, with typical values
reported between 150 and 300 ms [61]. Notably, while modern smartphones feature display
refresh rates of 120 Hz or higher (i.e., 8-9ms per frame) and touch sampling at 240 Hz
(4 ms intervals), these values are significantly lower than human perceptual and motor
reaction times. Therefore, the primary bottleneck in closed-loop control is not the device
hardware, but human visual-cognitive latency.

The operator was located in a 5G NSA coverage area, and three consecutive RTs
were conducted. The average RTT measured in these trials was below 60 ms. Despite the
accumulation of delays from communication, perception, input, processing, and actuation,
the total response time between command input and observed robot motion remained
within acceptable bounds for stable, real-time operation. The use of predictive visualization
via the DT further mitigated the perceptual effects of latency, allowing the operator to
preview actions before confirming them.

In addition, the Android application developed for this system supports the execution
of autonomous motions between two points in space. These virtual target positions can be
defined within the Verosim environment and subsequently used to command the robotic
manipulator to move autonomously toward a desired initial pose. This functionality
enables the operator to pre-position the end-effector at a convenient starting point before
initiating manual teleoperation, thereby improving overall task efficiency and reducing
operator workload.

Finally, although formal control-theoretic stability analysis (e.g., Lyapunov or
frequency-domain methods) was beyond the scope of this work, empirical results indi-
cate that the combination of moderate latency, system modularity, and human-in-the-loop
validation led to reliable teleoperation performance. Future improvements may focus on
closed-loop synchronization and delay compensation to further enhance operation under
bandwidth-constrained or high-latency conditions.

Comparison with Existing Approaches

Previous research has successfully utilized DT platforms to validate robotic surgery
training trajectories within controlled environments. For example, the system presented
in [62] simulated truncated cone- and pyramid-shaped trajectories in a virtual environment
to evaluate the feasibility of Remote Center of Motion (RCM) control prior to execution.
Their work focused on laparoscopic surgery training, emphasizing local setup, haptic
precision, and offline validation. In contrast, our system targets remote ultrasound-based
procedures, enabling real-time DT feedback and distributed operation. This architecture
lays the groundwork for future implementations of more advanced interventions, such as
REBOA (Resuscitative Endovascular Balloon Occlusion of the Aorta). While their setup
enables both on-site and off-site teleoperation and integrates multiple cameras and haptic
interfaces, the entire configuration is physically centralized in a training room with all
components locally connected. In contrast, our system focuses on remote deployment sce-
narios where a medical specialist may not be physically present, emphasizing distributed
interoperability over long distances. In addition, we use VEROSIM instead of RoboDK,
since VEROSIM is specifically designed for real-time simulation of cyber—physical systems
and supports continuous interaction with external data sources, such as ROS or MQTT,
enabling dynamic visualization of environments that change during operation. In con-
trast, RoboDK is primarily intended for offline programming and trajectory validation
in industrial settings, focusing on predefined robot motions and lacking native support
for real-time updates or distributed system architectures. Unlike centralized setups, our
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architecture decouples the DT server from the operating room, enabling interaction and
visualization from remote locations without compromising responsiveness or spatial co-
herence. Rather than learning from predefined virtual trajectories, our system processes
real-time visual and force data locally on the IoRT device and transmits transformation
matrices to the DT for visualization and validation. This approach enables dynamic, live
spatial awareness—particularly valuable when tracking human body parts through elastic-
mounted fiducial markers—and facilitates remote robotic interventions beyond laboratory
conditions. Furthermore, our distributed architecture with integrated MQTT enables data
extraction from any MQTT client with access permissions (e.g., via VPN). This eliminates
the need to be within the robot’s ROS network to access real-time data. Additionally,
the DT can be publicly monitored, as it is streamed directly from the DT server. This
functionality allows external professionals to observe procedures remotely and provide
expert feedback—enhancing educational outreach and collaborative diagnosis.

Our IoRT-in-hand device, mounted at the robot’s wrist, integrates multiple sensing
modalities—including a force-torque sensor, an RGB camera, and an ultrasound imaging
module—alongside a mini-PC with real-time processing capabilities and built-in internet
connectivity. This compact and self-contained design enables local computation of spatial
transformations and intelligent processing of visual and haptic data directly at the point of
interaction. The resulting transformation matrices and relevant features are transmitted to
the remote DT server for synchronized visualization and decision-making.

Unlike the design in [63], which focuses primarily on mechanical design and user
interface for non-expert teleoperation, and includes only basic perception and interface-
level feedback, our system supports closed-loop, distributed operation with real-time
spatial awareness. While their work briefly mentions obstacle avoidance as part of the user
assistance features, it is not technically detailed. Such a feature could be incorporated into
our system in the future to assist with path planning; however, we consider impedance
control strategies to be more critical in medical contexts that require safe physical interaction
with the human body.

In addition, this system [63] leverages NVIDIA Isaac Sim as a DT platform, allowing
realistic simulation, visual feedback, and motion planning in dynamic environments. Its
support for algorithms like Riemannian Motion Policies (RMPs) and the recent addition of a
Graphical User Interface (GUI) make it well-suited for developing and tuning teleoperation
strategies, especially during the design phase.

The IMMERTWIN project [64] builds upon concepts introduced by TELESIM, imple-
menting a VR-based DT platform that relies on real-time 3D point-cloud streaming from
ZED?2i stereo cameras for enhanced teleoperation and spatial understanding. Their setup
was deployed locally on a high-performance workstation (Intel i7-10700F and NVIDIA
RTX 3060 Ti), located in the same room as the robotic system. Despite this, they faced
performance bottlenecks and had to limit image resolution to 720p and streaming rates
to 10 Hz to maintain responsiveness. The IMMERTWIN project builds upon concepts
introduced by TELESIM, implementing a VR-based DT platform that relies on real-time 3D
point-cloud streaming from ZED2i stereo cameras for enhanced teleoperation and spatial
understanding. Their setup was deployed locally on a high-performance workstation
(Intel i7-10700F and NVIDIA RTX 3060 Ti), located in the same room as the robotic system.
Despite this, they faced performance bottlenecks and had to limit image resolution to
720p and streaming rates to 10 Hz to maintain responsiveness. In contrast, our IoRT-in-
hand architecture promotes distributed processing, with computation and compression
performed directly on the sensing unit mounted at the end-effector. This unit includes a
Raspberry Pi 5, whose enhanced processing capabilities proved sufficient to detect ArUco
markers and compute transformation matrices in real time. The processed data is then
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transmitted using advanced image compression codecs and lightweight protocols such as
MQTT, enabling high-resolution, real-time communication without requiring the DT server
or operator to be co-located with the robot. This design supports greater flexibility and
scalability, particularly for remote medical intervention scenarios.

Despite the current advancements in distributed processing, the DDS standard in
ROS 2, the processing power and compactness of modern computing units, the sampling
rates of sensors, the resolution of onboard cameras, and the ability to integrate all of
this with DTs, to the best of our knowledge, our architecture is the first to integrate the
visualization and control of a DT from a remote smartphone. This capability enables
lightweight, mobile teleoperation and monitoring, extending access to critical system
feedback and control beyond desktop-based setups, and marking a step forward in the
democratization of remote robotic intervention.

7. Conclusions and Future Work

A novel Cloud-Edge architecture based on the IoCA framework [27] has been intro-
duced, specifically designed for robotic manipulators in telemedicine applications. This
architecture enables the execution of medical procedures in scenarios where specialized
physicians are not available, by supporting intelligent, location-aware interactions between
agents—robotic or human, according to their identity and physical context. The integration
of MQTT clients and ROS nodes ensures seamless data exchange and interconnection
among distributed digital components. Agent collaboration is reinforced through the
application of IoRT principles and the incorporation of a DT, enabling safe and coordinated
control of both the DT and the CRA, either independently or simultaneously. This configu-
ration allows the teleoperator to receive real-time visual feedback, improving perception
and operational precision. Additionally, the application integrates IoRT and DT informa-
tion to provide comprehensive visual input, enhancing the reliability and effectiveness of
remote medical interventions.

The system was validated in a 2300 km tele-ultrasound trial between Spain and
Denmark, using a 6-DOF robot equipped with the IoRT-in-hand device. The operator used
a 5G-connected smartphone to visualize the DT, monitor force feedback, and teleoperate
the robot in real time. Average round-trip latency remained below 60 ms, confirming the
system’s reliability under real-world network conditions.

The full system architecture included five distributed components:

A smartphone in Malaga, used for DT and camera visualization, as well as teleoperation;
A PC in Malaga, used for monitoring and data recording;

The robot controller PC in Odense;

A cloud server hosting the DT (VEROSIM) and the MQTT broker;

The onboard PC integrated into the smart end-effector (IoRT-in-hand), responsible for

SIS

ArUco marker processing and MQTT communication through NAT.

These experiments confirmed the technical viability of the IoRT-in-hand concept,
which enables remote medical specialists to extend their physical interaction capabilities us-
ing a lightweight, smart end-effector that integrates sensing, control, and communication at
the edge. The combination of real-time DT feedback, Edge-Cloud coordination, and mobile
teleoperation resulted in smooth and stable control across long distances, validating the
proposed system for practical use in remote or resource-constrained medical environments.

However, the architecture requires low latency and high bandwidth. Therefore, the use
of a 5G network is recommended. All endpoints were interconnected through a VPN, which
facilitated port forwarding requirements in ROS-based systems. The performance of 5G
was found to vary depending on the position of mobile routers, particularly when human
agents operated indoors. This was confirmed by RTT measurements in locations with
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poor signal propagation relative to the base station in Malaga. In such cases, average
latency exceeded 400 ms, which compromised control precision and required lowering
the robot’s speed to maintain data rates. Consequently, the deployment of 4G/5G crowd-
cells—portable cellular networks [65]—is recommended in environments with limited
coverage, such as those encountered in search and rescue (SAR) operations.

As part of future developments, several enhancements are envisioned to increase
system robustness and usability. One key improvement involves integrating real-time
transmission status indicators into the operator interface. This feature will allow users to
monitor communication quality during teleoperation including latency, jitter, and packet
loss, providing valuable feedback for decision, making in critical medical scenarios.

Another promising direction is the implementation of synchronous ROS services to
support coordinated runtime operations. For instance, a ROS service could be exposed
by the robot controller node to notify precisely when motion begins. This would allow
distributed monitoring nodes to initiate latency measurements in a synchronized fashion,
enabling systematic RTT analysis across geographically distributed components. In parallel,
remote or local human operators could explicitly invoke ROS services to start or end
teleoperation sessions through a mobile or GUI-based interface. This mechanism would
add an additional layer of human authorization before enabling motion on the physical
robot, reinforcing the system’s safety model, where MQTT commands are first interpreted
within the DT and only executed on the robot after validation through the ROS layer.

Additionally, a latency analysis of the video streams displayed on the smartphone
interface is planned. This includes evaluating the delays associated with the RGB camera
feed, the ultrasound video stream, and DT visualization. These measurements will be
incorporated directly into the Android application, and a dedicated “Statistics” tab will
be added to present this information in real time, further improving operator awareness
and system transparency. To optimize bandwidth usage in mobile environments, both the
RGB and ultrasound streams received by the smartphone will be compressed using high-
efficiency video codecs, such as H.265/HEVC, which offer significant data rate reductions
without compromising image quality. This strategy aims to support continuous, low-latency
video reception even in scenarios with constrained connectivity.

Looking forward, future work will expand the SAR-IoCA implementation by inte-
grating a mobile manipulator, a DT server, and an MQTT-ROS bridge. The system is
expected to scale to multiple use cases within the IoCA framework and support teleop-
eration over low-latency 5G/6G networks. The integration of location-aware services
based on ROS 2, as well as imitation learning techniques for robotic manipulators, is also
foreseen. Among the potential application domains are remote inspection, remote gripping
or assembly in hazardous environments, telemedicine procedures, and SAR operations in
catastrophic scenarios.

Furthermore, the use of a Real-Time Streaming Protocol (RTSP) server is being evalu-
ated to acquire high-quality ultrasound images while reducing the computational load on
the mobile router in field conditions. Preliminary tests indicate that this server may intro-
duce up to two seconds of latency—unacceptable for teleoperation but potentially viable
for near-real-time remote diagnostics in clinical centers. In such contexts, human agents
located at MEC facilities could apply Al algorithms for illness detection. Additionally,
improvements to the Human-Machine Interface (HMI) are envisioned, including real-time
visualization of diagnostic insights or alerts generated by multi-agent Large Language
Models (LLMs). These agents could assist the remote operator by interpreting sensor data,
highlighting anomalies, or suggesting relevant actions, thereby supporting more informed
and efficient clinical decision-making.
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Beyond the current strategy of force threshold-based warnings for excessive contact,
future versions of the system could incorporate impedance control techniques at the robot
level. This would allow the manipulator to adapt its stiffness and damping in response to
external forces, reducing the likelihood of excessive pressure on the subject’s body during
contact. Implementing impedance control locally at the end-effector—based on real-time
force sensor feedback—would complement the existing warning system by introducing
proactive compliance behaviors, ultimately improving safety and enhancing the sense of
natural interaction during both autonomous and teleoperated tasks.

Lastly, the application of machine learning-based data mining techniques should be
explored to uncover operational patterns, detect anomalies, predict usage trends, and opti-
mize resource allocation across distributed teleoperation systems. Future work should also
prioritize the validation and refinement of the proposed performance metrics—particularly
their weighting parameters—through systematic sensitivity analysis and consultation with
clinical experts. Finally, regulatory certification of the robotic ultrasound manipulator will
be essential before the system can be deployed in clinical environments.

Author Contributions: Conceptualization, ].B.-A., Z.C., ] J.E-L., ].A.G.-R,, C.S. and T.R.S.; method-
ology, ].B.-A., Z.C., J.J.E-L., ].A.G.-R. and C.S,; software, ].B.-A. and Z.C; validation, ].B.-A., Z.C.,
JJ.E-L,J.A.G.-R,, C.S. and T.R.S,; formal analysis, ].B.-A., Z.C., ].J.E-L., ].A.G.-R. and C.S.; investiga-
tion, J.B.-A., Z.C., J.J.E-L., ].A.G.-R. and C.S;; resources, ].B.-A., Z.C.,C.S., TR.S,, J.J.E-L. and A.G.-C.;
data curation, J.B.-A. and Z.C.; writing—original draft preparation, J.B.-A. and Z.C.; writing—review
and editing, ].B.-A., Z.C,, ] J.E-L., ].A.G.-R. and A.M.; visualization, ].B.-A. and Z.C.; supervision,
J.B-A.,, Z.C, ]JJ.E-L, J.LA.G.-R. and C.S;; project administration, T.R.S., A M. and A.G.-C.; funding
acquisition, T.R.S., A.M. and A.G.-C. All authors have read and agreed to the published version of
the manuscript.

Funding: This research was funded by project P1D2021-1229440B-100, and also partially supported
by the IFD RAPID project 1061-00071A.

Acknowledgments: The authors would like to acknowledge the support of project PID2021-
1229440B-100. This study is also partially supported by the IFD RAPID project 1061-00071A. In addi-
tion, the first author would like to thank the Doctorate grant Erasmus+ KA131, which supported him
during his stay in Odense, Denmark. Furthermore, he would like to thank the SDU Robotics group
for their trust and support.

Conflicts of Interest: The authors declare no conflicts of interest.

References

1.

Buyya, R.; Srirama, S.N.; Mahmud, R.; Goudarzi, M.; Ismail, L.; Kostakos, V. Quality of Service (QoS)-Driven Edge Computing
and Smart Hospitals: A Vision, Architectural Elements, and Future Directions. In Proceedings of the International Conference on
Communication, Electronics and Digital Technology, New Delhi, India, 9-10 February 2023; pp. 1-23.

Hu, Y,; Li, J.; Chen, Y,; Wang, Q.; Chi, C.; Zhang, H.; Gao, Q.; Lan, Y,; Li, Z.; Mu, Z; et al. Design and control of a highly redundant
rigid-flexible coupling robot to assist the COVID-19 oropharyngeal-swab sampling. IEEE Robot. Autom. Lett. 2021, 7, 1856-1863.
[CrossRef] [PubMed]

Cheng, Z.; Savarimuthu, T.R. A disposable force regulation mechanism for throat swab robot. In Proceedings of the 2021 43rd
Annual International Conference of the IEEE Engineering in Medicine & Biology Society (EMBC), Mexico City, Mexico, 1-5
November 2021; pp. 4792-4795.

Pastor, F.; Ruiz-Ruiz, FJ.; Gémez-de Gabriel, ].M.; Garcia-Cerezo, A.]. Autonomous Wristband Placement in a Moving Hand for
Victims in Search and Rescue Scenarios with a Mobile Manipulator. IEEE Robot. Autom. Lett. 2022, 7, 11871-11878. [CrossRef]
Shabir, D.; Abdurahiman, N.; Padhan, J.; Trinh, M.; Balakrishnan, S.; Kurer, M.; Ali, O.; Al-Ansari, A.; Yaacoub, E.; Deng, Z.; et al.
Towards development of a tele-mentoring framework for minimally invasive surgeries. Int. ]. Med Robot. Comput. Assist. Surg.
2021, 17, €2305. [CrossRef] [PubMed]

Faris, H.; Harfouche, C.; Bandle, J.; Wisbach, G. Surgical tele-mentoring using a robotic platform: Initial experience in a military
institution. Surg. Endosc. 2023, 37, 9159-9166. [CrossRef]


http://doi.org/10.1109/LRA.2021.3062336
http://www.ncbi.nlm.nih.gov/pubmed/35582266
http://dx.doi.org/10.1109/LRA.2022.3208349
http://dx.doi.org/10.1002/rcs.2305
http://www.ncbi.nlm.nih.gov/pubmed/34256415
http://dx.doi.org/10.1007/s00464-023-10484-1

Sensors 2025, 25,4972 27 of 29

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

Kim, Y.; Groombridge, C.; Romero, L.; Clare, S.; Fitzgerald, M.C. Decision support capabilities of telemedicine in emergency
prehospital care: Systematic review. J. Med Internet Res. 2020, 22, €18959. [CrossRef]

Gehl, P; Auclair, S.; Fayjaloun, R.; Meresse, P. Decision support for emergency road traffic management in post-earthquake
conditions. Int. ]. Disaster Risk Reduct. 2022, 77, 103098. [CrossRef]

Rom, A; Kelman, I. Search without rescue? Evaluating the international search and rescue response to earthquake disasters. BMJ
Glob. Health 2020, 5, €002398. [CrossRef]

Aggarwal, S.; Nigam, K.; Singh, V.; Mishra, T.; Pandey, A K.; Kant, R.; Murhekar, M. Drone-based medical delivery in the extreme
conditions of Himalayan region: A feasibility study. BM] Public Health 2024, 2, €000894. [CrossRef]

Real, E,; Castano, A.R.; Torres-Gonzélez, A.; Capitén, ].; Sanchez-Cuevas, PJ.; Fernandez, M.].; Romero, H.; Ollero, A. Autonomous
fire-fighting with heterogeneous team of unmanned aerial vehicles. Field Robot. 2021, 1, 158-185. [CrossRef]

Ameli, Z.; Aremanda, Y.; Friess, W.A_; Landis, E.N. Impact of UAV hardware options on bridge inspection mission capabilities.
Drones 2022, 6, 64. [CrossRef]

Su, Y.P; Chen, X.Q.; Zhou, C.; Pearson, L.H.; Pretty, C.G.; Chase, ].G. Integrating virtual, mixed, and augmented reality into
remote robotic applications: A brief review of extended reality-enhanced robotic systems for intuitive telemanipulation and
telemanufacturing tasks in hazardous conditions. Appl. Sci. 2023, 13, 12129. [CrossRef]

Deber, J.; Jota, R.; Forlines, C.; Wigdor, D. How much faster is fast enough? User perception of latency & latency improvements in
direct and indirect touch. In Proceedings of the 33rd Annual ACM Conference on Human Factors in Computing Systems, Seoul,
Republic of Korea, 18-23 April 2015; pp. 1827-1836.

Hernandez Sanchez, J.; Amanhoud, W.; Billard, A.; Bouri, M. Enabling four-arm laparoscopic surgery by controlling two robotic
assistants via haptic foot interfaces. Int. J. Robot. Res. 2023, 42, 475-503. [CrossRef]

Masuda, Y.; Shepard, D.S.; Nakamura, O.; Toma, T. Vision paper for enabling internet of medical robotics things in open
healthcare platform 2030. In Innovation in Medicine and Healthcare: Proceedings of 8th KES-InMed 2020; Springer: Singapore, 2020;
pp- 3-14.

Si, W.; Wang, N.; Yang, C. A review on manipulation skill acquisition through teleoperation-based learning from demonstration.
Cogn. Comput. Syst. 2021, 3, 1-16. [CrossRef]

Das, C.; Mumu, A.A.; Ali, M.E; Sarker, S.K.; Muyeen, S.; Das, S.K.; Das, P; Hasan, M.M.; Tasneem, Z.; Islam, M.M.; et al. Towards
IoRT Collaborative Digital Twin Technology Enabled Future Surgical Sector: Technical Innovations, Opportunities and Challenges.
IEEE Access 2022, 10, 129079-129104. [CrossRef]

Kumar, S.; Fred, A.L.; Miriam, L.J.; Christina, J.I; Ajay Kumar, H.; Padmanabhan, P.; Gulyas, B. Role of Digital Twin Technology
in Medical Sector—Toward Ensuring Safe Healthcare. In Digital Twin Technology: Fundamentals and Applications; Wiley: Hoboken,
NJ, USA, 2022; pp. 77-95.

Almasan, P; Ferriol-Galmés, M.; Paillisse, J.; Sudrez-Varela, J.; Perino, D.; L6pez, D.; Perales, A.A.P,; Harvey, P.; Ciavaglia, L.;
Wong, L.; et al. Network Digital Twin: Context, Enabling Technologies, and Opportunities. IEEE Commun. Mag. 2022, 60, 22-27.
[CrossRef]

Liu, Y;; Zhang, L.; Yang, Y.; Zhou, L.; Ren, L.; Wang, E; Liu, R.; Pang, Z.; Deen, M.]. A novel cloud-based framework for the
elderly healthcare services using digital twin. IEEE Access 2019, 7, 49088-49101. [CrossRef]

Bonne, S.; Panitch, W.; Dharmarajan, K.; Srinivas, K.; Kincade, J.L.; Low, T.; Knoth, B.; Cowan, C.; Fer, D.; Thananjeyan, B.; et al.
A Digital Twin Framework for Telesurgery in the Presence of Varying Network Quality of Service. In Proceedings of the 2022
IEEE 18th International Conference on Automation Science and Engineering (CASE), Mexico City, Mexico, 20-24 August 2022;
pp. 1325-1332.

Hagmann, K.; Hellings-Kuf3, A.; Klodmann, J.; Richter, R.; Stulp, F.; Leidner, D. A digital twin approach for contextual assistance
for surgeons during surgical robotics training. Front. Robot. Al 2021, 8, 735566. [CrossRef]

Jimenez, ] .I; Jahankhani, H.; Kendzierskyj, S. Health care in the cyberspace: Medical cyber-physical system and digital twin
challenges. In Digital Twin Technologies and Smart Cities; Springer: Cham, Switzerland, 2020; pp. 79-92.

Madsen, S.; Jami, M.; Petersen, H.G. Automated generation of robot trajectories for assembly processes requiring only sparse
manual input. In Proceedings of the 2021 IEEE International Conference on Robotics and Automation (ICRA), Xi'an, China, 30
May-5 June 2021; pp. 700-707.

Mathiesen, S.; Serensen, L.C.; Sartori, A.; Lindvig, A.P.; Waspe, R.; Schlette, C. Applying robotics centered digital twins in a smart
factory for facilitating integration and improved process monitoring. In Towards Sustainable Customization: Bridging Smart Products
and Manufacturing Systems: Proceedings of the 8th Changeable, Agile, Reconfigurable and Virtual Production Conference (CARV2021) and
the 10th World Mass Customization & Personalization Conference (MCPC2021), Aalborg, Denmark, October/November 2021; Springer:
Cham, Switzerland, 2022; pp. 305-313.

Bravo-Arrabal, J.; Toscano-Moreno, M.; Fernandez-Lozano, J.; Mandow, A.; Gomez-Ruiz, J.A.; Garcia-Cerezo, A. The Internet of
Cooperative Agents Architecture (X-IoCA) for Robots, Hybrid Sensor Networks, and MEC Centers in Complex Environments: A
Search and Rescue Case Study. Sensors 2021, 21, 7843. [CrossRef]


http://dx.doi.org/10.2196/18959
http://dx.doi.org/10.1016/j.ijdrr.2022.103098
http://dx.doi.org/10.1136/bmjgh-2020-002398
http://dx.doi.org/10.1136/bmjph-2024-000894
http://dx.doi.org/10.55417/fr.2021006
http://dx.doi.org/10.3390/drones6030064
http://dx.doi.org/10.3390/app132212129
http://dx.doi.org/10.1177/02783649231180366
http://dx.doi.org/10.1049/ccs2.12005
http://dx.doi.org/10.1109/ACCESS.2022.3227644
http://dx.doi.org/10.1109/MCOM.001.2200012
http://dx.doi.org/10.1109/ACCESS.2019.2909828
http://dx.doi.org/10.3389/frobt.2021.735566
http://dx.doi.org/10.3390/s21237843

Sensors 2025, 25, 4972 28 of 29

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.
45.

46.

47.

48.

49.

50.

51.

Marescaux, J.; Leroy, J.; Gagner, M.; Rubino, E; Mutter, D.; Vix, M.; Butner, S.E.; Smith, M.K. Transatlantic robot-assisted
telesurgery. Nature 2001, 413, 379-380. [CrossRef]

Barba, P.; Stramiello, J.; Funk, E.K,; Richter, F.; Yip, M.C.; Orosco, R K. Remote telesurgery in humans: A systematic review. Surg.
Endosc. 2022, 36, 2771-2777. [CrossRef]

Naceri, A.; Elsner, J.; Trobinger, M.; Sadeghian, H.; Johannsmeier, L.; Voigt, F.; Chen, X.; Macari, D.; Jahne, C.; Berlet, M.; et al.
Tactile robotic telemedicine for safe remote diagnostics in times of Corona: System design, feasibility and usability study. IEEE
Robot. Autom. Lett. 2022, 7, 10296-10303. [CrossRef]

Balasingam, M.; Ebrahim, J.; Ariffin, I. Tele-echocardiography—-made for astronauts, now in hospitals. Indian Heart J. 2017,
69, 252-254. [CrossRef]

Gottardi, A.; Tortora, S.; Tosello, E.; Menegatti, E. Shared control in robot teleoperation with improved potential fields. IEEE
Trans. Hum.-Mach. Syst. 2022, 52, 410-422. [CrossRef]

Chow, D.L.; Xu, P; Tuna, E.; Huang, S.; Cavusoglu, M.C.; Newman, W. Supervisory control of a DaVinci surgical robot. In
Proceedings of the 2017 IEEE/RS] International Conference on Intelligent Robots and Systems (IROS), Vancouver, BC, Canada,
24-28 September 2017; pp. 5043-5049.

Dall’alba, D.; Busellato, L.; Savarimuthu, T.; Cheng, Z.; Tturrate, I. Imitation Learning of Compression Pattern in Robotic Assisted
Ultrasound Examination Using Kernelized Movement Primitives. IEEE Trans. Med. Robot. Bionics 2024, 6, 1567-1580. [CrossRef]
Empleo, W.P,; Kim, Y.; Kim, H.; Savarimuthu, T.R; Iturrate, I. Safe Uncertainty-Aware Learning of Robotic Suturing. arXiv 2025,
arXiv:2505.16596. [CrossRef]

Sung, G.T.; Gill, I.S. Robotic laparoscopic surgery: A comparison of the da Vinci and Zeus systems. Urology 2001, 58, 893-898.
[CrossRef]

Aghayeva, A.; Benlice, C.; Bilgin, L. A.; Bengur, F.B.; Bas, M.; Kirbiyik, E.; Aytac, E.; Baca, B. Laparoscopic totally extraperitoneal
vs robotic transabdominal preperitoneal inguinal hernia repair: Assessment of short-and long-term outcomes. Int. ]. Med.. Robot.
Comput. Assist. Surg. 2020, 16, €2111. [CrossRef]

Tamadon, I.; Huan, Y.; de Groot, A.G.; Menciassi, A.; Sinibaldi, E. Positioning and stiffening of an articulated/continuum
manipulator for implant delivery in minimally invasive surgery. Int. |. Med. Robot. Comput. Assist. Surg. 2020, 16, e2072.
[CrossRef]

Lee, S.H.; Lee, D.W.; Song, H.S.; Jeong, S.; Ji, Y.; Song, ].S.; Kim, J.; Yi, B.]. Robotic Manipulation System Design and Control for
Non-Contact Remote Diagnosis in Otolaryngology: Digital Twin Approach. IEEE Access 2023, 11, 28735-28750. [CrossRef]

Su, H.; Ovur, SE,; Li, Z,; Hu, Y.; Li, J.; Knoll, A,; Ferrigno, G.; De Momi, E. Internet of things (IoT)-based collaborative control of a
redundant manipulator for teleoperated minimally invasive surgeries. In Proceedings of the 2020 IEEE International Conference
on Robotics and Automation (ICRA), Paris, France, 31 May-31 August 2020; pp. 9737-9742.

Baldoni, G.; Quevedo, ].; Guimaraes, C.; de la Oliva, A.; Corsaro, A. Data-centric service-based architecture for edge-native 6G
network. IEEE Commun. Mag. 2023, 62, 32-38. [CrossRef]

Conti, A.; Morselli, E; Liu, Z; Bartoletti, S.; Mazuelas, S.; Lindsey, W.C.; Win, M.Z. Location Awareness in Beyond 5G Networks.
IEEE Commun. Mag. 2021, 59, 22-27. [CrossRef]

Liu, H.; Wang, L. Collision-free human-robot collaboration based on context awareness. Robot. Comput.-Integr. Manuf. 2021,
67,101997. [CrossRef]

Zhang, S. An overview of network slicing for 5G. IEEE Wirel. Commun. 2019, 26, 111-117. [CrossRef]

AlQahtani, S.A. Cooperative-Aware Radio Resource Allocation Scheme for 5G Network Slicing in Cloud Radio Access Networks.
Sensors 2023, 23, 5111. [CrossRef] [PubMed]

Rahman, M.N.; Hanuranto, M.I.A.T.; Mayasari, S.R. Trilateration and iterative multilateration algorithm for localization schemes
on wireless sensor network. In Proceedings of the 2017 International Conference on Control, Electronics, Renewable Energy and
Communications (ICCREC), Yogyakarta, Indonesia, 26-28 September 2017; pp. 88-92.

EN ISO 9409-1:2004; Manipulating Industrial Robots, Mechanical Interfaces. International Organization for Standardization:
Geneva, Switzerland, 2004.

Zettinig, O.; Frisch, B.; Virga, S.; Esposito, M.; Rienmiiller, A.; Meyer, B.; Hennersperger, C.; Ryang, Y.M.; Navab, N. 3D ultrasound
registration-based visual servoing for neurosurgical navigation. Int. J. Comput. Assist. Radiol. Surg. 2017, 12,1607-1619. [CrossRef]
[PubMed]

Garrido-Jurado, S.; Munoz-Salinas, R.; Madrid-Cuevas, EJ.; Medina-Carnicer, R. Generation of fiducial marker dictionaries using
mixed integer linear programming. Pattern Recognit. 2016, 51, 481-491. [CrossRef]

Morales, J.; Castelo, I.; Serra, R.; Lima, P.U.; Basiri, M. Vision-based autonomous following of a moving platform and landing for
an unmanned aerial vehicle. Sensors 2023, 23, 829. [CrossRef]

Rottmann, N.; Studt, N.; Ernst, F.; Rueckert, E. ROS-Mobile: An Android application for the Robot Operating System. arXiv 2020,
arXiv:2011.02781. [CrossRef]


http://dx.doi.org/10.1038/35096636
http://dx.doi.org/10.1007/s00464-022-09074-4
http://dx.doi.org/10.1109/LRA.2022.3191563
http://dx.doi.org/10.1016/j.ihj.2017.01.010
http://dx.doi.org/10.1109/THMS.2022.3155716
http://dx.doi.org/10.1109/TMRB.2024.3472856
http://dx.doi.org/10.48550/arXiv.2505.16596
http://dx.doi.org/10.1016/S0090-4295(01)01423-6
http://dx.doi.org/10.1002/rcs.2111
http://dx.doi.org/10.1002/rcs.2072
http://dx.doi.org/10.1109/ACCESS.2023.3259539
http://dx.doi.org/10.1109/MCOM.001.2300178
http://dx.doi.org/10.1109/MCOM.221.2100359
http://dx.doi.org/10.1016/j.rcim.2020.101997
http://dx.doi.org/10.1109/MWC.2019.1800234
http://dx.doi.org/10.3390/s23115111
http://www.ncbi.nlm.nih.gov/pubmed/37299838
http://dx.doi.org/10.1007/s11548-017-1536-2
http://www.ncbi.nlm.nih.gov/pubmed/28236117
http://dx.doi.org/10.1016/j.patcog.2015.09.023
http://dx.doi.org/10.3390/s23020829
http://dx.doi.org/10.48550/arXiv.2011.02781

Sensors 2025, 25, 4972 29 of 29

52.

53.

54.

55.

56.

57.

58.

59.

60.

61.

62.

63.

64.

65.

Séanchez-Montero, M.; Toscano-Moreno, M.; Bravo-Arrabal, J.; Serén Barba, J.; Vera-Ortega, P.; Vazquez-Martin, R.; Fernandez-
Lozano, J.J.; Mandow, A.; Garcia-Cerezo, A. Remote planning and operation of a UGV through ROS and commercial mobile
networks. In Proceedings of the ROBOT2022: Fifth Iberian Robotics Conference: Advances in Robotics, Zaragoza, Spain, 23-25
November 2022; pp. 271-282.

Sartori, A.; Waspe, R.; Schlette, C. MQTT Enabled Simulation Interface for Motion Execution of Industrial Robots. In Proceedings
of the 2023 9th International Conference on Automation, Robotics and Applications (ICARA), Abu Dhabi, United Arab Emirates,
10-12 February 2023; pp. 28-32.

Reiher, L.; Lampe, B.; Woopen, T.; Van Kempen, R.; Beemelmanns, T.; Eckstein, L. Enabling Connectivity for Automated Mobility:
A Novel MQTT-based Interface Evaluated in a 5G Case Study on Edge-Cloud Lidar Object Detection. In Proceedings of the 2022
International Conference on Electrical, Computer, Communications and Mechatronics Engineering (ICECCME), Male, Maldives,
16-18 November 2022; pp. 1-9.

Toscano-Moreno, M.; Bravo-Arrabal, J.; Sinchez-Montero, M.; Barba, ].S.; Vazquez-Martin, R.; Fernandez-Lozano, J.; Mandow, A ;
Garcia-Cerezo, A. Integrating ROS and Android for rescuers in a cloud robotics architecture: Application to a casualty evacuation
exercise. In Proceedings of the IEEE International Symposium on Safety, Security, and Rescue Robotics (SSRR), Sevilla, Spain,
8-10 November 2022; pp. 270-276.

Lin, W,; Liang, P,; Luo, G.; Zhao, Z.; Zhang, C. Research of Online Hand-Eye Calibration Method Based on ChArUco Board.
Sensors 2022, 22, 3805. [CrossRef]

Du, Y.C,; Shih, ].B.; Wu, M.].; Chiou, C.Y. Development of an AVF stenosis assessment tool for hemodialysis patients using robotic
ultrasound system. Micromachines 2018, 9, 51. [CrossRef]

Huang, Q.; Lan, J.; Li, X. Robotic arm based automatic ultrasound scanning for three-dimensional imaging. IEEE Trans. Ind.
Inform. 2018, 15, 1173-1182. [CrossRef]

Rossmann, J.; Schluse, M.; Schlette, C.; Waspe, R.; Van Impe, J.; Logist, F. A new approach to 3D simulation technology as enabling
technology for erobotics. In Proceedings of the 1st International Simulation Tools Conference & EXPO, Brussels, Belgium, 18-19
September 2013; Volume 2013, pp. 39-46.

Neumeier, S.; Walelgne, E.A ; Bajpai, V.; Ott, J.; Facchi, C. Measuring the feasibility of teleoperated driving in mobile networks.
In Proceedings of the 2019 Network Traffic Measurement and Analysis Conference (TMA), Paris, France, 19-21 June 2019;
pp. 113-120.

Kamtam, S.B.; Lu, Q.; Bouali, F.; Haas, O.C.; Birrell, S. Network latency in teleoperation of connected and autonomous vehicles:
A review of trends, challenges, and mitigation strategies. Sensors 2024, 24, 3957. [CrossRef]

Shaker, W.; Erden, M.S. Developing a Robotic Surgery Training System for Wide Accessibility and Research. arXiv 2025,
arXiv:2505.20562. [CrossRef]

Audonnet, FP.; Hamilton, A.; Domae, Y.; Ramirez-Alpizar, I.G.; Aragon-Camarasa, G. Breaking Down the Barriers: Investigating
Non-Expert User Experiences in Robotic Teleoperation in UK and Japan. arXiv 2024, arXiv:2410.18727. [CrossRef]

Audonnet, F.P.; Ramirez-Alpizar, I.G.; Aragon-Camarasa, G. Immertwin: A mixed reality framework for enhanced robotic arm
teleoperation. arXiv 2024, arXiv:2409.08964. [CrossRef]

Baena, C.; Fortes, S.; Pefiaherrera, O.; Barco, R. A framework to boost the potential of network-in-a-box solutions. In Proceedings
of the 12th International Conference on Network of the Future (NoF), Coimbra, Portugal, 6-8 October 2021; pp. 1-3.

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual

author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to

people or property resulting from any ideas, methods, instructions or products referred to in the content.


http://dx.doi.org/10.3390/s22103805
http://dx.doi.org/10.3390/mi9020051
http://dx.doi.org/10.1109/TII.2018.2871864
http://dx.doi.org/10.3390/s24123957
http://dx.doi.org/10.48550/arXiv.2505.20562
http://dx.doi.org/10.48550/arXiv.2410.18727
http://dx.doi.org/10.48550/arXiv.2409.08964

	Introduction
	Related Work
	Remote Control Interfaces for Robotic Manipulators in Telemedicine
	Towards Smart End-Effector Tools for Minimally Invasive Robotic Medical Procedures

	Teleoperation System
	Requirements
	Architecture
	The Feedback Information System
	The Internet of Robotic Things
	Interoperability Between the CRA, IoRT-in-Hand, Android App, and DT Server


	Robotized Telemedicine Implementation
	Application Scenario Setup
	Remote Cell
	Digital Twins and Augmented Reality for the FIS

	Experiments and Results
	Evaluation Metrics
	Experiment 1: Characterization of a Local Implemented System
	Experiment 2: Remote Teleoperation on a Volunteer

	Discussion and Lessons Learnt
	Conclusions and Future Work
	References

