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Abstract— The paper proposes lab-work for learning fault
detection and diagnosis (FDD) in mechatronic systems. These
skills are important for engineering education because FDD is
a key capability of competitive processes and products. The
intended outcome of the lab-work is that students become aware
of the importance of faulty conditions and learn to design FDD
strategies for a real system. To this end, the paper proposes
a lab project where students are requested to develop discrete
event dynamic system (DEDS) diagnosis to cope with two faulty
conditions in an autonomous mobile robot task. An example
solution is discussed for Lego Mindstorms NXT robots with
LabVIEW. This innovative practice can be signiﬁcant for higher
education engineering courses related to mechatronics, robotics,
or DEDS. Results are offered from the application of this strategy
as part of a postgraduate course on fault tolerant mechatronic
systems.
Index Terms— Fault detection and diagnosis, project-based
learning, mobile robots, engineering education, higher education,
LabVIEW, Lego Mindstorms NXT, mechatronics.

I. I NTRODUCTION
Fault tolerant techniques contribute to improving robustness
and performance in a broad scope of applications [1], which
include automated sequential manufacturing systems [2] and
safety-critical systems such as automobiles [3] and aircraft
[4]. In particular, fault detection and diagnosis (FDD) is an
essential part of active fault tolerant control systems [5].
Thus, engineering education in FDD is relevant because it is
demanded from industry and is an open research ﬁeld [6].
Most educational efforts on FDD have been related to
monitoring in industrial maintenance [7], where the goal is
learning to identify faults that are purposefully induced in
lab equipment, such as vibrations in electric motors [8] [9]
[10] and hardware errors in electronic circuits [11] [12].
However, not so many works have addressed the design of
fault tolerant systems from the multidisciplinary perspective of
mechatronics [13]. Tan et al. improved lab-work on vibration
monitoring by asking students to program a sensor-based
intelligent fault diagnoser [14]. Furthermore, the relevance of
safety-critical systems for fault tolerance education was put
forward by Bertoni et al., who proposed project-based learning
with ultra-light unmanned aerial systems [15]. In this sense,
Katzourakis et al. identiﬁed the educational potential of lowcost small-scale vehicles for fault tolerant design [3].
The authors are grateful to Dr. J. A. Fernández-Madrigal for his helpful cooperation. This work was partially supported by the Spanish CICYT project DPI2011-22443. The authors are with Universidad de Málaga,
Andalucı́a Tech, Departamento de Ingenierı́a de Sistemas y Automática,
29071 Málaga, Spain (e-mail: jmgomez@uma.es; amandow@uma.es; jesus.fernandez@isa.uma.es; ajgarcia@uma.es).

Mobile robots are another signiﬁcant example of safetycritical autonomous system that should be designed to tolerate
failing execution and uncertainty [16] [17]. Precisely, the reliability demanded by challenging applications [18] has fostered
a growing research interest in FDD at different operation levels: steering mechanisms [19], anomalous actuator and wheel
response [20], collision detection in spite of sensor limitations
[21], localization failures due to abrupt wheel slippage [22],
multi-robot performance [23], and monitoring of task states
and mission goals [24].
Besides, mobile robots have become a core lab system
where students can integrate engineering knowledge from
different subjects [25]. While industrial-size vehicles can be
used for lab demonstrations and capstone courses [26], cost
and other practical reasons have favored small-sized systems [27]. Among these, Lego Mindstorms are arguably the
most widespread and have been adopted for higher education
practices on subjects such as control algorithms [28], data
acquisition and real time systems [29], robot localization with
the extended Kalman ﬁlter [30], and fuzzy logic [31].
This paper proposes a mobile robot lab-work project for
learning model-based FDD using discrete event dynamic systems (DEDS) [32] [33]. This project seeks to make students
aware of the importance of faulty conditions in mechatronic
systems and to provide knowledge for designing a fault
diagnoser in a representative application. A project solution
example is offered for an autonomous task with a Lego mobile
robot and LabVIEW programming. Furthermore, this projectbased learning approach has been implemented for a Master
in the University of Málaga (UMA), where results have been
analyzed.
The paper is organized as follows. Section II discusses
the design of the lab-work project. Section III summarizes
the essential DEDS-based FDD concepts required for the
project. Section IV gives a project solution example. Section
V discusses results from the application of the proposed labwork. The paper is closed by the conclusions.
II. L AB -W ORK D ESIGN
A. Motivation and intended outcomes
The major motivation for this work is to provide a practical
introduction to FDD for engineering students. Since FDD
requires insight into the target system, project-based learning
is more appropriate for focussing on a single application than
independent exercises.
Two major decisions have been taken in the design of
the lab-work project. First, different FDD mechanisms are
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described in literature [6]. Many technical systems can be considered as hybrid in the sense that they exhibit both continuous
time and discrete event phenomena [34]. Thus, DEDS can
be used to model many systems for diagnostic purposes [35].
Furthermore, ﬁnite state machines (FSM) are a familiar DEDS
representation for engineering students. Therefore, an FSMbased approach [33] is suitable for a practical introduction.
Second, since fault tolerance is closely linked to reliability
under real world operation conditions [18], lab plants are
preferable over computer simulations. In this regard, educational ﬂexible manufacturing systems are an interesting
application, but they are expensive and pose the risk of
complex sequential control taking on major importance over
FDD. Alternatively, compact and inexpensive small-scale mobile robots are appropriate for teaching FDD because they
are: i) a signiﬁcant case of autonomous system demanding
reliable operation; ii) motivating and familiar for students; and
iii) affordable, if not already acquired for other courses, so
working individually or in small groups is possible.
The intended learning outcomes of the lab-work are:
LO1. The student will become aware of the importance
of faulty conditions in the design of reliable mechatronic systems.
LO2. The student will be able to design, implement and
test an FSM-based FDD for a given technical system.
B. Proposed lab-work project
Mobile robot kits allow fast development of simple autonomous tasks such as line following, goal seeking or taking
objects out of an area [36]. In the proposed project, students
are asked to build a system that will remove three identical
objects (e.g., soda cans) from a white area delimited by a
black circumference (see Fig. 1). Initially, these objects and
the robot are placed randomly inside the area. Each student
has to develop an FSM-based navigation strategy and test it to
ﬁnd possible faults. Then, the student will have to draw from
FDD theory (see Section III) to design a diagnoser for at least
two fault conditions. An example solution for this lab-work is
given in Section IV.
As a general rule, the project can be developed through six
two-hour lab sessions, even though this may be adapted to the
background of the students:

Fig. 1. Lab-work project: the robot has to take three objects outside of a
black circumference.

1) A guided introduction to implementing FSM in the target
robot system.
2) Robot design and building. Students select and integrate
sensors and actuators from a kit to achieve the task goal.
3) Design, implementation and test of the FSM navigation
strategy without considering faults.
4) Finding faults in the system and designing a diagnoser.
5) Programming the diagnoser and testing solutions.
6) Debugging and improvements of the solution.
When the lab-work has been completed, students will write
a paper-formatted report with critical insight and will make a
presentation with a demo to favor discussion about strategies
and implementations.
III. D ISCRETE E VENT S YSTEM D IAGNOSIS
This section reviews the basic concepts of a systematic FDD
procedure based on DEDS [33]. This methodology allows
for modular decomposition of complex systems, so it is also
suitable for student lab-work projects with simpler plants. A
state of the art in discrete event FDD can be found in [37].
The behavior of a system can be modeled as an FSM:
G = (Q, Σ, δ, x0 ),

(1)

where Q represents the state space, Σ is the set of events, δ
is the transition function, and x0 is the initial state. The set
of events is deﬁned by Σ = Σo ∪ Σuo , as it includes both
observable Σo and unobservable Σuo events. This distinction
is relevant because failure events are not detected by sensors;
i.e., Σf ⊂ Σuo , where Σf = {F1 , ..., Fm } is the set of possible
failure event types.
Then, a diagnoser is deﬁned as a new FSM:
Gd = (Qd , Σo , δd , q0 ),

(2)

which is built from G. Diagnoser states Qd are constructed as
qd = {(x1 , l1 ), ..., (xn , ln )} where xi are states from Q and
li are labels. These labels can be {N } to mean no failure or
{Fi1 , ..., Fik } to specify that at least one of k ≥ 1 failure types
has happened to reach state xi .
Thus, the initial diagnoser state is q0 = {(x0 , {N })}. Assigning labels and deﬁning the transition function δd requires
a label propagation function LP which labels each state in
Q based on past events. As only observable events can be
considered in Gd , states in Q with unobservable transitions
are collapsed into a single diagnoser state qd . In order to
unequivocally identify a failure condition, all labels in the
corresponding qd state should be failure types.
This approach is illustrated by the example in Fig. 2(a),
where Q = {0, 1, 2, 3, 4}, Σo = {a, b, c} ∈, and Σuo = {σ}.
The transitions in the corresponding diagnoser, shown in Fig.
2(b), are based only on observable events. As a result, reaching
diagnoser state {(1, N ), (3, F1 )} implies that the current G
state can be either 1 in a normal condition or 3 with failure
types F1 . In this example, states 1 and 3 have been collapsed
into a unique diagnoser state. Furthermore, failure type F1 is
propagated down to {(3, F1 )}, which is a failure-only state in
the diagnoser. Thus, according to the diagnoser, an observable
event sequence [a, c] reveals that σ has happened. However,
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Fig. 2.





includes the selection of the next state, which is passed to the
next iteration through a shift register.
Fig. 4(a) presents an example of this systematic LabVIEW
implementation, where an additional shift register is used to
keep the count of objects to be cleared. In particular, the ﬁgure
shows the case for state 2 (push) of Fig. 3(a), where the vehicle
starts moving forward until the border is detected by the light
sensor (border reached event). Then, motion is stopped and
state 3 is issued as the next state. The remaining states can be
programmed by adding cases with a similar structure.

(b)

FDD illustration. a) System model: G; b) Diagnoser: Gd .

sequence [a, b, c] leads to normal state 4. Failure states in G
and Gd are emphasized in Fig. 2.

D. Fault Detection and Diagnosis
Next, students have to analyze the behavior of their robots
and are asked to ﬁnd at least two possible faults. In this
example, the following faults have been considered:
•

IV. P ROJECT S OLUTION
This section is meant to serve as a guide for educators interested in adopting the proposed approach. A solution example
is given of how a student could develop the project proposed
in section II-B using a standard Lego NXT differential drive
robot conﬁguration (see Fig. 1) and LabVIEW with the Lego
NXT Toolkit add-on.
A. Robot building
The ﬁrst step is designing and building a robot, which can
include a front passive fork to hold pushed objects. The Lego
sensors considered in this solution are a front sonar, which
measures the distances to objects in the range from 4 cm to
140 cm, and an analog light sensor oriented to the ﬂoor to
detect the black circumference. As for the actuators, two servo
motors with optical incremental encoders allow differential
drive locomotion and odometric estimations.
B. FSM Navigation Design
A mobile robot navigation strategy can be designed as an
FSM [36] [38], as shown in Fig. 3(a). Initially, the system
waits for the user to press the start button. Then, the robot
searches for surrounding objects by turning. Once an object
has been detected with the sonar, the robot moves in a straight
line to approach and push the object beyond the black border,
which is detected through a threshold in the light sensor
reading. Next, reverse motion gets the robot back to the
bounded area so that it can start a new search. When the
counter n of successfully removed objects reaches three, the
robot signals its success (e.g., with a victory dance) and stops.
C. Navigation Strategy Implementation
The FSM model in Fig. 3(a) can be easily translated to a
programming language to implement a state-based navigation
strategy. In LabVIEW, FSMs can be programmed systematically [39] as a main while loop that contains a case structure
with a case for every state. Another while loop within the
state checks for transition events. Moreover, the case structure

•

Object is lost (F1 ), which can happen due to a wrong
approaching trajectory or the object slipping out of the
fork. In the lab, this fault usually occurs spontaneously
but it can also be provoked by removing the object before
the robot takes it out of the perimeter.
Border is missed (F2 ), which can be caused by an error in
the light sensor or by illumination conditions. This fault
can be provoked in the lab by placing a white sheet of
paper over the border line.

Thus, students have to extend the original FSM with two
new states to account for these faults, as shown in Fig. 3(b). F1
and F2 are reached through unobservable events σ1 and σ2 ,
respectively. However, once these states have been reached,
observable events can be identiﬁed as an evidence of the
occurrence of σ1 and σ2 . In this solution example, events f ,
based on the sonar reading, and g, which uses circle diameter
D as a threshold of traveled distance, are observable evidences.
The transitions caused by observable events have been added
to Fig. 3(b) as dotted lines.
As described in section III, a diagnoser is built from the
extended FSM (see Fig. 3(c)). In this diagnoser, an event
sequence [a, b] leads to a state {(2, N ), (5, F1 ), (6, F2 )} where
the system could be either in normal state (2, N ) or in failure
states (5, F1 ) or (6, F2 ). This makes use of events f and g,
which serve to isolate fault states (5, F1 ) and (6, F2 ) in the
diagnoser.
E. FDD Implementation
In order to obtain a navigation strategy with FDD, the
navigation program developed in section IV-C is combined
with the diagnoser, which implies adding fault diagnosis states
in Fig. 3(c). As a result, the implementation of some states
(i.e., 0, 1, 3, and 4) remains unchanged. States 5 and 6
are programmed as new cases that display the corresponding
diagnosis result. As for state 2, the original code is extended
with the transitions to the fault states, as shown in Fig. 4(b).
The inner while loop includes checking for events f and g.
As g is based on traveled distance, the wheel counter is now
reset when entering the state. Moreover, the selection of the
next state is made from transition event conditions.
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FDD for the lab-work problem: a) Navigation FSM without considering faults; b) Navigation FSM with faults; c) Navigation with fault diagnoser.

(a)

(b)
Fig. 4.

Two FSM program examples in LabVIEW: a) Implementation of navigation state 2; b) state 2 extended with an FDD solution.

V. A PPLICATION & A SSESSMENT
Starting on academic year 2010-11, the proposed labwork has been applied in UMA’s Master in Mechatronics
Engineering, a three-semester programme where the second
semester is for elective courses. In particular, the lab-work
project has been included as part of an elective course entitled

Fault Tolerant Mechatronic Systems (FTMS). The choice of
electives also includes Mobile Robotics (MR).
To evaluate intended outcome LO1, awareness of the importance of faulty conditions has been surveyed for students
of the MR course in academic year 2012-13. Of the total of
13 MR students, nine took also FTMS in the same or in
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1F. Understanding the basic problems of fault-tolerance
2F. Understanding the relationship between faults and mobile robots
3F. Implementing navigation strategies with real limitations of sensors and actuators
4F. Designing navigation systems capable of dealing with unexpected events
5R. Understanding and using navigation for mobile robots
6R. Understanding and using localization and path following techniques
7R. Obtaining reliable models for robotic vehicles
8R. Understanding basic control architectures for mobile robotics
0

All MR

1

MR+FTMS

2

3

4

5

MR only

Fig. 5. Average awareness increment in MR students, with a comparison between the group who developed the proposed lab-work project (MR+FTMS) and
the group who did not (MR only).

previous years, which allows a comparison. By the end of
each course, students evaluated their perceived competences
before and after the course with a score between zero and
ﬁve. The questionnaires referred to issues related to faults
(1F to 4F) and also to mobile robotics (5R to 8R). The
results of this survey are summarized in Fig. 5, where a bar
is shown between the averaged “before” and “after” values,
so the bar length represents perceived improvement. First
of all, FTMS students acknowledge a substantially greater
improvement in 1F, 2F and 3F than those who only took
MR, which supports LO1. Besides, results for 7R show that
students who took both courses are more aware of their
initial lack of competences regarding reliable robotic models.
Interestingly, with the exception of 6R, MR students improve
mobile robotics competences when learning FDD concepts.
All in all, this comparison shows that students who developed
the FDD project acknowledged not only more awareness on
faults but a deeper insight into mobile robotics.
As for the measurement of LO2, the FTMS syllabus establishes that individual student lab-work is evaluated according
to the following criteria:
•

•

•

Project report. Design and justiﬁcation of the FSMs for
navigation and FDD. Clarity and technical quality of the
document.
Presentation and discussion. Content, structure, and delivery of the presentation. Answers to questions posed by
the teacher and other students.
Software structure and readability. Effective implemenTABLE I
AVERAGE EVALUATION

SCORES FOR STUDENT LAB - WORK .

Score

Weight

Weighted score

Project report

9.04

20%

1.81

Presentation & discussion

8.89

30%

2.67

Software

9.48

20%

1.90

FDD performance

8.51

20%

1.70

Extra functionalities

6.83

10%

0.68

•
•

tation of designed FSMs. Proper use of the LabVIEW
language and resources.
FDD performance. Response of the implementation to
provoked faults.
Creativity for extra functionalities, such as an additional
number of faults, uniqueness of the adopted approach,
actions based on the diagnosis, etc.

Teachers use these criteria to assess FDD knowledge, as
well as key skills such as problem solving or communication
of scientiﬁc results. Table I summarizes average scores (in
a range from 0 to 10) from a total of 20 projects in three
academic years. All students completed the project in the
scheduled time with a solution that diagnosed at least one
fault, with most of them (over 80%) covering two faults. The
average lab-work score has been 8.75, with variance of 1.126.
VI. C ONCLUSIONS
This paper has addressed education in FDD, which is
relevant for higher education engineering students because
it is required in reliable industrial processes and products.
However, education papers on FDD for safety-critical and
other mechatronic systems are virtually non-existent.
Small-scale mobile robots are proposed as an effective
equipment to introduce practical skills in FDD. This choice
obeys to mobile robots being: i) a signiﬁcant case of autonomous system where dealing with failing execution and uncertainty is essential; ii) motivating and familiar for students;
and iii) affordable, if not already acquired for other courses.
Moreover, as many systems can be modeled as DEDS for
diagnostic purposes, FMS-based techniques can be a suitable
and accessible introduction to FDD for engineering students
of different backgrounds.
A project based on a simple robot task has been proposed.
The goal is that students develop their own ﬁnite state machine
navigation algorithm and incorporate DEDS FDD to cope
with two types of faulty conditions. This type of project can
be completely developed through several practice sessions. A
solution example has been detailed for Lego Mindstorms NXT
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robots with LabVIEW, a graphical programming language that
is widely used in industry and in higher education curricula.
This lab-work project pursues two major learning outcomes:
making students aware of the importance of faulty conditions
and learning to design FDD strategies for a real system.
These outcomes have been measured after the application of
the proposed lab-work for three years in a Master course
of the University of Málaga. The achievement of the ﬁrst
learning outcome has been evaluated through a survey to
Mobile Robotics students, of which only a portion had taken
the proposed project. A comparison of both groups has shown
that the FDD project students not only acknowledged more
awareness on faults but also a deeper insight into mobile
robotics. The second learning outcome has been evidenced
through evaluation criteria of student projects according to the
syllabus. In the future, it will be interesting to test the lab-work
project in courses for under-graduate students.
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mindstorms NXT approach for teaching at data acquisition, control
systems engineering and real-time systems undergraduate courses,”
Computers and Education, vol. 59, no. 3, pp. 974–988, 2012.
[30] M. Pinto, A. P. Moreira, and A. Matos, “Localization of mobile robots
using an extended Kalman ﬁlter in a LEGO NXT,” IEEE Transactions
on Education, vol. 55, no. 1, pp. 135–144, 2012.
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