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Security can be considered one of the essential aspects of any software system today. The current landscape is constantly evolving and
new computing models are appearing at the same time as different attacks emerge. All this means that there is an increasing need for
new security solutions. Among the different aspects that are opening up, this work focuses on the protection of sensitive data. In
particular, an environment based on mobile agents is considered, which contains sensitive information that needs to be protected. To
simulate an Internet of Things (IoT) environment, the agencies on which the agents run are deployed on Raspberry Pi devices.
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1 INTRODUCTION

The importance of security in new technologies is in vogue. Recently, large companies have suffered attacks against the
integrity of their infrastructures and the confidentiality of their information with such notorious attacks as meltdown
and spectre. The information systems of different companies (from different sectors such as finance, transport, energy,
and manufacturing) have been compromised, sometimes even exposing private data for long periods. Attacks target
both users and companies, causing huge losses and thus encouraging the implementation of security mechanisms for
protection.

Although there are many security solutions that are effective in traditional computing models, but these do not
work properly in emerging computing models such as IoT, Edge, Fog, etc. Given that there are factors such as having
to keep security credentials and software up to date on a large number of devices in IoT environments, or protecting
the resource-constrained devices themselves, while these devices will be interacting with large distributed systems.
Therefore, the security status of large distributed systems will need to be reliably assessed. Therefore, the recent
emergence of new technologies such as IoT (Internet of Things), Edge Computing, and even others such as Cloud
Computing, new security breaches are appearing. Traditional mechanisms are therefore not sufficient. The literature
includes works in this line such as [14, 17, 18]. Although, certainly, there is still a long way to go given that most of
the proposals are adaptations of other existing security solutions. However, other problems require tailored security
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mechanisms. The use of secure elements in the design of the solutions themselves has been a future bet for several
years but it has certainly not taken off as expected.

The use of agents in the IoT provides advantages such as bandwidth and latency reduction, as well as mechanisms to
implement a discontinuous operation given by the migration mechanism of mobile agents, as this occurs only when the
connection is active, while the agent is still running; Agents can be packaged with system updates turning the whole
system into a more adaptable and flexible solution. These are some of the main advantages that mobile agents can bring
to the IoT, among others. This article aims to show a solution for secure communication in mobile agent systems on IoT
devices. These devices have been simulated using Raspberry Pi. Agent means a computer system that is capable of
acting independently as a representative of its user (satisfying design goals and unsupervised). This paper proposes the
use of mobile devices, beyond their use as containers of digital evidence, but to serve as non-manipulated evidence that
can testify to malicious behavior or any type of cybercrime.

The use of trusted computing technology provides us with some certainty that the health status of a computer has
not been falsified. So if we do not have this secure device a computer that has been the victim of malware may appear
to be functioning normally, without actually being so, allowing the recovery of sensitive information such as storage
secrets both from itself and from other computers. The use of TPM opens up the possibility of computers being able to
detect a change of state in the health of the hijacked computer, thus allowing secrets to be prevented from leaking.

According to our definition of a reliable device, it is one that behaves consistently as expected. The way to achieve this
property is through mechanisms that allow us to verify the health status of an unforgeable device. Different examples of
recent ransomware attacks such as meltdown or spectre make it clear that the use of an additional hardware component
capable of reporting the health status of the device, performing the encrypted operations with keys never revealed and
stored within the secure hardware itself. As a public key system is used, the associated decryption key is shared with
other devices that can verify the health status of the device to be encrypted.

2 BACKGROUND

We believe that mobile devices, with their limited resources, as well as other devices such as IoTs can be very valuable
as part of a DCoC to discern what happened in a large number of potential criminal offenses. However, it is needed to
explore new solutions that integrate the use of these devices considering the basic requirements for digital evidence
management derived from the UNE 71505, ISO/IEC 27037, and ISO/IEC 27042 standards, as well as those related to
digitization (UNE 71506, ISO/IEC 30121) that among other things provide the definition of formats and procedures
during analysis.

Nieto et al. [13] proposes the use of a Secure Element integrated in mobile devices to provide security in digital
evidence management. This paper proposes a possible solution based on using the security elements embedded in
personal devices for the digital token concept. For this purpose an implementation on raspberry pi devices together
with TPM as Secure Element is presented.

2.1 Trusted Computing

Trusted hardware is any device that offers a series of facilities that allow critical information to be handled securely.
This hardware allows data operations to be carried out in such a way that a potential attacker cannot gain access to any
information about the data. A basic concept of trusted hardware is that they are resistant to attempts to modify the
device itself, known as tamper proof. There are different ways to protect against physical attacks (tamper evidence,
tamper resistance, tamper detection and tamper response).
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The TCG (Trusted Computing Group) is a non-profit organization formed in 2003 by several companies to develop,
define and promote open standards for secure hardware-based computing and other security-related technological
developments. TCG is composed of several working groups in charge of developing different standards and applications,
it defines five types of credentials, each type is intended to provide the necessary information to carry out a specific
operation (Endorsement Credentials, Conformance Credentials, Platform Credentials, Validation Credentials and
Attestation Identity Credentials). The TCG also defines different types of keys designed to carry out specific operations
(Signig keys, Storage keys, Identity keys AIK, Endorsement keys EK, Bind keys, Legacy keys and Authentication keys).

The TPM (Trusted Platform Module) is a trusted hardware device developed from the TCG specifications. The
structure of the TPM ensures that the information it contains is more secure against external attacks, both software
and physical. This device provides a number of outstanding functionalities. Asymmetric key functions for key pair
generation using the hardware random number generator, private key signature, public key encryption and private key
decryption, which allows secure data storage. Private keys created in the TPM are protected even when they are being
used. Also, secure storage of hash values representative of the configuration in PCRs (Platform Control Registers) and
secure communication of these values by authorization of the TPM owner. Initialization and management of the TPM is
a relevant functionality that allows its owner to deactivate it, reset it and change the owner. Finally, attestation defined
as the process that allows one entity to obtain accurate data from another.

Given its relevance to the work of this article, we include a brief description of the possible types of attestation.
Attestation performed by the TPM: This is an operation that provides veracity to data contained in the TPM. Attestation
of the reliability of a platform: It is an operation that ensures that a platform can be trusted to provide integrity
measurements. Attestation of the configuration of a platform: An operation that provides veracity to a set of data about
the integrity of a platform. And, platform authentication. An operation that ensures the authenticity of a platform’s
identity.

3 A TPM BASED SOLUTION FOR AGENT SECURE MIGRATION ON RASPBERRY PI

As mentioned above, the TPM provides some functionalities that can be considered essential for this approach. These
include encryption of information through the use of asymmetric keys, attestation, sealing, etc. In this solution, the
processor (TPM) has been used upon attesting to the current state of the system, a process called Sealing. For this
purpose, encryption and decryption keys are generated respectively within the chip itself, linked to the platform state.
The operation is as follows: if the message has been modified at the time of reception, the decryption operation cannot
be carried out, since the generation of the key is different from the previous state. As we are trying to solve the problem
of remote attestation between platforms, we have opted for the function called “quote”. This operation guarantees the
sealing and signing of the information, through the use of an AIK (Attestation Identity Key). When a quote function is
invoked, a hash value is generated and stored in an internal register of the TPM, these registers are called PCR. To
perform the subsequent attestation, the content of the PCRs used for this purpose is consulted. This register corresponds
to a memory area within the device itself, in such a way that the signature can be used to certify the current state of
the system. To performing a trusted boot, this process consists of checking that each stage of execution of the entire
system, from the BIOS, OS loader, OS, and applications in order to verify that these have not been altered. These PCRs
are typically used in such a way that odd PCRs are used to record the state of configuration files, while even PCRs are
used to record the execution of software.

Once the TPM is started on a particular device, banks to 0 are set. Furthermore, it is not possible to directly modify
this information. These values are modified by performing an operation known as extend.
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The compatibility of the TPM with the embedded board used (Raspberry Pi) has been exploited. We make use of
discrete TPMs, which are dedicated chips that implement the functionality of the TPM. They come encapsulated in
their tamper-resistant semiconductor package.

The communication protocol is carried out between the certifying platform called CA and each of the agents
requesting to perform a migration process. Therefore, both the platform and the agents will have a different role.
The communication protocol begins with a validation stage, in which each of the agents wishing to be included in
the platform as secure must first communicate with the certifying platform to ensure that if the platform meets the
requirements according to the attestation of the system, then it is included. Attestation data are stored in a non-relational
database. Deploying a certification platform requires logging in using a username and password to that database. Then
a 2048-bit RSA key pair is created the first time that the secure platform is deployed. At this point, the platform is ready
to receive requests from agents to include them in the repository as secure, as well as migration requests. A complete
description of the design and implementation of the solution is accessible at our repository1.

Fig. 1. First part of the protocol Validation Stage Fig. 2. First part of the protocol Validation Stage

Once the platform is started, it is necessary to establish two contexts in which the TPM stores the EK (Endorsement
Key) of the device, as well as the private part of the AIK, generated for the signature. The TPM is used to store
information inside the non-volatile memory. One of the advantages offered by this device is the security in terms of
storage because it is not possible to access directly to this information, the methods and functions such as the signature
of the information, are executed inside the TPM. On the other hand, the process of loading the RSA keys is similar to
that established for the CA. The agent sends a request to the platform, and it will be this one who contacts the TPM to
generate an initial system attestation. By accessing the device’s terminal and inserting the tpm2_pcrlist command, it is
possible to obtain a list with the hashes of these values.

Then the platform serializes the information generated in the attestation, creating a package called RequestSecure-

ATT. The content of this package is as follows: SymmetricKey(PublicKeyAgent, PlatformLocation, AttestationData),

CAKeyPub(SymmetricKey).
A symmetric one-time key (OTK) is previously generated to encrypt these files. This OTK encrypted with the CA

public key is included in the message. In addition, the Cipher Block Chaining (CBC) operation mode is also implemented

1https://github.com/IvanGarcia7/Jade_TPM_Security
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for block ciphering. Previously, an initialization vector is specified, and then the key is issued. Once the content has
been completed correctly, the message is serialized and the information can be sent to the CA.

At this point, the process of communicating with the CA is started. To send the information, it is necessary to
previously contact the Agency Management System (AMS) of the main container. Therefore, this will be the final
responsible for transmitting the message.

Returning to the information area of the CA, the request has been received by the platform. The log shows both the
address of the platform, as well as its public key. In addition, it is possible to see the value of each of the established
PCR indexes. A hash value is computed with those values (PCRs), and then the request is stored. In the case that the
hash value matches with one of the previously stored values from the database, the platform establishes the verification
immediately. For this purpose, a field has been enabled in which certain values can be entered or deleted. These hashes
are stored in a new MongoDB cluster designated for this purpose.

The process described above corresponds to the first stage, and the second part of the protocol is shown in ??. CA
begins the attestation process for both platforms. A series of criteria have been established upon making this part, to
guarantee security at all times. Each of these steps is following detailed. This second part of the protocol can be divided
into two large blocks. The first one corresponds to the previous attestation of the platforms, and the second one to the
migration process. It should be noted that the execution process described is completely invisible to the user.

Executing the migration function the agent starts the migration, then the necessary message exchange is executed in
the background. Practically, the process is starting from an agent located in a platform previously registered in the
CA. At some point in its execution, the agent decides to migrate according to its programmed behavior. An area, in
which it is possible to determine the platforms through which it is desired to migrate successively has been established
to carry out any task on each one of them. Entering respectively the platform identifier, as well as the address of the
platform and the service to be executed, when pressing the button to add, the route to be followed is defined, more
edition functions are included to edit or delete a route. To keep track of the migration process, a series of set text
messages are displayed. When migration begins, first, it sends to the CA a request to migrate to the first destination
selected:SymmetricKey(PlatformLocationOrigin, PlatformLocationDestiny, AIDAgent), CAKeyPub(SymmetricKey).

Then, a package including the migration destination is generated. This information is encrypted using a generated
symmetric key since the size exceeds the byte limit allowed as mentioned above. The processes executed in the CA,
except for the first attestation given by the person responsible in case the hash value is not defined as secure, are
automatic. Once the CA receives a new migration request, the status of the platform is checked and set as initially
accepted. In a context where many platforms request migration concurrently, it would be costly to establish a record of
these requests. As a possible solution, a package called ’PrivateInformationCA’ has been generated, which contains
information signed with the public key of the CA. Storing, therefore, the platform from which the request comes, the
requested destination, a timestamp, and a validation bit. This information is sent to the source platform, along with the
challenge. The validation bit is used to know the attestation process, taking the value 0 if the source platform has not
yet been attested, or 1 otherwise.

When the CA is requested, it checks whether the platform is registered. If it is dealt with on a registered platform the
attestation process begins. Then both the source and destination platform, to do so, generate a challenge, a 32-bit string,
and a private information packet. From the platform’s point of view, it receives this request. When the attestation
is complete, as previously established, a set of files are generated and later serialized as SymmetricKey(ATTTData),

CAPublicKey(OTP), PrivateInformationCA.
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At this point, the timestamp is used. The CA decrypts private information and checks the timestamp. Later, a newly
updated timestamp is generated and it is checked that systemmargins are not exceeded. These measures let us determine
those updated attestation values, and that it has not been possible to carry out a repetition attack due to the defined
time margin. Furthermore, the TPM guarantees information integrity, since when these attestation files are computed,
the process takes place inside the device. Using for that the private AIK key when the platform is initialized stored in
non-volatile memory.

Once the information has been correctly verified, a hash of the list of PCR values is generated and matched with
already stored. If this is successful, the migration process keeps and similar steps are carried out but by the destination
platform. A new challenge is generated for that and the validation bit included in the private part is changed. Otherwise,
the CA shows in the message area that the platform is compromised and discards it as a secure platform. When the CA
verifies identical system status, according to the values validated by a previous person in charge, a message to both the
source and destination platforms is sent, establishing a timestamp validity of this migration instance. Also, an identifier
and the public key of the platform with which it wishes to communicate, are respectively sent.

Using the complement that allows inter-platform migration, certain modifications have been necessary. To carry out
this process, firstly a jar of the agent is created, which must be encrypted with the public key of the destination platform.
In addition, the message must include the identifier assigned by the CA. Once the destination platform receives the
message with the necessary information, it first checks that it has a valid identifier and that the established timestamp
is complied with. If any of these requirements are not met, the migration process ends, preventing the agent from being
transferred. On the other hand, if both requirements are met, the agent will be decrypted and executed on the platform.
Once it has been successfully received, a confirmation is sent to remove it from the source platform finally.

Security requirements stated in section ?? are fulfilled within this applicaion. Agent’s integrity is preserved under
the assumption that the platform is considered as “trusted”. This is achieved by the system attestation, considering
the platform as part of the system. Sealing PCR values are essential to fulfill this requirement as well as the platform
integrity, a list of PCR values is input for a hash function that computes the integrity value that must match the values
set in the CA.

Both agents and platforms are properly authenticated within the whole system, thus the CA platform is in charge to
authenticate both agents and platforms. Thus only authenticated agents and platforms can access system resources.
This step is considered a weak point and it was considered that currently is mandatory to be manually done, so the
admin is in charge to check system integrity whether a new instance arrives and therefore a not stored hash value
available.

Agent monitoring is necessary as a process for reporting and managing incidents or breaches since by being checked
and maintaining their integrity, agents can be considered secure. However, potential failures or breaches may go
unnoticed. To meet this requirement, the JADE (Java Agent Development Framework) agent execution tracking system
and the following requirement regarding accountability are used to ensure compliance with agent non-repudiation.
Since agents and platforms maintain integrity and confidentiality, logs extracted from the agent’s execution on the
platform, using the JADE tracking system once the agent is authenticated, are sufficient.

Another possible threat is the possibility of implementing a flooding attack to achieve a denial of service. Taking
advantage of direct migration, an attacker could aim to attack the CA, causing it not to function as intended and
implementing denial of service attack. This was not included in the global case threat model because it is meaningless in
the absence of a CA. However, it is considered essential to provide the solution with the means to prevent this possible
attack. In section4 a validation of this mechanism is included.
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4 VALIDATION

Different validation procedures were implemented. Firstly, a basic migration of agents in JADE was implemented on two
Raspberry Pi devices. Hopefully, as all communication is done in plain text, the attack is easily implementable. Secondly,
asymmetric encryption in the communication between agencies (hosts) was used. And thirdly, the case proposed in this
solution was implemented comprehensively as following is described.

A Man-in-the-Middle attack is developed to check which of the three proposed scenarios is protected against such an
attack. It is described how such a denial-of-service attack on the CA would be possible and what measures to implement
to prevent it. Once the system is attested using the PCR values, the functions that currently allow this process store the
results in a series of files. Bearing in mind that an attacker cannot modify the attestation values as such, as these are set
within the TPM. However, the agent can obtain the initial attestation files from the system. By the time the attestation
set by the CA is performed, it could deliver outdated values. Resulting in migration by a compromised platform. The
following measure has been chosen, a challenge, corresponding to a character string, has been introduced. So that
during attestation, the challenge is introduced, obtaining a signature from the system according to this value. When the
CA receives it, if it has not been used, the signature cannot be verified. It will therefore reject the migration to avoid
possible flooding attacks by a compromised platform. Thus, results from an environment where 100 tests were analyzed.
Thus the average time is about 579.67 ms, according to the trend line. Given that the challenge is 32 bytes in size, there
will be 2256 of possible combinations, which tied to an average time of approximately 580 ms in a distributed Raspberry
environment along with the time limit imposed on the CA, results in a flooding attack as described above not being
feasible.

It has been designed and implemented a secure protocol to ensure the confidentiality, integrity, and authentication
of the platforms involved in the agent migration process. When some platforms are deployed, the agents included in
them communicate in plain text.

The first validation test consists of two remote platforms, each with a specific agent. Agent number 1 requests
the address to proceed with the migration process to agent number 2 contained in the remote platform. Since no
default encryption is implemented in JADE, it is trivial to implement the man-in-the-middle attack by capturing the
communication traces using Wireshark2 tool. In figure 3 is shown the output from the trace analyzed that reveals very
useful information for a potential attacker.

As it was pointed out previously, a similar scenario in which the agent will first send the symmetric key to encrypt
subsequent messages was implemented. Subsequently, it sends the address of the platform to be migrated to. This aspect
corresponds to a vulnerable point, as it is possible to perform a man-in-the-middle attack, as it was previously discussed.
First, it intercepts the message containing the password for the subsequent encryption of the messages. Subsequently,
thanks to this attack, it would be possible to select the packet containing the migration address and modify it so that
the agent migrates to a malicious platform.

For this purpose, the network traffic when establishing the remote communication process between the agents was
captured, and the information is indeed sent in plain text. This makes it possible to access and modify the content. To
corroborate this process, the trace obtained with Wireshark has been analyzed. Figure number 3 shows the information
sent.

Once the information containing the location to perform the migration process has been modified, the agent will
move to a vulnerable platform, endangering the content and execution of the agent. With the proposed system, the

2https://www.wireshark.org/
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Fig. 3. Trace analyzed with wireshark

problem is solved because the information exchanged is encrypted at all times using a symmetric cryptosystem. On the
other hand, if the agent’s public key has been breached and the location of the platform is modified, the process cannot
be carried out because the agent named CA will verify whether the platform is previously validated in the system. In
addition, the integrity status of each device will be checked.

5 RELATEDWORK

Cybersecurity is a complex area, and with a large number of attacks emerging daily and with attackers becoming more
and more sophisticated, it is a difficult scenario to tackle. Nevertheless, there have been some advances that bring new
methods to ensure security in devices as well as in the communication process.

Ismail [5] proposes some protection mechanisms for mobile agents, but this work is based on the mere application of
security mechanisms from another ambit to mobile agents. In some cases, this can be successful but in most cases these
mechanisms are poor and tailored solutions are required, one recurrent case is the malicious host [19] problem.

In [8] authors present the risks that multi-agent systems entail with no proper and tailored security solutions. Some
security solutions have been proposed in the literature. This work [7] presents two alternatives for agent protection
one based on secure elements and the other based on the concept of protected computing, a full software alternative.
An implementation of the first model is presented in [12] a solution for agent protection based on the use of Trusted
Platform Module in its version 1.2 is briefly described. Regarding the software model, two approaches are found; this
work [10] presents a static solution and [9] an enhanced dynamic design.

In the literature, different research approaches for those problems can be found, such as [11, 14, 17, 18]. Given the
heterogeneity of the devices, connections, users, etc., many different solutions appear focused on solving particular
problems. Some solutions consist of mere applications of already known mechanisms that with simple modifications
can give good results. However, other problems require more advanced security mechanisms, such as the use of secure
elements in the design of the solutions themselves. This article aims to show a solution for secure communication in
mobile agent systems by providing an implementation on Raspberry Pi with an embedded TPM device. Ahmed et al. [4]
provide a solution focuses on reducing catastrophic accidents by fire using IoT on Raspberry Pi. AgPi [20] stands for

8



Secure Mobile Agents on Embedded Boards: a TPM based solution ARES’22, August 23–26, 2022, Vienna, Austria

Agents on Raspberry Pi, Semwal et al. propose an interesting work on implementing agents on embedded boards, in
particular on Raspberry Pi. AgPi is an implementation based on Tartarus and so no advanced security mechanisms are
applied.

Seshadri et al. [24] presents a software-based attestation approach based on verifying the memory content of
embedded devices without actual physical access to the deviceś memory. Authors consider SWATT to be safe as long as
the verifier has a correct view of the hardware although as seen below in Castelluccia et al. [2] this mechanism can be
attacked without much difficulty. SWATT relies on the timing of sensor responses for the identification of possible
compromised nodes. Notwithstanding they propose a technique to remotely verify the memory contents of an embedded
device, demonstrating that an external verifier can detect with high probability if a single byte of memory deviates
from the expected value. Nonetheless, since SWATT ignores data memory and external storage, the prover could store
malicious code in one of these memories and restore it after attestation using Return Oriented Programming [3].

There are further versions of SWAT protocols [1, 6, 21–23] which, like the original, do not need secrets to establish the
SoftWare-Only Root of Trust (SWORT). They make use of external system checkers for this purpose. These are assumed
to be free of malware. SWAT protocols have to ensure that their checksum functions have measurable execution time
limits with a minimum level of accuracy. This is especially relevant since inaccurate verifier measurements may allow
an adversary to exploit the time gap between the expected verifier measurements and the adversary’s lower actual
execution time. At a glance, it can be seen that measurements are not sufficiently accurate. This, coupled with the fact
that threshold extensions can lead to successful attacks, tends to set low values for SWATTs; for example, less than 1.7%
over the average execution time in the non-attack mode of operation in [6, 23]. On the other hand, excessively low
values can lead to malware false positives on new embedded system platforms.

With the development of this work, a new solution has been provided for the migration of agents between devices
previously certified by a certification entity. As a proof of concept of this solution implementation on embedded boards
(Raspberry Pi) has been done giving a solution to the digital witness problem. [13] proposes an evolution of the Digital
Chain of Custody (DCoC) [16] approaches based on using devices with the behavior of human witnesses known
as Digital Witnesses. In this line, Urra et al. [27] study the advantages to use mobile agents in vehicular networks
concluding that many advantages in terms of autonomy, mobility, and intelligence are really useful, also they discussed
the potential difficulties for their adoption. Among these difficulties, security issues are remarked.

Several approaches have been done to implement secure vehicular networks with TPM [25, 28] even a TPM-based
architecture has been designed for a vehicular network (vanet) in [26]. Nevertheless, no existing solutions are based on
mobile agents. As it was previously described, the mobile agent paradigm is potentially useful for implementing many
solutions for IoT ecosystems, which is one of the most relevant advantages of this work.

6 CONCLUSIONS AND ONGOINGWORKS

We concluded that there is still a long way to go in terms of the use of the TPM. Many researchers supporting its
potential is hindered by the difficulties found in the proper use of TPM out of trivial key storing and issue functionalities
exploiting their advantages.

This work presents a solution for secure IoT devices implemented on a Raspberry Pi. The idea has been completely
developed and the next step is testing the performance and security of this solution applied to a set of scenarios related
to the digital token. Thus, a further study with the definition of different tests and the analysis of results is ongoing. The
digital witness is one among a wide spectrum of possible scenarios from health devices to self-configuration devices in
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Cyber-Physical systems (CPS). To explore new possibilities and the implementation of different scenarios is described
as future work.

A field to explore is the study of advantages and disadvantages of a TPM-based solution versus a TEE-based solution
in terms of efficiency and security against specific attacks. Ongoing works include the implementation of a system
of mobile agents with routines to find the most efficient way to reach the central police station by traveling through
hosts embedded in police cars. First, it is implemented a simplification of the environment by using private vehicles and
setting a concrete destination that simulates the central police station. Finally, hardware-based attestation management
(e.g. based on TPM) poses significant problems in terms of usability, e.g. the Cukoo attack [15], but may come to a
successful future.
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