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Abstract

The arrival of the new generation of mobile networks has led to the emer-
gence of a wide range of new services, as well as improvements in the quality
of those already offered. Each of these services may demand very differ-
ent requirements: high reliability, low delay or high throughput, among
others. To cope with these requirements, in addition to the use of new
technologies provided by this new generation of networks, network oper-
ators propose a heterogeneous deployment of nodes belonging to multiple
technologies that coexist in the same scenario in order to increase network
capacity. This massive number of nodes, together with the increase in the
number of devices connected to cellular networks demanding different re-
quirements, has further increased the complexity of the network resources
management. To optimally and efficiently schedule these resources, network
operators deploy techniques that automate all possible procedures. They
allow to maximize the quality of experience perceived by the end user, while

the capital and operational expenditures are reduced.

Tasks that automate network management are classified into three categor-
ies: self-configuration, self-optimization and self-healing. Self-configuration
techniques automate the actions required to deploy networks. On the other
hand, self-optimization techniques maximize resource efficiency in a time-
varying environment. Finally, self-healing techniques identify and repair
network failures. Within each category, the operator deploys the technique
that best suits his needs. They sometimes prefer to use simple techniques
with predictable results to automate tasks with low computing cost and
minimal latency, whereas heavier techniques are proposed to face more
complex procedures where decisions are based on a massive amount of in-

formation.

Network operators are currently seeking to combine these techniques with
the features introduced in the latest releases of the Third Generation Part-
nership Project, such as beamforming or multi-connectivity. In this sense,
multi-connectivity is one of the most relevant features, since it provides the

capability of allocating radio resources from multiple nodes simultaneously

X1



to the same user equipment. This allows great flexibility in resource man-
agement, since many different policies can be adopted, such as increasing
the available capacity for the same user to enhance throughput or duplic-
ating packets through different links to improve the communication reli-
ability. Furthermore, multi-connectivity enables users to connect to nodes
from different radio access technologies. Therefore, it further increases the

complexity of resource allocation.

The first part of this thesis focuses on the development of self-optimization
techniques to optimize the management of network resources in multi-
connectivity scenarios. To this end, methodologies that allocate the nodes
serving each user, as well as the amount of traffic provided by each node,
are proposed to overcome the state of the art and standardized solutions.
Both approaches aims at maximizing the quality of experience perceived by
users. Besides, a solution is provided for the joint optimization of the nodes
configuration of different radio access technologies to enhance coverage and

capacity in multi-connectivity scenarios.

On the other hand, the second part of this thesis deals with self-healing
solutions. Given the large number of nodes and the vast amount of data
they gather, knowing if there is any anomaly that is degrading network
performance is extremely important for operators. Hence, an online an-
omaly detection framework is proposed to analyze the normal behavior of
performance measures and alert of possible degradation in real time. In
the event that a cell outage occurs in the network and nodes are unable to
serve critical service devices that are out of coverage, compensatory actions
must be taken while network nodes are fixed. With this purpose, a deep
reinforcement learning approach is adopted to propose a device-to-device
resource allocation scheme for robots to continue performing manufacturing
procedures in non-network assisted Industry 4.0 Factories of Future, which
is one of the most important verticals targeted by the fifth generation of

mobile communication systems.
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Resumen

La llegada de la nueva generacién de redes moéviles ha propiciado la apar-
icion de un amplio abanico de nuevos servicios, asi como mejoras en la
calidad de los servicios antiguamente ofrecidos. Cada uno de estos servicios
puede demandar requisitos muy diferentes: alta fiabilidad, baja latencia o
una gran tasa de descarga en las comunicaciones. Con el fin de cumplir estos
requisitos, ademas del uso de nuevas tecnologias provistas por esta nueva
generacion, los operadores proponen un despliegue de nodos heterogéneo
donde multiples tecnologias y tamanos de celda conviven en el mismo es-
cenario. Esto permitird incrementar la capacidad ofrecida por la red. Sin
embargo, este despliegue de un gran niimero de nodos y el incremento del
nimero de dispositivos conectados a redes moviles que ha ocurrido en los
ultimos anos han propiciado que se incremente la complejidad a la hora de
gestionar los recursos disponibles. Para llevar a cabo una gestién éptima
y eficiente, los operadores despliegan técnicas que permiten automatizar
todos los procedimientos posibles. De esta forma se maximiza la calidad de

experiencia percibida por los usuarios mientras se reducen los gastos.

Las tareas encargadas de automatizar la gestion de la red se clasifican en tres
grupos diferentes: auto-configuracién, auto-optimizacion y auto-curacion.
Las técnicas de auto-configuracién automatizan las acciones necesarias para
desplegar nuevas redes. Por otro lado, las técnicas de auto-optimizaciéon
maximizan la eficiencia de los recursos disponibles. Finalmente, las técnicas
de auto-curaciéon identifican y reparan fallos en la red. Cabe destacar que
métodos de muy diferente naturaleza pueden utilizarse para cumplir los
objetivos. Es decir, metodologias simples que automaticen tareas con bajo
coste computacional y minima latencia o técnicas mas pesadas que afronten
problemas mas complejos en los que las decisiones se toman basandose en

una gran cantidad de informacién.

Con el fin de incrementar el rendimiento obtenido en las redes moviles,
los operadores buscan combinar estas técnicas de automatizacién con las
nuevas funcionalidades proporcionadas por la nueva generacién de redes

celulares. Una de las nuevas funcionalidades més relevantes es la multi-

xiii



conectividad. Esta funcionalidad permite que los recursos radio provis-
tos por varios nodos puedan ser simultaneamente asignados a un mismo
usuario. De este modo se provee al operador de una mayor flexibilidad a
la hora de planificar los recursos radio ya que se pueden potenciar difer-
entes métricas de rendimiento dependiendo del usuario. Por ejemplo, se
puede optar por incrementar la capacidad disponible a un usuario con el
objetivo de aumentar su tasa de descarga. Por otro lado, otro usuario
puede ver incrementada su fiabilidad en la comunicacién gracias a que se
envian paquetes duplicados a través de diferentes enlaces. Por tltimo, y
a pesar de aumentar aun maéas la complejidad de la gestién de recursos, la
multi-conectividad permite que los usuarios se encuentren simultdneamente

conectados a nodos de diferentes tecnologias de acceso radio.

La primera parte de esta tesis se enfoca en el desarrollo de técnicas de auto-
optimizacién que permitan optimizar la gestion de los recursos en escenarios
donde la multi-conectividad se encuentra habilitada. Con este fin se desar-
rollan técnicas donde los nodos que proveeran datos de forma simultdanea
al usuario se elegiran de forma éptima, asi como la cantidad de trafico que
cada uno de ellos proveera al propio usuario. Estas técnicas tienen como ob-
jetivo superar el rendimiento obtenido por los métodos estandarizados o por
otras metodologias propuestas en el estado del arte. Ademas, se propone
una metodologia que posibilita la optimizacién conjunta de la configuracion
de los nodos de diferentes redes de acceso con el objetivo de maximizar la

cobertura y la capacidad disponibles en estos nuevos escenarios.

Por otro lado, la segunda parte de la tesis se enfoca en el desarrollo de
técnicas de auto-curacion. Dado el despliegue de un gran ntimero de nodos
que recogen métricas de rendimiento, para los operadores es primordial
conocer si dicho rendimiento esta siendo correcto o hay algun fallo en la red.
Por tanto, esta tesis propone un sistema de deteccion de anomalias capaz
de alertar de una posible degradacion en la red en tiempo real. En el caso
de que un error en una celda no permita a esta continuar operando y que los
usuarios cursando servicios criticos se queden fuera de cobertura, una accién
compensatoria debe realizarse mientras que la celda esté siendo arreglada.
Con este fin se propone una técnica basada en aprendizaje por refuerzo
para que robots de una fabrica de la Industria 4.0 contintien desempeniando

correctamente su funcion sin el soporte de la red mévil.
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Chapter 1

Introduction

This first chapter introduces the aim of this thesis, presenting the motivation, the

objectives and the structure of the document.

1.1 Motivation

The use of cellular networks has changed radically in recent years. Since they have
access to the Internet, they are used for multiple activities, e.g. watching videos,
using social media or reading news. Consequently, this has increased the data con-
sumption per device. In addition, the number of User Equipments (UEs) has also
increased, as many different devices, such as wearables or vehicles, are now connected
to cellular networks. This has led network operators to constantly evolve their net-
works, deploying new features to offer the best possible user experience. Moreover,
the arrival of the Fifth-Generation (5G) standard has further increased the variety of
new services with different requirements. They fall into three main categories: Ultra-
Reliable Low-Latency Communications (URLLC), whose users demand high reliab-
ility and low latency; massive Machine-Type Communications (mMTC), which sup-
port a high number of devices with low demand of throughput; and enhanced Mobile
Broadband (eMBB) services, whose goal is to provide high throughput connectivity
[1]. Coping with this wide range of requirements means that network management
becomes a more complex task. To facilitate network management in an optimized
manner, while minimizing capital and operational expenditures (CAPEX and OPEX,
respectively), network operators deploy functionalities that automate network tasks in

order to efficiently utilize network resources. These functionalities shape the concept
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of self-organizing networks (SON) [2].

In particular, SON functionalities cover three different areas: self-configuration, self-
optimization and self-healing [2]. Self-configuration techniques automate the deploy-
ment of networks. For example, plug-and-play algorithms for the deployment of new
network elements can be found in this area [3]. On the other hand, self-optimization
techniques optimize network performance in a time-varying environment. Optimization
of network configuration parameters or mobility load balancing are two use cases ad-
dressed in these studies [4,[5]. Finally, self-healing techniques monitor network elements
and detect failures, which are analyzed to then perform the appropriate corrective ac-
tion. Therefore, different objectives such as fault detection [0, [7], root cause analysis
(RCA) [8, 9], 10], or fault compensation are addressed in these last works [11].

The relevance of including SON functionalities in cellular network management can
be seen in the large number of international projects, also involving industrial partners,
in which SON applications are developed. They achieve to address complex network
management tasks and reduce OPEX while providing the best possible Quality of Ex-
perience (QoE) to the users. Some of these projects are SOCRATES [12], SELF-NET
[13], SEMAFOUR [14], COMMUNE [15] and ONE5G [16]. However, the emergence of
new technologies, specially after the advent of 5G, leads to the constant development of
new SON functionalities that allow to take advantage of them to maximize the benefit
obtained. For example, SON techniques are proposed to specifically optimize the use
of mmWave and beamforming in cellular networks [17], 18] [19], which are two of the
main novelties of 5G. However, the development of SON functionalities to optimize the
use of multi-connectivity (MC) has not been addressed to the same extent so far. It
allows different network nodes to simultaneously exchange data with a single UE [20].
This provides great flexibility in radio resource management. Besides, it enables the
simultaneous use of resources of different radio access technologies (RAT) nodes, e.g.,
4G and 5G nodes or WiFi and 5G nodes [20]. The benefits that MC could bring include
increasing the capacity available to a single UE [21], increasing the communication re-
liability when data is duplicated over different links [22], or decreasing the latency of
the mobility procedures [23], among others. Therefore, resource management can have
different goals depending on the nodes serving each UE, as well as the resources to be
allocated by each of them. In addition, the antenna parameters of these nodes can be

configured to maximize the performance obtained by the MC use.

On the other hand, simultaneous connection to several nodes implies that resource

allocation becomes more complex and a non-optimized scheduler may involve a lack
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of network resources or an unbalanced allocation. Thus, accessibility or retainability
of some cells might decrease. In this regard, performance degradation can be de-
duced from performance measures collected at network nodes, which are constantly
monitored. Hence, these measures are used by anomaly detection techniques. How-
ever, algorithms involving a large processing time cannot always be deployed due to
the impossibility of meeting the delay requirements. Besides, most of the literature
focuses on the development of anomaly detection techniques that identify anomalies
after all samples have been gathered [24, 25], 26], rather than in real time, which does
not allow action to be taken to address the potential failure. Also, since the network
operator knows the nodes location, it can prioritize failures in areas covering critical
services. For instance, failures occurring at nodes serving a hospital can have priority
over nodes serving a music concert, since a hospital may have critical services such as

video surgery.

Industry 4.0 can also involve critical services, as robots must perform manufac-
turing procedures that must not be stopped [27]. To perform dynamic manufacturing
that adapts to customer requirements, these robots must communicate with each other.
Therefore, communication must continue despite network failures. To this end, a com-
pensatory action can be adopted in which the robots directly exchange data with each
other. This device-to-device (D2D) approach for out-of-coverage scenarios has been
widely studied in the state of the art [28] 29 30]. However, more complex approaches
must be proposed to meet Industry 4.0 requirements in terms of delay, throughput or
reliability for Factories of Future (FoF) with high device density [31].

Consequently, this thesis develops new SON solutions that allow to outperform
the current approaches proposed for the aforementioned use cases, leading to further

enhance the performance of cellular networks in an autonomous manner.

1.2 Challenges and objectives

The main objectives of this thesis are to provide significant advances in two areas
of SON: 1) self-optimization techniques for MC-enabled scenarios and, 2) self-healing
solutions to detect and compensate for performance degradation in cellular networks.
Therefore, the challenges and objectives of this thesis can be divided into two main

categories: self-optimization and self-healing.

In the context of self-optimization, techniques that automatically adapt the mo-
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bile network configuration to the dynamic environment and current traffic profile are
deployed in network elements to maximize their efficiency. A common optimization
exercise is named load balancing, in which the handover parameters are dynamically
modified so that the traffic load is uniformly distributed among the network nodes [5].
However, this task becomes more complex with the advent of MC, as UEs are simul-
taneously connected to multiple nodes. In contrast, this provides greater flexibility in
the network resource management, leading to higher potential network performance if
resources are allocated efficiently. To achieve this, two main challenges must be faced:
the management of the traffic flows to be provided by each node and the selection of

those that simultaneously serve each UE.

MC allows addressing the first challenge for different purposes. For example, data
flow management solutions are proposed in the literature to maximize throughput [32]
or minimize delay [33]. In a completely different way, the authors of [34] propose the
use of multiple flows to exchange redundant information, which improves reliability.
However, Objective 1 is to provide a traffic steering methodology that maximizes the
QoE perceived by users, which will depend on different performance indicators accord-
ing to the service. For this purpose, load and quality network metrics are used. In
addition to the state-of-the-art studies, 3rd Generation Partnership Project (3GPP)
also proposes a node management solution to address the second challenge. This se-
lects the nodes providing the highest RSRP or RSRQ to the UE [20]. This approach
is related to studies proposing the selection of the closest macro-cell and small-cell
or pico-cell for heterogeneous scenarios [35, 36]. On the other hand, more complex
techniques with higher computing cost are also proposed in the literature [37, 138].
However, these are suitable for scenarios with few nodes and UEs, being inefficient to
deploy in real networks. In line with Objective 1, Objective 2 is to develop a node
management methodology to further maximize the QoE perceived by users. To this
end, this solution utilizes UE location and service, as well as power, quality and load

metrics.

Another major optimization issue is the self-tuning of the configuration parameters
of the network nodes. In the literature, the transmit power, azimuth or tilt of the an-
tennas are dynamically modified with different objectives, such as maximizing coverage
[39, [40] or reducing the interference level 41} 42]. However, the proposed solutions only
modify the configuration of a single RAT. Therefore, to date, no previous work has
addressed the challenge of a joint optimization of 4G and 5G nodes configuration for

MC-enabled scenarios. In this way, UEs using one or the other or both RATs simultan-
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eously can improve their overall experience. In relation to this challenge, two objectives
are defined. On the one hand, Objective 3 aims at modifying the antenna parameters
of coexisting 4G and 5G nodes to maximize coverage and minimize the interference
level. On the other hand, Objective 4 pursues an alternative purpose: to maximize the
available capacity for UEs located in crowded areas. These two objectives conclude

the addressing of the self-optimization challenges.

In the context of self-healing, techniques are developed to automatically identify
degraded state of the network and perform corrective actions to reduce the time the
network malfunctions. This degraded state may be due to a wide range of reasons,
such as damage to network equipment caused by external factors, hardware failures
or equipment misconfiguration, among others. To detect this degraded state, network
operators continuously monitor performance indicators. In addition, corrective action
must be taken as soon as possible to reduce the time of performance degradation.
Therefore, an alert must be triggered when only one or a few anomalous indicator
samples have been collected. In other words, real-time anomaly detection techniques
face the challenge of minimizing the number of ignored anomalies as well as the false
alarm rate so that network operators do not waste resources on non-existent issues.
This challenge is addressed in the literature with the proposal of unsupervised tech-
niques that do not use the opinion of network experts to develop solutions [43, 24! 144].
Their results show that these methodologies focus on identifying occasional outliers
that often correspond to sporadic changes in traffic with no relevance. Therefore, Ob-
jective 5 is to provide an online anomaly detection framework to reliably detect and
track the most harmful anomalies according to network experts’ directives. Since mul-
tiple performance indicators need to be monitored and several nodes from different
RATSs are deployed in the environment, high computing and memory cost techniques
may consume resources that the network elements must allocate to other procedures.
In addition, the massive amount of information leads to drastically reducing manual
intervention in network management. Thus, manually-tuned techniques are unsuitable
for deployment in real networks [45]. These challenges lead to Objective 6, which aims
at decreasing the computing and memory costs of the anomaly detection framework,
as well as providing self-adaptation of the framework to new traffic profiles without

any manual intervention or human feedback.

Once performance degradation is detected and its root cause identified, compens-
atory actions can be taken to minimize the negative impact on the user experience. In

the meantime, other actions are scheduled to troubleshoot the fault. For example, a
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node outage can be compensated for by modifying its neighboring nodes configuration
while technicians repair the failure. Compensatory actions are therefore particularly
important for critical services whose availability must be guaranteed. In relation to
Industry 4.0, manufacturing procedures in FoF must continue even if the cellular net-
work service is interrupted. Since dedicated communication infrastructures are not
always guaranteed, a D2D solution can be adopted. Thus, the radio resources become
managed by the devices or robots themselves, although the service must meet the same
throughput, latency and reliability requirements. To this end, in the literature it is
proposed that one or more devices manage the resources for the rest of the neighbors
[46], 47, [48]. Nevertheless, these approaches imply that information from all distributed
devices must be gathered in real scenarios with communication constraints, drastically
increasing the delay. On the other hand, a fully distributed resource allocation al-
lows the delay requirement to be satisfied. However, this generates the challenge of
minimizing the number of collisions to meet the demanding throughput and reliability
requirements. In this way, Objective 7 is to provide a D2D resource allocation scheme
for non-network-assisted Industry 4.0 scenarios. Therefore, the devices themselves de-
cide which radio resources to use in a distributed manner. For this purpose, deep
reinforcement learning (DRL) is proposed to cope with the performance requirements

in FoF with high device density.

The objectives that address the previous challenges are summarized below. In
addition, Fig. relates these objectives to examples of use cases. On the one hand,
it illustrates the use of MC to improve the experience of users located in areas with
different characteristics, such as a financial district, a residential area, a sports stadium
or a FoF. On the other hand, the figure also depicts the monitoring of network nodes

to detect anomalies and initiate compensatory actions in the necessary areas.

e Objective 1: To provide a traffic steering methodology that manages the traffic
flows to be delivered by each serving node in MC-enabled scenarios. Instead of
optimizing a specific network performance indicator, the solution aims at max-
imizing the QoE reported by users, which will depend on different indicators

according to the service. To this end, load and quality network metrics are used.

e Objective 2: To provide a node management technique that assigns the nodes
serving each user in MC-enabled scenarios. The location and service of users,
as well as power, quality and load metrics are used to forecast the nodes that

maximize the QoE perceived by users.
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Figure 1.1: Objectives of this thesis and examples of use cases.

e Objective 3: To develop a framework that tunes the antenna parameters of

coexisting 4G and 5G nodes to maximize the overall coverage and minimize the
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level of interference in MC-enabled scenarios. The azimuth, tilt and transmit
power of the antennas are used to enhance the overall experience of users that

can connect to one or the other or both RATSs simultaneously.

e Objective 4: To provide alternative antenna configuration of coexisting 4G and
5G nodes to increase available capacity for users located in crowded areas, without
adversely affecting the experience of other users. In addition to the azimuth, tilt
and transmit power of the antennas, thresholds addressing user mobility can
be reconfigured to further enhance resource availability at nodes serving these

high-density areas.

e Objective 5: To develop a real-time anomaly detection framework to detect and
monitor anomalies in network performance indicators. It must focus on the most
harmful anomalies according to network experts’ way of reasoning. To prevent
network operators from wasting resources on non-existent issues, the number of

ignored anomalies and the false alarm rate must be minimized.

e Objective 6: To minimize the computing and memory costs of the anomaly
detection framework without impairing its performance. In addition, to provide
a mechanism for the framework to self-adapt to new traffic profiles without any

manual intervention or human feedback.

e Objective 7: To provide a D2D resource allocation scheme for non-network-
assisted Industry 4.0 scenarios. DRL is used to meet the demanding throughput
and reliability requirements in FoF with high robot density. Furthermore, the
devices themselves decide which radio resources they use without exchanging

signalling to fulfill the delay requirements.

1.3 Document structure

This thesis has been organized in seven chapters grouped into three blocks, as shown in
Fig. [1.2] The first block presents the background and motivation for the development of
this thesis. Chapter [1| introduces this thesis, detailing the challenges and objectives to
be tackled. Chapter[2]provides a review of the main concepts addressed in this thesis. In
this regard, LTE and 5G cellular networks are first introduced, emphasizing the features
and functionalities introduced in the fifth generation. Next, all the functionalities used

to aggregate resource for the same UE are detailed. The use of D2D communication
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[ CH. 5. Real-time anomaly detection

-~

in cellular networks is then introduced. Finally, the SON concept and the involvement

of machine learning (ML) in network management are discussed to close this chapter.

The second block is formed by the publications, since this thesis is presented as a
set of research papers. Chapter |3| presents and classifies each work in different chapters
according to its topic. Moreover, the relations among the publications are clarified.
This chapter also relates each challenge and objective introduced in Section to the
corresponding publication in which they are tackled. Thus, each publication discusses
the specific issue addressed and its related state of the art, the proposed solution and
its performance. Chapter (3| also presents the research methodology, indicating the

frameworks and simulation tools used in this thesis.

Chapter {4 (Obj. 1, Obj. 2, Obj. 3, Obj. 4) gathers the three papers that con-
tribute to optimize the management of radio resources as well as the configuration of
network nodes in MC-enabled scenarios. Specifically, the first paper presents a traffic
steering methodology that decides the data flow to be provided by each node serving
the same UE simultaneously based on network metrics. Then, the second publication
provides a solution to optimize the selection of nodes serving the same UE based on its
location and service. On the other hand, the third paper optimizes the configuration
of network nodes in MR-DC scenarios, improving both the overall coverage and the

capacity available to UEs in crowded areas.

Chapter 5 (Obj. 5, Obj. 6) includes a paper that provides an anomaly detection

framework which identifies and monitors degradations in KPIs in real time.

Chapter |§| (Obj. 7) is composed of a publication that proposes a D2D resource
allocation scheme for non network-assisted out-of-coverage scenarios. To this end, a
decision policy is defined using DRL so that devices do not need to exchange any

signalling to communicate with each other.
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The last block includes Chapter |7 which collects an overview of the main results
and conclusions of the thesis. In addition, future lines of research are discussed. Finally,

this thesis includes a summary in Spanish as appendix [A]



Chapter 2

Technical background

This chapter introduces the technical background necessary to follow the rest of the
thesis. It consists of five main sections. First, Section [2.1|summarizes the main charac-
teristics of LTE, such as the network architecture and the main functions at physical,
link and network level. Then, Section details the main changes and new function-
alities introduced by the fifth generation with respect to LTE. Subsequently, Section
presents the functionalities used in cellular networks for the aggregation of radio
resources to be used simultaneously by the same UE. Next, in Section [2.4] the different
uses and architectures of D2D communication within cellular networks are presented.
Finally, Section introduces the main aspects of SON, as well the main types of ML
techniques that can be used to automate network management. It should be also noted
that this chapter presents a general overview, while the state of the art related to each

contribution is detailed in its corresponding publication.

2.1 LTE overview

LTE involves an Internet Protocol (IP) packet-based network, leading to all services are
offered over a packet switching architecture [49]. Therefore, the network robustness and
efficiency are enhanced, as the integration of multimedia services is facilitated compared
to the previous Universal Mobile Telecommunications System (UMTS) technology. The
LTE network architecture consists of the evolved UMTS terrestrial radio access network
(E-UTRAN) and the evolved packet core (EPC). The E-UTRAN is only composed of
evolved node B (eNB or eNodeB), while the EPC (or core network, CN) consists of

many network elements, as can be seen in Fig. 2.1} The functions of each EPC element

11
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Figure 2.1: LTE overall architecture [49].

are detailed below [50]:

e Mobility management entity (MME): It manages the plane control between
the EPC and the UE. In particular, it has the following functions:
— Idle state mobility management.
— Bearer management.
— Access stratum (AS) security control.
— Non-Access stratum (NAS) signalling security.
e Serving gateway (S-GW): It is the user plane node which connects the EPC
to the E-UTRAN. Its main functions are the following:
— Transport level packet marking in the downlink and the uplink.

— Packet forwarding, routing and buffering of downlink data for UEs in idle

state.

— Collecting accounting information per user and per bearer.



CHAPTER 2. TECHNICAL BACKGROUND 13

e Packet data network gateway (P-GW): It is the anchor between 3GPP and
non-3GPP technologies for mobility functions. Concretely, it has the following

functions:

— UE’s IP address allocation.

— Quality of Service (QoS) enforcement.

These elements are connected to the eNB via S1 interfaces. In addition, the eNBs
are interconnected by means of X2 interfaces. The functions of the eNB are listed

below:

e User data transmission from and towards the UE by means of the air interface.
e Radio resource management.

e Header compression and encryption.

e Selection of MME at subscriber attachment.

e Routing of user plane data towards S-GW.

e Configuration reporting for mobility and scheduling purposes.

e Downlink and uplink admission control at bearer level.

2.1.1 Physical layer

This layer comprises different functions, such as power control, node search, multiplex-
ing and channel coding, modulation and allocation of physical radio resources, and
transmission between nodes and UEs. To this end, the physical layer supports two
different access schemes: Orthogonal Frequency Division Multiplex Access (OFDMA)
in the downlink and Single Carrier Frequency Division Multiple Access (SC-FDMA)
in the uplink. Parallel transmission of a set of orthogonal subcarriers is accomplished
in OFDMA, where each subcarrier can be modulated using from quadrature phase-
shift keying (QPSK) to 256 quadrature amplitude modulation (QAM) [51]. Nonethe-
less, OFDMA is not suitable for uplink due to the high peak-to-average power ratio
(PAPR) when combining a high number of subcarriers. This implies that radio trans-

ceivers have high power consumption, leading to higher energy consumption in UE
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terminals. Hence, SC-FDMA transmits data over a single wideband signal with more
bandwidth than OFDMA.

On the other hand, the resource element (RE) is the smallest resource unit, corres-
ponding to a symbol in the time domain and a subcarrier in the frequency domain. The
REs are grouped into physical resource blocks (PRBs) to create the smallest unit that
can be scheduled for transmission. A single PRB occupies 180 kHz in frequency, i.e.
12 subcarriers with 15 kHz spacing, while its duration is 0.5 ms. PRBs comprise user

data, control and synchronization data, as well as pilot symbols for channel estimation.

2.1.2 Link layer

The link layer consists of three sublayers, whose main functions are detailed below:

e Medium access control (MAC): It uses dynamic resource allocation to control
access to the radio channel. Its functionalities are [52]:
— Mapping between transport channels and logical channels.
— Scheduling information reporting.
— Error correction via hybrid automatic repeat requests (HARQ).
— Priority management among UEs.

e Radio link layer (RLC): It is located at the top of the MAC sublayer, and its

functions are [53]:

— Concatenation, segmentation and reassembly of data packets transmitted
between the eNB and the UE.

— Transfer of upper layer packet data units (PDUs).
— Error correction through automatic repeat request (ARQ).
e Packet data convergence protocol (PDCP): This sublayer is located at the
top of the RLC sublayer. Its main functionalities are [54]:
— Transfer of IP packets associated to both user plane and control plane data.

— Header compression and decompression of IP data flows using the robust

header compression (ROHC) protocol.

— Ciphering and deciphering of user plane and control plane data.
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— Compression and decompression of uplink PDCP service data units (SDUs).
— Transmission and discarding of duplicates.

— Integrity protection and verification of control plane data.

2.1.3 Network layer

This layer is composed of two sublayers, which are detailed below:

¢ Radio Resource Control (RRC): It establishes the connection between the
UE and the eNB. In addition, its main radio resource management functionalities

are:

— Radio Admission Control (RAC): It admits or rejects requests to es-
tablish new radio bearers. Requests are accepted if the QoS required by the
new radio bearers can be guaranteed, as well as the QoS required by the

ongoing sessions.

— Radio Bearer Control (RBC): It manages the establishment, mainten-
ance and release of radio bearers, as well as the configuration of radio re-

sources linked to them.

— Connection Mobility Control (CMC): It manages cell (re)selection and
handovers based on whether UEs move in idle or connected mode, respect-
ively. These decisions rely on the following physical layer measurements,
which are reported by the UEs:

* Reference Signal Received Power (RSRP): It is the linear average of
the downlink reference signals across the system bandwidth [55]. RSRP
measurement is performed only on those REs that contain cell-specific
reference signals.

« Reference Signal Received Quality (RSRQ): It is the ratio between the
RSRP and the received signal strength indicator (RSSI) of an evolved
UMTS terrestrial radio access carrier [55]. RSSI comprises all sources
of noise, such as the desired power from the serving cell, co-channel

interference or thermal noise.

e Non-Access Stratum: It manages the transmission of signalling messages
between the MME and the UE. In addition, it manages the session procedures
required to establish and maintain IP connectivity between a P-GW and the UE.
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2.2 5G overview

The fifth generation standard continues with the all-IP scheme of LTE, but the proto-
cols have been updated to enable new 5G functionalities. In this regard, the main new

features in both radio access and core network are detailed below:

e Next-generation Radio Access Network (NG-RAN): Many novelties are
listed below:

— Numerology: Subcarrier spacing and symbol duration can be modified to

work efficiently over a wide range of frequencies.

— High-band spectrum: The use of millimeter waves (mmWaves), i.e. car-
riers above 6 GHz, allows higher data rates and lower latency. Nonetheless,

propagation losses soar in this band.

— Massive Multiple-Input Multiple-Output: Use of a large number of

radiating elements in a single antenna, which enhances channel capacity.

— Beamforming: Use of large antenna arrays that enable the radiation pat-
tern to be adapted to a specific scenario by modifying the phase of each
antenna. Thus, the number of beams, their beamwidth or their direction

can be modified, allowing the UE position to be tracked.
e 5G Core Network (5GC): New functions have been developed:

— Network slicing: It splits the shared physical infrastructure into a set of
independent logical networks. Each logical network (or slice) is deployed
to serve a different business purpose. In addition, each slice comprises the

necessary network resources, configured and connected end-to-end.

— Software-Defined Networking (SDIN): It establishes the use of software-
based controllers or application programming interfaces (APIs) to commu-

nicate with the underlying hardware infrastructure and control network
traffic.

— Network Function Virtualization (NFV): It decouples functions from
dedicated hardware and moves them to virtual servers in order to accelerate

the deployment of new services.

In addition, Fig. shows the new architecture used in this fifth generation [56].
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Figure 2.2: 5G overall architecture [56].

It depicts the three main network elements of the 5GC, whose functions are detailed

below:

e Access and Mobility Management Function (AMF): Its functionalities

are:

— NAS signaling termination.

— NAS ciphering and integrity protection.
— Access authentication and authorization.
— Mobility management.

— Support of network slicing.
e Session Management Function (SMF): Its main tasks are:

— Session management.

— UE IP address allocation.
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— Dynamic Host Configuration Protocol (DHCP) functions.
e User Plane Function (UPF): Its main functionalities are:

— Anchor point for intra-RAT and inter-RAT mobility.
— QoS management for user plane.

— Traffic usage reporting.

Packet routing and forwarding.

Packet inspection.

On the other hand, NG-RAN is composed of two types of nodes. The next-
generation node B (gNB) provides 5G user and control plane termination to the UE.
However, the next-generation evolved node B (ng-eNB) provides E-UTRAN user and
control plane termination to the UE. NG-RAN nodes are interconnected via Xn in-
terfaces, while they are connected to the 5GC through NG interfaces. Their main

functionalities are listed below:

IP header compression, encryption and protection.

Downlink and uplink radio resource management.

Routing of user plane and control plane data to UPFs and AMFs.

Paging and broadcast information transmission.

Support of UEs in inactive state for battery saving.

Measurement reports for mobility and scheduling.

2.3 Radio resource aggregation functionalities

This section encompasses the different functions developed through various 3GPP Re-
leases that aim at aggregating multiple radio resources from different frequency bands,
nodes or technologies to be used simultaneously by the same UE. They are detailed in

the following subsections.
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2.3.1 Carrier Aggregation

To meet the peak data rate requirements of the International Mobile Telecommunications-
Advanced Standard, 3GPP proposes Carrier aggregation (CA) in Release 10 [57]. This
feature enables the aggregation of individual spectrum chunks, known as component
carriers (CCs), to allow UEs to access more bandwidth. These CCs can be contiguous
or non-contiguous in the frequency band. Moreover, they can have different band-
widths. However, the assignment of contiguous CCs is less complex, since only one fast

Fourier transform (FFT) and one radio frequency unit are needed [58].

On the other hand, asymmetric configurations can be established. In this sense,
multiple downlink CCs and a single uplink CC can be allocated to the same UE to
increase only its downlink throughput. A single CC is always assigned to each UE,
which is referred to as the primary cell (PCell) [59]. It can only be modified by means
of a handover procedure. Temporarily activated additional CCs are defined as the
secondary cells (SCells). They are removed when there is no more data to be delivered

to the UE, its channel quality decreases or power consumption is to be reduced.

2.3.2 Dual Connectivity

3GPP introduces Dual Connectivity (DC) in Release 12, which enables UEs to be
served simultaneously by two eNBs operating at different carriers. Furthermore, DC
allows the use of CA, thus multiple CCs can be aggregated from each eNB [60]. Two
different roles can be assigned to each eNB: the master eNB (MeNB) and the secondary
eNB (SeNB), which are interconnected through a traditional X2 interface. Only the
MeNB manages the configuration of the DC connection. Therefore, it generates and
delivers all RRC messages to the UE. Moreover, the control plane connection to the
MME always terminates at the MeNB. On the other hand, both nodes deliver user
plane data to the UE. However, 3GPP has standardized two possible DC solutions
with different user plane connections. They are shown in Fig. and detailed below:

e The user plane data is split in the MeNB. Thus, only the MeNB has a user
plane connection to the S-GW. This architecture provides more flexibility in radio
resource management, since data from a single radio bearer can be delivered
through both the MeNB and the SeNB. However, the MeNB must process all
data, which increases its computing cost. In addition, this solution requires

distributed radio resource management and flow control of the user plane data
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Figure 2.3: DC architecture and user plane solutions.

between the MeNB and the SeNB due to the latency of the X2 interface.

e The user plane data is split in the CN. Thus, each eNB has its own user plane
connection to the S-GW. Therefore, the MeNB and the SeNB serve separate radio
bearers, exchanging only their corresponding data with the UE. In this sense, the
MeNB does not process the data exchanged between the SeNB and the UE, hence

no fast traffic steering is possible.

The solutions are implemented using two different types of radio bearers: direct
bearers and split bearers. Direct bearers are served by a single eNB, while split bearers
are served by both the MeNB and the SeNB. Furthermore, direct bearers are classified
into master cell group (MCG) bearers and secondary cell group (SCG) bearers depend-
ing on whether their serving node is the MeNB or the SeNB, respectively. Fig.
depicts the user plane protocol stack at both the MeNB and the SeNB, detailing the

configuration of the different radio bearers.
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Figure 2.4: User plane protocol stack at both the MeNB and the SeNB.

2.3.3 Multi-Radio Dual Connectivity

The advent of 5G implies the coexistence of eNBs and gNBs in the same environment.
Hence, 3GPP defines Multi-Radio Dual Connectivity (MR-DC) in Release 15 as an
extension of DC in which UEs can simultaneously use resources from an eNB and a
gNB [20]. MR-DC retains the same architecture and operation introduced for DC, but
the terminology of MeNB and SeNB roles is replaced by the roles of master node (MN)
and secondary node (SN), respectively [61].

In addition to the use of two 3GPP access technology nodes, the use of a single eNB
or gNB and a wireless local area network access point (WAP) is also proposed [36]. In
this way, wireless local area networks (WLAN) are used to provide additional capacity
to the UEs at reduced cost. However, while network operators manage interference
between nodes in cellular networks, this is not possible when using unlicensed spectrum.
Therefore, QoS cannot be guaranteed due to potential increased interference resulting
in data loss or increased latency [62]. Thus, the use of WLAN is not suitable for critical

services.

2.3.4 Multi-Connectivity outlook, challenges and benefits

Nowadays, MC standardized concept considers the simultaneous aggregation of radio
resources from only two nodes, but this number is expected to increase in coming 3GPP
releases. This would enable aggregation of traffic flows from many nodes, even if one
connection fails. Conversely, it would increase the complexity of the MC challenges

detailed below:
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MC operation management: Network operators decide when to use MC in-
stead of single-connectivity, as well as which nodes and CCs are involved in this
connection. In this regard, sets of resources are allocated simultaneously, which
must be done accurately in order not to degrade the overall performance of the

network.

Dynamic flow control: Network operators manage the data flows to be de-
livered by the serving nodes. Dynamic management is addressed to cope with
changing conditions, such as radio link quality or resource usage. Otherwise, poor
performance could result with a massive number of out-of-order packet arrivals

or offloaded and overloaded nodes.

Packet reordering: 3GPP defines a packet reordering mechanism for DC and
MR-DC scenarios in [54] because different radio link conditions, communication
path delays or procedures of different RATs may cause packets to arrive out of

order.

On the other hand, MC can achieve huge benefits in the QoE perceived by users.

These are listed below:

Increased data rates: UEs can combine data streams from different nodes to

enhance user throughput.

Increased reliability: Duplicate packets can be forwarded over multiple radio

links with different nodes to increase the probability of successful reception.

More robust mobility procedures: MC is used to provide seamless connec-
tions. This reduces the interruption time and the amount of signalling required

to perform a handover [63].

Service segregation: Different nodes are used to provide connectivity to the
same user but with distinct QoS criteria. Therefore, a service that requires dif-
ferent types of traffic is segregated on multiple links. For example, one node may
provide high-throughput connectivity while other node provides low-throughput

and low-latency connectivity to an autonomous vehicle.
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2.4 D2D communication

D2D is the communication between two UEs in proximity using the air interface to
establish a direct link without routing by means of mobile network elements. Nowadays,
3GPP defines this concept within a set of proximity services (ProSe) that use LTE or

5G spectrum [64]. These use cases are listed below:

e Traffic offloading: D2D links are established to reduce the load on the network

nodes.

e Provision of emergency services: D2D communication is used to provide

service to out-of-coverage areas caused by a failure in the network equipment.

e Extension of cellular coverage: D2D links are established between cellular
UEs close to the cell edge and nearby UEs outside the cell coverage. In this
way, the former can relay the data received from the network node to the latter,

increasing the overall coverage in the scenario.

e Reliable health monitoring: Devices attached to patients communicate with
other external devices to monitor their health. Therefore, the first devices need to

work with very low power consumption, so their transmission power is extremely
low. Thus, D2D links are needed.

e Mobile tracking and positioning: Accurate knowledge of the location of pre-
deployed devices enables estimation of the position of other nearby devices with

which they exchange data in indoor scenarios.

e Data dissemination: Commercial devices that share information directly with

nearby potential customers.

Thus, different scenarios can be found depending on the cellular network coverage

in the area. The different types of scenarios are detailed below:

e In-coverage scenario: All devices are covered by a network node. Mobile
network spectrum can be allocated using different approaches:
— The same spectrum can be used for both cellular and D2D communication.

— The spectrum is divided into two bands: the first is used for cellular com-

munication and the second for D2D communication.
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Figure 2.5: D2D architecture approaches.

— The spectrum is used only for cellular communication and D2D communic-

ation is performed over unlicensed spectrum.
e Out-of-coverage scenario: No device is covered by a network node.

e Partial-coverage scenario: Some devices are in coverage areas, while the rest

of the devices are not.

In addition, different approaches can be considered to allocate the radio resources
to be used by each device in order to avoid packet collisions. The different architectures
that can be used are shown in Fig. and detailed below:

e Centralized architecture: A network node or a single master device allocates

the resources to be used by each device.

e Decentralized architecture: Various master devices distributed across the

scenario allocate the resources to be used by their neighboring devices.

e Distributed architecture: Each device decides for itself which resources to use.
To avoid massive signalling exchange in these topologies and keep the number of
collisions low, 3GPP proposes that devices sense the resource pool before making
a decision, i.e., the use of New Radio Sidelink [65].
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2.5 Self-Organizing Networks

The number of different services offered over cellular networks is constantly increasing.

These services have been classified into three main application areas with the advent
of 5G:

e Enhanced Mobile Broadband: Its main objective is to offer extremely high

data rate connectivity.

e Ultra Reliable Low Latency Communications: Its primary purpose is to

serve critical latency-sensitive applications that require robust communication.

e Massive Machine Type Communications: Its main goal is to serve a massive
number of Internet-of-Things (IoT) devices that are continuously monitored and

require a low data rate as well as low energy consumption.

To cope with the wide variety of different requirements and to ensure that users
perceive a good QoE, network operators are pursuing the automation of network man-
agement tasks. To this end, the concept of SON is defined, whose main objectives

are:

e To reduce CAPEX through efficient use of network resources.

e To minimize OPEX by reducing manual intervention in network maintenance,

optimization, diagnosing and healing.

e To enhance user experience, service quality and network performance.

Network measurements are collected to develop SON techniques. They allow to
assess the state of the network and thus to identify appropriate actions. They are

classified into different categories according to their source:

e Configuration management parameters (CM): They determine the config-

uration of each network element.

e Performance management parameters (PM): They count the number of

times an event occurs in a time interval.

e Key Performance Indicators (KPI): They combine PMs to create high-level

performance measures.
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Alarms: Messages triggered when there is a network failure.

Context information: Information related to the environment, such as the

usual distribution of users or social events.
Mobile traces: Signalling messages between the network and the UEs.

Drive tests: Field measurements that include position-related information and

are collected by specialized equipment in specific areas.

Depending on the type of data required to perform a SON technique, they are

deployed using one of the following three architectures:

e Centralized: The data collected from all network elements are used to run SON

techniques, allowing a global view of the mobile network state. However, a large
amount of signalling must be exchanged, as measurements must be reported every

few seconds or minutes.

Distributed: Only the data collected by the network nodes is used to run the
technique, thus the execution time is shorter. Nonetheless, only a local view of

the network state is considered.

Hybrid: Functions requiring fast response are deployed at the network nodes,
while delay-tolerant functionalities are implemented at the network management

level.

In addition, 3GPP classifies SON functions into three main groups according to

their purpose [66]:

e Self-configuration: Its objective is to put a new network element into operation

with minimal manual intervention.

e Self-optimization: Its main purpose is to automate the configuration of sys-

tem parameters to maximize the efficiency of network elements according to the

current traffic profile and dynamic network environment.

e Self-healing: Its goal is to automate the recovery of network elements from a

degraded performance state.

This thesis, like most of the literature, focuses on the development of self-optimization

and self-healing techniques, which are further detailed in the following subsections.
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2.5.1 Self-optimization

Self-optimization aims at automating the configuration of system parameters to adapt
the network to a constantly changing environment, leading to an efficient use of network
resources. These changes can be produced by many sources, such as the construction
of new infrastructures that act as obstacles or generate interference, changes in user
traffic patterns due to social events or seasonal effects, among other causes. The main

self-optimization functionalities are:

e Traffic steering optimization: Users are unevenly distributed in the scenario
and their consumption of network resources depends on the services they use, res-
ulting in areas with different loads. Therefore, network operators can efficiently
use network resources by handling traffic for different purposes, e.g., to ensure

low latency and high reliability to critical service messages.

e Coverage, interference and capacity optimization: Antenna configuration
parameters can be adjusted to maximize the overall coverage in the scenario,
maximize the capacity provided to users in certain areas or reduce the level
of interference. Thus, a dynamic modification of antenna parameters such as
azimuth, tilt or transmit power allows the network performance to be adapted to

the momentary needs of the network operator.

e Mobility robustness optimization: Optimization of handover-related proced-

ures prevents degradation of service performance for users on the move.

e Energy saving: The power consumption of network elements can be reduced by
temporarily turning them off when they are not needed to achieve the required

performance.

2.5.2 Self-healing

Self-healing is a continuous process that monitors network elements to minimize degrad-

ation of network performance due to failures. It encompasses the following functions:

e Anomaly detection: Network measurements are continuously monitored to
detect anomalous behavior. Their rapid identification allows initiating the cor-

responding procedures as soon as possible and minimizing the degradation time.
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However, the accuracy in identifying anomalous behavior increases as more an-

omalous samples are collected.

Fault diagnosis: The available network state information is used to identify
the root cause of the anomalous behavior. There are many causes that can trig-
ger performance degradation, such as hardware or software faults, configuration

failures or changes in the environment.

Repair action: The appropriate action is performed to repair the diagnosed
fault, e.g. replacement of equipment or modification of network configuration

parameters.

Compensation action: The configuration of the network equipment is modi-
fied to compensate the service usually provided by the damaged element. This
minimizes the negative impact on the user experience while the damaged element

is being repaired.

2.5.3 Machine learning

The number of UEs and nodes in cellular networks is constantly growing, which in-

creases the amount of information generated. Thus, network management becomes in-

creasingly complex. To ease this management and outperform traditional algorithms,

ML solutions are proposed to develop SON techniques, as they can make better de-

cisions when there is a massive volume of data as input. They are classified into three

major groups:

e Supervised learning: A training dataset consisting of input data and corres-

ponding output data or labels is used to create a model that estimates the desired
output or label for a new input with minimal error. These techniques are further

divided into two subcategories:

— Classification: Data are classified into specific categories. Among these
algorithms are k-nearest neighbor (KNN), support vector machines (SVM),

random forest or decision trees.

— Regression: Continuous values are estimated from the correlation between
the input and output data values of the training dataset. These techniques

include linear, logistic or polynomial regression, among others.
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e Unsupervised learning: Unknown knowledge is extracted from unlabeled data-

sets. There are two main subcategories:

— Clustering: Data in a dataset are automatically classified into different
clusters whose data have similar characteristics. These techniques comprise
k-means, density-based spatial clustering of applications with noise (DB-

SCAN) or hierarchical clustering.

— Dimensionality reduction: The dimensional space of a dataset is re-
duced while preserving the meaningful properties of the original data. Prin-
cipal component analysis (PCA), linear discriminant analysis (LDA) and
non-negative matrix factorization (NMF) are some of the most important

dimensionality reduction techniques.

¢ Reinforcement learning (RL): A learning phase is used to test multiple solu-
tions in different states of a environment. These are evaluated using a reward
function formed by the metrics that the operator has proposed to optimize. Pos-
itive or negative feedback is thus provided for each decision based on its outcome.
The exploration of new solutions is combined with the exploitation of the best
solutions previously tested to achieve the best long-term performance. Hence,
a decision-making policy is generated to make the best decision in each future

situation. The most commonly used RL algorithm is Q-learning.

Furthermore, the combination of ML with the use of neural networks defines the
concept of deep learning techniques, which can further outperform classical approaches.
In this sense, the weights of the neurons composing the neural network layers are up-
dated throughout a learning phase using algorithms such as stochastic gradient descent.
Once the training is completed, the input is multiplied by the weights to obtain the
desired output.






Chapter 3

Research outline

This chapter consists of two main sections. The first section describes each research
paper in this thesis and details the connection among them. Thus, the objectives and
contributions to the state of the art of each publication are stated. The second section
presents the research methodology, indicating the techniques and tools used in this

thesis.

3.1 Description of the publications

The previously introduced challenges are addressed in the research papers detailed in
the following subsections. In addition, Fig. illustrates the connection of the papers

to the challenges and objectives, indicating how they are organized in this thesis.

3.1.1 Traffic Steering for eMBB in Multi-Connectivity
Scenarios [I] (Chapter 4.1)

To cope with all the objectives of this thesis, the starting point is to address all those
challenges related to self-optimization techniques in MC-enabled scenarios, which are
addressed in the papers included in Chapter [l In particular, the first paper of this
thesis defines a traffic steering approach that determines the traffic flow to be held
by each of the nodes serving the same UE in MC-enabled scenarios (Objective 1).
Specifically, it uses the RSR(Q reported by the UEs and the amount of PRBs available

at each candidate node to maximize the QoE perceived by the users.
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To evaluate this approach, the performances obtained by the proposed methodology
and those obtained by other state-of-the-art techniques are compared. The results show
that the proposed approach outperforms the other solutions in terms of mean opinion
score (MOS), whose value represents the subjective QoS perceived by a user on a
scale from 1 (poor) to 5 (excellent). To achieve this, the proposed solution works as
a quality-conscious load balancing. In addition, it is also shown that a traffic steering
that depends only on network load will not achieve as good performance as when RSRQ

is included. On the other hand, the performance is poor if only RSRQ is considered.

3.1.2 Location-Aware Node Management Solution for
Multi-Radio Dual Connectivity Scenarios [II] (Chapter
4.2)

Once traffic flows have been optimally allocated, further improvement can be achieved
by performing an appropriate selection of nodes serving the same UE in MC-enabled
scenarios (Objective 2). For this purpose, 3GPP proposes a power-based selection.
However, the second paper provides a more complex methodology that takes into ac-
count the environment surrounding the user, i.e. areas with different user density,
predominant services, distribution of obstacles or eventuality of social events. The ob-
jective of the proposed approach is to select the nodes that maximize the overall QoE.
To do so, the services used must be considered, as their requirements may be different.
In addition to the UE service and its location, the proposed solution estimates the QoE
that could be provided by each candidate node before performing the selection using
the RSRQ, RSRP and PRBs available at the corresponding candidate. A multiple

regression technique is used for this purpose.

The proposed methodology is assessed in a wide variety of scenarios with different
characteristics. The results show that RSRP, which is the only metric used in the
3GPP approach, is the indicator with the least weight for estimating QoE. Moreover,
the proposed solution improves the QoE obtained by the 3GPP-compliant solution in

all scenarios.
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3.1.3 Coverage and Capacity Enhancement in Multi-Radio
Dual-Connectivity Urban Scenarios [I1I] (Chapter 4.3)

The third paper concludes the work related to self-optimization techniques in MC-
enabled scenarios. This paper provides a methodology that modifies the transmit
power, the azimuth, the tilt and the threshold of the event A2 of 4G and 5G nodes
in multi-RAT scenarios with two main objectives: to improve the overall coverage
(Objective 3) and to boost the capacity available to users in dense areas (Objective
4). Hence, the joint optimization of different RATs nodes configuration can lead to
improved user experience when connecting to either 4G or 5G nodes, simultaneously

or not.

The proposed approach consists of two main parts, which are performed one after
the other: a coverage optimization stage and a capacity optimization stage, respect-
ively. The first part focuses on maximizing coverage and minimizing the level of inter-
ference throughout the scenario. On the other hand, the second part aims at boosting
the capacity available to users in crowded regions while minimizing the negative impact
on the rest of the users. To this end, the first part reconfigures the nodes serving the
areas reporting the lowest Signal-to-Interference-plus-Noise Ratio (SINR) values, while

the second part changes the configuration of the nodes serving the dense regions.

The results show that areas of high interference are minimized, as well as boosting
SINR and available capacity for UEs located in crowded areas, with a minor negative
impact on overall coverage. Moreover, the framework can be deployed with low com-
puting cost. This contribution closes Chapter 4, in which the three papers presented

allow improving user experience in MC-enabled scenarios.

3.1.4 Online Anomaly Detection System for Mobile
Networks [IV] (Chapter 5)

Chapter || is the starting point of the work focused on the development of self-healing
techniques. The fourth paper, which is the only one that is part of this chapter,
addresses Objectives 5 and 6. It provides a framework for automatically detecting and
tracking anomalies in mobile network performance indicators in real time. In this way,
network operators can avoid network degradation and user complaints by performing

repair actions that address the root cause of the problem.
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The proposed approach consists of two stages: a block for learning seasonal patterns
of performance indicators and a block that detects and tracks anomalies as each new
sample is collected. Priority has been given to detecting anomalies maintained over time
as opposed to chance outliers, in accordance with mobile network operator directives.
In addition, as network traffic patterns may change over time, a mechanism is also
included to automatically adapt the operation of the entire system to new network
behaviors at runtime. Therefore, the system can feasibly operate without manual
intervention or feedback in long term. Finally, the proposed system is designed with

low computing cost to be deployed at the network nodes with minor impact.

The proposed solution is assessed using a mobile network dataset, where real an-
omalies have been labeled by network experts and no synthetic anomalies have been
manually injected. Moreover, its performance is compared with that of state-of-the-art
approaches. The results show that the proposed framework identifies about 25% more
total anomalies than the other solutions, while maintaining a low false positive rate as

well as high precision.

3.1.5 Distributed Deep Reinforcement Learning Resource
Allocation Scheme For Industry 4.0 Device-To-Device

Scenarios [V] (Chapter 6)

The paper included in Chapter [6] concludes the work related to self-healing as well as
this thesis. This work provides a compensation action where UEs adopt D2D commu-
nication in out-of-coverage scenarios. Specifically, the fifth paper addresses an Industry
4.0 use case, where communication between robots must be guaranteed so that manu-
facturing procedures do not stop despite the lack of service of the network nodes. To
this end, this paper proposes a fully distributed resource allocation scheme for robots

to autonomously manage radio resources without network assistance (Objective 7).

DRL is proposed to experiment multiple solutions for several different situations
in the scenario, thus exploring which ones produce the best results during a training.
In this training, each robot selects a time slot to transmit based on the RSRP values
detected during a preconfigured observation period. It then updates the DNN weights
based on the positive or negative feedback received depending on the success in re-
ception. The training allows the robots to avoid coordination by signalling exchange,
as they acquire this coordination capability intrinsically in their decision policy. Once

training is complete, the robots select their corresponding time slot with the highest



CHAPTER 3. RESEARCH OUTLINE 35

expected reward for transmission using their partial view of the scenario and the pre-
trained DNN, thus avoiding communication constraints in real scenarios and meeting

strict latency requirements.

To evaluate the performance of the proposed solution, scenarios with different ro-
bot density are simulated using the proposed approach, a random resource allocation
scheme and the 3GPP-compliant solution, i.e. NR sidelink mode 2. The results show
that NR sidelink mode 2 should be used for scenarios where slots are not usually re-
used, due to its correct performance with simpler deployment. However, if a larger
number of robots are deployed and the same time slots are often used by more than

one robot, the DRL approach should be used to intelligently reuse slots.

3.2 Research methodology

The different studies in this thesis have been developed following a research methodo-
logy comprising multiple steps. Figure illustrates these stages, which are described

below:

e Background review: The work started with a review of the state of the art
related to the main verticals to be addressed in this thesis. This allowed to
identify the main challenges, as well as to analyze the solutions proposed in the

literature to tackle them.

e Problem formulation: This step aims at defining the objectives to be achieved
for each challenge previously identified, as well as the most suitable approaches

to solve them.

e Data collection: This step is divided into two different points depending on
whether the study is performed with data collected from a real network or from

a simulation tool.

— Simulated data: Given the difficulty of testing new resource management
solutions in real mobile networks, it is necessary to have a suitable simulation
tool. Therefore, the new methodologies proposed in this thesis have been
implemented and evaluated in simulation tools. The studies introduced
in Chapter [4| have been performed on a dynamic system-level simulator,
owned by Mobile Networks Lab (MobileNET) from Universidad de Mélaga.

It was presented in [67] and has been evolving with new 5G features and
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functionalities. On the other hand, the work presented in Chapter [6]has been
developed on a D2D simulator of Industry 4.0 scenarios which is owned by
Nokia Bell Labs. It is detailed in [30]. It should also be noted that both
simulators have been coded in MATLAB.

— Real data: Data collected from commercial mobile networks have been
provided by Tupl to develop the work presented in Chapter[5] These datasets
comprise CMs, PMs, KPIs and alarms. The Apache Spark framework is
used to manage the data. In this regard, Scala is used to process and filter
the massive amount of data, while Python is used to develop the proposed

methodologies due to the larger number of libraries available.

e System design: The approaches considered in Problem formulation phase are

finally designed and implemented.

e Evaluation and conclusions: The performance of the proposed solutions is
assessed and compared to baseline approaches, which are either state-of-the-art

or 3GPP-compliant solutions.

e Dissemination: The most relevant results have been published in journals, in-
ternational conferences and national conferences. In addition, the work presented
in Chapter b/ has been included as part of Tupl’s commercial network management

tool.
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Chapter 4

Self-optimization techniques for

multi-connectivity scenarios

Paper I:

Burgueno, J.; de-la-Bandera, 1.; Palacios, D.; Barco, R. Traffic Steering for eMBB
in Multi-Connectivity Scenarios. Electronics 2020, 9, 2063. https://doi.org/10.
3390/electronics9122063

Abstract: Multi-connectivity (MC) is one of the most important features to be
introduced in 5G networks, allowing User Equipment (UE) to simultaneously aggregate
radio resources from several network nodes to enhance both data rates and reliability.
Thus, this feature enables a further flexibility in the allocation of resources to the
UEs in order to fulfil the users’ requirements in more complex 5G scenarios. This
paper takes advantage of this wide flexibility to present a traffic steering approach that
determines the amount of traffic to be held by each of the serving nodes in a multi-
connectivity scenario. In this sense, the proposed technique is based on network and
UE performance metrics in order to maximize the users’ perceived quality of experience
(QoE) for enhanced Mobile Broadband (eMBB) services. It is then compared with a
homogeneous traffic split among the serving nodes, with a single-connectivity approach
and with state-of-the-art solutions. The benefits are analysed in terms of throughput
and Mean Opinion Score (MOS), which is the main QoE metric. The analysis shows
that a noticeable UE throughput improvement is reached when the proposed traffic
steering method is applied. Consequently, this enhancement is noticed in the users’

QoE, which can lead to a reduction of operating expenses (OPEX) of the network.
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Paper 11:

Burgueno, J.; de-la-Bandera, I.; Barco, R. Location-Aware Node Management Solu-
tion for Multi-Radio Dual Connectivity Scenarios. Sensors 2021, 21, 7450. https:
//doi.org/10.3390/s21227450

Abstract: The location of user equipments (UEs) allows application developers
to customize the services for users to perceive an enhanced experience. In addition,
this UE location enables network operators to develop location-aware solutions to op-
timize network resource management. Moreover, the combination of location-aware
approaches and new network features introduced by 5G enables to further improve
the network performance. In this sense, dual connectivity (DC) allows users to sim-
ultaneously communicate with two nodes. The basic strategy proposed by 3GPP to
select these nodes is based only on the power received by the users. However, the
network performance could be enhanced if an alternative methodology is proposed to
make this decision. This paper proposes, instead of power-based selection, to choose
the nodes that provide the highest quality of experience (QoE) to the user. With this
purpose, the proposed system uses the UE location as well as multiple network metrics
as inputs. A dense urban scenario is assumed to test the solution in a system-level
simulation tool. The results show that the optimal selection varies depending on the

UE location, as well as the increase in the QoE perceived by users of different services.

Paper I1I:

Burgueno, J.; de-la-Bandera, I.; Barco, R. Coverage and Capacity Enhancement
in Multi-Radio Dual-Connectivity Urban Scenarios. IEEE Communications Letters,
Under review, 2022.

Abstract: The complexity of cellular networks management has increased in re-
cent times due to the high number of deployed nodes and the coexistence of different
radio access technologies (RATs). Moreover, multi-radio dual connectivity allows a
single user equipment (UE) to simultaneously use resources of two RATs. Therefore,
different RATSs equipment can be jointly configured to enhance the overall performance.
This letter presents a methodology for improving coverage and capacity in multi-RAT
cellular networks where UEs can be connected to either 4G or 5G nodes, simultaneously
or not. Thus, the approach modifies transmit power, azimuth, tilt and threshold of the
event A2.
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Chapter 5

Real-time anomaly detection

Paper 1V:

Burgueno, J.; de-la-Bandera, 1.; Mendoza, J.; Palacios, D.; Morillas, C.; Barco,
R. Online Anomaly Detection System for Mobile Networks. Sensors 2020, 20, 7232.
https://doi.org/10.3390/s20247232

Abstract: The arrival of the fifth generation (5G) standard has further accel-
erated the need for operators to improve the network capacity. With this purpose,
mobile network topologies with smaller cells are currently being deployed to increase
the frequency reuse. In this way, the number of nodes that collect performance data
is being further risen, so the number of metrics to be managed and analyzed is being
highly increased. Therefore, it is fundamental to have tools that automatically inform
the network operator of the relevant information within the vast amount of metrics
collected. The continuous monitoring of the performance indicators and the automatic
detection of anomalies is especially important for network operators to prevent the net-
work degradation and user complaints. Therefore, this paper proposes a methodology
to detect and track anomalies in the mobile networks performance indicators online,
i.e., in real time. The feasibility of this system was evaluated with several performance
metrics and a real LTE Advanced dataset. In addition, it was also compared with the

performances of other state-of-the-art anomaly detection systems.
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Chapter 6

D2D resource allocation for

out-of-coverage scenarios

Paper V:

J. Burgueno, R. Adeogun, R. L. Bruun, C. S. Morején Garcia, I. de-la-Bandera and
R. Barco, ”Distributed Deep Reinforcement Learning Resource Allocation Scheme For
Industry 4.0 Device-To-Device Scenarios,” 2021 IEEE 94th Vehicular Technology Con-
ference (VTC2021-Fall), 2021, pp. 1-7, doi: 10.1109/VTC2021-Fall52928.2021.9625582.

Abstract: This paper proposes a distributed deep reinforcement learning (DRL)
methodology for autonomous mobile robots (AMRs) to manage radio resources in an
indoor factory with no network infrastructure. Hence, deep neural networks (DNN)
are used to optimize the decision policy of the robots, which will make decisions in
a distributed manner without signalling exchange. To speed up the learning phase, a
centralized training is adopted in which a single DNN is trained using the experience
from all robots. Once completed, the pre-trained DNN is deployed at all robots for
distributed selection of resources. The performance of this approach is evaluated and
compared to 5G NR sidelink mode 2 via simulations. The results show that the pro-
posed method achieves up to 5% higher probability of successful reception when the

density of robots in the scenario is high.

43






Chapter 7

Conclusions

This last chapter summarizes the research conducted in this thesis. First, the main
conclusions drawn after addressing the introduced objectives are presented. Next,
potential future lines of research in the covered topics are suggested. Finally, the main
publications in journals and conferences, participation in projects and research stays

carried out during this thesis are presented.

7.1 Contributions

This thesis provides solutions to existing problems in the area of SON. Specifically,
self-optimization and self-healing challenges have been identified and seven objectives
have been defined to address them. Objectives 1 to 4 are related to self-optimization,
while the remaining three objectives address self-healing challenges. All contributions

related to these objectives are presented below.

e Obj. 1: To provide a traffic steering methodology that manages the
traffic flows to be delivered by each serving node in MC-enabled scen-

arios.

— A traffic steering methodology has been designed to determine the traffic
flow to be held by each of the nodes serving the same UE. In addition to
the amount of resources available at each candidate node, the methodology
uses the RSRQ reported by UEs to maximize the QoE perceived by users.
This quality metric has not previously been used for this purpose in the

literature.
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— The performances of the proposed technique and state-of-the-art solutions
are evaluated in terms of QoE and throughput for eMBB users. The results
show that a load balancing type approach achieves good performance, since
resource availability is more relevant than RSRQ to efficiently allocate traffic
flows. However, higher QoE and user throughput are achieved if RSRQ is
also considered. Thus, the proposed methodology outperforms the other

approaches.

e Obj. 2: To provide a node management technique that assigns the

nodes serving each user in MC-enabled scenarios.

— A methodology has been developed to select which nodes serve the same UE.
It creates models to estimate the QoE that can be provided by each can-
didate node. The models assign weights to the RSRQ and RSRP reported
by the UEs for each candidate node as well as their available PRBs. How-
ever, these weights vary depending on the UE location and service. Thus,
the environment surrounding the user and the service requirements are con-
sidered to select the nodes that maximize the QoE perceived by the users.
Therefore, this methodology is a more complex alternative to the solution
proposed by 3GPP, i.e., selecting the nodes that provide the highest RSRP
to the UE.

— The proposed methodology is compared with the 3GPP-compliant solution
in a dense urban scenario corresponding to a real cellular network region
that has been implemented in the simulation tool. In addition, various
configurations have been implemented to simulate areas with distinct char-
acteristics, such as different predominant services, user density or obstacle
distribution. The results show that the expected QoE is estimated with a
low mean absolute percentage error (MAPE), which allows to reliably per-
form the assignment of the best nodes, even though the UE location tracking
is not accurate. The results also reveal that RSRP, which is the only metric
used in the 3GPP solution, is the indicator that has the lowest weight for
estimating QoE by far. On the other hand, resource availability has the
highest weight while the reported RSRQ has a lower but relevant weight,
which is related to the conclusions drawn in Objective 1. Therefore, RSRQ
and available resources should be used to choose the nodes that serve a user
if QoE is to be maximized. Finally, the results show that the proposed
solution increases the average MOS obtained by the 3GPP approach for all
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services in every scenario.

e Obj. 3: To develop a framework that tunes the antenna parameters
of coexisting 4G and 5G nodes to maximize the overall coverage and

minimize the level of interference in MC-enabled scenarios.

— A methodology has been provided to jointly modify the transmit power,
azimuth and tilt of 4G and 5G antennas in multi-RAT scenarios. It aims
at maximizing coverage and minimizing the level of interference throughout
the scenario in order to improve the user experience when connecting to
either 4G or 5G nodes, simultaneously or not. To date, no previous work
has addressed the joint optimization of antenna parameters of 4G and 5G

nodes in MC-enabled scenarios.

— The technique can be deployed with low-computing cost and can be directly

scaled to urban scenarios with other distribution and number of nodes.

— The dense urban scenario introduced in the conclusions drawn for Objective
2 is used to evaluate the proposed technique. The solution modifies the
configuration of nodes that serve with more power to areas reporting very
low SINR for both 4G and 5G bands. The performance results show that
the greatest throughput gain is achieved for the UEs located in areas of low

coverage or high interference.

e Obj. 4: To provide alternative antenna configuration of coexisting
4G and 5G nodes to increase available capacity for users located in
crowded areas, without adversely affecting the experience of other

users.

— The methodology introduced in the conclusions of Objective 3 has been
extended to boost the capacity available to users in dense areas. To locate
these areas, context information is used. Furthermore, this additional stage
modifies the threshold of the event A2, in addition to the transmit power,
azimuth and tilt of 4G and 5G nodes, so that users leaving dense areas are
served by external nodes. This increases the resource availability for UEs
remaining in crowded areas. Therefore, this new stage aims at increasing
SINR, as well as bandwidth available to UEs located in dense regions, while

minimizing the negative impact on overall coverage.
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— The performance of the complete methodology is tested in several simula-
tions with different distributions of dense regions over the scenario, allowing
to analyze its feasibility. The results show that this new stage allows to
greatly increase the throughput of UEs in crowded areas, while hardly pen-
alizing the improvement achieved for UEs in low coverage and high inter-
ference areas. In this sense, the throughput gain of users in poor regions is
slightly reduced compared to the gain obtained before optimizing the dense

areas only in some scenario configurations.

e Obj. 5: To develop a real-time anomaly detection framework to detect

and monitor anomalies in network performance indicators.

— A framework has been designed to automatically detect and track anomalies
in mobile network KPIs in real time. Thus, the proposed system monitors
the state of the anomaly until the KPI returns to normal behaviour. In
addition, the different stages that make up the framework allow to prioritize
the detection of anomalies maintained over time over occasional outliers, in

accordance with mobile network operator directives.

— The framework can use any number of KPIs, as they are processed independ-
ently, i.e. it is scalable. Moreover, it can be deployed in mobile networks of

any generation.

— The proposed solution has been assessed using a dataset from a real cellu-
lar network, where real anomalies in key business-related KPIs have been
labeled by network experts and no synthetic anomalies have been manually
injected. The performance metrics most cited in the ML literature are used
to compare the performance of the proposed approach and that obtained
by state-of-the-art solutions. These metrics are: accuracy, error rate, false
positive rate, precision and recall. The results show that the proposed sys-
tem obtains a similar false positive rate and precision to those obtained by
other solutions. However, it identifies almost 80% of all anomalies, while
the second best solution only identifies about 55%. Therefore, the proposed
framework identifies most of the network anomalies while maintaining a high
level of precision and a low false positive rate. This indicates that network
operators will be notified of most of the anomalies that may affect the QoE
perceived by users, while minimizing the number of resources expended to

dealing with false issues.
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e Obj. 6: To minimize the computing and memory costs of the anomaly
detection framework without impairing its performance and to provide

a self-adaptation mechanism for constantly changing environments.

— An additional stage has been added to the framework introduced in the con-
clusions of Objective 5 to automatically adapt the operation of the system
to new traffic profiles at runtime. In this way, the framework can operate
reliably over the long term without the need for manual tuning or human
feedback.

— The computing and memory costs have been minimized so that the system
can be distributed to already deployed nodes with little performance penalty
to other equipment procedures. At the same time, the proposed framework

is capable of outperforming more complex state-of-the-art approaches.

e Obj. 7: To provide a D2D resource allocation scheme for non-network-

assisted Industry 4.0 scenarios.

— A distributed DRL methodology has been designed for autonomous mobile
robots to manage radio resources in an indoor factory without network in-
frastructure. In this regard, the decision policy is trained on each robot
individually using its partial view of the scenario. Therefore, robots acquire
the coordination capability intrinsically in their decision policy to maximize
the probability of successful reception. This allows meeting stringent latency
requirements, which are not satisfied in other D2D approaches where robots

exchange signalling before transmitting.

— To evaluate the performance of the proposed solution, scenarios with dif-
ferent robot density are simulated using the proposed approach and the
3GPP-compliant solution, i.e., NR sidelink mode 2. The results show that
NR sidelink mode 2 performs slightly better than the proposed methodo-
logy when the resource occupancy in the scenario is low. Once the robot
density increases, the improvement of the DRL approach over NR sidelink
mode 2 increases to achieve 5% higher probability of successful reception.
Therefore, it is proposed to use NR sidelink mode 2 in scenarios where slots
are not typically reused. In the case where a larger number of robots are
deployed and the same slots are often used by more than one robot, it is

proposed to use the DRL approach to reuse the time slots efficiently. Hence,
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the proposed methodology ensures the correct operation of manufacturing

procedures in out-of-coverage FoF with a high density of robots.

— The use case addressed focuses on Industry 4.0, but the proposed approach
can be extended to other scenarios where devices move around a scenario and
need to communicate with each other based on proximity without network

support.

7.2 Future work

The work presented in this thesis might be continued following the next lines of research:

e This thesis has presented methodologies that select the nodes serving a UE and
decide the amount of traffic to be delivered by each node in MC-enabled scenarios.
However, these techniques have been developed and analyzed separately in two
different publications. Therefore, the proposal of a single framework combining
both solutions can be carried out to further improve the performance achieved

separately.

e A real-time anomaly detection solution has been developed in this thesis in or-
der to identify degraded network performance as soon as it can be noticed in
KPIs. To go further and taking advantage of other types of data available in
the datasets used, such as alarms, the forecasting of anomalies in KPIs could
be tackled by studying the causality between alarms or other metrics and KPIs
when anomalies are detected. Therefore, anomalies could be anticipated before
they are identified in the monitored KPIs. In this way, appropriate actions could
be scheduled earlier, which would lead to shortening the time the network spends

with a degraded state.

e A distributed D2D solution for Industry 4.0 has been presented in this thesis.
However, it only outperforms sidelink mode 2 in dense scenarios, proposing the
use of sidelink mode 2 for simpler scenarios with fewer devices. Then, both
solutions should alternate depending on the number of devices in the scenario.
Therefore, a single approach could be proposed to unify the most beneficial parts
of both approaches. In this sense, the state of the DRL agents could be defined
with the time slots that have been sensed with lowest RSRP or with empty slots

with no importance of their order, as proposed by sidelink mode 2. This would
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allow to drastically decrease the probability of data collision when the number
of devices is low and to deploy only the DRL approach, having also the benefits
previously obtained by DRL for dense scenarios. In addition, performance could
be further improved by using continuous values to define the state without the
previously proposed discretization. Finally, optimization of the DNN architecture

could be addressed, as well as reconfiguration of the hyperparameters.
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Appendix A

Summary (Spanish)

A.1 Introduccion

A.1.1 Antecedentes y justificacion

El uso de redes celulares ha cambiado radicalmente en los ultimos anos. Desde que
tienen acceso a Internet, las redes celulares se usan para infinidad de actividades,
tales como ver videos, usar redes sociales o leer noticias. Consecuentemente, esto ha
disparado el consumo de datos que se realiza por cada usuario. Ademas, el niimero de
dispositivos conectados a las redes celulares tampoco ha dejado de crecer; desde tablets
o relojes hasta vehiculos estan ahora conectados a este tipo de redes. Esto ha llevado a
que los operadores estén constantemente evolucionando estas redes, desplegando nuevas
funcionalidades y técnicas que permitan ofrecer la mejor experiencia posible al usuario.
Asimismo, la llegada de la quinta generacién (5G) de redes méviles ha incrementado
ain mas la variedad de servicios que se ofrecen. Dependiendo de sus requisitos, estos
se dividen en tres principales categorias: comunicaciones de baja latencia ultra-fiables,
comunicaciones masivas de tipo maquina y servicios de banda ancha mejorada. Cumplir
el amplio abanico de requisitos que los usuarios demandan implica que la gestién de los
recursos de la red se vuelva atin méas compleja. Con el fin de facilitar dicha gestion, los
operadores despliegan funcionalidades que automatizan tareas de la red y que utilizan
eficientemente los recursos disponibles. Estas funcionalidades dan forma a un concepto

conocido como redes auto-organizadas [2].

Las funcionalidades desarrolladas en este tipo de redes cubren tres principales
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dreas: auto-configuracién, auto-optimizacién y auto-curacién [2]. Las técnicas de auto-
configuracién automatizan el despliegue de nuevas redes, como se muestra en [3]. Por
otro lado, las técnicas de auto-optimizaciéon maximizan el rendimiento de la red en es-
cenarios que varian a lo largo del tiempo. Por ejemplo, este tipo de técnicas optimizan
en tiempo real los pardametros de configuracién de la red o llevan a cabo mecanismos
de balance de carga [4, [5]. Finalmente, las técnicas de auto-curacién monitorizan los
elementos de la red y detectan fallos, los cuales son posteriormente analizados para 11-
evar a cabo la accion més apropiada. Por tanto, este tipo de técnicas engloba objetivos
como la deteccién de fallos [6, 7], el andlisis de la causa raiz [8, 9, [10] o la compensacién
de fallos [11].

La relevancia de incluir este tipo de técnicas en redes celulares se manifiesta en el
gran numero de proyectos internacionales en los que empresas privadas participan que
se centran en el desarrollo de este tipo de técnicas. Dichas técnicas permiten llevar a
cabo las tareas de gestion de la red mientras se maximiza la calidad de experiencia per-
cibida por los usuarios y se minimizan los gastos. Algunos de los proyectos enfocados en
este objetivo son: SOCRATES [12], SELF-NET [13], SEMAFOUR [14], COMMUNE
[15] y ONE5G [16]. Sin embargo, la llegada continua de nuevas tecnologias propicia
que el desarrollo de este tipo de técnicas deba ser constante con el fin de aprovechar
los ultimos avances para maximizar el beneficio obtenido en términos de rendimiento
y eficiencia. Por ejemplo, actualmente se han propuesto técnicas que aprovechan el
uso de ondas milimétricas o la modificacion dindmica del patrén de radiacion de las
antenas [17), I8, [19], que son dos de las principales novedades proporcionadas por 5G.
Sin embargo, apenas se han propuesto técnicas que optimicen la gestion de los re-
cursos en escenarios donde el uso de la multi-conectividad se encuentre habilitado.
Esta tecnologia permite que varios nodos intercambien datos simultaneamente con un
tnico usuario [20]. Esto le proporciona una gran flexibilidad al operador a la hora de
gestionar los recursos de la red. Ademas, esta funcionalidad permite el uso simultaneo
de nodos de diferentes tecnologias de acceso radio [20]. Entre los beneficios propor-
cionados se encuentran la posibilidad de incrementar la capacidad disponible para un
mismo usuario [21], el incremento de fiabilidad en la comunicacién cuando paquetes
se duplican y envian a través de distintos enlaces [22] o el decremento de la latencia
en procedimientos de movilidad [23]. Por tanto, la gestién de los recursos podré ser

diferente dependiendo del servicio utilizado por el usuario.

Por otro lado, la conexiéon simultanea con varios nodos propicia que la asignaciéon

de los recursos sea mas compleja y que una gestion ineficiente pueda provocar una falta
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de disponibilidad de recursos en ciertos nodos. De esta forma, el rendimiento de la red
se veria degradado, tal y como se podria comprobar en las métricas de rendimiento
que son constantemente monitorizadas en los nodos de la red. Para identificar estas
degradaciones se pueden desplegar técnicas de deteccién de anomalias en los nodos,
aunque metodologias muy complejas pueden ser un problema debido a su alto coste
computacional o a su mayor latencia en la deteccién. Por tanto, técnicas que funcionen
en tiempo real y que permitan ejecutar una accion compensatoria para un posible fallo
lo antes posible consiguen minimizar el tiempo de degradacién del rendimiento de la
red. Sin embargo, gran parte del estado del arte se enfoca en la identificacion de
anomalfas una vez esta ya ha terminado [24] 25 26]. Asimismo, una vez se identifica
un area como degradada, el operador de red puede tratar al fallo con distinta urgencia
o prioridad dependiendo de multiples factores, entre los que se puede encontrar el tipo
de usuarios que frecuenta dicha area. Es decir, se le puede asignar mayor urgencia a
la hora de recuperar el funcionamiento correcto a nodos que cubren un hospital que

realiza cirugias de forma remota que a otros que sirven a asistentes a un concierto.

De la misma forma, la Industria 4.0 también contiene casos de uso donde robots
estan realizando procedimientos industriales criticos que no pueden verse afectados por
la caida de una celda, entre otros factores [27]. Con el fin de evitar este problema, se
pueden llevar a cabo acciones compensatorias en las que los robots intercambien in-
formacion directamente entre ellos sin la asistencia de una red externa con el fin de
continuar la produccién de forma correcta. Esta situacion se ha estudiado anterior-
mente [28] 29, B0]; aunque técnicas mas complejas deben proponerse si se pretenden
cumplir los requisitos exigidos por la Industria 4.0 en términos de latencia, fiabilidad

o densidad de dispositivos [31].

Esta tesis desarrolla nuevas técnicas de autogestion de redes celulares, logrando
mejorar el rendimiento de las actuales propuestas utilizadas en los casos de uso men-

cionados.

A.1.2 Objetivos

Los objetivos definidos en esta tesis se dividen en dos principales grupos: del 1 al 4 se
centran en técnicas de auto-optimizacion para escenarios donde la multi-conectividad
estd habilitada, mientras que del 5 al 7 se enfocan en técnicas de deteccion y com-

pensacion de degradaciones en redes celulares. Estos se detallan a continuacion:
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e Objetivo 1: Proveer una metodologia de direccionamiento de trafico que con-

trole los flujos de traficos que seran proporcionados por cada uno de los nodos
servidores en escenarios donde la multi-conectividad esta habilitada. En vez de
optimizar un indicador de rendimiento de la red especifico, la solucién se enfoca
en maximizar la calidad de experiencia reportada por los usuarios, la cual de-
pende de diferentes factores seguin el servicio utilizado por el usuario. Con este

fin, métricas de carga y calidad de la red son utilizadas.

Objetivo 2: Proporcionar una técnica de gestion de nodos que asigne los nodos
que serviran a cada usuario simultaneamente en escenarios con multi-conectividad.
La localizacién y el servicio de los usuarios son utilizados, ademas de métricas de
potencia, carga y calidad, para predecir los nodos que maximizan la calidad de

experiencia que el usuario puede percibir.

Objetivo 3: Desarrollar un sistema que configure los parametros de las antenas
de nodos 4G y 5G de forma que se maximice la cobertura global y se minimice el
nivel de interferencia en escenarios con multi-conectividad. El azimut, inclinacion
y potencia de transmisién de las antenas se modifican para mejorar la experiencia
percibida por usuarios que pueden estar conectados a uno o varios nodos de cada

una de las dos tecnologias de acceso radio.

Objetivo 4: Proporcionar una configuraciéon de las antenas alternativa para
nodos 4G y 5G que logre incrementar la capacidad disponible para usuarios
localizados en &areas densas sin perjudicar la experiencia percibida por el resto
de usuarios. Ademds del azimut, inclinaciéon y potencia de transmision de las
antenas, se modifican los umbrales que gestionan la movilidad de usuarios con
el objetivo de mejorar la disponibilidad de recursos radio en las zonas de alta

concentracion de usuarios.

Objetivo 5: Desarrollar un sistema de deteccién de anomalias en tiempo real
que detecte y monitorice anomalias en indicadores de rendimiento de la red. Este
debe enfocarse en las anomalias més perjudiciales, de acuerdo con la opinion de los
expertos. Ademas, con el fin de prevenir a los operadores de malgastar recursos
en problemas inexistentes, el nimero de falsas alertas debe minimizarse, mientras

se minimiza también el nimero de anomalias ignoradas.

Objetivo 6: Minimizar el coste computacional y de memoria del sistema de

deteccién de anomalias sin decrementar su rendimiento. Ademds, proporcionar
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un mecanismo para que el sistema se auto-adapte a nuevos perfiles de trafico sin

ningin tipo de intervencién humana.

e Objetivo 7: Proporcionar un esquema de planificacién de recursos radio com-
pletamente distribuido para escenarios de Industria 4.0 sin asistencia de ninguna
infraestructura de red externa. Con el fin de cumplir los exigentes requisitos
de tasa de envio de datos y fiabilidad de la comunicacion en fabricas con gran
densidad de dispositivos, el esquema utiliza aprendizaje por refuerzo. Asimismo,
los dispositivos decidiran qué recursos utilizar por si mismos sin intercambiar

senializacion para cumplir los requisitos de latencia.

A.2 Gestion de redes 5G mediante inteligencia

artificial

Dado que esta tesis ha sido desarrollada como un compendio de publicaciones, las cuales
se encuentran agrupadas en distintos capitulos de acuerdo a su tema correspondiente,
a continuacion se presenta una descripcion de cada uno de los diferentes trabajos, asi

como su relacion con cada uno de los objetivos anteriormente indicados.

A.2.1 Direccionamiento de trafico eMBB en escenarios con

multi-conectividad [I] (Capitulo 4.1)

Este trabajo define una técnica de direccionamiento de trafico que determina el flujo de
trafico que proveera cada uno de los nodos que sirven a un mismo usuario en un escen-
ario donde la multi-conectividad se encuentra habilitada (Objetivo 1). Para ello, esta
técnica utiliza la RSRQ reportada por los usuarios y la cantidad de recursos dispon-
ibles en cada uno de los nodos candidatos. Con dicha técnica se pretende maximizar la
calidad de experienca percibida por los usuarios, la cual dependera también del servicio

que estén utilizando.

El sistema propuesto se analiza y compara con otras propuestas del estado del arte.
Los resultados muestran que la soluciéon propuesta mejora a las demds en términos de
calidad de experiencia reportada por los usuarios. Para lograr esto, el sistema funciona
como un balanceador de carga que también tiene en cuenta la calidad de los enlaces.
Asimismo, se muestra que no se obtiene tan buen rendimiento si no se tiene en cuenta

la calidad de dichos enlaces, aunque la relevancia de la disponibilidad de recursos es
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mayor.

A.2.2 Solucién para la gestiéon de nodos en escenarios con

multi-conectividad [II] (Capitulo 4.2)

Una vez se ha optimizado la gestion de los flujos de trafico, se puede incrementar la
ganancia obtenida en cuanto a calidad de experiencia percibida por los usuarios si
también se realiza una selecciéon 6ptima de los nodos que serviran al usuario (Objetivo
2). Con este proposito el 3GPP propone una seleccién basada inicamente en la potencia
recibida. Sin embargo, en este trabajo se desarrolla una metodologia mas compleja que
tiene en cuenta el escenario que rodea al usuario; es decir, la densidad de usuarios, la
distribucién de los obstaculos, la realizacion de eventos especiales como conciertos o la
predominancia de ciertos tipos de servicio. Para predecir los nodos que proveeran al
usuario con una mayor calidad de experiencia, se generan mediante regresion multiple
diferentes modelos que dependen de la localizacion del usuario, el servicio que cursa y

los recursos disponibles en los nodos servidores, asi como la RSRQ y RSRP reportadas.

La metodologia propuesta es posteriormente evaluada en varios escenarios con ca-
racteristicas distintas. Los resultados muestran que la RSRP, que es el tnico indicador
utilizado en la solucion propuesta por el 3GPP, es el indicador con menor peso a la hora
de estimar la calidad de experiencia. Ademas, se demuestra que el método desarrollado

mejora el rendimiento de la soluciéon del 3GPP.

A.2.3 Optimizacion de la capacidad y la cobertura en
escenarios urbanos con multi-conectividad [ITI]

(Capitulo 4.3)

Este trabajo propone un sistema que modifica la potencia de transmision, el azimut
e inclinacién de la antena y el umbral del evento A2 de nodos 4G y 5G en escenarios
con multi-conectividad entre dos diferentes tecnologias de acceso radio. Este sistema
tiene dos objetivos principales: mejorar la cobertura global (Objetivo 3) y maximizar
la capacidad disponible para usuarios localizados en dreas densas (Objetivo 4). Por
tanto, la optimizacién conjunta de la configuracion de los nodos de ambas tecnologias
permite maximizar la calidad de experiencia de usuarios que pueden utilizar varios

nodos simultaneamente.
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El sistema propuesto tiene dos partes principales. La primera se centra en max-
imizar la cobertura y minimizar el nivel de interferencia a lo largo del escenario. La
segunda se enfoca en mejorar la capacidad disponible para usuarios en regiones densas
mientras se minimiza el impacto negativo en el resto de usuarios. Es por esto por lo que
la primera etapa reconfigura los nodos que sirven las areas sobre las que se reporta una
menor SINR, mientras la segunda fase reconfigura los nodos que solo sirven regiones

densas.

Los resultados muestran que las dreas con un mayor nivel de interferencia son
minimizadas, asi como la SINR y la capacidad disponible para usuarios de las zonas
mas transitadas son mejoradas sin afectar apenas a la cobertura global. Asimismo, el

sistema se puede desplegar con un bajo coste computacional.

A.2.4 Sistema de deteccion de anomalias en tiempo real

para redes moéviles [IV] (Capitulo 5)

Esta publicacion engloba los objetivos 5 y 6. Esta desarrolla un sistema para detectar
y monitorizar anomalias en indicadores de rendimiento de la red mévil en tiempo real.
De esta forma los operadores pueden tomar medidas para corregir el problema que

causa dicha anomalia y minimizar las quejas de los usuarios de la red.

El sistema esta formado por dos etapas. La primera se encarga de aprender el
patron de cada uno de los indicadores que seran posteriormente monitorizados y cuyas
anomalias seran detectadas por la segunda etapa a medida que lleguen nuevas muestras
del indicador. Ademads, de acuerdo con las directrices realizadas por expertos, se le da
prioridad a la identificacién de anomalias que se mantienen a lo largo del tiempo. Por
otro lado, el sistema también incluye un mecanismo que logra que el sistema funcione
a largo plazo adaptandose a nuevos perfiles de trafico sin necesidad de ninguna inter-
vencion humana. Asimismo, se ha minimizado el coste computacional del sistema para

que pueda implementarse, minimizando su impacto, en nodos de la red ya desplegados.

El rendimiento del sistema se evalua utilizando una base de datos obtenida de una
red real en la que se han identificado diversas anomalias por expertos. Los resultados
muestran que la solucién propuesta detecta un 25% mads de anomalias que otras solu-
ciones del estado del arte. Ademads, se mantiene una tasa de falsos positivos baja al

mismo tiempo.
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A.2.5 Esquema de planificacién de recursos basado en
aprendizaje por refuerzo para escenarios de Industria

4.0 [V] (Capitulo 6)

Este trabajo detalla una acciéon compensatoria en la que los robots de un escenario
de Industria 4.0 empiezan a comunicarse directamente entre ellos en el momento en el
que la infraestructura de red externa deja de darles servicio. De esta forma se puede
garantizar que la producciéon continua de forma correcta. Concretamente se propone un
esquema de planificaciéon de recursos completamente distribuido en el que los propios

robots gestionan los recursos radio de forma auténoma (Objetivo 7).

Se propone el uso del aprendizaje por refuerzo para que los robots exploren multiples
soluciones para diferentes escenarios durante un tiempo de entrenamiento, permitiendo
experimentar qué acciones producen mejores resultados. Durante dicho entrenamiento
los robots seleccionan la franja temporal sobre la que transmitir basandose en los
valores de RSRP detectados de transmisiones realizadas por otros usuarios durante los
instantes previos. Por tanto, la politica de decision se va actualizando dependiendo del
éxito que tienen o no las transmisiones realizadas. Una vez el entrenamiento finaliza,
la politica de decisién conoce cudl es la mejor franja a utilizar en cada momento sin la
necesidad de intercambiar senalizacion con el resto de robots, minimizando la latencia

en las comunicaciones.

Finalmente, se analiza el rendimiento de la solucién propuesta en fabricas con difer-
entes densidades de robots y se compara con el rendimiento obtenido por la solucién
propuesta por el 3GPP para este tipo de casos de uso. Los resultados indican que
la solucién propuesta por el 3GPP es apta para escenarios con baja ocupacién de los
recursos. Sin embargo, a medida que la densidad de robots aumenta y los recursos
se reutilizan por robots que se encuentran en distintas zonas de la fabrica, la solucién

propuesta logra una mayor probabilidad de éxito en la comunicacién.

A.3 Conclusiones

A continuacién se presentan las contribuciones relacionadas con cada uno de los objet-

ivos que han sido definidos en esta tesis:

e Obj. 1: Proveer una metodologia de direccionamiento de trafico que

controle los flujos de traficos que seran proporcionados por cada uno
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de los nodos servidores en escenarios donde la multi-conectividad esta
habilitada.

— Se ha disenado una metodologia de direccionamiento de trafico que determ-
ina el flujo de trafico que cada nodo sirve a un mismo usuario. Ademas de
la cantidad de recursos disponibles en cada nodo candidato, la metodologia
utiliza la RSRQ que reportan los usuarios para maximizar la calidad de
experiencia que estos perciben. Esta métrica de calidad no se habia usado

anteriormente con este mismo propdésito en el estado del arte.

— Se ha evaluado el rendimiento obtenido por la técnica propuesta y por otras
propuestas recogidas en el estado del arte en términos de calidad de ex-
periencia y tasa de descarga. Los resultados muestran que un balance de
carga realizado por los nodos servidores logra un buen rendimiento, ya que
la disponibilidad de recursos en los nodos es mas relevante para obtener una
buena calidad de experiencia que la RSRQ. Sin embargo, el rendimiento al-
canzado es aun mayor cuando también se tiene en cuenta la RSR(Q) ademés
de la carga. Asimismo, la metodologia propuesta mejora todas las deméds

soluciones propuestas en el estado del arte.

e Obj. 2: Proporcionar una técnica de gestion de nodos que asigne los
nodos que serviran a cada usuario simultineamente en escenarios con

multi-conectividad.

— Se ha desarrollado una metodologia para gestionar los nodos que sirven sim-
ultaneamente al mismo usuario. Esta crea modelos para estimar la calidad
de experiencia que cada nodo candidato podria proveer. Cada modelo asigna
unos pesos diferentes a la RSRP, RSRQ y recursos disponibles dependiendo
de la localizacién y el servicio que esta utilizando el usuario. Por tanto, se
consideran el escenario que rodea al usuario y los requisitos de los servicios
para elegir los nodos que maximizarian la calidad de experiencia percibida
por el usuario. De esta forma, la metodologia propuesta es una alternativa
mas compleja a la solucién propuesta por el 3GPP: selecciéon de los nodos

que proveen mayor potencia al usuario.

— La metodologia propuesta y la solucion del 3GPP se han evaluado en un
escenario urbano real que se ha introducido en un simulador. Ademas, se han
analizado utilizando diferentes configuraciones para el mismo escenario. Por

ejemplo, el servicio més frecuente, la densidad de usuarios o la distribucion
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de obstaculos han cambiado en cada prueba. Los resultados muestran que
los modelos estiman la calidad de experiencia con poco error, lo que permite
asignar los mejores nodos para el usuario con una mayor fiabilidad. Las
pruebas muestran que la RSRP, que es el unico indicador utilizado en la
solucién del 3GPP, es la métrica que tiene un menor peso a la hora de
estimar la calidad de experiencia. Por otro lado, la disponibilidad de recursos
tiene un mayor peso que la RSRQ, lo cual se encuentra relacionado con las
conclusiones realizadas en el Objetivo 1. Por lo tanto, la RSRQ y el ntimero
de recursos disponibles deberian usarse para decidir los nodos que serviran
a cada usuario cuando se busque maximizar la calidad de experiencia. Por
ultimo, los resultados también muestran que la solucién propuesta obtiene
un mejor rendimiento que la metodologia propuesta por el 3GPP en términos
de calidad de experiencia reportada por los usuarios para cada uno de los

diferentes servicios analizados.

e Obj. 3: Desarrollar un sistema que configure los parametros de las
antenas de nodos 4G y 5G de forma que se maximice la cobertura
global y se minimice el nivel de interferencia en escenarios con multi-

conectividad.

— Se ha desarrollado un sistema que modifica la potencia de transmision, azi-
mut e inclinaciéon de las antenas de los nodos 4G y 5G en escenarios donde
la multi-conectividad se encuentra habilitada. El sistema se centra en max-
imizar la cobertura global y minimizar el nivel de interferencia con el fin de
mejorar la experiencia de los usuarios cuando se conectan a nodos 4G y 5G,
simultaneamente o no. Hasta ahora no se habian realizado estudios en los
que la configuracion de las antenas de estas tecnologias era optimizada de

forma conjunta.

— La técnica propuesta puede desplegarse con un bajo coste computacional en

escenarios con cualquier distribucién y nimero de nodos.

— El escenario urbano mencionado en el anterior objetivo se utiliza para eval-
uar la técnica propuesta. La soluciéon modifica la configuracién de los nodos
que sirven con mas potencia las dreas donde se reporta una menor SINR en
las bandas utilizadas para cada una de las dos tecnologias de acceso radio.
Los resultados muestran que, consecuentemente, el mayor incremento de

la tasa de descarga respecto a la configuracién anterior se obtiene para los
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usuarios localizados en dreas de baja cobertura o alto nivel de interferencia.

e Obj. 4: Proporcionar una configuracién de las antenas alternativa
para nodos 4G y 5G que logre incrementar la capacidad disponible
para usuarios localizados en areas densas sin perjudicar la experiencia

percibida por el resto de usuarios.

— La metodologia introducida en el Objetivo 3 se extiende para mejorar la
capacidad disponible para usuarios en areas densas, que son localizadas me-
diante informacién de contexto. Esta nueva etapa modifica los parametros
de configuracién anteriormente mencionados y, ademas, el umbral del evento
A2, que propicia que los usuarios que se estén alejando de las dreas densas
sean servidos por nodos externos a dichas areas. Esto permite incrementar
la disponibilidad de recursos para los usuarios que si permanecen en estas
zonas. Por tanto, esta nueva fase persigue incrementar la SINR y el ancho
de banda disponible a los usuarios localizados en regiones densas mientras

se minimiza el impacto negativo en el resto de usuarios del escenario.

— Se evalia el rendimiento de la metodologia completa para el mismo escenario
pero con diferentes distribuciones de dreas densas sobre él. Esto permite
analizar la fiabilidad de la metodologia propuesta. Los resultados muestran
que esta nueva etapa permite incrementar en gran medida la tasa de descarga
de los usuarios localizados en las dreas mas densas mientras que apenas se
penaliza la ganancia obtenida para los usuarios en areas de poca cobertura o
gran nivel de interferencia. En este sentido, la ganancia obtenida para estos
segundos usuarios es levemente reducida en algunas de las configuraciones

aleatorias del escenario.

e Obj. 5: Desarrollar un sistema de deteccién de anomalias en tiempo
real que detecte y monitorice anomalias en indicadores de rendimiento
de la red.

— Se ha disenado un sistema que automatiza la deteccién y monitorizacion de
anomalias en tiempo real para indicadores de rendimiento de la red. Por
tanto, el sistema monitoriza el estado de cada anomalia desde que comienza
hasta que finaliza. Ademads, de acuerdo con la opinién de expertos, este

prioriza la detecciéon de anomalias que se mantienen a lo largo del tiempo.

— El sistema funciona con cualquier niimero de métricas de rendimiento ya que
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se procesan independientemente. Por tanto, el sistema es escalable, ademas

de poder ser desplegado en redes de cualquier generacién.

— Se ha evaluado el sistema utilizando una base de datos de una red real
donde algunos de los indicadores mas relevantes se han etiquetado por ex-
pertos de forma que las anomalias identificadas son reales y no introducidas
sintéticamente. Asimismo, se han utilizado las métricas de rendimiento mas
comunes en el estado del arte a la hora de evaluar este tipo de soluciones.
Los resultados muestran que este obtiene una tasa de falsos positivos similar
a otras soluciones del estado del arte. Sin embargo, la soluciéon propuesta
identifica casi el 80% de todas las anomalias, mientras la segunda mejor
solucion evaluada identifica solo el 55%. Por lo tanto, la solucién propuesta
detecta la mayoria de las anomalias mientras mantiene un gran nivel de
precisién y una tasa de falsos positivos baja. Esto indica que los operadores
seran conscientes de la mayor parte de las anomalias que afecten a la calidad
de experiencia percibida por los usuarios mientras se minimiza el nimero de

recursos que gastaran en tratar falsas alarmas.

e Obj. 6: Minimizar el coste computacional y de memoria del sistema de
deteccién de anomalias sin decrementar su rendimiento, asi como pro-
porcionar un mecanismo para que el sistema se auto-adapte a nuevos

perfiles de trafico.

— Se ha anadido una etapa adicional al sistema introducido en el anterior
objetivo. Esta etapa se encarga de adaptar el funcionamiento del sistema a
nuevos perfiles de trafico en tiempo real. De esta forma este puede funcionar
con fiabilidad a largo plazo sin necesidad de que deba ser reconfigurado o

intervenido manualmente.

— Se han minimizado los costes computacional y de memoria para que la
solucion pueda ser implementada en nodos ya desplegados en la red con
poco impacto negativo en el rendimiento de otros procesos. Asimismo, se
ha demostrado que el sistema propuesto es capaz de mejorar el rendimiento

de otras soluciones més complejas del estado del arte.

e Obj. 7: Proporcionar un esquema de planificacion de recursos radio
completamente distribuido para escenarios de Industria 4.0 sin asist-

encia de ninguna infraestructura de red externa.
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— Se ha desarrollado una metodologia basada en aprendizaje por refuerzo para

que los robots de una fabrica sin infraestructuras de red sean capaces de ges-
tionar por si mismos los recursos radio de forma completamente autéonoma y
distribuida. En este sentido, la politica de decision de cada robot se entrena
individualmente utilizando solo su vista parcial del escenario. Por tanto, los
robots adquieren una capacidad de coordinacion intrinseca en su politica de
decision sin la necesidad de intercambiar senalizacién. Esto permite cump-
lir los exigentes requisitos de latencia que no cumplen otras técnicas que si

intercambian senalizacion antes de transmitir.

Se han utilizado fabricas con diferente densidad de robots para evaluar el
rendimiento de la soluciéon propuesta. Ademads, esta se ha comparado con
la solucién propuesta por el 3GPP: NR sidelink mode 2. Los resultados
muestran que NR sidelink mode 2 rinde un poco mejor cuando la densidad
de usuarios en el escenario es baja. Sin embargo, la solucién propuesta logra
un 5% mas de probabilidad de que un envio se realice correctamente cuando
la densidad aumenta considerablemente. Por tanto, se propone el uso de
NR sidelink mode 2 cuando la mayor parte de los recursos estan libres. En
cambio, cuando robots que se encuentran en distintas partes de la fabrica
tienen que reutilizar los mismos recursos se propone el uso de la solucién

desarrollada.

La solucién se propone para la Industria 4.0; sin embargo, la misma metod-
ologia puede extenderse a otros escenarios donde los usuarios se encuentren
moviéndose por un escenario y necesiten comunicarse unos con otros sin el

soporte de una red externa.
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A.3.4 Estancia de investigacion

Parte de esta tesis fue desarrollada en Aalborg (Dinamarca) en colaboracién con Nokia
Bell Labs Aalborg y la secciéon Wireless Communication Networks de la Universidad
de Aalborg entre los meses de septiembre (2020) y febrero (2021). Los resultados de

dicha estancia contribuyeron a desarrollar el capitulo [6]
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